Phan 2. YEU CAU VE KY THUAT
Chwong V. YEU CAU VE KY THUAT

Muc 1. Yéu ciu vé k¥ thuat

1.1. Gi6i thiéu chung vé du toan mua sim, goi thiu
- Tén du toan: Mua sam thiét bi mang nam 2025.
- Tén g6i thau: Mua sam thiét bi mang nam 2025.
- Nguén vén: Vén chi phi hoat dong kinh doanh ctia VCBS.

- Gid goi thau: 2.875.988.330 dong, da bao gdm thué, phi va toan bg chi phi khac lién
quan (Bang chir: Hai ty tam tram bay mwoi lam triéu chin tram tam mwoi tam nghin ba
tram ba muwoi dong.)

- Hinh thirc, phuong thirc lira chon nha thiu: Chao hang canh tranh, trong nuéc, qua
mang, mot giai doan mdt tai ho so.

- Thoi gian bét dau t6 chie lya chon nha thau: Quy III nam 2025.
- Loai hop dong: Tron goi.

- Thoi gian thuc hién goi thau: 05 thang ké tir ngay ky hop déng dén ngay nghiém
thu.

- Pham vi cong vi¢c cua goi thau:

STT Danh muc S6 lwong bVvT

Thiét bi router két ndi cac dia ban: Router Cisco y
1 5 05 Chiéc
C1111-4P hodc tuong duong

2 Thiét bi router két ndi internet va bén thir 3: Router 02 Chiéc
Cisco C8200 hodc tuong duong

Thiét bi SAN Switch 24 cong: Dell Connectrix y
3 02 Chiéc
MDS-9148T hoac tuong duong

Thiét bi SAN Switch 48 cong: Dell Connectrix y
4 02 Chiéc
MDS-9148T hoac tuong duong

- Pia diém cung cip hang hoa/thyc hién goi thau: Dia diém ctia VCBS tai Ha Noi.
1.2. Yéu cau vé ky thuat
a) Yéu cau vé ky thuit chung:
- Hang hoa 1a Thiét bi mai 100%, dugc san xuat tir nam 2024 trd lai day
- C6 cam két ban giao ddy du cac tai liéu sau khi giao hang:



+ Ban gdc hoic ban sao Chirng nhan xuit xir (C/0), Ching nhan chét luong (C/Q)
hodc van ban xac nhan/cam két chat lugng hang hoa hoac cac tai ligu khac co6 gia tri tuong
duong ctia nha san xuét hodc dai dién duoc uy quyén ciia nha san xuit tai Viét nam phat
hanh (d6i véi hang hoa nhap khau).

+ Ban gbc hodc ban sao gidy Chirng nhin xuit xuéng hodc Gidy ching nhan ding
ky nhan hi¢u hang hoéa hodc cac tai li¢u c6 gia tri tuong duong do nha san xuét hodc dai
dién dugc Gy quyén cua nha san xuit phat hanh (d6i voi hang héa san xuét trong nudéc).

- Cung cip tai liéu k¥ thuat (catalogue, xac nhan cta hing san xuat, huéng dan sir
dung hoic cac tai liéu twong duong), trong d6 thé hién rd rang cac thong sé ky thuat cua
hang hoa dap tmg voi cac yéu cau vé ki thuét tai Muc 1.2 Chuong nay.

- Nha thau phai c6 mot bang tuyén bd dap tng ky thuat (theo mau duoi day) dé
chtrng minh hang héa do nha thau chao tuan thu véi cac yéu cau do6 theo mau cung cap bén
dudi. Trong ban tuyén bd dap tng phai néu rd mirc do dap ng cac yéu cau cua E-HSMT
(bao gdom ting khoan muc, dic tinh k¥ thuat chi tiét quy dinh tai bang trén). Nha thau chi
duoc phép str dung cac tir ngir sau: “Dép tmg” “Khong dap Gmg” dé tra 1i vé tinh dép tng
theo yéu cau cua E-HSMT. Tat ca cac dap tng yéu cau ky thuat déu phai duoc giai thich
cu thé, tham chiéu rd rang dén tai liéu k¥ thuat chimg minh.

MaAu Bang tuyén bo dap ung ky thuat

, Thong s k¥

Thoéng so ky thudt va cac .
Tén han thuit va cac tieu | tiéu chuén Ho so Tinh dap
STT hod g chuan cia hang cua hang tham urng cua
hoé trong E- hoéa chao chiéu hang hoa

HSMT trong E-
HSDT
(1) (2) 3) (4) (5) (6)
Ghi chu:

- No1 dung & céc cot (1), (2), (3) phai dugce 1ap tuong img voi ndi dung ciia Bang
yéu cau ky thuat

- Noi dung (3) Nha thau dién model (néu c6) hang/xuat xi.

- Céach thuc trinh bay ndi dung & cot (5) nhu sau: “Tén tai liéu” - “Phan, chuong,
muc, bang (néu cd)” - “trang” - “dong”

- N§i dung ¢ cdt (6) chi dugc ghi “Dép tng” hoac “Khong dap tng”.

b) Yéu cau ky thuit cu thé

Hang hoa chao thau phai dap tng toan bo cac yéu cau ky thuat tbi thiéu tai bang
dudi day:



TT
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Thiét bi router két ndi cac dia ban: Router Cisco C1111-4P hoic
twong dwong

Céu hinh phan cing

Cong keét noi

WAN > 2 Gigabit Ethernet ports

LAN > 4 Gigabit Ethernet ports

Cbng console: Micro-USB/RJ-45 console port

Flash/ DRAM >4 GB

Hi¢u nang van hanh

HOb tro IPsec throughput (multi tunnel, IMIX) > 325 Mbps

Hb tro sb luong IPsec tunnels > 100

Number of IPv4 routes > 280K

Number of IPV6 routes > 260K

Tinh nang bao mat

802.1X, SSH, SNMPv3, NAT

Ho6 tro TACACS, RADIUS, AAA

Cho phép ngudi quan tri tao cac vai tro (roles) véi cac quyén han cuy thé,
tor d6 gan cho tung nguoi dung

Hb tro giao thirc

HO tro giao thuc dinh tuyén: BGP, ISIS, OSPF, RIP

Ho tro Multicast:PIM, PIM SSM, IGMP

Chat lugng: méi 100% trong dang déng goi cia Nha san xuét

Bdao hanh chinh hang va ho tro ky thuat: >= 1 nam

Thiét bi router két ndi internet va bén thir 3: Router Cisco C8200
hoac twong duwong

Céu hinh phén cimg

Cong két ndi

Sb cong hd trg > 4 Gigabit Ethernet ports

Cong console: RJ-45 Ethernet
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Memory > 8 GB

Storage > 16 GB

Hiéu nang van hanh

HO trg IPsec Throughput 1én dén (1400Bytes) > 1Gbps

Ho tro IPsec Throughput (IMIX) > 900Mbps

Hb trg Number of Ipsec VPN Tunnels > 1000

Number of IPv4 routes > 1.6M

Tinh nang chinh

Ho tro cac tinh ning: IPv4, IPv6, static routes, OSPF, BGP, TLS, Ipsec,
RADIUS

Tinh nang bao mat: IPS, URL filtering, Secure Malware Defense, zero
trust

Chirc nang quan ly chat lugng dich vu:QoS, Class of Service (CoS)
marking, Weighted Random Early Detection (WRED), PBR

Chat lugng: méi 100% trong dang déng goéi cia Nha san xuét

Bdo hanh chinh hang va ho tro k¥ thuat: >= 1 ndm

Thiét bi SAN Switch 24 cong: Dell Connectrix MDS-9148T hoic
twong dwong

Cau hinh phan cing

Thiét bi phan ciing theo chudn Rack 19inch

Téc d6 két ndi: 32Gbps

HO tro cac toc do: 8/16/32-Gbl/s

24 cong da active kém 24 x 32 GB SFP

Support VSAN

Non-blocking

VSAN, IVR, Port Channel with multipath load balancing, flow-based and
zone-based QoS

Tinh ning bdo mit va network

VSAN fabric isolation

Hardware zoning by Access Control Lists (ACLS)
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Fibre Channel Security Protocol (FC-SP) switch-to-switch authentication

FC-SP host-to-switch authentication

Role-based access control (RBAC) using RADIUS, TACACS+, or
Lightweight Directory Access Protocol (LDAP) authentication,
authorization, and accounting (AAA) functions

Secure FTP (SFTP)

Secure Shell Protocol Version 2 (SSHv2)

Simple Network Management Protocol Version 3 (SNMPv3)
implementing Advanced Encryption Standard (AES)

Control-plane security

Cac tinh nang van hanh

Chat lugng: méi 100% trong dang déng goéi cia Nha san xuét

Trién khai lap dit, thay thé 02 thiét bi cii hién tai

Bao hanh chinh hang va hd trg k¥ thuét: >= 3 nim

Thiét bi SAN Switch 48 cong: Dell Connectrix MDS-9148T hoic
twong dwong

Ciu hinh phan cing

Thiét bi phan cing theo chuan Rack 19inch

Tbc do két ndi: 32Gbps

HO tro cac toc do: 4/8/16/32-Gbls

48 cong d3 active kém 48 x 32 GB SFP

Up to 80 VSANS per fabric

Non-blocking

VSAN, IVR, Port Channel with multipath load balancing, flow-based and
zone-based QoS

Tinh ning bao mat va network

VSAN fabric isolation

Hardware zoning by Access Control Lists (ACLS)

Fibre Channel Security Protocol (FC-SP) switch-to-switch authentication

FC-SP host-to-switch authentication
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Role-based access control (RBAC) using RADIUS, TACACS+, or
Lightweight Directory Access Protocol (LDAP) authentication,
authorization, and accounting (AAA) functions

Secure FTP (SFTP)
Secure Shell Protocol Version 2 (SSHv2)

Simple Network Management Protocol WVersion 3 (SNMPv3)
implementing Advanced Encryption Standard (AES)

Control-plane security

Cac tinh nang van hanh

Chat lugng: méi 100% trong dang déng goéi cia Nha san xuét

Trién khai lap dit, thay thé 02 thiét bi cii hién tai

Bao hanh chinh hing va hd tro ki thuat: >= 3 nim

Ghi chii: Cac model, xudt xit (néu c6) trong E-HSMT nay chi mang tinh chat tham
khdo, nha thau cé thé chao hang héa twong dwong hodc tot hon so véi yéu cau cia E-
HSMT.

1.3. Cdc yéu cdu khdc

a) Phuong thtrc thanh toan

- Nha thau cam ké‘t dap tmg quy dinh vé di‘éu khoan thanh todn néu tai E-DKC 14.2
néu tai Chuong VII. Dicu kién cu thé cia Hop dong cia E-HSMT,;

+ DOi v6i thiét bi nhap khau: Gia trj toi da ma VCBS quyét toan cho nha thau khong
vuot qua 130% tri gia to khai Hai quan cua hang héa/thiét bi nhap khau.

b) Yéu cau vé ban quyén

- Tat ca hang hoa déu phai 1a cac san pham hop phép, khong vi pham quyén tac gia,

quyeén s& hiru tri tu¢ hodc ban quyén theo quy dinh ctua phap luit;

1.4. Yéu chu vé bio hanh

Hang héa du thau duoc bao hanh theo tiéu chudn clia nha san xuét va thai gian bao
hanh chinh hang va ho trg ky thuat dap &ng yéu cau sau:

Thoi gian bao hanh
STT Danh muc S6 lwong bVvT chinh hang va hd trg
ky thuat
1 Thiét bi router két noi cac 05 Chiée > 01 nam
dia ban: Router Cisco




Thoi gian bao hanh
STT Danh muc S6 lwong bVT chinh hing va hd tro
ky thuat

C1111-4P  hodac tuong
duong

Thiét bi router két ndi
o | Internet va bén thtr 3: Router 02 Chiéc
Cisco C8200 hodc tuong
duong

Thiét bi SAN Switch 24
cong: Dell  Connectrix » .
3 02 Chiéc > 03 nam
MDS-9148T hodc tuong

duong

> 01 nam

Thiét bi SAN Switch 48
cong: Dell  Connectrix y
4 02 Chiéc > 03 nam
MDS-9148T hodc tuong

duong

Ngoai chinh sach bao hanh chinh hing theo quy dinh, nha thau phai thuc hién trach
nhiém bao hanh nhu sau:

+ Khi c6 sy ¢ xay ra, trong vong 04 gio ké tir khi chu dau tu théng bao bang vin
ban, fax, email hodc dién thoai nha thau phai lién hé va hd tro tir xa dé khic phuc sy cb.

+ Néu viée h tro tir xa khong xir 1y duoc, trong vong 06 gio tiép theo nha thau phai
clr can bo k¥ thuat dén truc tiép dia diém dat thiét bi va xr 1y tai chd trén thiét bi.

Truong hop khong xu 1y duge trong vong 24 gio, Nha thau phai c6 trach nhiém
cung cép thiét bi thay thé dé su dung tam thoi trong thoi gian cho thiét bi duoc bao hanh
hoac stra chira.

- Trong E-HSDT Nha thau can cung cép dia chi mot dai 1y (hoac dai dién) cua nha
thau tai Thanh phd Ha Noi c6 kha ning sin sang thuc hién cac nghia vu ctia nha thau nhu
bao hanh, bao tri, duy tu, bao dudng, stra chita, cung cip phu tung thay thé hodc cung cip
cac dich vu sau ban hang khac ddi véi tat ca cac hang hoa trong sudt thoi gian bao hanh.



- Nha thau phai cung cip dau méi lién lac t6i thiéu chire danh 1a truéng phong ki
thuat, trudng phong bao hanh hoic twong duong (thong tin ddu mdi bao gém sb dién thoai,
email) dé chii dau tu lién hé khi can hd tro k¥ thuat hodc khi ¢6 sy ¢d. Néu co bat ki thay
d6i ndo vé dau mbi lién hé clia nha thau trong thoi gian bao hanh phai thong bao cho chii
dau tu bang van ban.

- Moi chi phi lién quan dén viéc hd tro k¥ thuat va bao hanh do nha thau chiu.

Muc 2. Ban vé: E-HSMT nay khong bao gdm ban v&

Muc 3. Kiém tra va thir nghi¢m

Céc kiém tra va thir nghiém can tién hanh gom co:

- Kiém tra kiéu dang, nhiin méc, hinh thirc hang hoa.

- Kiém tra théng s6 so vdi cac yéu cau cia HSMT va ban giao, nghiém thu dua vao st
dung.

- Toan b0 céc thur nghi¢ém phai tién hanh vé&i sy c6 mit cla giam sat va cia dai dién chu
dau tu vé nghiém thu.

- Chu dau tu ¢6 quyén tién hanh céc kiém tra bo sung. Néu c6 két qua khong ding theo E-

HSMT thi chi phi kiém tra b6 sung nha thau phai chiu, cling nhu moi chi phi stra chita cho t6i
khi hoan chinh.



