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Phian 2. YEU CAU VE KY THUAT
Chuwong V. YEU CAU VE KY THUAT

Muc 1. Yéu cau vé ky thuit
1. Gi6i thiéu chung vé duw an/dy toin mua sim, géi thau

- Tén dw todn: Bé sung ha tdng, co sé vit chdt cho GD4 va mua sdm trang
thiét bi, phan mém phuc vu dao tao;

- Tén g6i thau: Mua license Microsoft 365 A3 phuc vu cong tdc gidng day
cua Truwong Pai hoc Cong nghé

- Chu dau tu: Truong Dai hoc Cong nghé, Pai hoc Qué'c gia Ha Noi

- Neuén von: Quy phdt trién hoat dong sw nghiép va cdc nguon thu hop
phap khac cua Truong Pai hoc Cong nghé;

- Cap quyét dinh dau tw: Pai hoc Quéc gia Ha Ni.

- Dia diém dau twe: E3, 144 Xudn Thiy, Phuong Cau Gidy, Ha Néi.
- Hinh thirc lva chon nha thau: Chdo hang canh tranh.

- Phuwong thirc lva chon nha thau: Mot giai doan mot tui ho so.

- Thoi gian bdt dau té chire lwa chon nha thau: Quy III, ndm 2025.
- Logi hop dong: Tron goi.

- Thoi gian thuwce hién hop dong: 24 Thang

2. Yéu ciu vé ky thuét

Yéu cau vé ky thudt bao gom yéu cau vé ky thudt chung va yéu cau vé ky
thuqt chi tiet doi voi hang hoa thugc pham vi cung cap cua goi thau, cu thé:

Tiéu chi Microsoft 365 A3

Poi tuwong st dung Trudng hoc, hoc sinh, sinh vién, gido vién.

Bao gom Office 365 A3 + cac tinh ning bao mat, quan 1y thiét
Dich vu di kém o
bi nang cao.

Word, Excel, PowerPoint, OneNote (ca truc tuyén va cai dat

Ung dung Offi ,

18 dung THce trén thiét bi).
Email & Lich Outlook (50GB hop thu va lich).
Dung lwgng OneDrive 1TB/nguoi dung.

Microsoft Teams Co, ho tro hoc truc tuyén va lam viéc nhom.
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i .. .. .. .|Bao gém Intune cho Giao duc, cac cong cu bao mat nang cao
Bao mat va quan ly thiét bi ) T VPR
nhu Microsoft Defender, va quan 1y thiét bi di dong.

Windows ban quyén Bao gdm gidy phép Windows 11 Education.

L. L Tich hop tét hon vé6i cac cong cu quan 1y va bao mat cia
Kha ning mé rong M i
icrosoft.

3. Cac tinh nang ky thuat Microsoft 365 A3
Microsoft 365 A3 cung cip mdt bd cong cu toan dién, dap img nhu cau cta
giang vién, sinh vién va ddi ngti quan 1y truong dai hoc. Dudi day 1a cac tinh nang
chinh, véi trong tdm vao bao mat, tich hop Active Directory va hd trg SSO.
3.1. Ung dung nang sudt Office 365
- Ung dung desktop va web: Cung cp phién ban day du cia Word, Excel,
PowerPoint, OneNote, Outlook, Publisher (chi PC), Access (chi PC), co thé cai
dat trén t6i da 5 PC/Mac, 5 tablet va 5 dién thoai cho mdi nguoi dung.
- Email va lich véi Exchange Online: Hop thu 100 GB cho mdi ngudi dung,
hd trg gtri email 1én dén 150 MB, tich hop lich hoc va giao tiép hiéu qua.
- Luu trr ddm may v61 OneDrive: 1 TB dung lugng luu trit ¢4 nhan, cho
phép luu trir va chia sé tai li€u, bai tap an toan.
- Microsoft Teams: Trung tdim cOng tac vdi chat, goi video, td chirc 16p hoc
truc tuyén, tich hop OneNote Class Notebook dé quan 1y tai liéu hoc tap.
3.2.  Cong cu hoc tap va sang tao
- Minecraft: Education Edition: Tich hop trai nghiém hoc tap tuong tac,
khuyén khich sang tao va giai quyét van dé.
- Learning Accelerators: Cong cu nhu Reading Progress, Reading Coach hd
tro cai thién k¥ nang doc, viét va toan hoc v6i phan hoi tire thoi.
- HO tro da ngdn nglr: Dich thoi gian thuc trén PowerPoint, hd trg hon 100
ngdn ngir, phtt hop véi sinh vién qudc té.
3.3, Quan Iy thiét bi va bdo mdt ndng cao
Microsoft 365 A3 tich hop bd cong cu bao mat manh m€, dam bao an toan
dir liéu va thiét bi trong moi truong gido duc:
- Microsoft Intune for Education: Quan Iy tap trung cac thiét bi cua sinh vién
va giang vién, hd tro trién khai tng dung, cau hinh chinh sach va giam sat thiét bi
tur xa.

- Azure Active Directory Premium (P1):
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- Xac thuc da yéu t6 (MFA): Yéu cau nhiéu 16p xac minh dé bao vé tai khoan
trude cac cudc tan cong mang.

- Chinh séach truy cap c6 diéu kién: Chi cho phép truy cap vao tai nguyén dya
trén vi tri, thiét bi hodc trang thai bao mat, giam nguy co truy cap trai phép.

- Bao vé danh tinh: Phét hién va chin cac hanh vi dang nhap bat thuong, dam
bao an toan cho tai khoan giang vién va sinh vién.

- Microsoft Defender for Office 365

- Bao vé email khoi cac mdi de doa nhu phishing, malware va ransomware.

- Ty dong phat hién va chan céc lién két hodc tép dinh kem doc hai.

- Data Loss Prevention (DLP): Ngan chan ro ri thong tin nhay cam (nhu
thong tin ca nhan cta sinh vién) bang cach ap dung cac chinh sach bao vé dir liéu
trén email, OneDrive va Teams.

- Advanced Threat Protection (ATP): Phan tich va chin cac mdi de doa nang
cao, bao gdbm cac cudc tin cong zero-day.

- BitLocker va Windows Defender: Bao vé dir liéu trén thiét bi Windows
bang mi hoa 6 dia va chdng virus tich hop.

- Security and Compliance Center: Bang diéu khién tap trung dé quan Iy cac
chinh sach bao mat, kiém tra tudn thi va phan tich rii ro, giup doi ngii IT giam
sat toan bo hé thong.

3.4.  Tich hop véi Active Directory va hé tro SSO

Microsoft 365 A3 duoc thiét ké dé tich hop muot ma voi hé théng quan 1y
danh tinh hién c6 cta trudong dai hoc, dic biét 1a Active Directory (AD), va hd tro
Single Sign-On (SSO), mang lai trai nghiém lién mach va an toan:

- Tich hgp véi Active Directory:

- Azure AD Connect: Pong bo hoa tai khoan nguoi dung va nhom tir Active
Directory on-premises voi Azure Active Directory, ddm bdo quéan ly danh tinh
thdng nhat.

- Quan ly tai khoan tip trung: Gidng vién, sinh vién va nhan vién st dung
cung thong tin ddng nhap tir hé théng AD hién c6 dé truy cdp Microsoft 365, giam
cong viéc quan tri.

- Tu dong hoa cap phép tai khoan: Tich hop véi School Data Sync (SDS) dé
tuw dong tao tai khoan Microsoft 365 tir dir liéu AD, phu hop véi danh séch sinh
vién va giang vién.

- Hb trg méi truong hybrid: Cho phép trudng dai hoc duy tri hé thong AD
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ndi bd ddng thoi tan dung cac dich vu ddm may ctia Microsoft 365.

- Hb tro Single Sign-On (SSO):

- SSO voi Azure AD: Ngudi dung chi can dang nhap mot 1an dé truy cap tat
ca ung dung Microsoft 365 (Teams, OneDrive, Exchange, v.v.) va cac ing dung
bén thtr ba dugce tich hop, nhu hé théng quan 1y hoc tip (LMS) hodc phan mém
gido duc khac.

- Tich hop véi tmg dung bén thir ba: Azure AD hd trg giao thirc SAML,
OpenID Connect va WS-Federation, cho phép SSO voi cac tmg dung phd bién
nhu Google Classroom, Canvas, Moodle, hodc cac hé théng ndi bd cua truong dai
hoc.

- Trai nghiém lién mach: Giam sb 1an dang nhap, tang cuong su thuan tién
va giam nguy co quén mat khau.

- Quan Iy tng dung tap trung: Doi ngit IT c6 thé kiém soat quyén truy cap
vao cac ung dung thong qua Azure AD, dam bao chi nhitng ngudi dung dugce uy
quyén méi st dung céc tai nguyén cu thé.

3.5.  Quan Iy luu trit va phan tich

- SharePoint Online: Nén tang intranet dé luu trir tai liéu, quan 1y ndi dung
gido duc va tich hop ung dung.

- Power BI Pro: Phan tich dir li¢u hoc tap, theo doi tién do va dua ra quyét
dinh dua trén dir liu.

- Pooled Storage: 50 GB dung luong luu trit chung cho mdi gidy phép A3,
hd trg quan 1y tai nguyén hiéu qua.

3.6. Ho tro va tudn thi

- Hd trg 24/7: Doi ngii hd tro ki thuat toan cau, giai quyét nhanh chong cac
van dé phat sinh.

- Tuén tha tiéu chuan gido duc: Pap tng GDPR, FERPA, va cac quy dinh
bao mat khac, ddm bao quyén riéng tu cta sinh vién va giang vién.

3.7.  Gidy phép phan mém

- Loai gidy phép: gia han theo nim

- Giay phép linh hoat: mua 01 license cho giang vién duoc cip di kém 40

license Student Use Benefit.
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Pricing)

Thoi
gian st ,
TT Hang muc SL bVvVT B Keé hoach
ung s
(théng) thwe hién
. ) .. ) Nam hoc
1 | Microsoft 365 A3 (Education Faculty Pricing) 325 | License 12
2025 - 2026
License cip di kém Microsoft 365 A3 For _
. ) Nam hoc
1.1 | Student use benefit (Education Student | 13.000 | License 12
- 2025 - 2026
Pricing)
. . .. ) Nam hoc
2 | Microsoft 365 A3 (Education Faculty Pricing) License 12
350 2026 - 2027
License cap di kém Microsoft 365 A3 For .
. ) Nam hoc
2.1 | Student use benefit (Education Student | 14.000 | License 12
2026 - 2027

4. Yéu cau vé nha cung cap dich vu va nhan sy trién khai

4.1.  Yéu cau vé nha cung cap dich vu

- La nha cung cép dich vu truc tiép cua Microsoft tai Viét Nam

4.2.

Yéu cau vé nhan sw trién khai dich vu

- Nhan sy tham gia trién khai, ho trg dich vu can ddm bao cac yéu cau sau:

- Tbt nghiép Pai hoc nganh Cong nghé thong tin, Khoa hoc may tinh, Tin hoc

- Tong s6 nam kinh nghiém trong cac cong viéc trién khai, hd tro k¥ thuét dich
vu Microsoft 365 it nhat 03 nam.

- Cac cé nhan trién khai ¢6 cac ching chi quoc té 1ién quan ctia Microsoft duoc
cong nhan:

+ Microsoft Certified Identity and Access Administrator Associate: Ching

chi chuyén gia quan Iy dinh danh va truy cap cac dich vu Microsoft. C6 nhi€ém vu

thiét ké, trién khai va van hanh hé thong quan 1y danh tinh va truy cip cta to chirc

bang cach sir dung Microsoft Entra ID. C6 nhiém vu cau hinh va quan 1y toan bo chu

ky, quan 1y dinh danh cho ngudi dung, thiét bi va tai nguyén trén Microsoft Azure

n6i chung va Microsoft 365 néi riéng. Cung cap trai nghiém lién mach va kha ning

tur phuc vu ctia nguoi dung (self-service). Chiu trach nhiém giai quyét sy cd, giam

sat va bao cdo cac van deé vé dinh danh va truy cap cua nguodi dung.
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+ Microsoft 365 Certified: Administrator Expert: chirng chi chuyén sau danh
cho cac quan tri vién trién khai va quan Iy méi truong Microsoft 365 & cap do ddi
tuong thué (tenant), bao gdm ca moi truong dam may va két hop. Quan tri vién co
kinh nghiém véi cac khéi lugng cong viéc Microsoft 365 nhu Exchange, SharePoint,
Teams, bao mat, tuan thi, danh tinh, diém cudi. La trung tam tich hop cho tat ca khéi
luong cong viéc Microsoft 365. Phéi hop véi cac kién tric su va quan tri vién khac
dé dam bao van hanh hiéu qua.

+ Microsoft Certified Security Operations Analyst Associate: chung chi
chuyén vién phan tich an ninh cac dich vu cloud Microsoft. C6 nhiém vy giam thiéu
céc rui ro cho to chirc bang cach xur Iy nhanh chéng cac cude tn cong dién ra trong
mdi trudng dién toan dam may hodc hé thong on-premises. Tu van vé cai tién cac
hanh dong bao vé to chic khoi cac mbi de doa an ninh mang, dong thoi, xac dinh
cac vi pham chinh sach an toan thong tin cho t6 chic.

+ Microsoft Certified Cybersecurity Architect Expert: chiing nhan chuyén
sau danh cho cac chuyén gia thiét ké va trién khai chién lwoc an ninh mang toan dién
trong t6 chirc. Thiét ké va hudng dn trién khai cac giai phap bao mét theo nguyén
tac Zero Trust, bao ngm bao mat danh tinh, thiét bi, dit liéu, Al, ung dung, mang,
DevOps va quan tri rti ro cho t6 chire, bao gom céc dich vu dya trén dam may nhu
Azure, Microsoft 365.

4.3, Bdo hanh, bdo tri, cam két hé tro ky thuat

- Thoi gian bao hanh: trong vong 24 thang ké tir ngay 325 license cho nim
hoc 2025 - 2026 dugc ban giao, nghiém thu dua vao st dung;

- Pdng thoi nha thau phai cung cp chimg nhan/ license chinh hing ctia hing
Microsoft cho cac license

- Hd trg khai tao dich vu sau 01 ngay lam viéc.

- Cung cap hd tro ki thudt 24/7, cap nhat tinh ning méi va tu van nang cap.
Muc 2. Ban vé

E-HSMT nay khong c6 cac ban vé kem theo.

Muc 3. Kiém tra va thir nghiém

Céc kiém tra va thir nghiém can tién hanh gdom co:

* Kiém tra tinh hop phap va ban quyén:

Pam bao ban nhan dugc théng tin dang nhap va gidy phép tir nha cung cip uy
tin (d6i tic CSP dugc Microsoft iy quyén).
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Sau khi cai dat, kiém tra trang thai ban quyén trong cac ing dung Office (vi
du: md Word > File > Account). Trang thai phai hién thi 1a "Product Activated".

Kiém tra trén trang quan tri Microsoft 365 Admin Center dé x4c nhan sb lugng
gidy phép d3 mua va di gan cho nguoi ding.

* Kiém tra tinh twong thich va cai dit:

DPam bao phan mém tuong thich véi hé diéu hanh va cac tmg dung khac dang
duoc st dung trong to chic.

Kiém tra quy trinh cai dit c6 dién ra suon sé trén cac thiét bi khac nhau (PC,
Mac, di dong) va huéng dan nguoi dung cach cai dt.

* Kiém tra hoat dong cua cic dich vu dam may:

Email (Exchange Online): Kiém tra xem viéc giri/nhan email ¢ hoat dong
binh thuong khong.

Luu trit (OneDrive & SharePoint): Kiém tra kha niang dong bd héa tép tin,
chia sé tai li¢u va truy cép tur xa.

Cong tac (Teams): Thur nghi€m cac tinh nang goi video, hop truc tuyén, chia
s¢ man hinh va tro chuyén nhém.

* Kiém tra bao mat va tuan thu:

Kiém tra cac chinh sach bao mat da duoc ap dung ding cach chua (vi du: xac
thuc da yéu t6 - MFA).

Thir nghi€m céc tinh nang bao vé dir liéu, chong virus va chong thu rac cua
Microsoft 365.

* Kiém tra hiéu suét:

bam bao cac g dung chay muot ma, khong bi giat lag khi lam viéc trén céac
t&p tin 16n hodc trong cac cudc hop dong nguoi.

Theo ddi hiéu suit mang va bang théng dé dam bao khong c6 su cb tic nghén
khi nhiéu nguoi dung cung truy cép cac dich vu dam may.



