Chuwong V. YEU CAU VE KY THUAT

Muc 1. Yéu ciu vé kj thuét
1.1. Gi6i thiéu chung vé dw An/dw todn mua sim, géi thiu

- Tén géi thdu: B sung thiét bi mang cho ky tic x4 A-B.

- Tén dy toan: B6 sung thiét bi mang cho ky tic x4 A-B.

- Chu dau tu: Truong Pai hoc Ngan hang Thanh phé HS Chi Minh.

- Ngudn vén: Quy phat trién hoat déng sy nghiép.

- Hinh thtic lua chon nha thiu: DAu thiu rong rai (trong nudc, qua mang).

- Phuong thtrc lya chon nha thau: Mot giai doan, mdt tai hd so.

- Loai hop ddng: Tron goi.

- Thoi gian thue hién goi thiu: 90 ngay.

- Thoi gian bit dau t6 chire lua chon nha thiu: Quy III nam 2025.

- Pia diém thyc hién: Ky tic xa A-B Truong Pai hoc Ngan hang Thanh phd
Ho6 Chi Minh, dia chi: 56 Hoang Diéu 2, P. Thi Pure, TP. HCM.

- Tém tét cbéng viée chinh cua géi thdu: B sung thiét bi mang cho ky tic x4
A-B.
1.2. Yéu ciu vé ky thuét
1.2.1. Thiét bj Wifi (Bao gdm license 01 nim)

Yéu ciu cAu hinh tdi thiéu hoiic twong duwong nhu sau:

- CAu hinh thiét bi:

+ 2.4 GHz 802.11b/g/n/ax client access radio

+ 5 GHz 802.11a/n/ac/ax client access radio

+ 2.4 GHz & 5 GHz dual-band WIDS/WIPS, spectrum analysis, & location
analytics radio

+ 2.4 GHz Bluetooth Low Energy (BLE) radio with Beacon and BLE
scanning support

Concurrent operation of all four radios
+ Tdc do: up to 2,402 Mbps in the 5 GHz band and 287 Mbps in the 2.4 GHz

+ Ang ten: Internal antenna (5.1dBi max gain at 2.4 GHz, 5.9dBi max gain at
5 GHz)

+ 802.11ax, 802.11ac Wave 2 and 802.11n Capabilities
+ Cong két ndi: 1x 100/1,000/2.5G BASE-T Ethernet (RJ45)

+ Ngudn: 1x DC power connector (5.5 mm x 2.5 mm, center positive) ; PoE:
42.5 - 57 V (802.3at) or 37 - 57 V (802.3af)

- Tinh nang bao mat:

+ Integrated layer 7 firewall with mobile device policy management



+Real-time WIDS/WIPS with alerting and automatic rogue AP containment
with Air Marshal

+Flexible guest access with device isolation
+VLAN tagging (802.1q) and tunneling with [Psec VPN
+PCI compliance reporting

+WEP*, WPA, WPA2-PSK, WPA2-Enterprise with 802.1X, WPA3 -
Personal**, WPA3 - Enterprise**, WPA3 - Enhanced Open (OWE)***

+EAP-TLS, EAP-TTLS, EAP-MSCHAPv2, EAP-SIM
+TKIP and AES encryption

+Enterprise mobility management (EMM) and Mobile device management
(MDM) integration

+Cisco ISE integration for guest access and BYOD posturing

- Quality of Service:

+Advanced power save (U-APSD)

+WMM access categories with DSCP and 802.1p support

+Layer 7 application traffic identification and shaping

- Thoi gian bao hanh: 12 thang
1.2.2. Thiét bi Wifi (Khong bao gom license)

Yéu ciu ciu hinh t6i thiéu hoic twong dwong nhw sau:

- Céu hinh thiét bi:

+ 2.4 GHz 802.11b/g/n/ax client access radio

+ 5 GHz 802.11a/n/ac/ax client access radio

+ 2.4 GHz & 5 GHz dual-band WIDS/WIPS, spectrum analysis, & location
analytics radio

+ 2.4 GHz Bluetooth Low Energy (BLE) radio with Beacon and BLE
scanning support

Concurrent operation of all four radios

+ Téc dd: up to 2,402 Mbps in the 5 GHz band and 287 Mbps in the 2.4 GHz

+ Ang ten: Internal antenna (5.1dBi max gain at 2.4 GHz, 5.9dBi max gain at
5 GHz)

+ 802.11ax, 802.11ac Wave 2 and 802.11n Capabilities

+ Cong két ndi: 1x 100/1,000/2.5G BASE-T Ethernet (RJ45)

+ Ngudn: 1x DC power connector (5.5 mm x 2.5 mm, center positive) ; PoE:
42.5 - 57V (802.3at) or 37 - 57 V (802.3af)

- Tinh nang bao mat:

+ Integrated layer 7 firewall with mobile device policy management

+Real-time WIDS/WIPS with alerting and automatic rogue AP containment
with Air Marshal

+Flexible guest access with device isolation

+VLAN tagging (802.1q) and tunneling with [Psec VPN



\

:

+PCI compliance reporting

+WEP*, WPA, WPA2-PSK, WPA2-Enterprise with 802.1X, WPA3 -
Personal**, WPA3 - Enterprise**, WPA3 -  Enhanced Open (OWE)**#*

+EAP-TLS, EAP-TTLS, EAP-MSCHAPv2, EAP-SIM

+TKIP and AES encryption

+Enterprise mobility management (EMM) and Mobile device management
(MDM) integration

+Cisco ISE integration for guest access and BYOD posturing

- Quality of Service:

+Advanced power save (U-APSD)

+WMM access categories with DSCP and 802.1p support

+Layer 7 application traffic identification and shaping

- Thoi gian bao hanh: bao hanh theo license dang con hiéu lyc.

1.2.3. Thiét bi Switch

Yéu ciu ciu hinh t5i thidu hoic twong dwong nhw sau:

- Thong tin thiét bi:

+ Cbng mang:16 cong Gigabit Ethernet RJ-45 hd trg PoE+ (tong cong suét
1én dén 240W); 2 cong uplink SFP 1G

+ Switching. Capacity: 36 Gbps

+ Forwarding Rate: 26.78 Mpps

+ Nguon dién: 1 x AC

- Tinh nang;:

+ Layer 2 switching:

+ Spanning Tree Protocol: Standard 802.1d Spanning Tree support

+ Port grouping/link aggregation:  Support for IEEE 802.3ad Link
Aggregation Control Protocol (LACP); Up to 8 groups

+VLAN : 4093 VLANSs

+ Layer 3 Switching

+ IPv4/ IPv6 routing

+ Layer 3 interface: Configuration of a Layer 3 interface on a physical port,
LAG, VLAN interface, or loopback interface

+ DHCP server

- Bao mit:

+Secure Shell (SSH) Protocol

+Secure Sockets Layer (SSL)

+ IEEE 802.1X (authenticator role); IEEE 802.1X supplicant; STP Bridge
Protocol Data Unit (BPDU) Guard; STP Root Guard; STP loopback guard; DHCP
snooping; [P Source Guard (IPSG); Private VLAN; Layer 2 isolation Private VLAN
Edge (PVE); Port security; DoS prevention; ACLs; Quality of service.

* Bao gom dich vu: (SNTC-8X5XNBD Catalyst 1300 16-port GE, Full PoE,
2x1G)

- Thot gian bao hanh: 12 thang



1.3. Céc yéu ciu khac

- Yéu ciu vé bao hanh: Hang héa ctia goi thau phai dugc bao hanh theo tiéu
chudn ctia nha san xuét ké tir ngay 14p bién ban ban giao dua vao sir dung.

- Cam két ché do bao hanh 24/7; yéu cAu sau 2 gi0 phai c6 mat dé khéc phuc
sur c6 va sau ti da 24 gio phai xit ly xong su ¢6 ké tir khi nhan duoc thong tin sy cd.

- Cam két truong hop nha thdu duoc moi vao hoan thién hop ddng thi phai
cung cap cac tai liéu gom: Gidy uy quyén ban hang ctia nha san xudt cap cho Trudng
Pai hoc Ngan hang H6 Chi Minh.

_ Yéu ciu bao tri: Nha thdu c6 cam két bao tri dinh ky mién phi trong thoi gian
bao tri tai dia diém cung cép, 6 ké hoach bao tri chi tiét va noi dung bao tri cy thé;
Nha thau cam két ¢4 nhén su riéng clia nha thdu dé thuc hién bao tri thiét bi (dam
bao an ninh, an toan thong tin), c6 qui trinh bao tri va s6 hotline dé thuan tién lién
lac.

- Yéu cau vé phu ting thay thé va dich vu sau ban hang: Nha thiu c6 cam
doan v& cung cAp phu ting thay thé va dich vu sau ban hang trong thoi gian t6i thiéu
01 nam ké tir ngay hét han bao hanh.

- Thiét bi chinh hEmg, phéi c6 ngudn géc, Xuét x( 1o ra‘mg, mai 100%, nguyén
dai nguyén kién, co gidy chimg nhan chat lugng (CQ), xuat xtt hang hoa (CO), cd
Catalogue k¥ thuat kem theo Nha thau cam két s& cung cép chimg nhén chat lugng
(CQ), chimg nhan ngudn goc xuét xtr (CO) khi giao hang.

- Chu dau tu s& khudc tir tat ca cac san pham, thiét bi do nha thau cung céap
ma khdng cé nguon goc rd rang, khong dam bao chat lugng hodc vi pham cac chinh
s4ch c6 lién quan do nha nudc ban hanh: hai quan, thué, moi truong,...

- Bét ky thuong hiéu, m4 hiéu (néu co) trong bang yéu cau k¥ thuat 1a dé minh
hoa cac tiéu chuan chét luong, tinh niang k¥ thudt yéu cAu, nha thiu c6 thé lya chon
du thdu hang hoa cé ngudn gbc, xut xt, nha sén xuét, thuong hiéu, ma hiéu phu
hop véi diéu kién cung cap nhung phai dam bao yéu cdu co tiéu chuan ky thuat, dic
tinh ky thudt, tinh nang sir dung “twong duong” hodc “uu viét hon” so véi cac yéu
cau toi thiéu.

- Nha thau phai chiu trach nhiém tim hiéu, tinh toan gid dy thiu ciia nha thau
phai bao gdbm cac chi phi van chuyén, boc d& dén kho bén mua, chi phi thir nghi¢m,
thi nghiém, hang miu (néu c6) theo yéu cau trong HSMT.

Muc 2. Bin vé



E-HSMT nay gdm cé céc ban v& trong danh muc sau: Khong cé ban vé.
Muc 3. Kiém tra va thir nghiém
Céc kiém tra va thir nghiém cin tién hanh gbém c6:

- Bit cir san pham nao néu c6 nghi ngd vé chét lugng san pham, Chu dau tu,
td chuyén gia c6 quyén yéu cdu kiém tra, thir nghiém hang hoa duoc cung chp dé
chung minh chit lugng va dam bao hang héa d6 co dic tinh k§ thuat phu hop vOi1
yéu cdu ctia hop ddng va thich ting véi cac thiét bi hién c6.

- Truong hop hang hoa khong phu h(;p v6i dic tinh k§ thuét theo hop ddng hodc
khong thich tng véi cac thiét bi hién c6 thi Nha thau phai ¢6 trach nhiém doi tra dé
dap tmg ding cic yéu cau vé dic tinh k¥ thudt, toan bo chi phi kiém tra, kiém nghiém
va chi phi lién quan do Nha thau chiu, co quan kiém tra, kiém nghiém s& do Chu dau
tu quyét dinh. Viéc thuc hién kiém tra, thr nghiém hang hoa ctia Chu dau tu, t6
chuyén gia khong dan dén mién trir nghia vu bao hanh hay céc nghia vu khéc theo
hop ddng ctia Nha thau.






