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PHAN 2. YEU CAU VE KY THUAT
CHUONG V. YEU CAU VE KY THUAT

Muc 1. Yéu cau vé ky thuat

1.1. Gi6i thiéu chung vé du 4n/dw toan mua sim, géi thau
1.1.1. Gidi thiéu chung

Tén dy toan mua sam: Kinh phi van hanh Trung tdm tich hop dit liéu tai ting 4
toa nha VNPT

Chu dau tu: Trung tim Cong nghé thong tin va Truyén thong tinh Quang Ninh;
Tén g6i thau: G6i thau s6 03: Gia han cac phan mém ban quyén.

Tom tat cong viée chinh ciia goi thau: thuc hién gia han cic phan mém ban quyén
ddi véi cac thiét bi thude kinh phi van hanh Trung tdm THDL tinh tai tﬁng 4 toa
nha VNPT.

Ngudn vén: Ngan sach nha nudc tinh nim 2025 duge cip tai Quyét dinh sb
1431/QP-UBND ngay 12/5/2025 cia UBND tinh Quéang Ninh; sé 121/QD-
SKHCN ngay 29/5/2025 cua S Khoa hoc va Cong nghé.

Hinh thuc lua chon nha thau: Chao hang canh tranh.

Phuong thuc dAu thau: Mot giai doan, mdt tui hd so.

Thoi gian bat dau to chirc lwa chon nha thau: Quy I1I ndm 2025.
Loai hop dong: Tron goi.

Thoi gian thyc hién goi thau: 30 ngay.

1.1.2. Pham vi cung cdp hang héa ciia géi thau

STT Danh muc hang héa an V! Khoi Mo ta hang hoa
: tinh lwgng
Phan mém Symantec . Quy dinh chi tiét tai Pidu
Endpoint Protection (hoac License 1
1 , A A . . 116 1.2, Muc 1, Chuong V
cac phan mém Antivirut nam ,
cua E-HSMT
khac twong duong)
Phan mém quan tri mang
(License) - SolarWinds
network management
Software (Ban quyén cap
nhat phan mem) Phan
mém nay bao gém 03
thanh phan, gdm:
License: Network License 1 Quy dinh chi tiét tai Dicu
2 Performance Monitor: ndm 1 1.2, Muc 1, Chuong V
2000 element cua E-HSMT
License: NetFlow Traffic License 1 Quy dinh chi tict tai Dicu
3| Analyzer (SL2000) ndm ! 1.2, Muc 1, Chuong V
Y ciia E-HSMT
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X ; Pon vi Khdi Aars ;
STT Danh muc hang héoa tinh lwong Mo ta hang hoa
License: Server & License 1 Quy dinh chi tiét tai Dicu
4 Appplication Monitor: ndm 1 1.2, Muc 1, Chuong V
SAM100 cua E-HSMT
X2520 Database Firewall, ' Quy dinh chi ti & tai Didu
Annual Enhanced Support | Dich vu 1
5 . \ Lo y 1 1.2, Muc 1, Chuong V
(dich vu kém theo thict bi nam cta E-HSMT
X2520 Database Firewall)
M120 Management Server, ) .
Annual Enhanced Support Dich vu 1 Quy dinh chi tiét tai Dicu
6 (dich vu kém theo thict bi .ném- 1 1;2, Muc 1, Chuong V
M120 Management cua E-HSMT
Server)

1.2. Yéu cau vé k¥ thuit

1.2.1. Yéu cdu vé ky thugt ciia hang héa cung cip

STT

Danh muc hang hoa

Yéu ciu k¥ thuit t6i thiéu

Phan mém Symantec Endpoint
Protection (hodc cac phan mém
Antivirut khac tuong duong)

Phan mém Symantec Endpoint Protection (hodc
cac phan mém Antivirut khac trong duong):

1. Bao v¢ da 16p:

- Antivirus va Antispyware: Quét va loai b phan
mém doc hai, virus, spyware va cac loai phan
mém doc hai khéc.

- Tuong lira va Phong chéng x4m nhap (IPS):
Ngin chin cic cudc tan cong mang va truy cép
trai phép vao hé thdng, bao v€ khoi cac cude tan
cong dua trén web va cac mbi de doa tur mang.

- Kiém soat (g dung va thiét bi: Quan Iy va kiém
soat cac ung dung va thiét bi duoc két ndi voi
mang, ngan chan viéc st dung cac rng dung doc
hai hoic thiét bi khéng dugc phép.

- Phan tich hanh vi va bao v¢ nang cao (Advanced
Machine Learmng) Phat hién cac m01 de doa dua
trén hanh vi bat thuong cua phan mém va cac ky
thuat tAn cong tién tién, bao gdm ca cic cudc tan
cong zero-day.

- Bao vé két ndi va hé thdng mang: Bao vé ngudi
ding khi két néi vao cac mang Wi-Fi khong an
toan, ngan chan cac cudc tAn cong Man-in-the-
Middle va cac mdi de doa khac.

2. Quan ly tap trung:

- Quan ly tap trung

- Quan tri tdp trung tai trén may chu cai dat tai
trung tam tich hop dir liéu

- B4o c4o va phan tich chi tiét: Cung cip cac bao
céo chi tiét vé cac sy kién bao mat, gitip quan tri
vién dé dang theo ddi va danh gi4 tinh hinh bao
mat cua hé thong.
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STT Danh muc hang héa Yéu ciu k¥ thuit t6i thiéu
Phan mém quan tri mang
(License) - SolarWinds network
management Software (Ban
quyén cdp nhét phan mém):
Phan mém nay bao gom 03
thanh phan, gom:
5 License: Network Performance | Ban quyén phan mém (License) chinh hing san
Monitor: 2000 element xuat
License: NetFlow Traffic Bé’n qugfén I?hén A’mém (License) 1a ban quyén
3 Analyzer (SL2000) chinh hang san xuat
License: Server & Appplication | Ban quyén phan mém (License) 13 ban quyén
4 Monitor: SAM100 chinh hang san xuat
X2520 Database Firewall, ,
5 Annual Enhanch Support (dich | Dich vu keém theo thiét bi 1a dich vu chinh hang
vu kém theo thiét b1 X2520 san xuat
Database Firewall)
M120 Management Server, ,
6 Annual Enhanch Support (dich | Dich vu kém theo thiét bi 1a dich vu chinh hang
vu kém theo thiét bt M120 san xuat
Management Server)
Ghi chu:

- Cdc yéu cau vé ky thudt néu trén la yéu cdu ky thudt toi thiéu cua hang hoa.

- Bdn quyén va dich vu cung cdp theo diing yéu cau dwa ra vé ching logi, ky thudt,
hang san xuat cho tieng phan mém/thiet bi twong 1ng

- Ban quyén va dich vu cung cdp phdi dam bdo thoi gian sit dung lién tuc toi thiéu
la 01 nam ké tu ngay kich hoat.

- Thoi gian bdo hanh: I ndm ké tir ngay kich hoat.
1.2.2. Yéu cdu vé dich vu kém theo

Nha thau c6 trach nhiém cai dit, cdu hinh, ban giao va huéng dan st dung toan bd
hang hoa (bao gém phén mém va cac dich vu gia han thudc goi théu) tai dia diém st
dung: Trung tam Tich hop dit liéu, ting 4, Toa nha VNPT, s 1, phuong Hong Gai,
thanh phé Ha Long, tinh Quang Ninh

Pham vi cac cong viéc can thyuc hi¢n:

- Khao sat va c6 phuong an, ké hoach gia han cac phan mém ban quyén cu thé dam
bao an toan cho hé thdng van hanh 6n dinh, khong bi gian doan (két ndi va kiém tra cdc
modul, ra sodt cdc 16 hong trong phdan mém, cdp nhdt phan mém, tit mot sé tinh ndng
khéng sir dung hodc bat mot s6 tinh ning can sir dung,; dam bdo khéng gdy xung dot,
khéng gdy dnh hwong cdc hé thong tai Trung tam THDL tinh).
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- Cung cip hé diéu hanh, phién ban phan mém ban quyén méi nhat va cac dich vu,
cac tai liéu huéng dan sir dung ddi véi phién ban license méi dugc cdp nhat theo cac
khuyén cdo cua hang san xuat.

- Cai dat/kich hoat, cau hinh va thiét lap cac thong s6 k¥ thuat:

+ Thyc hién theo tiéu chuan ctia hang san xuat dbi voi cac hang muyc gia han phan
mém ban quyén. Trong qua trinh cdp nhat, cai dat/kich hoat, c4u hinh cho céc thiét bi,
gia han cdc phan mém ban quyén khong lam thay d6i hodc anh huéng téi cac ché do
lam viéc cta cac hé thong khac, dam bao cac hé thong hoat dong 6n dinh, thong subt.

+ Thuc hién t6i wu hoa hé théng nham két ndi va kiém tra cac modul, ra soat cac
16 hong trong phan mém, cap nhat phan mém, tit mot sb tinh niang khong sir dung hoic
bat mot sb tinh nang can st dung; dam bao hi¢u qua lam viéc va an toan khi van hanh
hé thong.

+ Hudng dan sir dung céc tinh ning ctia phan mém ban quyén duoc gia han.

+ Trong qué trinh trién khai cai dat gia han phdn mém phai cé chuyén gia cua hing,
k¥ thuat nha thau, phai sir dung phan mém chuyén dung cta hang san xuat (néu co) dé
dam bao hé théng hoat dong 6n dinh dang theo ti€u chuin cua san xuit.

- Khéc phuc 15i: Nha thau c6 trach nhiém xtr Iy sy ¢d, tim giai phap khic phuc va
dua ra phuong an xur 1y 16i ma khong anh huong dén hiéu sut hé théng; ddng thoi cung
cap giai phap tam thoi (néu c6) dé dam bao hé thong hoat dong lién tuc. Trong trudng
hop thiét bi bi hong phan cimg, nha thau c6 trach nhiém phdi hop véi hang dé thyc hién
viéc thay thé phan cimg theo diing khuyén cdo va tiéu chuan ctia nha san xuat; dong thoi
dam bao viéc cap nhat, ning cap phan mém (néu can) nham duy tri hé théng hoat dong
6n dinh, an toan.

- Dich vu hd tro ki thudt 24/7 phai c6 su tham gia cua k¥ thuat nha thau va duoc
cam két c¢6 sy hd tro, phdi hop tir hing nham xir 1y kip thoi cac su cd phat sinh trong
qua trinh van hanh hé thong trong sudt thoi gian hidu lyc cia ban quyén cung cap.

- Trong thoi gian hiéu luc ctia ban quyén cung cip, Nha thau c6 trach nhiém theo
ddi, thong bao kip thoi va thuc hién nang cép cho don vi str dung khi c¢6 phién ban méi
cua phén mém duoc nha san xuat khuyén c4o nhim dam bao hé théng van hanh 6n dinh,

an toan va dung tiéu chuan ky thuat.

1.2.3. Hién trang hang héa cdn mua sim

STT Danh muc thiét bi/phin mém Hién trang
1 Phan mém Symantec Endpoint Phan mém da hét han ngay 25/12/2023,
Protection tir d6 dén nay chua dugc gia han
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STT Danh muc thiét bi/phin mém Hién trang

Phin mém quan tri mang (License) -
SolarWinds network management
Software: Phin mém nay bao gdm 03
thanh phan, gdm:

) + License: Network Performance Phan mém d3 hét han ngay 30/12/2023,
Monitor: 2000 element tr d6 dén nay chua dugc gia han
3 + License: NetFlow Traffic Analyzer Phan mém d3 hét han ngay 30/12/2023,
(SL2000) tr d6 dén nay chua dugc gia han
Trudce d6 1a gia han License: Server &
) ) . Application Monitor: AL 1500
4 + License: Server & Appplication Monitor. License hét han ngay

Monitor: SAM100 30/12/2023, tir 46 dén nay chua dugc

gia han

X2520 Database Firewall, Annual
5 Enhanced Support (dich vu kém theo
thiét bi X2520 Database Firewall)

Dich vu da hét han ngay 24/12/2023, tir
d6 dén nay chua dugc gia han.

M120 Management Server , Annual
6 Enhanced Support (dich vu kém theo
thiét bi M120 Management Server)

Dich vu da hét han ngay 24/12/2023, tir
d6 dén nay chua dugc gia han

1.3. Cac yéu cau khac
1.3.1. Yéu cdu vé tinh hop 1¢ ciia hang héa va dich vu

E-HSDT ctia nha thau cin cung cap cac tai liéu chimg minh tinh hop 18 ctia hang hoa:

a) Bang liét ké chi tiét danh muc hang héa va dich vu pht hop véi yéu cau vé pham
vi cung cap néu tai Chuong V (Ghi 16 s6 lwong, khéi lugng, mo ta thong sé ky thuat chi
tiét, ma hang hoéa, tén hang san Xuét, cac hang muc chao mé rong hodc cac thanh phén
thiét bi cAu thanh 1én hang hoa dé dap Gmg yéu cau k¥ thuat (néu co), xuit x cu thé cia
ting hang héa va timg thanh phan thiét bi cdu thanh 1én hang hoa cho timg hang hoa
chao thau).

b) Vin ban tuyén bd dap tung k¥ thuat: Trong muc chi din dap tmg co ghi rd ndi
dung d4p tng thé hién trong tai lidu, catalogue, datasheet... (chi din dung tén tai liéu,
catalogue ban in, trang, muc,...) va mtrc d6 dap tng k¥ thuat cu thé timg nodi dung yéu
cau k¥ thuat.

¢) Vian ban cam két khi ban giao phan mém, dich vu cung cp va hd tro ky thuat
phai cung cip ban chinh hodc ban sao cong ching cac tai liéu: Gidy xac nhan cung cap
phan mém va dich vu cua hing san xuat cho Chu dau tu. Trong truong hop xac nhan
san pham/dich vu qua hinh thtc dién tir, Nha thau phai cung cip day du ho so, tai lidu
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dién tir ciia hing san xuat dé chting minh tinh hop phap cua cic san pham cung cip (cac
hd so, tai liéu phai kém ban dich tiéng Viét c6 chtng thuc néu sir dung tiéng nudc ngoai).
d) Vin ban cam két khong vi pham s& hitu tri tué ddi voi cac ban quyén phan mém
va dich vu cung cap.
Nha thau phai giri tai liéu kém theo dé chimg minh cac ndi dung néu trén.

1.3.2. Yéu cdu hé tro kj thudt

Nha thau cung cdp hang hoa phai dap Gmg cic yéu cau sau trong thoi gian cung
cip ban quyén:

- Nha thau ¢6 dich vu hd tro k¥ thuat 24/7.

- Nha thau c6 thong tin lién hé va nhan vién hd trg 24/7.

- Nha thau c6 doi ngii k§ thuat hd tro trién khai va xir Iy cac van dé phat sinh trong
qua trinh van hanh hé théng

- Thoi gian thyc hién cac nghia vu cta nha thau nhu bao hanh hoic cung cip céac
dich vu hd tro k¥ thut sau ban hang: hoan thanh khic phuc xir 1y su ¢6 (néu c¢6) khong
qua 04 gio ké tir thoi diém nha thau nhan dugc théng bao cua Chu dau tu (van ban, dién
thoai, email).

1.3.3. Yéu cdu vé ban giao tai li¢u

- Ban giao cac tai liéu va hudng din sir dung phan mém/thiét bi ddi véi phién ban
license méi dugc cap nhat.

- Ban giao ban chinh hodc ban sao cong ching céc tai lidu: Gidy xac nhan cung
cap phan mém va dich vu ctia hing san xuat cho Cha dau tu. Trong truong hop xac nhan
san pham/dich vu qua hinh thirc dién tir, Nha thau phai ban giao diy du ho so, tai liéu
dién tir cia hing san xuat dé chtirng minh tinh hop phap cua cic san pham cung cip (cac
hd so, tai liéu phai kém ban dich tiéng Viét c6 chtng thuc néu sir dung tiéng nudc ngoai).
Muc 2. Ban vé

Khong c6 ban vé
Muc 3. Kiém tra va thir nghi¢ém
- Nha thau phai thyc hién kiém tra va danh gia hoat dong cuia cac hé thong c6 lién
quan tai Trung tim THDL sau khi thyc hién gia han phan mém ban quyén dam bao hoat
dong on dinh, thong subt, khong c6 sy xung dot gitra cac hé théng.



