Chuong V. YEU CAU VE KY THUAT

Muc 1. Yéu ciu vé ky thuat
Yéu cau vé ky thudt bao gom cdc ndi dung co ban nhw sau:
1.1. Gidi thiéu chung vé dw an/dw todn mua sim, goi thiu

- Tén g6i thau: G6i thau s6 01: Mua sam thiét bi tudng lira dam bao an toan
thong tin cap dg 3 cua Trung tam tich hop dir li¢u

- Tén Chu dau tu: S& Khoa hoc va Cong nghé tinh Bong Thap

- Pia diém dau tu:, Trung tam tich hop dir li€u tinh (sé 10, Lé Thi Riéng,
phuong Cao Lanh, tinh Pong Thap)

- Thot gian thuc hién: 60 ngay.

- Quy md goi thau:

+ 02 thiét bi tuong lira;

+ 01 ban quyén (license) cho thiét bi;

+ 01 ban quyén (license) HA Passive.

1.2. Yéu cdu vé ky thudt

Yéu cdu vé ky thudt bao gom yéu cau vé k)7 thuat chu;:lg va yézf cau vé kj thudt
chi tiét doi voi hang hoa thuéc pham vi cung cap cua goi thau, cu thé:

a) Yéu cau vé ky thudt chung:

, T4t ca hang hoa cung cép ch,o g6i thau phai 1a h?ng méi 100%, c6 ngudn goc,

xuat xur 10 rang, phai c6 CO, CQ doi véi hang nhap khau tir nude ngoai.

b) Yéu cau vé ky thudt cu thé:

Toém tdt théng sé ky thudt ciia hang héa, dich vu lién quan. Hang héa, dich vu
lién quan phai tudn thu cdc thong so ky thudt va tiéu chudn sau day:

Stt Noi dung va thong sé ky thuat PVT SL

1 | Thiét bi twong lira Bo 2
- Firewall throughput : >100,000 Mbps

- Firewall IMIX > 52,000 Mbps

- Firewall Latency (64-byte UDP) 5 us

- IPS throughput > 40,000 Mbps

- Threat Protection throughput >14,000 Mbps
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- NGFW > 38,000 Mbps

- Concurrent connections > 32,400,000

- New connections/sec > 468,000

- IPsec VPN throughput > 92,500 Mbps

- IPsec VPN concurrent tunnels > 10,000

- SSL VPN concurrent tunnels > 15,000

- Xstream SSL/TLS Inspection >13,500 Mbps

- Xstream SSL/TLS concurrent connections >
512,000

- Hard drive for local quarantine and logs:
Integrated: 2 x min. 480 GB SATA-III SSD HW
RAID built into CPU

- Ethernet interfaces (fixed): 8 x GbE copper; 8 x
SFP+ 10 GbE fiber*

- Number of Flexi Port slots: 2 + 1 for high-
density module

- Flexi Port modules (optional): >

8 port GE copper

8 port GE SFP fiber

4 port 10 GE SFP+ fiber

4 port GbE copper bypass (2 pairs)

2 port 40 GE QSFP+ fiber

8 port 10 GE SFP+ fiber

2 port GbE Fiber (LC) bypass,+ 4 port GE
SFP Fiber

2 port 10 GE Fiber (LC) bypass, + 4 port 10
GE SFP+ Fiber

High-density module (NIC): 12 portGE
copper + 4 port 2.5 GE copper

Essential Firewall: Base License: Networking,
wireless, Xstream Architecture, unlimited
Remote Access VPN, Site-to-Site VPN,

reporting

Ban quyén 3 nim cho thiét bi twong lira

License

- Network Protection: Xstream TLS and DPI
engine, IPS, ATP, Security Heartbeat, SD-RED
VPN, reporting
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- Web Protection: : Xstream TLS and DPI
engine, Web Security and Control, Application
Control, reporting

- Enhanced Support: 24/7 support, feature
updates, advanced replacement hardware
warranty for term

3 | Ban quyén HA Passive

3-Year Enhanced to Enhanced Plus Upgrade
(HA Passive)

Upgrade your support with VIP support, HW
warranty for add-ons, TAM

4 | Dich vu trién khai cai dit va dao tao ban giao hé
théng bao gdm:

- Khao sat, thiét ké so lugc hé théng.

- Thong nhét ké hoach trién khai va m6 hinh thiét
ké

- Trién khai cac chinh sach: URL Filtering,
Application Control, File Blocking

- Trién khai cac Security Profile: Antivirus, Anti | Dich vu 1
Botnet, IPS, SSL Decryption

- Trién khai High Availability - HA Passive va
kiém tra failover sau khi chuyén doi.

- Téi wru chinh sach giira cac viing mang may ch,
CSDL,...

- Pao tao va ban giao hé thong.

- Ban giao tai liéu trién khai

License 1

1.3. Cdc yéu cdu khdc

Nha thau trinh bay quy trinh bao hanh san pham phu hop v6i pham vi cta géi
thau.

Nha thau cam két cung cdp gidy chimg nhan xuat x (Certificate of Origin-
CO), gidy chtng nhan chét luong (Certificate of Quality-CQ) khi ban giao hang hoa
cho Chu dau tu.

Muc 2. Ban vé
E-HSMT: Khong c6 ban veé:
Muc 3. Kiém tra va thir nghiém

Trude khi cht dau tu nhan hang héa tir nha thau, chu dau tu co6 quyén kiém



tra, thir nghi¢m tinh dap g ctuia hang héa so vdi quy dinh tai muc 1.2, chuong V,
E-HSMT

Céc kiém tra va thir nghiém cén tién hanh gdm cé:

+ S6 1an kiém tra, thir nghiém: Theo ting lan nhan hang

+ Phuong phap kiém tra, thir nghiém: Nha thau phai phdi hop véi chi dau tu
thue hién kiém tra dam bao ding yéu cau k¥ thuat theo E-HSMT.

+ Kiém tra, danh gia an toan thong tin hang hoa: Nha thau co trach nhiém phdi
hop véi chit dau tu tién hanh kiém tra, danh gi4 an toan thong tin thiét bi theo ding
quy dinh ctia Ludt An toan thong tin mang va Nghi dinh sé 85/2016/ND-CP vé bao
dam an toan hé thong thong tin theo cap do.

+ Trach nhiém khi hang hoa khong dap Gmg yéu cau: Cha dau tu c6 quyén
khong nhan hang va yéu cau nha thau d6i hang hoa khac dap Gmg yéu cau trong vong
24 gid, ké tir thoi diém chu dau tu thong bao cho nha thau vé viéc hang hoa khong
dap tng yéu cau.



