Chuwong V. Yéu ciu vé ky thuit

Muc 1. Yéu ciu vé k¥ thuit

1.1. Giéi thiéu chung vé du 4n, goi thau

Tén du an: Trang bi bd sung license giai phap tu dong phat hién va phan hdi EDR;

Muc tiéu: Dam bao hiéu ning cua hé thdng EDR phuc vu bao vé cdc may chi, may
ao cung cdp dich vu ctia VNPT;
Quy md: 01 may chii master (cdu hinh té’i thiéu: CPU 32 Cores, RAM 256 GB; Luu
trir S00GB SSD); 04 may chu minion (cau hinh t6i thi€éu: CPU 32 Cores, RAM 256
GB; Luu trit kha dung 11TB SSD); 1800 license;

Chu dau tu: Cong ty Cong nghé théng tin VNPT;

Tén g6i thau: Cung cap lép dat hang hoa;

Hinh thire, phuong thte lua chon nha thau: Chao hang canh tranh trong nudc; mét
giai doan mot tui ho so, dp dung lya chon nha thau qua mang;

Thoi gian thuc hién géi thau: 128 ngay;

Loai hop ddng: Tron goi.

1.2. Yéu cau vé ky thuét

STT Yéu ciu

I | Yéu cu ky thuat

A | Phin mém cho hé théng EDR

1 | C6 sén tinh ning phét hién hanh vi, két ndi bat thudng dua trén tap luat dinh
san.

2 | C6 san tinh nang phat hién hanh vi, két n6i bit thuong dya trén tap luat tiy
chinh.

3 | C6 sén tinh ning phét hién hanh vi, két néi bt thuong dua trén dir liéu
Threat Intelligence.

-+ C6 tinh ning quan 1y véi diém cudi thong qua giao dién quan Iy tap trung.

5 C6 tinh ning tuong tac véi diém cudi phuc vu Gng ciru sy ¢d.

6 Cé tinh nang chin loc file, binary

7 C6 tinh nang cach ly va ngét cach ly diém cudi trén toan mang qua giao dién
tép trung

8 C6 tinh ning tim kiém dir lidu trén diém cubi vai t6i thiéu cac tham sb sau:
process name, ID, hash, command, alert level, IP

9 C6 tinh ning ghi log hanh vi, két ndi da thuc hién trén diém cudi va déi
chiéu voi cde dir liéu tuong quan trén cac diém cubi khac nham xay dung
biéu do lay lan, két noi

10 | C6 kha ning phét hién va canh bdo toan trinh ciia cdc cude tin cong mang

bao gdm: khai thac, cai dat ma ddc, lay lan, két nbi vai may chu C&C va
thuc hién hanh vi bat thuong

/v

v



STT Yéu ciu

11 C6 kha nang phat hién va canh béo lateral movement

12 C6 kha niang Thu thap dir ligu vé céc su kién khoi tao, mé, két thuc tién trinh

13 | C6 kha nang Thu thap dir lidu vé cac két ndi mang

14 | C6 kha nang Thu thap cic thong tin thay ddi registry

15 | C6 kha niing Thu thap su kién thay ddi quyén han cua file, tién trinh

16 | C6 kha nang Thu thdp dir liéu theo thoi gian thuc

17 | C6 kha nang trich xuét bdo cdo, phan loai, théng ké vé cdc hanh vi, canh bao

18 | Tuong thich véi hé diéu hanh Windows va Linux

19 | Thoi han sir dung phan mém tdi thiéu 36 thang

B | Phin cimg

B.1 | May chi Loai 1

1 | Cétdi thiéu 02 CPU vat Iy, tong sb ti thiéu 32 core vét Iy

B& vi xir 1y ¢6 tée do toi thiéu 2.0 GHz

C6 sén t6i thiéu 256 GB RAM, c6 kha nang ning cép Ién 512 GB RAM

Dung lugng cac thanh RAM bing nhau va tdi thiéu 32 GB

Téi thiéu 16 khe cim RAM

C6 sén tbi thiéu 02 6 SSD, dung lugng mdi 6 i thiéu 500GB, DWPD > |

N || W N

C6 sin RAID Controller hd trg cac cdu hinh RAIDO, RAIDI, Non-
RAID/pass-through, c6 cache battery

8 | Co tdi thidu 02 port Ethernet quang toc do t6i thiéu 10Gb/s, ¢6 sén
transceiver SR Multimode

9 C6 tbi thiéu 01 port quan tri remote toe do téi thidu 100Mb/s

10 | Ngudn dién AC, hoat dong dugc & dién 4p 220V, tin sb 50Hz

11 C6 module ngudn du phong N+1 (N>1), cho phép thay thé nong.

12 | Module ngudn dat chiing chi 80 Plus Platinum hozc 80 Plus Titanium

13 | Dang rackmount cho ta rack kich thudce rong 19 inch

14 | C6 sin cong quan tri cho phép cai dit, bat tit may tir xa, két ndi Virtual
Media

15 | Césan giai phap/phin mém cho phép quan tri, cai dit mdy chu va néng cap
firmware tat ca cdc thanh phan phan cling ctia may chi tip trung véi day du
ban quyén hop phép, khéng gidi han thoi gian sir dung

16 | Ho tro Hyper-threading hodc tuong duong

17 | HO tro cdc cong nghé 4o hoa nhu VMware, Hyper-V, KVM-based
Hypervisor

18 | Twong thich ti thiéu mdt trong s6 cac hé didu hanh sau:
- Linux Ubuntu (20.04LTS tro [én)




STT Yéu ciu
- Red Hat Enterprise Linux 8.8 trg 1én
- Windows Server 2022 tr¢ [én
B.2 | My chi Loai 2
1 | C6 tdi thiu 02 CPU vat 1y, tong sb t6i thiéu 32 core vat ly
2 | B vixuly eo the d6 téi thidu 2.0 GHz
3 | Co sin tdi thiéu 256 GB RAM, c6 kha ning nang cip 1én 512 GB RAM
4 | Dung luong céc thanh RAM bing nhau va tdi thiéu 32 GB
5 Téi thiéu 16 khe cdim RAM
6 | C6 sin tdi thiéu 02 4 SSD, dung Iwong mdi 6 t6i thidu 500GB, DWPD > 1
7 C(’)nsﬁn t6i thiéu 6 & cung SAS SSD Enterprise, dung luong mdi é’cimg tbi
thiéu 3.8 TB hoéc dung lugng luu trir kha dung t6i thiéu 11TB (cau hinh
RAIDI10)
8 | H3 tro cdu hinh RAID10
9 | C6 téi thiéu 02 port Ethernet quang tde do tdi thidu 10Gb/s, ¢6 sin
transceiver SR Multimode
10 | Co tdi thidu 01 port quan tri remote tée do t6i thiéu 100Mb/s
11 | Ngudn dién AC, hoat dong duoc & dién dp 220V, tin sé 50Hz
12 | C6 module ngudn du phong N+1 (N=>1), cho phép thay thé nong.
13 Module ngudn dat chirng chi 80 Plus Platinum hozc 80 Plus Titanium
14 Dang rackmount cho tu rack kich thude réng 19 inch
15 C6 san cdng quan tri cho phép cai dat, bat tit may tir xa, két ndi Virtual
Media
16 C6 san giai phap/phén mém cho phép quan tri, cai dit may chu va nang cip
firmware tat ca céc thanh phan phan cting ctia mdy chu tap trung véi day du
ban quyén hop phap, khéng gidi han thoi gian s dung
17 | HO trg Hyper-threading hoiic tuong duong
18 HO trg cdc cong nghé o hod nhur VMware, Hyper-V, KVM-based
Hypervisor
19 | Tuong thich tdi thiéu mgt trong sb céc hé didu hanh sau:

- Linux Ubuntu (20.04 LTS tr¢ 1én)
- Red Hat Enterprise Linux 8.8 trd 1én
- Windows Server 2022 tr¢ 1én

1.3. Cac yéu ciu khac

STT Yéu ciu
1 | Nam san xudt ciia may chu (loai 1, loai 2): Tir nim 2024 tro vé sau
, |-Co hd trg k¥ thuat 24x7 téi thidu 03 nam ké tir thoi diém nghiém thu hop

ddng




STT

A A
Yéu cau

- H6 tro nang cap cac phién ban phan mém, OS méi trong it nhat 03 ndm
- Thay thé phén cting 13i trong 12h ké tir thoi diém béo 13i.

3

Dap tng cac quy dinh tai Chuong VI Di‘éu kién chung ctia hop dong va
Chuong VII. Biéu kién cu thé cta hop dong

4

Thai gian thuc hién hop dong < 128 ngay ké tir ngay hop dong c6 hiéu luc

Muc 2. Ban vé: Khong c6 ban vé.

Muc 3. Kiém tra va thir nghiém:

Céc kiém tra va thi nghiém can tién hanh gém co: Theo quy dinh tai muc 21.1 E-DKCT.



