Phin 2. YEU CAU VE KY THUAT
Chuong V. YEU CAU VE KY THUAT

Yéu cau vé ky thudt mang tinh ky thudt thudn tiy va cdc yéu cau khdc lién
quan dén viéc cung cap dich vu (trir gid). Yéu cau vé ky thudt phdi dwoc néu day di,
ré rang va cu thé dé lam co sé cho nha thau lgp E-HSDT.

Trong yéu cau vé ky thudt khong dwoc dwa ra cac diéu kién nham han ché sw
tham gia cua nha thau hoac nham tgo loi thé cho mot hoac mot so nha thdau gay ra
sw canh tranh khong binh dang.

Yéu cau vé ky thuat bao gom cdac noi dung co ban nhu sau:

1. Gi6i thiéu chung vé dy an/dw toan mua sim, géi thau:

Du an: Trang bi ban quyén phan mém va dao tao va danh gic nhdn thire ATTT

cho CBCNYV toan EVNSPC

Pia diém thuc hién dw dan: T éng‘céng ty Dién luc mién Nam, 72 duong Hai Ba
Trung, phuwong Sai Gon, Thanh pho Ho Chi Minh

Quy mo dy an:

- Trang bi ban quyén phan mém va dao tao va danh gid nhdn thirc ATTT cho

CBCNY toan EVNSPC
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2. Muc tiéu cong viéc:

Nang cao nhan thirc bao mat cia CBCNV van hanh h¢ théng VTCNTT
toan EVNSPC:

o Xay dung van hda bdo mat manh mé trong t6 chuc. ,

o Trang bi cho nhan vién van hanh hé thong VTCNTT kién thic va
k¥ nang can thiét dé nhan dién va Uimg phd vdi cac modi de doa an
ninh mang.

DPam bao tuan tha cic tiéu chuan bao mat qudc té va yéu cau phap luat.
3. Yéu cau ky thuét cia goi thiu:

Daép tmg theo yéu cau k¥ thuat va tiéu chuan danh gia chi tiét

4. Giai phap va phwong phap luan:

Khong

5. Quy dinh vé kiém tra, nghiém thu sin phim:

Thuc hién du cac noi dung theo yéu cau cua E-HSMT.
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TONG CONG TY DIEN LUC MIEN NAM
CONG TY CONG NGHE THONG TIN PIEN LUC MIEN NAM

BAO CAO KINH TE KY THUAT
DU AN PAU TU

TRANG BI BAN QUYEN PHAN MEM VA PAO TAO VA PANH GIA
NHAN THUC ATTT CHO CBCNV TOAN EVNSPC

TP.H6 Chi Minh — 08/2025
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TONG CONG TY PIEN LUC MIEN NAM
CONG TY CONG NGHE THONG TIN PIEN LU'C MIEN NAM

TP. H6 Chi Minh, ngay 19 thang 8 ndm 2025

BAO CAO KINH TE KY THUAT

DU AN:
TRANG BI BAN QUYEN PHAN MEM VA PAO TAO VA PANH GIA
NHAN THUC ATTT CHO CBCNV TOAN EVNSPC

TAP 2 - YEU CAU KY THUAT VA TIEU CHUAN PANH GIA

Tb xay dung dy é4n :

1.Thiét 1ap : Lai Chiéu Cudng

2. Kiém tra : Nguyén Hai Nam

3.Chu nhiém du an : Lai Chiéu Cuong
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TONG CONG TY CONG HOA XA HOI CHU NGHIA VIET NAM
DIEN LUC MIEN NAM Pjc lap - Tw do - Hanh phiic
CONG TY CONG NGHE THONG TIN
PIEN LUC MIEN NAM

BIEN CHE BAO CAO KINH TE KY THUAT DU AN

“TRANG BI BAN QUYEN PHAN MEM VA PAO TAO VA PANH GIA
NHAN THUC ATTT CHO CBCNV TOAN EVNSPC”

Du 4n dau tu “Trang bi bin quyén phin mém va dao tao va danh gia nhan
thirce ATTT cho CBCNYV toan EVNSPC” la du 4n dau tu st dung vbn SXKD,
nham trang bj phan mém dao tao ATTT néng cao nhén thirc vé bao mat cho
CBVNV vén hanh h¢ thong VTCNTT trong Téng cong ty Dién luc mlen Nam
d4p tmg yéu cu ctia Quyét dinh 717/EVN-VTCNTT ngay 31/5/2025 vé viéc ban
hanh Quy dinh dam bao An ninh mang va An toan théng tin trong T4p doan Dién
lyc Viét Nam, c6 tong mirc dau tu khoang 381 triéu VND. Cin ctt theo Khoan 2
Piéu 10 ctia 73/2019/ND-CP ngay 05/09/2019, hd so dy 4n duge thiét ké 01 bude.

Theo d6, Ho so du 4n ¢6 bién ché hd so thanh 02 tap nhu sau:
e Tap 1 : Thuyét minh Béo cdo kinh té ky thuat
e Tap 2: Yéu ciu ky thuat va Tiéu chudn danh gia



TAP 2 - YEU CAU KY THUAT VA TIEU CHUAN PANH GIA
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Yéu cdu ky thuét
1. Giéi thiéu chung
2. Yéu cau ky thuat
Tiéu chuan danh gia

MUC LUC



I.  Yéu ciu vé k¥ thuit
1. Giéi thiéu chung
e Noi dung:

o Phin mém dao tao nhén thirc an toan thong tin (ATTT) bao gom: Dao
tao nhan thuc ATTT; Gia lap Phising Email; Panh gi4 kiém tra va cai tién
v6i cho 508 Can bd nhan vién EVNSPC trong thoi gian sir dung 01 ndm
theo hinh thtrc hoc truc tuyén.

o D& nhim muc dich nang cao nhén thirc bio mét cua toan bd nhan
vién: Xay dung van hoéa bao mat manh mé trong to chirc; trang bi
cho nhan vién k1en thirc va k¥ néng cin thiét dé nhan dién va ung
pho véi cac mdi de doa an ninh mang va dam bao tuén thu cac tiéu
chudn bao mat qudc té va yéu cAu phap luét.

o Loiichcua phan mém dao tao nhan thic an toan thong tin (ATTT):

= Tang cuong kha nang kiém so4t: Nhan vién nhan dién t6t hon
cac mdi de doa va hanh dong ding dén dé giam thiéu ri ro.

«  Giam thiéu i ro sy c6 bao mat: Tranh duoc cic cude tAn cong
nhu phishing hogc ransomware nho nang cao nhan thuec.

= Nang cao hiéu qua hoat dong: Nhan vién lam viéc an toan hon,
giam nguy co lam gian doan hoat dong kinh doanh.

» Bao vé dit liéu quan trong: Pam bao dit li€u nhay cam dugc
bao vé khoi truy cép trai phép.

= Cai thién hinh anh t4 chirc: Thé hién su chuyén nghiép va cam
két bao mat thong tin cho khéach hang va ddi tac.

e Dia diém thuc hién: Vin phong Tong cong ty bién luc mién Nam — 72
Hai Ba Trung, Phuong Sai Gon Thanh phd Hb Chi Minh.
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e Quy mo:
DPon S6
STT Hang muc thué vi tinh | lwgng
Khoa dao tao nhan thic an toan théng tin (ATTT)
bao gdm:
- Dao tao nhan thirc ATTT;
- Gia lap Phising Email; )
1 |-DPanh gié kiém tra va cai tién; Goi 01

- Thoi gian st dung 01 nam, khong gi¢i han s6 lan
vé dao tao, phising va danh gia kiém tra;

- Hinh thire dao tao: Truc tuyén;

- S luong: 508 nguoi.




2. Yéu ciu k¥ thuat

Yéu ciu vé ky thuét chung:

a.
Tén hang
STT AoadLge Yéu ciu
dich vu lién
quan
I. Yéu céu ning lue
1 Dép ung Dép g chiing nhan v& hé thdng quan 1y an toan thong tin
chitng chi v& | (ISMS) theo tiéu chudn qudc t& ISO/IEC 27001:2022
An toan thong
tin
2 Dap tng vé | Pép ung chimg nhan vé quan ly dich vu céng nghé thong
chimg chi He tin (ITSM) ISO/IEC 20000
théng Quan ly
Dich vu
(SMS).
II.  Yéu ciu ky thuit chung
1 Ban quyén Ding nhip theo tai khoan dwoc cap: cung cAp tai khoan
phﬁn mém quan tri hé théng ung dung bao g(‘A)m tén dang nhap va mat
dao tao nhan | khiu dé quan tri vién ty do quan ly toan b ing dung.
2 thic an toan | Pyong di cita quan tri vién trong hé thong
thong tin o Tao cac chién dich nang cao nhéan thic véi nhiéu
ngdn nglt Anh/ Viét/ Hoa
o Tao cac chién dich kiém tra tric nghiém
o Tao cac chién dich md phong lira dao
o Phdi hop hoic thay dbi thir tu cc chién dich dé sang
tao ra dugc nhiéu phuong phép nang cao nhan thirc hiéu
qua hon, tha vi hon.
3 Phén hé kién thirc:




o Nhén thirc bao mét— Ly thuyét: T4t ca nhitng kién thuc
an toan thong tin can c6 danh cho nguoi dung Internet

o Kiém tra tric nghiém — Thuc hanh: Dya trén nhiing
kién thirc tir kho4 déo tao nhan thitc bao mat

o Mo phoéng chién dich lira dao — Thuc hanh nhu that:
Phan chia theo dic thi nganh nghé, phong ban, hanh

Vi.

Chién dich ning cao nhan thic: dugc hién thi dudi
Animation Video/Interactive Learning (video hoat hinh ho4
bing c4c nhan vét theo d6 1a cac tinh ning néi bat cua
phuong phép tuong téc thd vi, ting kha nang tiép thu)

Kiém tra triic nghiém: Puoc hién thi dudi dang danh sach
cac cau héi tric nghiém dugc quan 1y khéo 1éo bing tinh
ning chéng gian l4n bang hinh thtrc chon cau héi ngau
nhién nham dam béo ring hoc vién s& khong thé sao chép
1an nhau khi tham gia, dam béo két qua dau ra chét luong
nhat

Mb phéng lira ddo: La hé thong mé phéng nhu thét céc
thao tac ma ké x4u thao tac dé Itra d4o, nhim vao mot hodc
nhiéu tép khach hang nhét dinh va sau d6 gui hang loat cac
email gia mao nhu that tir trang web dén dudng link, tir tén
ngudi giri dén email ngudi nhan. Gia mao hoan toan ndi
dung bén trong email nham Ira ddo nhiéu ngudi nhat c6
the.

Thong bao & goi y: tu dong giri email thong bao dén hoc
vién khi c6 kho4 hoc va bai kiém tra, thong bao téi hoc vién
thoi gian bat dau va két thic khoa hoc ciing nhu déc thic

hoc vién tham gia khoa hoc va bai kiém tra khi can thiét.




Hé théng bao céo duoc thiét ké dé hd tro to chirc theo doi
tién d0, do luong hiéu qua, va cai thién nhan thirc bao mét
cua nhan vién mot cach lién tuc:

1. Béo cdo tong quan cac chi s0 quan trong nhu téng
sb tai khoan tham gia chuong trinh dao tao, cac chién
dich phishing, Diém sb nhén thirc bao mat tbng thé,
Ty 1€ hoan thanh va tham gia, Hiéu qua phishing,....

2. B4o cdo tdng quan theo phong ban (Departments
General Report): Xép hang nhan thic bio mét theo
phong ban; Hiéu suét dao tao; Hiéu qua phishing;
B4o céo chi tiét theo thang.

3. B4o c4o chi tiét (Detail Report): Két qua nhan thirc
bao mat tirng tai khoan; Ty I¢ hoan thanh bai hoc;
Ty 1€ vuot bai kiém tra; Danh sach chua hoan thanh.

4. Bao cao phishing (Phishing By Department): Ty
1& bi phishing qua mdi chién dich (Sé lugng gii
phishing, s lugng mé ndi dung, s6 lwong nhén vao

dudng dan lién két, s6 luong dién thong tin....);

10

Xuét b4o cao theo cac dinh dang: Excel va PDF

11

Nén tang cloud-native, h6 trg' multi-tenant

12

MICROLEARNING gidi phap dao tao nhan thirc sic

tich va thue tién

13

Al phan tich hanh vi va két qua hoc tip dé dé xuat noi

dung phu hgp nhit véi tirng ngudi hoc

Noi dung khéa hoc:

o Téng quan vé an ninh mang
o Gi6i thiéu khéi niém co ban vé an ninh mang,
tdm quan trong cla viéc bao vé thong tin c4
nhan va td chirc trong moi trudng s6.
o Neéu bat céc loai mdi de doa phé bién va cach

bur
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nhan biét dé phong tranh.
Quan Iy mat khiu va an toan truc tuyén

o Huéng dan tao va quan Iy mat khiu manh, an
toan, phu hop véi thuc té sur dung.

o Trang bi k¥ ndng bao v¢ tai khoan email, trinh
duyét web, va nhan biét cac lién két doc hai.

o Giam thiéu nguy co bi tén cong thong qua
email phishing hodc céc trang web gia mao.

Bao mit thiét bi ca nhan va viin phong

o Cung cip céc bién phap bao méat can thiét dé
bao vé thiét bi ca nhan nhu mady tinh, dién
thoai, va phén mém trude cic mdi de doa
mang.

o Dam bao an toan thdéng tin trong mdi trudng
vin phong va khi lam viéc tir xa, bao gdbm quan
Iy quyén truy cép va sao luu dit liéu.

Nhin dién va phong ngira ciac mbi de doa

o Phan tich cac hinh thic tdn cong lira déo
(phishing) va gia mao phd bién, gip nhén
vién nhan biét va tmg phé kip thoi.

o Hiéurd cach hoat dong cua cac phén mém doc
hai nhu virus, ransomware, va ma doc, tir do
ap dung céc bién phap phong ngtra hiéu qua.

An toan trong dién toan va dir liéu

o Trinh bay céc nguyén tic bao vé dir lidu va
quyén truy cap, gitip nhan vién xur 1y thong tin
an toan trén moi trudng sd.

o Ap dung cac phuong phap mi héa va bao mat
tién tién dé bao vé thong tin nhay cam

K§ ning ting pho su cb

o Trang bi céc chién lugc phan tng khi xay ra
su ¢b an ninh mang, tir phat hién sém dén phuc
hdi hé théng.

o Huéng dan quy trinh bdo cdo va xir Iy su ¢ dé
giam thiéu thiét hai.

Loi khuyén va thue hanh bao mat

o Chia sé cac meo bao mat thuc tién, phu hop
v6i ting tinh hubng 1am viéc cu thé.

o Xay dung théi quen tot dé bao vé thong tin ca
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nhan va to chirc trong sudt qua trinh lam viéc.

b. Yéu cAu vé k§j thuit cu thé

STT

Tiéu chi ky thuat

Yéu cau chi tiet

Yéu cau dao tao truc tuyén: c6 cac bai hoc toi thiéu, hodc ndi dung tuong
duong nhu bén duéi, yéu cu liét ké cac bai hoc hién ing dung dang co san.

Bao vé may tinh ca

-An toan khi lam viéc tai nha

1 |nhan -Bao vé thiét bi di dong
-Mang thiét bi c4 nhan t6i noi lam viéc
B4o mét thu dién t¢ | -Bao v¢ email
5 va tin nhan ¢4 nhan -Bao vé ban than khoi cac cudce tan cong lira dao
-Lira dao qua thu dién tir doanh nghiép
Ltra dao Social -B4o vé email
3 Engineering va -B4o vé ban than khoi cac cudc tan cong lira ddo
Phishing -Lira dao qua thu dién tir doanh nghiép
-Mo6t s k¥ thudt tan cong ltra ddo
4 Str dung va quén ly -Phuong phap bao v€ mat khau
maét khau -Céc cong cu va meo bao mat mat khau
Khoéng gian lam viéc | -Bao mét chén cong s&
5 |antoan -Can trong v&i wifi cong cong
-An toan khi lam viéc tai nha
Nguy co, bao mat khi Cén trong v&i wifi cong cong
6 | sir dung wifi cong
cong
7 Str dung dién thoai Bao vé thiét bi di dong, smart devides
thong minh an toan
Theo doi thong tin, -An toan truc tuyén cho tré em va gia dinh.
8 hanh vica An_hafl tr?r_l -Str dung internet an toan
mang x4 hoi va moi
truong Internet
9 | Ludt web an toan Str dung internet an toan

AN
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10 Phong chéng phan Téng quan vé& mang va phan mém doc hai
mém doc hai
Nhitng hiéu nham An ninh mang la gi? nhimg théi quen X4u va
11 |thudng thay trong mat s6 hinh thirc tn céng mang phd bién
viéc ddm bao ATTT

12

Xt ly cac su cd bao
mat

X ly céac su co bao mat: Khoa hoc dua ra cac
hanh vi sai pho bién ma ngudi dung dé mac phai
va dua ra mot vai cach giai quyét

Cac chi dan cén ban
va thi€t thuc vé

Toan bg khod hoc vé€ dao tao nhan thirc ATTT
déu la kién thurc co ban ma ngudi dung cudi can

8 ATTT danh cho phai cé.
ngudi dung cudi
Céc chi dan cin ban | Toan bo khoa hoc. P4y la khoa hoc danh cho
va thiét thuc vé moi nguoi khi sir dung Internet, nén tét ca moi
14 | ATTT danh cho lanh | thanh vién trong doanh nghiép déu can nim. Va
dao khoa dao tao nay ciing can cho céac cap lanh dao
Cho phép bd sung ndi | Cho phép bd sung ndi dung tity chinh ctia
dung tuy chinh cua Khach hang (Video/file dao tao)
15 - :
Khéch hang
(Video/file dao tao)

Yéu cau danh gia sau dao tao:

Cho phép bd sung, tuy chinh cac cau héi kiém

tra sau dao tao. Yéu cau cung cap thém céac thong tin sau:

16

S6 luong cau hoi vé
nhan thic an toan
théng tin c6 san trong
ngan hang cau hoi.

Bo cau hoi 210 ciu, bao quat kién thirc vé ATTT
danh cho tat ca hoc vién

Phuong thirc dénh gia
sau dao tao (tric
nghiém, bai tap tinh
hubng,

demo/thuc hanh,...)

- Bép ung cau hdi trdc nghiém.
- Demo gié 1ap phishing/ thuc hanh

Yéu ciu vé chién dich tin cong lira dao (Phishing)

\3
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17

Pham vi dich vu s&
bao gébm khong gii
han sb luong céc
cudc tan cong thir
nghiém trong thoi
gian cung cép dich
VUL

Dap tng dugc cac thé loai:
+ Phishing Link

+ Attachment

+ Data Entry

+ Spear Phishing

+ QR Code

Gia lap tan cong web

Gia lap tin cong web bang céach lay nhiém ma
ddc khi nguoi dung click vao link trén website.

18
(Puong dan website)
GUuri email chtra ma Thuc hién c4c tinh hudng gtri email c6 chtra
19 doc to1 mot hodc dinh kém ma doc t¢i mot nan nhéan cé chu dich
nhiéu nan nhan cing | ho#c nhiéu nan nhéan cung mot luc.
mot lic.
Cho phép lya chon Cho phép quan tri vién lua chon Murc d6 kho
20 Muc do kho (Difficulty) cho dot kiém tra dé danh gi4 nang
(Difficulty) cho dot luc cua hoc vién.
kiém tra.
Cho phép st dung Cho phép sir dung nhiéu Email Template (nhleu
nhiéu Email mau phishing) trong cung 01dot kiém tra/chién
Template (nhiéu mau | dich
| = ’
phishing) trong cung
01dot kiém tra/chién
dich
Cho phép stt dung 1 | Cho phép gid mao 1 email bét ky trong 508 hoc
email bat ky trong vién da mua dé goi (sender) trong dot kiém
508 hoc vién dé st tra/chién dich. Trir truong hop Email cia hoc
77 | dung dé gdi (sender) | vién d6 c6 ap dung cac co ché chéng gia mao,
trong dot kiém dbi vai truomg hop nay sé uu tién st dung
tra/chién dich domain Email gan giéng véi chi dinh ctia khach
hang.
Tao email Phishing Ap dung Al trong viéc tao email Phishing, giup
73 | bang Al viéc tao chién dich tré nén hiéu qua va nhanh

chong

Yéu cau veé bao cao

24

Cung cip bao céo
tong quat va chi tiet
ve dao tao

- Cung cip béo céo tong quét va chi tiét vé dao
tao (thai gian hoc, so bai da hoc, diém sd)

N
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- Cung cap bao céo két qua danh gia sau dao
tao, két qua dat hay khong dat theo cac dinh
dang: Excel va PDF

Cung cép bao céo két
25 | qua danh gia sau dao
tao

Cung c4p cho ngudi quan tri duoc béo cdo két
qua danh gié sau dao tao cua cac nguoi dung khi
tham gia khoa hoc.

Cung cap bao cao chi
tiét doi véi moi loai

26 gia 1ap tan cong

Cung cap bao céo chi tiét ddi véi mdi loai gia
1ap tan cong nhu: théng ké hanh vi ngudi ding
da thuc hién, chua thuc hién, cac anh huéng mét
an toan thong tin (néu co).

Yéu cau vé cau hinh

Lua chon va thiét 1ap

&l lich cho dao tao

Quan trj vién c6 thé lua chon va thiét 1ap lich
cho viéc dao tao

Lua chon ’Vé thiét lap
28 | lich cho tan cong xam
nhap

Quan tri vién c6 thé lua chon va thiét 1ap lich
cho céc bai hoc tan cong xam nhép

Cho phép nhép/thay
thé danh sach nguoi

- C6 thé ty nhap danh sach ngudi ding dugc
dao tao theo dinh dang file csv/xls.

29 dung dugc dao tao - Trudng hop thay thé, hé thong sé tinh 1a 1
nguoi dung méi
Lwa chon nhom ~ |Lua chon danh sach cac bai dao tao va nhom
30 ngudi dung/nhém doi | doi tuong phu hop ép dung cho khda dao tao

tuong dugc ap dung
cac khoa dao tao

Tu dong nhéc‘ nhé
31 | nguoi dung vé lich
dao tao

Hé thdng s& tu dong nhic nhé nguoi dung vé
lich dao tao

Yéu cau ve dao tao

Dao tao quan tri va
véan hanh h¢ thong

Pao tao quan tri va van hanh hé thong

Pao tao chinh sta
(customize) giao

32 dién, chtrc ndng Ung
dung

Dao tao chinh stra (customize), giao dién, chirc
ning cua Uung dung trong khd nang hién c6 cta
san pham phu hop véi yéu cau cua nguodi quan
tri.

Dao tao nguoi st
dung cuodi

Pao tao, huéng dan str dung cho ngudi st dung
cuoi st dung chuong trinh.
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Yéu cau ve tai liéu

33

Tai liéu huéng dan
van hanh va quan tri
hé thong

Tai liéu hudéng dan van hanh va quan tri hé
thong

Tai liéu huéng dan st
dung hé thong doi véi
nhan su dao tao

Tai liéu huéng dan st dung hé théng dbi voi
nhan su dao tao

Yéu ciu vé khac phuc su co

Béao dam san sang

Heé thdng phai bao dam sin sang hoat dong lién

24 hoat dong 24/7. tuc 24/7 phuc vu dao tao ngudi dung cudi.

35 HO tro xtr 1y su cd H6 tro xu ly su cb 2477 qua dién thoai, email,
24/7 tin nhin da phuong tién.
DPam bao hiéu suit Pam béo hiéu suét ciia phan mém ludn sin sang
cia phan mém luén | khi nhiéu 508 ngudi truy cap cuing mdt lic.

36 | s&n sang khi nhiéu
508 nguoi truy cap
cung 1 Idc.
Cam két khic phuc Cam két khéc phuc su cb: cham nhét 1 04 gio.
su ¢cb trong thoi gian Déi véi nhitng 161 phat sinh chua r6 nguyen

37 | s6m nhat. nhan, sau khi khéc phuc 181, su c¢b. Nha thau co

trach nhiém tim hiéu nguyén nhan va phan hdi
cho khach hang khoang thoi gian sém nhét.

Cam két phan mém Cam két phan mém khoéng chtra ma doc hai,
khong chita ma doc | khong c6 backdoor, hardcode,... c6 thé bi tan
hai, khong c6 cong khai thac, danh cap dit lidu, gay mét an
backdoor, hardcode... | toan cho phan mém va hé théng Cong nghé
gdy anh huong dén thong tin Khach hang.
An toan thong tin cho

38 | khach hang

Béao dam tinh xac
thuc va bao vé su
toan ven cua dit li€u
duogc xtr ly trong cac
ng dung..

C6 céc bién phap bao dam tinh xac thyc va bao
vé su toan ven cua dit liéu dugce xt ly trong cac
ung dung.

Y4

X\& =

o
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Khiéc phuc hoan toan
céc 16 héng bao mat
ctia san pham phan
mém (bao gdm phan
mém, co s& dit liéu
va céc cau phan khéc
clia san pham phan
mém) trude khi dua
vao st dung dya trén
két qua danh gia bao
mat va trong thoi
gian khach hang sur
dung

Khic phuc hoan toan cac 16 héng bao mat cua
san pham phan mém (bao gdm phn mém, co sé
dit liéu va cac cdu phan khéc cta san phdm phan
mém) truéde khi dua vao sir dung dua trén két
qua danh gid bado mat va trong thoi gian khach
hang st dung.

39

B§ tai liéu chung
nhén kiém thtr bao
mat ing dung

Cung cép tai liéu chttng nhan kiém thir bao mét
ung dung d6i véi hé thong gom kiém thir xam
nhép (pentest) va kiém tra ra soat ma nguon.

Chirng nhan kiém thir
bao mat cho moi
truong Cloud .

Cung cép tai liéu chimg nhén kiém thir bao mat
dd1 vé1 moi trudong Cloud duogc trién khai.

®



II.

Tiéu chuan danh gia

1. Tiéu chuin danh gia

Tiéu chuin danh gia vé ky thuit: Phuong phap danh gia Pat/ Khong dat.

Theo do:

I'¥

Danh gia ve k¥ thuat duoc két luan Pat khi tit ca dic tinh, thong s k§ thuat ciia hang hoa dap Gmg Dat yéu cau cia HSMT.

Panh gia vé k§ thuat duge két luan Khong Pat khi co tir Mot tré 1én dic tinh, thong sb ky thuat cia hang héa khong dap
ung (Khong Pat) yéu cau ctia HSMT.

2. Tiéu chi danh gia yéu ciu vé ky thuit chung

Tiéu chuan danh gia

STT Ngi dung Mo ti cu thé Pat Chép Khong dat
nhin duwoc
I. Yéu ciu vé ning lwe
1 | Pép ung chimg chi v& An | Pap tng chimg nhén vé hé théng quan ly an toan | Nha thzflu Nha thau
toan thong tin thong tin (ISMS) theo tiéu chudn qubc t& ISO/IEC C}{nl_gfﬁp khong
ta1 licu "
27001:2022 chimg cung ca.p
minh (Vién dugc tai

dan

chuong, rbiCVAGH

trang, muc o

tham chiéu) dan
chuong,
trang, muc

liéu chiing

N
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tham
chiéu)
Pap tmg v& chimg chi H¢ | Pp ing chimg nhan vé quan ly dich vu cong nghé | Nha thiu Nha thau
thilne: Qi 15 Dich. v thong tin (ITSM) ISO/IEC 20000 C}J.ngfép khong
(SMS). Eﬁé&u cung cip
minh (Vién dugce tai
dan liéu chiig
tclg‘r‘l‘;‘fr’luc minh (Vin
tham chiéu) dan
chuong,
trang, muc
tham
chiéu)
II.  Yéu ciu ky thuit chung
Ban quyén phdn mém dao | Pang nhip theo tai khoin dwgc cAp: cung cip tai Nhu yéu Khong nhu
tao nhan thirc an toan | khoan quan tri hé thong tmg dung bao gdm tén ding cau. yéu cau.
thong tin (ATTT) nhap va mat khau dé quan tri vién tu do quan ly toan
bd tng dung.
Puong di ciia quan tri vién trong hé thong Nhu yéu Khéng nhu
cAu. yéu cau.
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o Tao cac chién dich ning cao nhan thirc voi
nhiéu ngdn ngit Anh/ Viét/ Hoa

o Tao céc chién dich kiém tra tric nghiém

o Tao céc chién dich mo phéng lira dao

o Phéi hop hoic thay dbi thir tu cac chién dich
dé sang tao ra dugc nhiéu phuong phap nang cao

nhan thic hi€u qua hon, tha vi hon.

Phén hé kién thirc:

o Nhan thirc bao mét — Ly thuyét: T4t ca nhiing
kién thuc an toan thong tin cin c¢6 danh cho
nguoi dung Internet

o Kiém tra tric nghiém — Thuc hanh: Dya trén
nhimg kién thirc tir khoa dio tao nhan thirc bao
mat

o M phong chién dich Ira dao — Thuc hanh nhu
that: Phan chia theo dic thi nganh nghé, phong

ban, hanh vi.

Nhu yéu
cau.

Khong nhu

yéu cau.
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Chién dich ning cao nhan thirc: dugc hién thi

Nhu yéu Khoéng nhu
dudi Animation Video/Interactive Learning | CaU- yéu ciu.
(video hoat hinh hoé bang cac nhan vét theo d6
1a c4c tinh ning ndi bat ciia phuwong phap tuong
tac thu vi, ting kha ning tiép thu)

Kiém tra tric nghiém: DPuogc hién thi dudi dang | Nhu yéu Khong nhu
danh sach céc cau héi tric nghiém dugc quan ly cau. yéu cau.
khéo 1éo bing tinh ning chdng gian lan bang
hinh thtrc chon cau héi ngau nhién nhim dam
bao ring hoc vién s& khong thé sao chép 14n
nhau khi tham gia, dam bao két qua dau ra chét
luong nhét

M phéng lira ddo: La hé théng md phong nhur that | Ny yéu Khong nhu
c4c thao tic ma ké x4u thao tac dé lira dao, nhém cdu. yéu ciu.

vao mdt hodc nhiéu tép khach hang nhét dinh va
sau do gui hang loat cac email gia mao nhu that
tir trang web dén duodng link, tir tén nguoi guri

dén email nguoi nhan. Gia mao hoan toan noi
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dung bén trong email nham lra ddo nhiéu nguoi

nhét ¢6 thé.

Thong biao & goi y: tu dong gri email thong bao | Nhu yéu Khéng nhu
dén hoc vién khi c6 khoa hoc va bai kiém tra, thong céu. yéu cau.
b4o t6i hoc vién thoi gian bit ddu va két thuc khoa
hoc ciing nhu dc thiic

hoc vién tham gia khoa hoc va bai kiém tra khi can

thiét.
Hé théng béo céo duoc thiét ké dé hd tro td chirc | Npyr yéu Khong nhu
theo ddi tién d9, do ludng hiéu qua, va cai thién | CaU- yéu cau.

nhan thirc bao mat cia nhan vién mot cach lién tuc:
1. Bdo cao téng quan cac chi s6 quan trong
nhu tong sb tai khoan tham gia chuwong trinh
dao tao, cac chién dich phishing, Piém s6
nhan thirc bao mat tong thé, Ty 1& hoan thanh

va tham gia, Hiéu qua phishing,....

2. Bio c4o tong quan theo phong ban

(Departments General Report): Xép hang

5
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nhén thirc bao mat theo phong ban; Hi¢u sut
dao tao; Hiéu qua phishing; Bao céo chi tiét

theo thang.

. Bso cdo chi tiét (Detail Report): Két qua

nhén thirc bao mét tung tai khodn,; Ty 1€
hoan thanh bai hoc; Ty 1& vuot bai kiém tra;

Danh sach chua hoan thanh.

. Bao cao phishing (Phishing By

Department): Ty 1& bi phishing qua mdi
chién dich (S6 lugng giri phishing, s luong
mé& ndi dung, sb lugng nhén vao duodng dan

lién két, sb luong dién thong tin....) ;

10

Xuit bso cdo theo cic dinh dang: Excel va PDF

11

Nhu yéu Khong nhu

céu. yéu cau.
Nén tang cloud-native, ho tro multi-tenant N;hu yeu Khéng e

i yéu cau.
MICROLEARNING giai phap dao tao nhan | Nhy yéu Khong nhu
thirc stic tich va thuc tién . yéu ciu.

(o
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12

13

Al phan tich hanh vi va két qua hoc tap dé dé

Nhu yéu Khong nhu
xuit ndi dung phit hgp nhét véi tirng ngudi hoc cau. yéu céu.
Noi dung khéa hoc: Nhu yéu Khéng nhu

e Tong quan vé an ninh mang e yéu cau.

o Gidi thiéu khdi niém co ban vé an ninh
mang, tAm quan trong cua viéc bao vé
thong tin ca nhan va td chic trong moi
truong sd.

o Neéu bat cac loai mdi de doa phé bién
va cach nhéan biét dé phong tranh.

e Quan Iy mat khiu va an toan truc tuyén

o Huéng din tao va quan ly mat khau
manh, an toan, phi hop véi thuc té sir
dung.

o Trang bi k§ ning bdo v¢ tai khoan
email, trinh duyét web, va nhan biét
cac lién két doc hai.

o Giam thiéu nguy co bi tin cong thong
qua email phishing hodc céc trang web
g14 mao.

e Bio mat thiét bi c4 nhan va vin phong

o Cung cp céic bién phap bao mat cin
thiét dé bao vé thiét bi ca nhén nhu
may tinh, dién thoai, va phén mém
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trudc cac moi de doa mang.

o Dam bao an toan thong tin trong moi
truong van phong va khi lam viéc tu
xa, bao gdm quan ly quyén truy cap va
sao luu dir liéu.

e Nhin dién va phong ngira cic moi de doa

o Phan tich c4c hinh thirc tin cong lira
dao (phishing) va gia mao phd bién,
giup nhén vién nhan biét va img phé
kip thoi.

o Hiéu rd cach hoat dong clia cic phan
mém doc hai nhu virus, ransomware,
va ma doc, tr d6 dp dung cac bién
phap phong ngtra hiéu qua.

e An toan trong dién toan va dir li¢u

o Trinh bay cic nguyén tic bao vé dit
liéu va quyén truy cap, gitip nhan vién
Xt ly thong tin an toan trén moi truong
5.

o Ap dung cic phuong phap mi héa va
bao mat tién tién dé bao vé thong tin
nhay cam

¢ K§¥ ning irng pho sw cd

o Trang bi cac chién lugc phan tng khi

x4y ra su ¢d an ninh mang, tr phét hién
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sém dén phuc hdi hé théng.

o Huéng dan quy trinh béo céo va xu ly
su ¢b dé giam thidu thiét hai.

¢ Loi khuyén va thwe hanh bao mat

o Chia sé cac meo bao méat thuc tién, phu
hop v6i ting tinh hudng lam viée cu
thé.

o Xy dung théi quen tdt dé bao vé
thdng tin c4 nhan va t6 chuc trong sudt
qua trinh lam viéc.

RAE" iy
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3. Tiéu chi danh gia yéu ciu vé ky thuit cu thé

Tiéu chuén danh gia

STT Tiéu chi ky thuat Yéu ciu chi tiét Dat Chap | Khong dat
) nhin
dwoc
Yéu ciu dao tao truc tuyén: co cac bai hoc tbi thiéu, hodc ndi dung twong duong
nhu bén dudi, yéu cau liét ké cac bai hoc hién timg dung dang c6 san.
Béao v€ mdy tinh c4 -An toan khi lam viéc tai nha Nhu yéu Khong nhu
nhan -Bao vé thict bi di dong cau. yéu cau.

-Mang thiét bi ca nhan téi noi lam viéc

Vién dan

Khong vién

1 :
chuong, dan chuong,
trang, muc trang, muc
tham chiéu tham chicu

Bao mat thu dién tr | -Bao v¢ email Nhu yéu Khong nhu
va tin nhan canhan | -Bdo vé ban than khoi cac cudc tan cong lira déo cau. yéu cau.

5 -Lira dao qua thu dién t&r doanh nghiép Vién din Khong vién
chuong, dan chuong,
trang, muc trang, muc

tham chiéu

tham chiéu




&
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tham chiéu

Lura ddo Social -Bao v¢ email Nhu yéu Khéng nhu
Engineering va -Béo v€ ban than khdi cac cudc tan cong Itra ddo cau. y€u cau.
-Il\J/ILEa da}okglui t}}u’ <;1‘1¢nAtu dl(?an(}_ilvnghlep Vién din Khéng vién
-Mot sO k¥ thuat tan cong lura dao chuong, dan chuong,
trang, muc trang, muc
tham chiéu tham chi€u
Str dung va quan ly -Phuong phép bao vé mat khau Nhu yéu Khoéng nhu
mét khau -Céc cong cu va meo bao mat mat khau cau. yéu cau.
Vién dan Khong vién
chuong, dan chuong,
trang, muc trang, muc
tham chiéu tham chiu
Khong gian lam viéc | -Bao mat chén cong s Nhu yéu Khoéng nhu
-Cén trong voi wifi cong cong cau. y€u cau.
-An toan khi lam viéc tai nha Vién din Khéng vién
chuong, dan chuong,
trang, muc trang, muc
tham chi€u tham chiéu
Nguy co, bio mat khi | Can trong v&i wifi cdng cong Nhu yéu Khoéng nhu
su dung wifi cong cau. y€u cau.
Vién din Khong vién
chuong, dan chuong,
trang, muc trang, muc

tham chiéu
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Str dung dién thoai
thong minh an toan

Bao vé thiét bi di dong, smart devides

Nhu yéu
cAu.

Vién dan
chuong,
trang, muc
tham chiéu

Khong nhu
yéu cAu.
Khong vién
dan chuong,
trang, muc
tham chiéu

Theo doi thong tin,
hanh vi ¢ nhan trén
mang xa hdi va moi
8 truong Internet

-An toan truc tuyén cho tré em va gia dinh.

-Str dung internet an toan

Nhu yéu
cau.

Vién dan
chuong,
trang, muc
tham chiéu

Khong nhu
yéu cau.
Khong vién
dan chuong,
trang, muc
tham chiéu

chuong,
trang, muc
tham chiéu

Ludt web an toan Str dung internet an toan Nhu yéu Khong nhu
cau. yéu cau.

9 Vién dan Khong vién
chuong, dan chuong,
trang, muc trang, muc
tham chiéu tham chicu

Phong chdng phan Téng quan vé mang va phan mém doc hai Nhu yéu Khong nhu
mém doc hai cau. yéu cau.

10 Vién dan Khong vién

dan chuong,
trang, muc
tham chicu
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Nhitng hiéu nham An ninh mang 1 gi? nhiing th6i quen xdu va mot s6 |Nhuyéu Khoéng nhu
thuong thay trong hinh thirc tan cdng mang phd bién cau. y€u cau.

. viéc ddm bao ATTT Vién din Khong vién
chuong, dan chuong,
trang, muc trang, muc
tham chiéu tham chiéu

Xt Iy cac sucd bao | Xirly Cac su c¢b bao mat: Khoa hoc duara cic hanh | Nhu yéu Khong nhu
mat vi sai ph6 bién ma nguoi dung dé mac phai va duara | cau. yéu cau.

. mot vai cach giai quyet Vién din Khong vién
chuong, dan chuong,
trang, muc trang, muc
tham chiéu tham chiéu

Céc chi dan can ban | Toan b khod hoc vé dao tao nhén thic ATTT déu la | Nhu yéu Khong nhu
va thiét thuc vé kién thirc co ban ma ngudi dung cudi can phai co. cau. y€u cau.

3 AT"l‘“”.F(;l‘anh Ch?_ Vién dan Khong vién

it chuong, dan chuong,
trang, muc trang, muc
tham chiéu tham chiéu
Cac c}}i dan can ban | Toan bd khoa hoc. Pay 1a khoa hoc danh cho mo1 Nhu yéu Khong nhu
va thiét thuc vé ngudi khi st dung Internet, nén tat cd moi thanh vién | céu. yéu cau.

i ?:(")TT danh cho lanh trf)ng ~doant1 ngilm_ap’c’leuA calrl nrfrél Va khoa dao tao Vién dn Khong vién

, nay cling can cho céc cap lanh dao chuong, dan chuong,
trang, muc trang, muc
tham chiéu tham chiéu
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Cho phép bd sung ndi
dung tuy chinh cta
Khach hang
(Video/file dao tao)

Cho phép b sung noi dung tily chinh ctia Khach
hang (Video/file dao tao)

Nhu yéu
cau.

Vién dan
chuong,
trang, muc
tham chiéu

Khéng nhu
yéu cau.
Khong vién
dan chuong,
trang, muc
tham chiéu

Yéu cau danh gia sau dao tao:

dao tao.

Cho phép bd sung, tuy chinh céc ciu héi kiém tra sau

Yéu ciu cung cap thém céc thong tin sau:

16

S6 luong cau hoi vé | B cau héi 210 cau, bao quat kién thirc vé ATTT danh | Nhu yéu Khong nhu
nhan thic an toan cho tét ca hoc vién cau. yéu cau.
thoAnght}n L0 far}‘l trong Vién  dan Khong vién
ngan hang cau noi. chuong, dan chuong,
trang, muc trang, muc
tham chiéu tham chiéu
Phuong thirc dénh gia | - Pap (mg cau hoi tric nghiém. Nhu yéu Khoéng nhu
sau dao tao (trac - Demo gia 18p phishing/ thuc hanh cau. yéu cau.
Eg{}lf?m: bal tp finh Vién dn Khong vién
uong, chuong dan chuong
demo/thuc hanh,...) trang, muc trang, muc
tham chicu tham chiéu

Yéu ciu vé chién dich tin céng lira diao (Phishing)
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Pham vi dich vu s&
bao gdbm khong gi6i
han s6 lugng céac
cudc tin cong thir
nghiém trong thoi
gian cung cép dich
vu.

Dap tng duoc céac thé loai:
+ Phishing Link

+ Attachment

+ Data Entry

+ Spear Phishing

+ QR Code

Nhu yéu
cau.

Vién dan
chuong,
trang, muc
tham chiéu

Khong nhu
yéu cau.
Khong vién
dan chuong,
trang, muc
tham chiéu

Gia lap tin cong web | Gia 1ap t4n cong web bing cach lay nhiém ma doc Nhu yéu Khoéng nhu
khi nguoi dung click vao link trén website. (Puong | cau. y€u cau.

" dan website) Vién dan Khong vién
chuong, dan chuong,
trang, muc trang, muc
tham chiéu tham chiéu

Gui email chira ma Thuc hién cac tinh hudng giri email c6 chira dinh Nhu yéu Khoéng nhu
doc téi mot hodc kém ma ddc téi mot nan nhan ¢ chu dich hodc nhiéu | ciu. yéu cau.

o nhAlelli'nan nhan cing | nan nhan cung mdot luc. Vién din Khéng vién

DGt 16, chuong, dan chuong,
trang, muc trang, muc

tham chiéu

tham chiéu

Cho phép lua chon Cho phép quan tri vién lua chon Mirc d§ kho Nhu yéu Khong nhu
35 Muc dd kho (Difficulty) cho dot kiém tra dé danh gia nang luc cau. yéu cau.
g‘);ifﬁculty) cho dot | cudahoc vién. Vién dén Khong vién
it e chuong, dan chuong,
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trang, muc trang, muc

tham chiéu tham chiéu

Cho phép st dung Cho phép str dung nhiéu Email Template (nhiéu mAu Nhu yéu Khong nhu
nhi€u Email phishing) trong ctuing 01dot ki€ém tra/chién dich cau. yéu cau.

1 Temp late (nhi€u 1}1au Vién dan Khong vién
P hwhmg} irong cung chuong, dan chuong,
O.ldot kiém tra/chién trang, myc trang, muc
dich tham chiéu tham chicu
Cho phép strdung 1 | Cho phép gia mao 1 email bat ky trong 508 hoc vién | Nhu yéu Khong nhu
email bat ky trong da mua dé goi (sender) trong dot kiém tra/chién dich. | cau. yéu cau.
508 hoc Vlé‘l‘l de su Trir truong hop Email cia hoc vién do co ap dung Vién din Khong vién

22 | dung dé goi (sender) | cac co ché chéng gia mao, dbi vdi trLrorng horp nay s¢ chuong dan chuong
trong dot kiém uu tién st dung domain Email gan gidng v&i chi dinh trang rr’luc frang, muc ’
tra/chién dich cua khach hang. thian chicn thatn ehidt
Tao email Phishing Ap dung Al trong viéc tao email Phishing, gitip viéc | Nhur yéu Khong nhu
bang Al tao chién dich trd nén hi€u qua va nhanh chong cau. yéu cau.

23 Vién din Khong vién

chuong, dan chuong,
trang, muc trang, muc

tham chiéu

tham chiéu

Yéu cau vé bao cao
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tham chiéu

Cung cép bdo co - Cung cép bao cao tdng quat va chi tiét vé dao tao Nhu yéu Khong nhu
tong quat va chi ti€t | (thoi gian hoc, s6 bai dd hoc,diém s0) cau. y€u cau.

- veé dao tao - Cung cép bao cao két qua danh .gié sau dao tao, két Vién din Khong vién

qua dat hay khong dat theo cac dinh dang: Excel va chuong, dan chuong,
PDF trang, muc trang, muc
tham chiéu tham chiéu
Cung cap béo cdo két | Cung cép cho ngudi quan tri duoc bao cdo két qua Nhu yéu Khéng nhu
qua danh gia sau dao | danh gid sau dao tao ctia cac nguoi dung khi tham gia | cau. y€u cau.

s tao khéa hoc. Vién din Khong vién
chuong, dan chuong,
trang, muc frang, muc
tham chicu tham chicu

Cung cip bao cdo chi | Cung cép bao cao chi tiét dbi véi méi loai gia 1ap tin | Nhu yéu Khoéng nhu
tiét doi véi moi loai | cong nhu: thong ké hanh vi ngudi dung da thuc hién, | cau. y€u cau.
gia lap tan cong chua thuc hién, cac anh hudng mat an toan thong tin Vién din Khong vién
2 A r 5 3 3
6 (néu c6). chuong, dan chuong,
trang, muc trang, muc

tham chiéu

Yéu cau vé cau hinh

Lua chon va thiét lap | Quan tri vién c6 thé lua chon va thiét 1ap lich cho Nhu yéu Khoéng nhu
. lich cho dao tao viéc dao tao cau. yéu cau.
Vién dan Khong vién
chuong, dan chuong,

\&
\N




34

trang, muc trang, muc

tham chicu tham chi€u

Lua chon va thiét lap | Quan tri vién cd thé lua chon va thiét 1ap lich cho cac | Nhu yéu Khoéng nhu
lich cho tan cong xam | bai hoc tan cong xam nhép cau. yéu cau.

28 nhap Vién dan Khong vién
chuong, dan chuong,
trang, muc trang, muc
tham chicu tham chicu

Cho phép nhép/thay | - C6 thé tu nhdp danh sach ngudi ding duoc dao tao | Nhu yéu Khong nhu
thé danh sach nguoi | theo dinh dang file csv/xls. cau. yéu cau.

- dung dugc dao tao éTruong'th thay thé, h¢ thong sé tinh 1a 1 nguoi Vién din KNh()ng vién

ung mol chuong, dan chuong,
trang, muc trang, muc
tham chicu tham chiéu
Lua chon nhom Lua chon danh séch cac bai dao tao va nhém ddi Nhu yéu Khong nhu
nguoi dung/nhéom doi | twong phu hop ap dung cho khoéa dao tao cau. yéu cau.

30 ttf()r;ﬁl c’iu’%c‘ dp dung Vién dan Khong vién

cac knoa dao tao chuong, dan chuong,
trang, muc trang, muc
tham chicu tham chiéu

Ty déng nhéc nhé Heé théng sé& tu dong nhéc nhd ngudi dung vé lich dao | Nhu yéu Khong nhu

nguoi dung vé lich tao cau. yéu cau.

31 | dao tao A % A A
Vién dan Khong vién
chuong, dan chuong,
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trang, muc
tham chiéu

trang, muc
tham chiéu

Yéu cau vé dao tao

32

Dao tao quan tri va Dao tao quan tri va van hanh hé théng Nhu yéu Khoéng nhu
van hanh hé thong cau. y€u cau.
Vién din Khéng vién
chuong, dan chuong,
trang, muc trang, muc
tham chiéu tham chiéu
Dao tao chinh stra Dao tao chinh stra (customize), giao di€n, chirc nang | Nhu yéu Khoéng nhu
(customize) giao cua ung dung trong kha nang hién c6 cia san phdm | cau. y€u cau.
g1¢n, chirc ndng tng | pht hgp véi yéu clu ctia ngudi quan tri. Vién din Khéng vién
ung chuong, dan chuong,
trang, muc trang, muc
tham chicu tham chicu
Dao tao nguoi st Dao tao, huéng din st dung cho ngudi st dung cudi | Nhu yéu Khéng nhu
dung cuoi st dung chuong trinh. cau. yéu cau.
Vién dan Khong vién
chuong, dan chuong,
trang, muc trang, muc
tham chiéu tham chiéu

Yéu cau ve tai liéu

\\a\;‘\’sic YA/
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33

Tai liéu huéng dan Tai liéu hudng dan van hanh va quan tri hé théng Nhu yéu Khoéng nhu

van hanh va quan tri cau. yéu cau.

hé thong Vién dan Khong vién
chuong, dan chuong,
trang, muc trang, muc
tham chiéu tham chicu

Tai liéu huéng dan st | Tai liéu hudng dan st dung hé thdng dbi véi nhan sy | Nhu yéu Khong nhu

dung h¢ thong doi vai | dao tao cau. yéu cau.

nhan sw dao tao Vién din Khéng vién
chuong, dan chuong,
trang, muc trang, muc

tham chiéu

tham chiéu

Yéu cau vé khac phuc su co

Bao dam sin sang Heé thdng phai bao dam sin sang hoat dong lién tuc | Nhu yéu Khong nhu
hoat dong 24/7. 24/7 phuc vu dao tao nguoi dung cuoi. cau. yéu cau.

34 Vién dan K~h6ng vién
chuong, dan chuong,
trang, muc trang, muc
tham chiéu tham chiéu

Hd tro xtr Iy su cd H?), trg xu ly su cb 24/7 qua dién thoai, email, tin I\{hu yéu Khéng nhu
24/7 nhén da phuong tién. cau. yéu cau.

35 Vién dan Khong vién
chuong, dan chuong,
trang, muc trang, muc
tham chicu tham chiéu
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Dam bao hiéu suit Dam bao hiéu suét cia phdn mém ludn sin sang khi | Nhu yéu Khoéng nhu
cua phan mém luén | nhi€u 508 nguoi truy cp cung mot ldc. cau. yéu cau.
3¢ 2%% Séng‘],(hi nhiéAu Vién dan Khong vién
X n?lrf” e chuong, dan chuong,
DL, LAl trang, muc trang, muc
tham chi€u tham chiéu
Cam két khic phuc Cam két khic phuc su c¢b: cham nhét 1a 04 gio. P6i | Nhuyéu Khdéng nhu
su ¢0 trong thoi gian | véi nhiing 161 phat sinh chua rd nguyén nhén, sau khi | cu. yéu cau.
- sém nhat. E?g;: rIl)hucAlm, ;11‘ co‘. N}l;lfl ﬂﬁa;u.l C}? trl?;l:? Eh}i?m tim Vién dan K~h6ng vién
guyén nhén va phan hoi cho khach hang chuong dAn chuong
khoang thoi gian sém nhat. trang, muc trang, myc
tham chicu tham chi€u
Cam két phan mém Cam két phan mém khong chtra ma doc hai, khong Nhu yéu Khong nhu
khong chira ma doc c6 backdoor, hardcode,... c¢6 thé bi tin cong khai cau. yéu cau.
l];al,klzlhong hcod . thitc, dz}n}}llAca}llg dir g?u, gayhrllal‘i fin tqan CE(,) I;lh}?{’l Vién din Khéng vién
ZC . r:)hog,u éa; cg)éne... mem va h¢ thong Cong nghé thong tin Khach hang. chuong, d&n chuong,
gay . - g ) trang, muc trang, muc
An toan thong tin cho tham chiéu tham chiéu
38 khéch hang
Bao dam tinh xac Co cac bién phap bdo dam tinh xac thuc va bao vé su | Nhu yéu Khong nhu
thuc va bao vé su toan ven cua dir li€u duoc xtr ly trong cac ing dung. | cau. yéu cau.
fioan ven l(:}la dir 116}}1 Vién dan Khong vién
’u'gcdxu' Y Hong gag chuong, dan chuong,
ung dung.. trang, muc trang, muc
tham chicu tham chiu

B O
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Khic phuc hoan toan
céc 16 hong bao mat
cua san pham phan
mem (bao gdm phan
mém, co sé dir liéu
va céac cau phan khéc
ctia san pham phén
mém) trude khi dua
vao st dung dua trén
két qua danh gia bao
mat va trong thoi
gian khach hang st
dung

Khéc phuc hoan toan cac 16 hong bao mat cia san
pham phan mém (bao gdm phan mém, co s& dit liéu
va cac cdu phan khac cia san pham phan mém) trudc
khi dua vao sir dung dua trén két qua danh gia bao
mat va trong thoi gian khach hang sir dung.

Nhu yéu
cau.

Vién dan
chuong,
trang, muc
tham chiéu

Khong nhu
yéu cAu.
Khong vién
dan chuong,
trang, muc
tham chiéu

39

B§ tai liéu chung
nhan kiém thir bao
mat ing dung

Cung cép tai liéu ching nhén kiém thir bao mat tmg
dung déi v6i hé théng gom kiém thur x4m nhap
(pentest) va kiém tra ra soat ma ngudn.

Nhu yéu
ciu.

Vién dan
chuong,
trang, muc
tham chiéu

Khong nhu
yéu cau.
Khong vién
dan chuong,
trang, muc
tham chiéu

Chting nhan kiém thu
bao mat cho moi
truong Cloud .

Cung cAp tai liéu ching nhan kiém thir bao mat doi
v&i moi truong Cloud dugc trién khai.

Nhu yéu
cau.

Vién dan
chuong,
trang, muc
tham chiéu

Khdng nhu
yéu cau.
Khong vién
dan chuong,
trang, muc
tham chiéu




