Chuong V — Yéu cau vé k¥ thut

Chuwong V. Yéu ciu vé k¥ thuét

Muc 1. Yéu ciu vé ky thuat

1.1. Gidi thigu chung vé duw dn, géi thiu

- Tén dy 4n: Trang bi hé thong DC OneBSS c6 giai phap du phong (DR).

- Tén g6i thau: Cung cap lap dat va trién khai hé théng OneBSS.

- Muc tiéu: Trang bi méi hé théng DC cho OneBSS trén co s& toi wu vé ha tang

CSDL chuyén dung, ting cudng hiéu ning xir ly ctia hé thdng so v6i hé thdng hién tai

nham dam bao phuc vu cac nhu cau ngay cang ting ctia diéu hanh san xuit kinh doanh.

Sau khi trang bj hé théng DC, céc thiét bj cii duoc tin dung chuyén déi xdy dung
h¢ théng DR dam bao du phong tham hoa. Sau khi hoan thién c6 thé giam thidu tdi da
thoi gian ngirng hoat dong khi xay ra su ¢b, bao vé dir liéu khi xay ra tham hoa, nang
cao uy tin VNPT, tudn thi cic quy dinh v& bao vé dir liéu va tdng cuong an ninh thong

tin.
- Quy mo:
STT Danh muc hang hoa Don vi S6 lwong
1 | Ha tang tinh toan
1.1 | May chu tinh toan Bo )
1.2 | Ban quyén phan mém o hoa Goi
2 | Ha tang lru trir cho wng dung
2.1 | Hé thong luu trir (Block Storage) Hé thong 1
2.2 | Hé thong luu trir (Object Storage) Hé thong 1
3 | Ha tang luu trir cho co sé dir liéu
3.1 | Hé thong Database chuyén dung Hé thong 1
3.2 | Ban quyén quan ly cic 6 dia va dung luong sén co Goi 1
(khong gidi han thoi gian sur dung).
3.3 | Dich vu ho tro k¥ thuat 24x7: tbi thiéu 12 thang Goi 1
4 | Thiét bi San Switch
4.1 | Thiét bi két ndi mang SAN — San Switch Bo 2
5 | Thiét bi chuyén mach
5.1 | Thiét bi chuyén mach leaf switch Bo
5.2 | Thiét bi chuyén mach MGMT switch Bo 2
6 | H¢ thong can bing tai lién site GSLB
6.1 | Thiét bj can bang tai lién site GSLB Bo 4
7 Ban quyén sir dung CSDL Oracle

.
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STT Danh muc hang hoa Ponvi | So lwong
7.1 | Ban quyén vinh vién st dung CSDL cho tdi thiéu Goi 1
48 core processor
7.2 | Dich vu hd trg k§ thuat 24x7: t6i thiéu 12 thang Goi 1
8 | Dich vu trién khai
8.1 |- Trién khai, cai dt, tich hop hé thdng Goi 1

- Migrate dit liéu tir hé thong cii sang hé théng mai

- Pao tao, huéng dan sir dung

- Dia diém thuc hién: Tai Ha Noi.

1.2. Yéu ciu vé kj thudgt

STT Yéu ciu dap irng

A | Yéu ciu chung

1 | Trong HSDT, Nha thau phai cung cép don gié chi tiét tdi thidu cho cac hang
muc sau:

- D6i voi thiét bi may chu tinh toan: Cac thiét bj thanh phin: CPU, RAM,
SSD, Card mang, Card két néi HBA;

- D6i v6i hé thong luu trit, cac thiét bi thanh phan Controller, Khay dia, 6
dia, Card két ndi FC (néu ¢6), Card Network (néu co);

- Ddi voi thiét bi SAN Switch: Cac transceiver;

- Déi voi thiét b chuyén mach: Céc transceiver;

Trong truong hop ban chao gia chua du chi tiét, Chu dau tu s€ ¢ van ban
yeu cau nha thau bd sung. Néu Nha thiu khéng cung cap ban chao ¢6 don
gia chi tiét (nhu quy dinh néu trén), Chu dau tu s& xem xét, danh gia HSDT
ctia Nha thau 1a khong dép ung.

Dap tmng cac diéu kién cu thé cua hO‘p dong

Thong s6 ky thuat, chat lwong thiét bi.

Ha tang tinh toan

el imil=-118

May chii tinh toan

1.1 |Boxuly Tong s6 tdi thiéu 64 core vat ly.
Tdc do toi thiéu 2.0 GHz.
Bd nh¢ dém t6i thieéu 60MB Cache.

1.2 | B nh¢ trong C6 san toi thiéu 896 GB RAM

Dung luong cac thann RAM bing nhau va téi thiéu 64 GB
T6i thiéu 24 khe cim RAM

Hoat dong & Bus RAM t6i thiéu 4800 MHz hoiic MT/s

1.3 | O cimg C6 san toi thiéu 02 6 SSD, dung lugng mdi 6 téi thiéu
960GB. DWPD > 1
H{ tro cau hinh Hardware RAID1

1.4 | CAu hinh mang, | Co t6i thiéu 02 port Ethernet quang tde do toi thiéu
HBA 25GbE, ¢ san transceiver SR Multimode

Ho tro RDMA, DPDK

C6 16i thiéu 02 port HBA FC téc do tdi thiéu 32Gbps, c6
san transceiver SR Multimode.
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STT

Yéu cau dap iing

1.5

Ngudn dién va
kieu dang

Nguon dién AC, hoat dong duogc & dién ap 220V, tan sd
50Hz.

C6 module ngudn du phong N+1 (N>1), cho phép thay
thé nong.

Module ngudn dat chimng chi 80 Plus Platinum hodc 80
Plus Titanium

Dang rackmount cho tu rack kich thudc rong 19 inch

1.6

Quan tri

Co san cong quan trj cho phép cai dit, bat tit may tir xa,
két n01 Virtual Media.

C6 san giai phap/phan mém cho phép quan tri, cai dat
mdy chu va nang cap firmware cac thanh phan phan cing
BIOS, RAID Controller, Network Card, HBA... cia may
chui tap trung véi ddy di ban quyén hop phép, khong gidi
han thoi gian str dung.

HO tro gidm sat va béo cdo tinh trang may chu tir Cloud
cua nha san xuat

1.7

Chure ndng

HG trg Hyper-threading hodc Multithreading

HO trg cac cong nghé 40 hod nhu VMWare (ESXi Quick
Boot), Hyper-V, KVM-based Hypervisor.

Twong thich v6i h¢ diéu hanh Ubuntu phién ban 22.04
LTS tré vé sau

1.8

Nam san xuat

San xuét tir nam 2025 tré vé sau.

1.9

Ho tro ky thuat

C6 bao hanh, hd trg ky thudt 24x7 t6i thicu 03 ndm ke tir
thoi diém nghiém thu dua vao st dung.

HS trg ning cap céc phién ban phan mém, OS mdi trong it
nhat 03 nam.

Thay thé phan cting 16i trong 12h ké tur thoi diém bao 15i.

2 | Ban quyén phfin meéem a0 hoa
2.1 | S6 lugng ban So lugng ban quyén phan mém &o hoa dap img day du
quyén phan cau hinh may chu tinh todn & trén
mém 4o hoé
2.2 | Cauhinh may | S6 lugng méay do mdi host cho phép > 1024
ao Cho phép cau hinh may 4o dap tmng:
- vCPU > 256
- RAM > 512GB, h trg Persistent Memory
- 86 lwong 6 clmg a0 > 64, dung luong mdi 6 > 60TB
- H0 tro cac hé didu hanh: Windows Server
2012/2016/2019, Red Hat Enterprise Linux 6/7/8, Oracle
Linux 6/7/8, CentOS 6/7/8, Ubuntu 14/16/18/20
Ho trg cap phat 6 cimg dang thin provisoning hoic thick
provisioning cho may &o
2.3 | Tinh nang ao Cho phép chia sé 6 cing 4o cho nhiéu may 4o doc ghi

hoa

cung luc

Cho phép gidi han mtrc d¢ sir dung CPU, RAM, Storage,

Network cho may ao
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STT

Yéu cau dap ing

Cho phép tao snapshot cho may ao

C4u hinh may 4o tu dong khoi dong (theo thir tu) khi may
chu vat Iy khai dong

Cho phep dich chuyen méy 4o dong thoi gitra cac cum ha
tang (khac biét vé Compute va Storage) ma khong can tit
may ao

Cho phép di‘ch qhuyén may ao gitra cac phan vung luu triy
ma khong cén tat may a0

C6 kha nang di chuyén may ao gifta cdc may chu vat ly
v6i thé hé CPU khéc nhau ma khong lam gian doan hoat
ddng cua may ao

24

Tinh nang quan
tri

C6 kha nang quan tri tap trung Multi-site, s6 luong Site >
3, trong d6 moi Site ¢ thanh phan quan tri riéng

Cung cép giao dién quan tri tich hop, cho phép quan tri ca
may chu vat ly va may ao

Cung cap kha ning sao Iuu va phuc hdi may cha quan tri

Cho phép cap nhat ban va 16i, ban cap nhit an toan bao
méat ma khong can khoi dong lai may chu hodc may 4o

o)

Tinh nang giam
sat

Cho phép gidm sat toan b cac chi s ctia ha tdng 4o hoa
bao gdm:

- Log may chu vét ly, may ao

- Cac 15i ton tai trong hé thong

- Cac chi s hiéu ning cua hé thong (CPU, Memory,
Storage, Network...)

2.6

Tinh ndng phan
tich

Cho phép phan tich, dua khuyén nghi t6i vu hé théng

Cho phép du bdo ting trudng tai nguyén hé thong

Cho phép canh bao khi ¢c6 su ) hodc rui ro trong hé
thong

2.7

Tinh nang bao
mat

Cho phép ma hoa may ao

Cho phép phan quyén nguoi ding dén tung cum may chu,
cum may ao, storage, network. ..

2.8

Ho tro k¥ thuat

C6 ho trg k¥ thut 24x7 toi thiéu 03 nam tir ngay kich
hoat.

HO tro nang cap céc phién ban phan mém trong pham vi
cung cép trong it nhat 03 nam tir ngay kich hoat.

IL

Ha tang luwu trir cho irng dung

Hé thong lwu triv

dir liéu Block Storage

1.l

Kién truc céng
ngh¢

Cong ngh¢ luu trir All Flash

1.2

Tinh san sang
dir liéu

Do san sang toi thiéu 99.9999%

1.3

Yéu cau hé
thong

Hé théng c6 thé bao gom 1 hodc nhiéu thiét bi céu thanh,

trong do:

o
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STT

Yéu cau dap ing

MBOi thiét bj doc 1ap phai c6 c4u hinh bo diéu khién dap
ing YCKT (y€u cau ky thuét) quy dinh tai muc 1.4 (B
diéu khién (controller))

Su dung loal 6 TLC hoac MLC SSD

Céc két n6i noi bo gitra cac thiét bi cia hé thong khong
dugce tinh vao s6 lugng giao dién két ndi trong YCKT quy
dinh tai muc 1.5 (Giao dién két ndi).

Céc thanh phan trong hé thong phai duoc quan tri va cap
phat tap trung.

Thiét bi phai la dang Appliance chinh hang, khong phai
dang phin mém cai dit thu cong lén may chu phan cimg.

Giai phap dam bao khong c6 diém chet don (single point
of fallure) vé controller, nguon két ni, thiét bi mang.

1.4

Bo diéu khién
(controller)

Co6 sin tdi thiéu 02 bd diéu khién (hodc node) hoat dong
active-active

Nha thau cung cip mé hinh kién trac, giai thich co ché
hoat dong Active/Active, cach thuc cén bang tai trén cac
b diéu khién. . . trong tai liéu giai phap di kem.

Méi b diéu khién c6 sdn t6i thiéu 12 CPU Core, kién tric
x86

M&i bo diéu khién c6 san toi thiéu 384GB bd nhé dém
(RAM cache).

C6 du phong dam bao bat ky bd diéu khién nao 15i cling
khong anh huong dén hoat dong cua hé thong

1.5

Giao dién két
noi

Co san t6i thiéu 8 port FC tde do thap nhat 32Gbps, bao
gom transcelver SR Multimode,

C6 san tdi thiéu 4 port Ethernet quang toc d6 > 25GbE
phuc vu Block Service, cé san transceiver SR Multimode,
hoé trgo VLAN

1.6

Céu hinh RAID
yéu cédu

Céu hinh RAID cho phép hong 2 6 dong thoi trong 1
nhom RAID, kich thu¢e cac nhom RAID trong hé thong
phai gidng nhau va t6i da 18 & dia hoic ty 1¢ data/parity
t6i da 16:2 (RAID-6, RAID-DP hodc twong duorng)

1.7

Cau hinh 6 dia
du phong noéng.

Céu hinh spare chiém tdi thleu 5% trén s6 lugng 6 hodc
trén dung luong d6i véi mdi loai 6 dia.

1.8

Dung luong
NVMe

C6 toi thiéu 30% dung luong kha dung str dung loai 6
NVMe

1.8

Ban quyén quan
ly 6 dia.

C6 di bin quyén quan Iy cac 6 dia va dung luong sin co,
ban quyén khong gidi han thdi gian st dung.

1.10

Dung lugng yéu
cau

Tong dung luorng kha dung (khong tinh nén,
deduplication) t6i thiéu: 149 TiB (Base-2)

Hi¢u nang

IOPS t6i thiéu cua hé théng SAN tuong duong 300
IOPS/1 TiB dbi véi céc tham sb moi trrong nhu sau: Ti 1€
read/write: 60%/40%; 1/O Size (blocksize): trung binh 32
KiB

1.12

Tinh nang

H{ trg sin giao thiuc FC
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Chuong V — Yéu cau vé k¥ thuat

STT

Yéu cau dap ing

HO trg Cinder Driver dé tich hop véi OpenStack

Cé san tinh ndng Snapshot, c6 kha nang dat lich tao, xoa
snapshot tu dong

C6 san tinh ning Deduplication va Compression

Dung lugng mdi LUN cép cho mdy chii c6 thé 16n hon
200TB.

C6 sén tinh nang di trd nong LUN hoic volume gifta céc
RAID group hodc storage pool hoac cluster node. Cac
volume trén hé thong c6 thé dugc di tra nong (hot
migrate) gifta cdc RAID group hodc storage pool hodc
cluster node ma khong lam gian doan viéc doc/ghi gitra
cac host va céc volume.

Cho phép cap nhat phién ban, mé rong hé thong ma
khong gay gian doan dich vu.

C6 sin kha ning theo ddi IOPS, bing thong theo timg
LUN hodc Volume hoic Port.

1,13

Nguon dién

Ngudn dién AC, hoat dong dugc & dién ap 220V, tan sb
Suriz,

C6 dy phong nguon N+1 (N>1), cho phép thay thé nong.

.14 | Nam san xuat San xuat tir nam 2025 trd vé sau.
15 | HO tro k§ thuat | C6 bao hanh, hd trg k¥ thuat 24x7 tdi thiéu 03 nam ké tr
thoi diém nghiém thu dua vao su dung.
HO tro ndng cap cic phién ban phan mém, OS méi trong it
nhit 03 nam.
Thay thé phan cimg 16i trong 12h ké tir thoi diém bao 13i.
2 | Hé thong luu trir dit liéu Object Storage
2.1 |Kiéntric cong | Cong nghé luu trix Object Storage
nghé
2.2 | Tinhsinsang | Do sdn sang toi thiéu 99.999%
dit licu D¢ bén dir liéu (durability) tdi thiéu 99.99999999% (10
nines)
2.3 | Yéucdu vé kién | Hé théng co thé bao gom 1 hodc nhiéu thiét bi cau thanh,
tric hé théng. trong do:
Giai phap dam bao khong ¢ diém chét don (single point
of failure) vé node hodc controller (bd didu khién), nguon,
két nbi, thiét bi mang
Giai phéap phai bao gom thiét bi/phu trg cho toan bo cac
két noi cua cac thanh phan trong hé théng véi nhau. Cac
két nbi vao ha ting mang cia VNPT chi phuc vu cung cip
dich vu va gidm sét hé thong (out-of-band)
Thiét bi phai la dang Appliance chinh hang, khong phai
dang phan mém cai dat thu cong 1én may chi phan cing.
2.4 | Bo diéu khién Céc bo diéu khién (node) hoat dong theo ché do active-
(controller/node) | active

S6 luong bd didu khién (node) trong hé thong cho phép >
40 node
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STT

Yéu cau dap ing

Mdi bo diéu khién (node) c6 sin t6i thiéu 20 CPU Core,
kién truc x86

Mbi bd diéu khién (node) ¢6 sin i thiéu 192GB bd nho
dém (RAM cache).

C6 du phong dam bao bat ky 1 node hodc Controller (bd
diéu khlen) nao 16i cling khong anh hudng dén hoat dong
ctia hé théng.

2.5

Giao dién két
noi td1 host
(front-end)

Mbi node c6 san toi thiéu 2 port Ethernet quang toc do >
25GbE (hoat dong dugc ¢ toc do lOGbE)’, cq san
transceiver SR Multimode (khong tinh két ndi ndi bd)

Téi thiéu 4 két noi uplink 25GbE 1én switch ctia VNPT,
st dung module SR Multimode, h trg LACP, VLAN

2.6 | Kha ndng cén Hé¢ thong c6 sin kha ning can bang tai gifta cac node
bang tai trong hé théng théng qua endpomt hodc Virtual IP
2.7 | Cauhinh 6 dia, | Céu hinh RAID cho phép hong 2 6 dia bit ky dong thoi
khay dia ma khong lam gian doan dich vu hogc cau hinh Erasure
Coding cho phép hong 2 6 dia bét ky dong thoi hodc hong
1 node bét ky ma khong géy glan doan dich vu.
Céu hinh spare chiém t6i thiéu 5% trén 56 lugng b hodc
trén dung lucmg raw déi v01 moi loai b dia.
Str dung t6i thiéu 30% loai 6 6 SSD theo tong dung luong
kha dung, st dung loai 6 TLC hoac MLC SSD
C6 du ban quyén quan ly céc 6 dia va dung lugng sin co,
ban quyen khong 2161 han thoi gian sir dung.
2.8 | Dung lugng yéu | Hé thong c6 sin 153TiB (base-2) dung luong Iuu trir kha
ciu dung
2.9 | Hiéu ndng Throughput cta dich vu Object Storage dat > 5GB/s
S6 luong download/upload ddng thoi > 1000,
2.10 | Tinh nang He¢ théng ¢6 sin giao thirc 3 tuong thich véi Amazon S3

Cho phép chia s¢ object thong qua url tam thoi (temporary
url hodc presigned URL)

Cé san tinh nang Versioning

C6 sén tinh ning WORM (Write One Read Many)

Co tinh ndang multi-tenants cho phép khai bao > 1000 don
vi sir dung

S6 luong Object luu tri > 5 ti Object

Co giao dién quan tri va gidm sat riéng cho ting don vi st
dung (tenant)

C6 san tinh nang cho phép giGi han tai nguyén st dung
theo tirng don vi st dung (tenant)

Dung luong str dung moi don vi sir dung (tenant) cho
phép > 50TB

HG trg x4c thuc STS (c6 kha nang tich hop véi céc tiéu
chuan va giao thire m¢ nhu Oauth/ SAML/WS-Trust ...)

C6 sén kha ning trién khai multi-site, nha thdu mo ta giai
phép trong tai liéu k¥ thuét di kem

7

—

LA



Chuong V — Yéu cau vé ky thuat

STT

Yéu cau dap iing

C6 san co ché chong Ransomware, nha thiu mé ta chi tiét
co ché nay trong tai liéu k¥ thuat di kém

Ma héa dir li¢u tai noi luu trir (Data-as-the-Rest) cho phép
dir liéu dugc dam bao tinh bao mét khi luu trit & hé thong

File System hé thong phai cho phép tu dong cén bang
dung lugng gifra cac node trong truong hop thém node
moi/khay dia vao cum Cluster

C6 chimg nhéan FIPS 140/SEC 17a4/SEC 17a-4(f)

Cho phép cap nhat phién ban, m& rong hé théng ma
khong gy gian doan dich vu.

2.11

Nguon dién

Nguén dién AC, hoat dong duoc & dién ap 220V, tan sb
50Hz.

C6 du phong ngudn N+1 (N>1), cho phép thay thé nong.

2.12 | Nam san xuét San xudt tir ndm 2025 tré vé sau.
2.13 | Ho trg k¥ thuat | C6 bao hanh, ho tro k§ thuat 24x7 t6i thidu 03 nam ké tur
thoi diém nghiém thu dwa vao sir dung.
H& trg nang cdp cac phién ban phdn mém, OS mdi trong it
nhat 03 nam.
Thay thé phén cing 16i trong 12h ké tir thoi diém bao 15i.
1. | Ha tang lwu triv cho co sé dir li€u
1 | Kién tric
1.1 | Kién tric Giai phép sir dung phén cimg va phan mém luu trit cta
cung mot hang
1.2 | Kha nang mo Giai phap c6 kha ndng md rong cac may chu CSDL mot
rong cach doc lap
1.3 | D9 san sang H¢ thong co so dir liéu hd tro do sin sang tdi thiéu
99.999%
1.4 | Két ndi C6 dii cic két ndi dam bao hoat dong ctia hé thng
1.5 | SO lugng may | Téi thiéu 02 may chu CSDL
chu co s¢ dir
liéu
1.6 | S6 luong may Téi thiéu 05 may cha luu trir
chu luu triv
2 | May chii co sé¢ dir liéu
21 |opy Mdi méy chi ¢6 téi thiéu 2 CPU, tdng cong tdi thidu 48
core; Tde do toi thiéu 2,6 GHz
2.2 | B nh6 trong B6 nhé trong cho mdi méy chu CSDL téi thiéu 1.5 TB
RAM, cho phép md rong 3TB RAM
2.3 | O cing Mobi may chi CSDL c¢6 tdi thiéu 2 6 3.84TB NVME
2.4 | Giao dién két Mbi may ch ¢6 tdi thiéu 4 port 10/25Gb; 2 port 100Gb
ndi
3 | May chii lwu triv
3.1 | Ban quyén phan | C6 da ban quyén quan ly cac  dia va dung lugng san cé
mém (khong gidi han thoi gian sir dung).
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STT Yéu ciu dap tng
3.2 | Tinh ning C6 tinh nang nén dit li¢u giup tiét kiém khéng gian luu
trir.
3.3 | Kha ning mo Cho phép mé rong tdi thiéu 16 may chu luu trir
rong
3.4 | Cochédu ASM hoic RAID 1-0 hodc Replication
phong
3.5 | Dung lugng Tong dung lugng luu trir kha dung t6i thiéu 256 TB
(khong bao gdm céc luu trit ngoai trén RAM hodc Flash
cache)
3.6 | Dung lrong Ty 1& luu trit dang Flash NVME t6i thiéu 25% trén tong
NVME dung lugng luu trit kha dung hodc dung lugng luu trir kha
dung t6i thiéu 64TB.
Bing thong doc/ghi dit liéu tir Flash/SSD dat téi thiéu
500GB/s. Ning luc doc/ghi dir liéu dat tdi thiéu 14 triéu
IOPS.
3.7 | Kétni Méi node méy chu luu trit ¢6 bang thong két ndi tdi thiéu
200Gb/s.
3.8 | Tinh nang luu Heé thong luu trit ho tro cong nghé st dung bd nhd dém

trir thong minh

Flash

He thdng c6 kha ning quan 1y chat luong dich vu /O

3.9 | Nguén dién Nguon dién AC, hoat dong duoc & dién ap 220V, tan s6
S0Hz.
C6 du phong ngudn N+1 (N>1), cho phép thay thé nong.
3.10 | Nam san xuét San xudt tir nam 2025 trg vé sau.
4 | Yéu ciu vé hé tro ky thuat cho ha ting lwu trit CSDL
4.1 | Ho trg ky thuat | C6 bao hanh, hé tro k§ thuat 24x7 t6i thiéu 01 nam ké tir
thoi diém nghiém thu dua vao sur dung.
4.2 | Hinh thirc hd trg | Tir xa hodc tai chd (on- 51te) khi co yeu cau.
43 | Pham vihd tro | Pham vi hd trg ky thuét toi thleu bao gom:
k¥ thuat + H0 trg xtr 1y 15i lién quan ha ting luu trit CSDL.
+ Hb tro cap nhat ban va OS va Firmware khi c¢6 yéu cau.
+ HO tro kiém tra strc khoe (healthcheck) va bao tri hé
thong, 1ap bao cdo dénh gid hé thong dinh ky 3 thang 1
lan.
4.4 | Thoi gian phan | Téi da 01 gior ké tir khi nhan duoc yéu cau hd trg ctia chu
hdi khi cé su cd | dau tu.
4.5 | Thoi gian ho tro | Cén bo ky thudt cia nha thau c6 mit tai chd xu ly sy cb
k¥ thuét on-site | trong vong 04 gio ké tir khi nhan dugc yéu cau onsite ctia
chii dau tu.
4.6 HO trg ndng cap cac phién ban phan mém, OS méi trong it
nhat 01 nam.
4.7 Thay thé phan cimg 16i trong 12h ké tir thoi diém bao 15i.
IV. | Thiét bi SAN SWITCH

Giao dién két ni | C6 sin tdi thiéu 48 cong FC tdc do thap nhat 32Gbps.
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C6 san ban quyén hoat dong va transceiver SR Multimode
cho cho tat ca cac cong FC cua thiét bi, ban quyén khong
gidi han thoi gian st dung.

2 | Tinh ning C6 sén tinh ndng trunking da duong (ISL trunking),
NPIV.

Co6 kha nang phat hién va canh bao 16i trong mang SAN
bao gom ca 16i SFP va 16i cable.

HO tro san chic nang NVMe over Fibre Channel

HO trg két ndi ISL trunking va sir dung duge véi SAN
Director hién c¢6 cia VNPT (SAN Director X7-8).

3 Tan nhiét Tan nhiét theo chiéu tir sau 1én trudc (portside exhaust
hay non-portside intake).

4 | Ngudn dién Nguon dién AC, hoat dong dugc & dién 4p 220V, tin s6
S50Hz.
Co du phong nguén N+1 (N=1), cho phép thay thé néng.

5 Nam san xuat San xuat tir nam 2025 trd ve sau.

6 | Hotro k¥ thudt | C6 bao hanh, hd tro ky thudt 24x7 t6i thiéu 03 nim ké tir
thoi diém nghiem thu dua vao sir dung

Hb tro ning cap céc phién ban phin mém, firmware trong
pham vi cung cap trong it nhit 03 nam.

Thay thé phan cimg 16i trong 12h ké tir thoi diém bao 15i.

V. | Thiét bi chuyén mach

1 | Thiét bi chuyén mach leaf switch

1.1 | Thiét bi phai thich hgp dugc véi hé thing SDN dang chay tai IDC ctia VNPT
(Apstra).

1.2 | C6 t6i thiéu 48 port 25Gbps, c¢6 sin ban quyén sir dung, c6 sdn module
25GbE SR Multimode

1.3 | C6 tdi thiéu 08 cong 100Gbps, ¢6 sin ban quyén sir dung, c6 sin module
SFP 100Gbase-LR4

1.4 | C6 san license SDN cho mdi thiét bi switch

1.5 | HO tro toi thiéu 250.000 dia chi MAC

1.6 | HO tro toi thidu 2.000 VLAN

1.7 | C6 sin tinh naing VXLAN EVPN, ho trg L2/L3 VXLAN Gateway

1.8 | C6 sén tinh ning cac giao thirc dinh tuyén sau: Static routing, OSPF, ISIS,
BGP.

1.9 | Hd tro giao thirc LACP

1.10 | Hd trg Telemetry

1.11 | Ho tro diéu khién béi SDN Controller.

1.12 | HO trg Spanning Tree mode (MSTP, RSTP, STP hoic tuong duong)

1.13 | Sén sang tich hgp vao hé thdng dang cung cip dich vu

1.14 | Cé tinh nang cho phép ghép nhicu link vat 1y tir 2 thiét bj switch vat Iy khéc
nhau thanh 1 link logic, céc link vat Iy hoat dong theo co ché active-active
(vPC, MC-LAG, EVPN Multihoming, IRF, VTL hoac tuong duong)

1.15 | Thiét bj c6 du phong N+1 véi céc thanh phan: ngudn, quat, card chuyén
mach (néu c¢), card diéu khién (néu cd)
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1.16 | Bao hanh, ho trg k¥ thuat tbi thiéu 03 nam ké tir thoi diém nghiém thu dua
vao sur dung.

1.17 | Thay thé phan cing 15i trong 12h ké tir thoi diém bao 15i.

1.18 | C6 ban quyén nang cap cac phién ban Firmware, phan mém theo pham vi
cung cép trong it nhat 03 nam.

1.19 | Nguon dién AC, hoat dong duoc & dién ap 220V, tan s6 S0Hz

1.20 | San xuét tir nam 2025 trd vé sau.

2 | Thiét bi chuyén mach MGMT switch

2.1 | C6 san téi thiéu 4 port 1Gbps chuan SFP; kém s&n 2 module SM khoang
cach > 1km. 2 module loai SM khoang cach > 40km, 48 port
10/100/1000BaseT

2.2 | Hb trg RADIUS, TACACS+

2.3 | Hb trg cac phuong thirc quan ly: CLI, Telnet, SSH, SNMP v1/v2/v3

2.4 | C6 hd tro san cac giao thirc dinh tuyén sau: Static routing, OSPF.

2.5 | H tro giao thire LACP

2.6 | H6 trg Spanning Tree mode (MSTP, RSTP, STP hoic trong duong)

2.7 | C6 tinh nang xép chong (stacking ) ¢6 sin cable kém theo.

2.8 | Thiét bi ¢6 du phong N+1 vdi céc thanh phan: ngudn, quat, card chuyén
mach (néu cd), card di¢u khién (néu co)

2.9 | Bao hanh, hd trg k§ thuat téi thiéu 03 nam ké tir thoi diém nghiém thu dua
vao sur dung.

2.10 | Thay thé phan cimg 15i trong 12h ké tir thoi diém bao 15i.

2.11 | C6 ban quyén nang cap cac phién ban Firmware, phan mém theo pham vi
cung cap trong it nhat 03 ndm

2.12 | Ngudn dién AC, hoat déng duoc & dién ap 220V, tan s6 50Hz

2.13 | San xuét tir nim 2025 tr& vé sau.

VI. | H¢ thong cin bing tii lién site GSLB

1 | Giao dién C6 san t6i thiéu 2 cong 100 Gbps chuin QSFP28 kém sén
module loai MM. C6 kha ning m& rong 1én téi 4 cong
100 GE

MOi thiét bi dugc cdp kém thém 02 module quang 100GE
SR tuong thich Switch Border cia VNPT IT (Juniper
QFX Series)

2 | Nang luc S6 luong Layer 4 Concurrent Sessions hoic L4
Concurrent Connections > 90K

Théng luong L4/L7 tbi thiéu 40/20 Gbps.

S6 luong Layer 4 CPS > 4M

Hd tro kién tric multi-tenancy, cho phép chia thiét bi vat 1y
thanh t4i thiéu 40 thiét bi logic

Nang luc xtr Iy SSL throughput ¢é kha niang mo rong dén 100
Gbps

3 | Cactinhning | C6 sén céc co ché can bang tai hodc twong duong:
cdn bang tai lién | Round robin

site (GSLB) Geography

Least connections

Round trip time
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4 | Tinh nang DNS | C6 sén tinh ning DNS Caching
C6 sin tinh ning DNSSEC
Giai phap c6 thé hoat dong nhu mot Authoritative DNS
Server
C6 tang toc do phan giai cho ban tin DNS
Cung cp kha nang quan ly an toan cdc DNS Key
Support DNS64
Giai phép c6 thé ho tro cic ban ghi: A; AAAA: SRV
CNAME; NS; PTR; TXT;
5 | Hé trg du phong | C6 tinh nang dinh nghia cac didu kién dé kich hoat viéc
tham hoa chuyén Iuu Iugng sang site dur phong theo ting rng dung
hodc toan bd site
6 | Tinh nédng log Co tinh ndng ghi log va tinh ning hd tro bao cao DNS
va bao cdo
7 | Tich hop Cung cap API dé tich hgp vé6i cac hé théng khac
8 | Ban quyén C6 sén tinh ning quan tri, c4u hinh thiét bi va chinh séch
trén thiét bi vat Iy va thiét bj 4 a0 hoa (logic) bén trong thiét
bi chinh. (Dé6i voi glal phap can license bd sung thi yéu
cau la license vinh v1en)
Co san tinh nang cén bang tai lién site voi day du ban
quyén str dung trong thoi _gian bao hanh. Sau thoi gian bao
hanh cdc tinh nang nay van str dung binh thuong véi céc
tinh nang can bang tai c6 sin
9 | Nguon dién Ngudn AC, hoat dong dugc ¢ dién ap 220V, tin sé 50Hz.
C6 t6i thiéu 02 ngudn, du phong N+1, hot-swappable
10 | Nam san xuat San xudt tir nam 2025 trg vé sau.
11 | HO trg ky thuat | C6 bao hanh va hd trg ky thuat 24x7 t6i thiéu 03 nam ké
tir thoi diém nghiém thu dua vao st dung.
Cho phép nang cap cac phién ban Firmware, phan mém
theo pham vi cung cip trong thoi gian bao hanh
Thay thé phan cimg 18i trong 12h k& tir thoi diém béo 13i.
VII. | Ban quyén sitr dung CSDL
1 | Yéu ciu chung
1.1 | Yéu ciu vé Dap tmg t6i thiéu 48 Processor license hodc 96 Core CPU
license Intel/AMD
1.2 | Loai license License vinh vién
1.3 | Yéucautuong | Ban quyén su dung CSDL phai tuong thich va st dung
thich duoc vai thiét bi tai muc I11. Ha tang luu trit cho co s dir
liéu
2 | Yéu ciu vé tinh ning CSDL
2.1 | Kha niang m¢ HO tro kha ning ma rong hi¢u nang dé chiu dugc muc tai
rong cao tir ngudi dung va s6 lugng 16n ngudi dong thoi sir
dung CSDL.
2.2 | Xuly song song | CSDL can c6 kha nang xur 1y song song nhu cheén song

song, tao chi s6 (index) song song
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2.5

Nén tang trién
khai

C6 thé trién khai trén céc nén tang phan ctng va hé diéu
hanh doc lép Ho trg Linux, Unix, Windows, Solaris, AIX

2.4 | Kha nang sao HO trg ca ché dd sao luu ddy di va sao luu gia tang, cho
luu du phong phép cong don sao luu gia tang voi sao luu dy du dé tao
ra ban sao luu day du mai

2.5 | Tinh san sang Hé théng can hd trg cau hinh sin sang ¢ muc cao nhu
cum va ludi (clustering and grids) khi phdi hop vai phin
mém sin sang cao cho co s& dit lidu.

2.6 | Quénly Theo ddi va duy tri CSDL

2.7 | Kha nédng sao Cung cap kha ning ty dong chuyén dén mét may chu

luu dy phong CSDL sao luu du phong trong trudng hop 16i hé thong.

2.8 | Kha nang sao CSDL hd trg kha ning tu dong luu trir it liéu cua cac

luu du phong giao dich dang thyc thi va dé phuc héi (rollback) dit lidu
néu can thiét

2.9 | Quanly Quén ly mat khau: cung cap kha ning quan ly mat khau
bao gom:

+ Khoa tai khoan
+ Thoi han Mat khéu
+ Lich str Mat khau
+ Xac nhan do phirc tap ctia mat khu
2.10 | Ngén ngit ho trg | SQL, .NET, Java
HO trg viét cac thu tuc luu trir bang Java Script
(JavaScript Stored Procedure)
2.11 | Quéanly CSDL phai hd tro cac thay do6i dong cau hinh bo nhg dé
dap ung voi su thay doi tai cua ung dung.
2.12 | BO nho tam CSDL ¢6 co ché b nhd tam thoi dé luu trit dir liéu
thuong xuyén dugc truy van.
2.13 | Tinh nang multi- | HS trg m& rong thém tinh niang multi-tenant.
tenant
2.14 | Kha nang m¢ HO trg m& rong thém tinh nang co so dit lidu trong bo
rong nha.
2.15 | Tinh nang an HO trg tinh nang tuong lira SQL tich hop san bén trong co
toan s¢ dir liéu (khong can sir dung san pham bén ngoai)
3 | Yéu cau vé tinh ning Clustering

3.1 | Tinh sin sang Hb trg kha ning vuot trdi so véi Failover Clustering khi
loai trir thoi gian “chét” khi xay ra sy ¢d trén mot may chu
va nguoi dung van nhin théy hé thémg hoat dong mét cach
lién tuc.

3.2 | Tinh sin sang Cho phép 1 h¢ thong co s& dit liéu c6 thé chay trén cluster
nhiéu node (tao nhiéu instances) va ho trg Load-balancing
va failover gifra cac instances do.

3.3 | Kha nang mé Cung cap kha ning mé rong linh hoat theo chiéu ngang va

rong tinh sén sang cao cho tng dung co s¢ dit liéu

3.4 |Khaningchia | Co6 khé ning chia tai trén cic node dé str dung nhiéu

tai server nho thay vi céc server ¢ I6n, diéu nay gitip giam
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thiéu mirc do anh huéng dén hiéu suét chung ctia hé théng
cluster khi cé 1 vai may chu bi su cd.
3.5 | Khaningchia | Khai thac ning lyc xir Iy ctia tit ca may chu trong cluster,
tai phén chia tai trén cac node
3.6 | Tuong thich Tinh ning Clustering ¢6 thé hoat dong véi cac loai thiét

thiét bi storage

bi luu trit SAN Storage, NFS Storage.

3.7 | OS tuong thich | Tinh ning Clustering c6 thé trién khai trén cac hé diéu
hanh phé bién nhu Windows, Linux, AIX, Solaris....
4 | Yéu ciu vé hd tro ky thuéit cho CSDL
4.1 | Ho trg k§ thuat | C6 bao hanh, hd tro k¥ thuét 24x7 tbi thiéu 01 nam ké tir
thoi diém nghiem thu dua vao sur dung
HO trg nang cap cac phién ban phan mém trong pham vi
cung cip trong it nhat 01 nam.
4.2 | Hinh thtrc hd trg | tir xa hoic tai chd (on-site) khi ¢ yéu cau.
43 |Phamvihotrg | Pham viho trg ky thuat tdi thiéu bao gom:
k¥ thuat + Hb tro xtt 1y 13i lién quan h¢ théng CSDL
+ Hb tro ~cdp nhat, nang cap patch va phién ban méi khi
¢ yéu cu.
+ HJ trg céc yéu cau khéc lién quan co s& dit liéu (DB).
+Hb tro cap nhét, thay d6i cau hinh CSDL.
+ Hb trg thiét 1ap cho giam sat va canh béo trén hé théng.
+ HO trg kiém tra stc khoe (healthcheck) va béo tri hé
thong; 1ap bdo cao danh gid h¢ théng CSDL dinh ky 3
thang 1 lan.
44 | Thoi gian phan | Thoi gian phan hoi khi c6 su ¢b t6i da 01 gior ké tir khi
hdi nhéan duoc yéu cau hd tro cia chu diu tu
4.5 | Thoi gian hd trg | Cén bd k§ thudt ctia nha thau co mit tai chd xu ly su cd
onsite trong vong 04 gio ké tir khi nhan dugc yéu cdu onsite ctia
chu dau tu.
VIIL | Dich vu trién khai
1 Yéu cau vé Nha thau thue hién lap dat, cai dat, ciu hinh hé théng,
Trién khai, cai kiém tra do klem thiét bi, nghiém thu ky thuét, chay thr,
dat, tich hgp hé | nghiém thu cubi ciing ddi véi toan bo hang héa cung cép.
théng
2 | Yéucau védich |- Chuan bj méi truong chuyén déi

vu Migrate dir
liéu tir hé théng
cii sang hé thong
mai

- Chuan bi méi trudng thr nghiém

- Hb trg ing dung chay thir nghiém moi truong méi

- Chuyen doi sang moi trudng mai

- HO tro xtr Iy sy ¢ sau chuyen doi

- Xay dung database DR: Céu hinh OS, packages, user,
group; Céu hinh LUN cho database; Cai dat phin mem
cluster; Cau hinh luu trir cho database; Cai dit phan mém
database; Cép nhat ban va (néu c6); C4u hinh du phong
DC-DR; Cau hinh backup.

- Céc DB can thue hién: DB OLTP (Bao g6m DB
Production va DB Dataguard), DB tinh Cudc, DB BIP.

Ry



Chuong V — Yéu cau vé k§ thuat

STT Yéu ciu dap ing
3 | Dao tao, huéng | Dao tao hudng dan van hanh, khai thac hé thdng cho 10
dan str dung ngudi tai dia diém chi dinh cia VNPT IT tai Ha Noi; thoi
gian t6i thiéu 05 ngay lam viéc.

Luww y: Tai lidu chitng minh Yéu cau ky thudt ciia hang héa:

Ngoai viéc gidi thiéu va trinh bay tong thé, chi tiét vé& hang hoa va dich vy, nha

thau phai tra 16i mtc d6 dap ung cac yéu ciu ky thuat theo mau sau day:

s Mire d§ dap tmg (chon | Dan chung trong E-
i 8 Yéu cau y
Pat/Khong Dat) HSDT
[Yeu ehul.. § Chi dan té1 dan
Yéu céu: [dua phan mo i
trong E-| = ., . chimg trong E-
ta yéu cau tu E-HSMT]
HSMT] HSDT

Nha thau phai néu rd da giai thich/dan chung tai phén nao, muc nao, tai liéu nao
ctia E-HSDT dap ting yéu cau k¥ thuat gi trong E-HSMT, dé bén moi thau dé dang tham
chiéu khi xem xét E-HSDT,

Truong hop nha thau chi dan, dan chiéu khong dung, hodc théng tin trong E-
HSDT dugc trich din khong chinh x4c, va thong tin trong E-HSDT khéng dugc tim thiy
trén céc dja chi chinh thirc ctia hdng san xuat san phdm du thau dép tmg yéu cau ky thuat
trong E-HSMT thi yéu cau do6 coi nhur tra 101 khong hop 16 va chdm khong dat.

Cung cap tai liéu k§ thuat (catalogue, datasheet, huéng din st dung...) dé chimg
minh tuyén bd dap tng, ciing nhu néu rd ngudn gbe clia cac tai liéu nay. Trong trudng
hop tai liéu ky thudt nha thau cung cip c6 ndi dung khac véi tai liéu k¥ thuat trén website
chinh thirc ctia Hang san xudt thi bén moi thau s& can ¢l theo tai liéu k§ thuét trén
website chinh thirc ctia Hang san xuét dé danh gia vé kha ning dap Gng yéu cau k¥ thuat
ctia hang hoa chao thau.

Muc 2. Ban vé
Khong c6 ban ve.
Muc 3. Kiém tra va thir nghiém

Céc kiém tra va thir nghiém theo quy dinh tai Hop dong.
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