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Phin 2. YEU CAU VE KY THUAT
Chuong V. YEU CAU VE KY THUAT

Muc 1. Yéu ciu vé ky thuat
1.1. Giéi thi€u chung vé du an/du toan mua sdm, g06i thau

1.1.1 Tén ké hoach mua sdm: K& hoach lya chon nha thdu mua sim st dung vbn
khiu hao co ban nam 2025 - Céng ty c¢b phan Thay dién Pa Nhim - Ham Thuén - Pa Mi
(Dot 3)

1.1.2 Tén goi thdu: Nang cap, thay thé, trang bi méi thiét bi cong nghé thong tin
dam bao ha tang phuc vu chuyén ddi sé giai doan 2022 - 2025

1.1.3 Quy md du an/dy toan mua sam: Nang cép thiét bi ha tﬁng mang tai cac cum
Nha may Thuy dién Pa Nhim, Pa Nhim M¢ rong, Song Pha, Ham Thuén, Pa Mi va Nha
may Pién mat troi Da Mi

1.1.4 Loai hop dong: Tron goi

1.1.5 Pia diém cung cép:

Tai Cong ty c6 phan Thity dién Pa Nhim — Ham Thuin — Da Mi bao gdm cac khu
vuc:

- Tru so chinh: 80A Tran Phii, Phudng B’Lao, tinh Lam Pdng (dia chi cii: 80A Tran
Phu, Phuong Loc Son, TP. Bao Loc, tinh Lam Déng.

- Cum nha may thuy dién Da Nhim, Pa Nhim mo rong, Song Pha tai xa Lam Son,
Ninh Son, Ninh Thuén.

- Cum nha may thiy dién Ham Thuén, Pa Mi va dién mat troi Da Mi: Nha may
thity dién Ham Thuan tai xi Pong Giang, tinh Lam Ddong (dia chi cii x3 Pa Mi huyén Ham
Thuan Béc tinh Binh Thuan); Nha may Thuy dién Da Mi va Nha may Dién mit troi Pa
Mi xa Dong Kho, tinh Lam Ddng (dia chi cii x4 La Ngau huyén Tanh Linh tinh Binh
Thuén)

1.1.6 Thoi gian thyuc hién hop dong: 154 ngay

Thoi gian thyc hién géi thau: 126 ngay
Thoi gian thanh quyét toan 28 ngay.

1.1.7 Mo ta thong tin lién quan dén hang hoa thudc goi thau:

1.1.7.1 Hién trang va han ché ciia h¢ thng thiét bj hién hiru

Cong ty ¢b phan Thuy dién Da Nhim - Ham Thuén - Pa Mi hién dang quan 1y vén
hanh 5 nha may thuy dién (gdm 14 t6 may) véi tong cong suét lap dat 722,5 MW (Nha
may Thuy di¢n Da Nhim 160 MW, Nha may Thuy di¢n Pa Nhim m¢ réng 80 MW, Nha
may Thuy dién Song Pha 7,5 MW, Nha may Thuy dién Ham Thuan 300 MW, Nha may
Thuy dién Pa Mi 175 MW) va Nha may Dién mat troi Pa Mi (47,5 MWp), nam trén 3
tinh Ninh Thuan, Binh Thuén va Lim Ddng.



a) Thiét bi ha tang cong nghé thong tin tai try s& chinh

- Cac may tinh cha cua hé thong mang thi truong dién, mang vian phong két ndi dén
cac nha may (bao gdm thiét bi may chu, thiét bi Switch, SAN Storage Firewall/router, wifi
va mot s6 thiét bi khac).

- Céc thiét bi CNTT, may tinh chu thude nhiéu hang khac nhau nhu IBM, HP, Cisco
switch, Cisco router, Wifi fortinet, Fortinet firewall.

b) Thiét bi ha tﬁng CNTT tai cum cac nha may thuy dién Pa Nhim, Pa Nhim M¢&
rong, Song Pha

- Phong van hanh nha may Pa Nhim: Cac thiét bi phuc vu thi truong dién va mang
LAN bao goém:

+ 02 Cisco Switch 24 port 3650 két ndi vé Bao Loc qua dudng truyén cap quang hé

thong SDH.

+ 02 Firewall fortinet 200D bao mat hé théng mang LAN, WAN.

+ 02 server may cung cap dich vu Domain, DHCP, WAN...

- Phong van hanh nha may Pa Nhim mé rong: 01 Cisco switch 8 port két nbi truc
tiép vé Switch 24 port phong van hanh Pa Nhim thong qua céc thiét bi bao mat.

- Vin Phong Pa Nhim: 01 Cisco switch 24 port 2650 két ndi vé phong van hanh
Pa Nhim qua cap quang, cac thiét bi khac (wifi fortinet, thiét bi van phong...).

- Phong van hanh nha may Séng Pha: 01 Cisco switch 8 port két ndi truc tiép vé
phong van hanh Da Nhim thong qua cép quang va céac thiét bi khac (wifi fortinet, thiét bi
van phong...).

- Phong véan hanh dép Pon Duong: 01 switch 8 port két ndi truc tiép vé phong van
hanh Da Nhim théng qua cap quang, 01 dudng thué bao internet va cac thiét bi khac (wifi
fortinet, thiét bi vin phong...).

- TTDVSC-Pa Nhim: 01 Cisco switch 24 port 2650 két ndi vé phong van hanh Da
Nhim qua cap quang, cac thiét bi khac (wifi fortinet, thiét bi vin phong...).

c) Thiét bi ha t@fmg CNTT thudc cum nha may thiy dién Ham Thuén, Pa Mi; Nha
may Di¢n mat troi Pa Mi

- Phong van hanh nha may Ham Thuan: Cac thiét bi phuc vu thi truong dién bao
gdm 01 Cisco Switch 24 port két nbi vé Van Phong Bao Loc qua dudng truyén cap quang
trén hé théng SDH; 01 thiét bj Firewall fortinet 60D bao mat hé thong mang LAN, WAN
va cac diém thu phat song.

- Phong van hanh nha may Pa Mi: Cac thiét bi phuc vu thi truong dién va mang
LAN bao gém 01 Cisco Switch 24 port 2650 két ndi vé Ham Thuan qua dudng truyén cap
quang hé thong SDH.

- Phong van hanh nha may Pién mat troi Pa Mi: Cac thiét bi phuc vu thi truong
dién va mang LAN bao gém 01 Cisco Switch 8 port két ni vé Ham Thuan qua dudng
truyén cap quang.
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1.1.7.2 Phuong an trang bi méi, thay thé thiét bi ha ting cong nghé thong tin
(CNTT) tai tru so chinh
1.1.7.2.1 Phuong 4n trang bi méi, thay thé thiét bi ha ting cong nghé thong tin
(CNTT) tai tru s chinh
a) Hé théng may chu: Trang bi méi 02 may tinh chu nhdm nang cao ning lyc tinh
toan, xur Iy va phan ctg cho phép hd trg tinh ning ao hoa, s& chay 4o hoa cac g
dung uu tién cac dich vu quan trong trén cac cum may chu moi xay dung nhu:

- May chu chay céc dich vu tng dung néi bg.
- May chu phuc vu khai thac cac trng dung DHD-Portal.

- May chu phyc vu cac phan mém hé thong backup, giam sat hiéu suat mang, may
chu cép nhét ban va ndi bg, phan mém ao hoa.

- May chu chay cac phan mém phuc vu cong tic chuyén di sd.

- Trién khai nhat ky van hanh dién tu.

- May chu phan tach 04 may chu phuc vu co s¢ dit ligu PMIS, méy chu phuc vu
trmg dung WEB nham dam bao hiéu suat, s6 luong truy cép theo ding yéu cau k¥ thuat.

- Hé théng may chu c6 kién triic cho phép nang cip mé rong cau hinh phan cimg
deé dap tmg cac hé thong s€ trién khai sau nay.

- Sau khi b6 sung cac may chu moi, s€ dan di€u chuyén cac may chu cii lam dy
phong cho cac may chu chay cac dich vu tai cac nha may dién.

- Chuyén dich cac ing dung phdn mém quan trong sang hé théng may chii méi
nhu phin mém co s& dit lidu thi truong dién, co so dit 1iéu hé thdng DIM lam dy phong
cho cac nha may dién.

b) Hé thdng thiét bi chuyén mach SAN Switch: Trang bi méi 02 thiét bi SAN
Switch nham dap tmg nhu cau dau ndi thiét bi phan cimg may cha méi va thiét bi luu
trlt phuc vu nhu cu 4o hoa. Hé théng thiét bi chuyén mach SAN Switch 14 mang
chuyén dung dé két ndi cac Server va thiét bi luu trit nhdm muc dich truyén tai dir liéu
giita cac phan tir luu trit v6i nhau, giira hé thdng may tinh va phan tir luu trir. Mang
SAN tach bi¢t hoan toan véi cac mang LAN.

c) H¢ théng thiét bi chuyén mach Access: Trang bi 02 thiét bi chuyén mach Switch
Access dé thay thé 02 thiét bi switch 2950 cii. Thiét bi méi c6 kha ning hd tro cac két
nbi tdi thiéu 1-10Gbps. Hé théng mang can ¢ du bang thong ndi b trong trung tam
mang va két ndi ra ngoai nhdm phuc vu cac ting dung dang va sé trién khai. Hé thong
mang cho phép QoS dé phén cép cac dich vu mang.

d) Trang bi 01 T Rack: T Rack hién hiru khong con dap ung khong gian tréng
dé 1ap dat thiét bi méi bo sung ti rack méi kém bod KVM va phu kién ngudn két ndi hé
théng may chu va luu tri.



e) Phan mém backup dit liéu: Trang bj phan mém sao luu theo dinh ky nham khoi
phuc hé thng co s& dit liéu, may chii trén méi trudng do hoa khi gip su ¢b xay ra, giap
hé théng dwa vao 1am viéc nhanh chong.

f) Phan mém 4o hoa (phién ban méi nhat): Trang bi 01 phin mém ao hoa dung dé
4o hoda céc phan cung may tinh chi néu trén.

1.1.7.2.2 Phuong 4n trang bi méi, thay thé thiét bi ha ting cong nghé thong tin
(CNTT) tai cac cum nha may dién
a) Cum cac nha may thuy dién Da Nhim, Da Nhim M¢ rdng, Song Pha

- Hé théng an ninh bao mat:

+ Trang bi méi 02 thiét bi twong lira dé thay thé 02 thiét bi tuong lira Firewall
fortigate 200D (d3 hét vong doi hd trg cia nha san xut) nhim ngan chin cac hiém
hoa, phﬁn mém doc hai tién tién va cho phép quan tri dé dang kiém soat su truy cap
trang web, bao vé dit liéu vao/ ra tir hé théng mang tai trung tdm. Sy bao vé nay gém
viéc ngan chdn, canh bao cac ng dung cu thé: Anti virus, IPS, Web filtering, App
control, botnet, tan cong APT, mbi de doa zero-day, thiét bi tuong Itra c6 chire nang
controller dé quan 1y tap trung, cau hinh két ndi cac thiét bi phat song dang sir dung
trong h¢ théng mang ndi bo va két ndi khai thac cac dich vu tai hé théng mang Van
phong Bao Ldc;

+ Pé két ndi va ddng bod vao hé théng chuyén mach trung tim ¢ toc do 1-
10Gbps thi thiét bi bao mat tuong lira phai hd trg cac giao dién toc d6 1-10Gbps.
Trude cong ngh¢ va dinh hudng 4o héa manh me nhu hién nay thi thiét bi bao mat
phai hd trg tinh ning 4o héa giao dién trén thiét bi. Trudc luéng dir liéu ra/vao thiét bi
bao mat 16n nhu kénh truyén WAN, Thi truong dién, Fault recorder va hé théng hoi
nghi truyén hinh hay tin hiéu Internet cho nguoi st dung.

- Hé théng thiét bi chuyén mach Core switch: Tai cum cac nha may thiy dién Pa
Nhim, Da Nhim Mé rong, Song pha trang bi méi 02 thiét bi chuyén mach Core
switch lip dat tai ti thiét bi mang c6 thé phan 16p thanh cac module core, phan phdi
va truy cap. Thiét bi mang méi c6 kha ning hd tro cac két ndi tdi thiéu 1-10Gbps.
Thiét bi can c6 du biang thong ndi bo trong trung tim mang, trang bi cic module
quang dé két ndi két ndi tap trung cac Switch Access. Hé théng mang cho phép QoS
dé phan cép cac dich vy mang.

- Hé théng thiét bi chuyén mach Access: Tai cum cac nha may thay dién Pa
Nhim, Pa Nhim M rong, Song pha trang bi 02 thiét bi chuyén mach thay thé 01
Switch tai van phong Pa Nhim, 01 Switch tai phan xuéng TTDVSC co thé phan 16p
thanh cadc module truy cap. Thiét bi mang méi c6 kha ning hd trg cac két ndi tdi thiéu
1-10Gbps, thiét bi mang dam bao du bang thong ndi b trong trung tdm mang nhu
kénh truyén WAN, Thi truong dién, Fault recorder va hé thong hoi nghi truyén hinh
hay tin hiéu Internet cho nguoi sir dung. Trang bi cac module quang dé két ndi tap



trung vé thiét bi Core Switch, hé thong mang cho phép QoS dé phan cip cac dich vu
mang.

b) Cum cac nha may thiy di¢n Ham Thuan, Da Mi; Nha may Dién mat trdi Pa Mi
-Hé théng an ninh bao mat:

+ Trang bi méi 02 thiét bi tuong lira dé thay thé 01 thiét bi tuong ltra Firewall
fortigate 60D (dd hét vong doi hd trg cta nha san xuét) nhdm ngan chin cac hiém
hoa, phan mém ddc hai tién tién va cho phép quan tri dé dang kiém soat su truy cap
trang web, bao vé dit li¢u vao/ ra tir hé théng mang tai trung tdm. Sy bdo v¢ nay gém
vi€c ngan chén, canh bao cac ng dung cu thé: Anti virus, IPS, Web filtering, App
control, botnet, tdn cong APT, mbi de doa zero-day, thiét bi tuong ltra c¢6 chire nang
controller dé quan 1y tap trung, cau hinh két ndi cac thiét bi phat song dang sir dung
trong hé théng mang ndi bd va két ndi khai thac céc dich vu tai hé théng mang Van
phong Bao Loc;

+ Pé két ndi va ddng bd vao hé théng chuyén mach trung tim & toc do 1-
10Gbps thi thiét bi bao mat tuong ltra phai hd tro cac giao dién toc do 1-10Gbps.
Trude cong nghé va dinh hudng ao héa manh mé nhu hién nay thi thiét bi bao méat
phai hd trg tinh ning o0 hoa giao dién trén thiét bi. Trudc ludng dit liéu ra/vao thiét bi
bao mat 16n nhu kénh truyén WAN, Thi truong dién, Fault recorder va hé théng hoi
nghi truyén hinh hay tin hiéu Internet cho nguoi sir dung.

-Hé théng thiét bi chuyén mach Core Switch: Tai cum cac nha may thuy dién
Ham Thuén, Da Mi; Nha may DPién mat troi Pa Mi trang bi méi 02 thiét bi chuyén
mach Core switch 1ép dat tai ta thiét bi mang co thé phan 16p thanh cac module core,
phan phdi va truy cap. Thiét bi mang méi c6 kha ning hd trg cac két ndi tdi thiéu 1-
10Gbps. Thiét bi can co du bang thong ndi bo trong trung tim mang, trang bi cac
module quang dé két ndi két ndi tap trung cac Switch Access. H¢ théng mang cho phép
QoS dé phan cap cac dich vu mang.

- Heé théng thiét bi chuyén mach Access: Tai cum cac nha may thuy dién Ham
Thuan, Pa Mi; Nha méay Di¢n mat troi Da Mi trang bi 02 thiét bi chuyén mach lép bd
sung 01 Switch tai Nha may Thuy di¢n Ham Thuén, 01 Switch tai Nha may Thuay
dién Da Mi c6 thé phan 16p thanh cac module truy cap. Thiét bi mang m&i c6 kha
ning hd tro cac két ndi tdi thiéu 1-10Gbps, thiét bi mang dam bao du bang thong noi
bo trong trung tAm mang nhu kénh truyén WAN, Thi truong dién, Fault recorder va
hé thong hoi nghi truyén hinh hay tin hiéu Internet cho nguoi sir dung. Trang bi cac
module quang dé két ndi tap trung vé thiét bi Core Switch, hé théng mang cho phép
QoS dé phan cép céac dich vu mang.



7/29

T SOPOHETHONG MANGCONGTY [~ — = —_— ~_ =~ KHU VJCDANHIMSONG PHA ~ 1~~~ ~ — ~ — ~ Dom Diron
KHU VUC VAN PHONG BAO LOC SAU KHI NANG CAP

Switch 8 port Cisco
Nha Sang Pha

=

Mang Tap doan D Ly Vigt

2 x Mt Gerverntazs Fiosmnsd (NGF VY]

2x Switch 24 port Ciscu 3650
Phong Vin hish Da Nbim

7

SDH-
Toi phog v3rk hnh Ham Thud 2 Nest Generaon Frowss (NGPA)

w“
@ Cip quang,
= Converter

— Cip dia nbi mosi

=== | Thide b trang bi ms

Thadt b thary thié

[55:o: - R

Tt bj Switch kit ndi WIF1, May

|

WEB~ Vatlu, DataBa: DIMCSDL  Chao gié 1inh 88 bin céc phang ban, HNTH,
H T sin (Dy phong) {Dv phong) O, Foul recorder
\__H0 théng méy cha PMIS, DTXD_/ N Hi théng WEBPORTAL _ He théng thi trvemp dign_

Newi vé
e, oy i s iy S e st i e, s s e ST e S R, 1 Thibtbj c6 cac tinh ndng: Router
______ FirowalIDSAPSWebfillar. AntiVinus T

Hinh 2. So d6 nang cip méi hé théng mang.



TEN THIET THIET BI PANG SUDUNG | THIET BI NANG CAP, THAY THE
STT , At g S6 ot g S6
BI Loai thiét bj Thiét bi/h¢ thong lwong Thiét bi/hé thong lwong
May chu DELL A I A A
1 May chil thi PowerEdge 710 1 b0 | Thay thé may o, thu hoi 1bd
2 truong dién %ﬁy ecr};:‘é ;E;f(; 1bo | Thay thé mdy do, thuhdi | 1b6
3 xzybl‘jgftal M (‘;hu System IBM 11 1o | Thay thé may 4o, thuhdi | 1 bo
4 Database XM;S}; (():hu System IBM 1bd | Khong nang cép 1 b6
Mav chii tai vin | May chu o May chu: HPE ProLiant o o A X
5 ph(‘)}rllg B Loc héa Hyper-V | DL380 2bo | Khong nang cap 0
6 %/Il\a/ll}I]SC}\llfleb Ve (‘)’h“ System IBM 1 1o | Thay thé may 4o, thuhdi | 1 bo
7 lgl]e%/( ]c)hu II\D/IIeggcélu HP Proliant 1b6 | Khong ning cép 0
May chu luu . , .
8 irit dit liéu %438"011“ HP Proliant b | Khéng nang cép 0
email, van ban
9 11;Irang bi mdi may chu vat 02 bo
Trang bi m&i thiét bi SAN R
10 Switch quang va phu kién 0256
Trang bi méi Phan mém sao
11 luu, phuc hoi dit liéu trén 1bd
may 4o




TEN THIET

THIET BI PANG SU DUNG

THIET BI NANG CAP, THAY THE

STT } A g S6 ot g S6
BI Loai thiét bj Thiét bi/h¢ thong lrong Thiét bi/h¢ thong lrgng
12 T¥ang bi mdi Phan meém ao 1 bo
hoa
May chu May chu HP Proliant A A A A
131 May chil tai khu | DHCP, DNS | DL380 Gen8 I'b0 | Khong néng cap 0
14 | Vue DN-SP i“e?ly chudd |4y chi HP ML370 G6 | 1b6 | Khong nang cip 0
May chi tai khu | May chu - ) N
15 vue HT-DM DHCP, DNS May chu HP ML370 G6 1 bd | Khong nang cap 0
Thiét bj dinh ,
16 | tuyén VP. Bao Route cisco 2850 1bd | Khong nang cap 0
Loc
Thiét bi tudng . . Y
17 lira VP, Bdo Loc Fortigate 510, 601E 2bd | Khong nang cap 0
Thiét bi tudng . . £ .
18 lira KV. DN-SP Fortigate 200D 2bd | Thay the 2 bd
Thiét bi tuong )
19 | Itra KV. HT- Fortigate 60D 1bo | Thay thé 2 bo
bM
Thiét bi mang i
20 | luu trr chuyén SAN HPE MSA 2050 1 bo | BO sung dia cling 15 céi
dung SAN
Cisco Catalyst 2960-24 . £ o
21| Thiét bi chuyén port 200 | Thaythe 250
22 | mach tai VP Cisco C9300-24T-E 2bo | Khong nang cap 0
73 Bao Loc Cisco Catalyst 3650-24 416 | Khong ning cdp 0

Port




STT TEN THIET THIET BI PANG SU DUI;? THIET BI NANG CAP, THAYSrl(;)HE
BI Loai thiét bi Thiét bi/hé thong lwong Thiét bi/h¢ thong lwong
Cisco Catalyst C1000- R A A z
24 24 Port 1bd | Khong nang cap 0
25 DNMR Cisco Catalyst 8 Port 1 bd | Khong nang cap 0
26 Song Pha Cisco Catalyst 8 Port 1 b0 | Khong ning cap 0
27 Bap Bon Cisco Catalyst 8 Port 1 bo |Khongnang cap 0
Duong i
28 BQL Don | g iich Cisco 8 Port 1 bo |Khongnang cap 0
Thiét bi chuyén 2uo0E
¢ Vén hanh Pa | Cisco Catalyst 3650-24 . o A z
29 | mach tai KV. . 1 bd | Khong nang cap 0
Nhim Port
DN-5P TTDVSC-Da
30 Nhim Catalyst 2950-24 port 1bd | Thay the 1bd
31 I\\’Ii?nfl’hong Ba | cisco Catalyst 265024 | 1bo | Thay thé 1bo
32 Tran% bi méi thiét bi 02 bd
chuyén mach core
Chuyén mach A £ A
33 nha may Da Mi Catalyst 2960-24 port 1bd | Thay the 1 bd
34 | Chuyén mach Cisco Catalyst 3650-24 2bd | Thay thé 1 bd
35 nha may Ham TrangX bi méi thiét bi 02 bd
Thuan chuyén mach core

Béng 1: Bang liét ké khi lugng thiét bi dang str dung va thiét bi can nang cap, thay thé, trang bi méi




1.1.8 Bang thong tin vé& hang héa thudc gbi thau bén moi thau da, dang sir
dung:

Hang muc yéu
H Théng tin vé ky ma hi¢u (néu cau chimg
nfmcg Tén hine hé ¢6)/Nha san xuét theo thiét ké dy | minh twong
Y en ang hoa an/nha san xuit bén moi thiu duong
S0 ~ . £
da/dang sir dung (néu co) (néu yéu cdu
danh ddu (x))
() 2) 3) 4)
1.8TB 12G SAS 10K SFF (2.5in) lip
Dia cline Lo dat vao thiét bi HP SAN HPE MSA .
5 1a cung 2050 hién hiru (serial No:
7CE950TASR va 7CE950TASW).

Bang 2. Thong tin vé hang hoa thudc goi thau bén moi thau da, dang st dung

1.2. Yéu cau vé ky thuat

Yéu cau vé ki thuat bao gdm yéu cau vé ky thuat chung va yéu cu vé ky
thuét chi tiét dbi v6i hang hoa thude pham vi cung cap cta goi thau, cy thé:

1.2.1 Yéu ciu vé ky thuit chung

1.2.1.1 Cac mo6 ta hang hoa, dich vy, cam két ctia nha thau phai dugc chimg
minh bang tai liéu ciia nha san xuét lién quan, rd rang, chi tiét theo yéu cau cua
HSMT. Sau khi tra 101 yéu cau lam rd ctia Chii dau tw ma bén dy thau van khong dap
tng thi viéc danh gid phan hang hoa, dich vu d6 xem nhu 1a khong dat. Vi nhiing
phén hang hoa, dich vu dugc danh gia la “chép nhén duoc”, khi tién hanh thuong
thao hop ddng, hai bén s& ciing thao luan va nha thau phai dap tmg dy du nhimng
yéu ciu chinh dang, hop 1y da néu trong HSMT.

1.2.1.2 Tét ca cac thiét bi chinh theo danh muc hang hoéa, thiét bi chi tiét dugc
san xuat, tich hop tir nam 2024 tro vé sau, 1a hang hda méi 100%, chua qua st dung.
Céc phan mém, phan ctng di kém céc thiét bi, hé théng déu phai c6 ban quyén hop
phap va sir dung toan bd céac cai tién moi nhét vé thiét ké, vat lidu. Nha thau phai co
cam két thyuc hién viée nay khi du thau.



1.2.1.3 Trong qué trinh thuc hién hop ddng, Nha thau c6 trach nhiém bd sung
day du cac phu kién, linh kién, tinh nang phu dé dam bao dap ng yéu ciu ky thuat
cua E HSMT ma khong phat sinh chi phi.

1.2.1.4 Tién d6 cung cip hang hoa

a) Cip hang dén chan cong trinh: 90 ngay ké tir ngay hop dong c6 hiéu luc

b) Thi cong lap dat: 30 ngay ké tir ngay cép hang

¢) Toéng cong : 120 ngay

1.2.1.5 Kiém tra, thir nghiém,

a) Chu dau tu co quyén kiém tra, thir nghiém hang hoa duoc cung cép dé
khing dinh hang hoa c¢é dic tinh k¥ thuat phit hop v6i yéu cau cua HSMT. Bét ky
hang héa nao qua kiém tra, thir nghiém ma khong phit hop véi dic tinh k¥ thuat theo
HSDT thi Cha dau tur ¢6 quyén tir chdi nhan hang hodc yéu cau nha thau diéu chinh
cho phti hop va nha thau phai chiu moi rui ro va chi phi lién quan.

b) Sau khi giao hang, thi cong lap dat hoan chinh h¢ thong, thiét bi, Chu dau
tu va Nha thau tién hanh kiém tra, thir nghiém h¢ thong, thiét bi da cung cép va lap
dit dé khang dinh hé thdng, thiét bi nay dap tng theo yéu ciu cua hop dong. Thoi
diém kiém tra, thir nghiém do Chu dau tu quyét dinh.

¢) Noi dung kiém tra, thir nghiém:

-Kiém tra vé sb luong thiét bi, model, ddu ndi ndi bo.

- Kiém tra tich hop hé thng, tich hop phin mém.

-Kiém tra tat ca cac cai dat, ciu hinh hé thng, thiét bi.

- Thir nghiém chtrc nang cua cac hé¢ théng, thiét bi.

- Thir nghiém dua toan bo hé théng, thiét bi vao st dung.

1.2.1.6 Péng gbi, van chuyén.

Nha thau ¢6 trach nhiém dong goéi van chuyén dén cac dia diém néu tai Méau
s6 01A. Pham vi cung cép hang héa ciia Chuong IV .

1.2.1.7 Bdo hanh

-Bao hanh 12 thang ké tir ngay nghiém thu, dua thiét bi vao st dung

- Véi céc thiét bi duge bao hanh theo nha san xudt cu thé néu & Béng 3 khoan

1.2.1.8 DPiéu kién khi hiu.

-Piéu kién lam viéc trong nha, khi hau nhiét doi.

- Nhiét d6 méi truong: +10°C dén +40°C.

-Po 4m twong ddi: dén 90%.

1.2.1.9 Ho so, tai liéu dy thau

a) Cung cap cac tai liéu mo ta, thong sb k¥ thuat cua nha san xuat. Trén tai
lidu, cac thong s lién quan dén yéu cau k¥ thuat phai duoc danh dau (high light)



day du. Viéc xét dap ung k¥ thuat dua trén cac tai liéu cia nha san xuét, khong chi
cin ctr vao khai bao “dap ing” ctia nha thau. Sau khi Chii dau tu dd yéu cau lam 15
ma nha thiu vin khong cung cip tai liéu bd sung dé thuyét minh hodc cung cép tai
liéu khong phai cuia nha san xuét phat hanh thi xem nhu khong dat yéu cau k§ thuét
chung.

b) Nha thau phai néu rd ma hiéu, phién ban, loai thiét bi, ban quyén (license),
phu kién kém theo.

¢) Ngon ngir: Tiéng Viét. Véi cac tai lidu ky thuat cia hé théng, thiét bi co thé
sir dung tiéng Anh.

d) Nha thau phai cung cip cac ban vé sau:

- Ban v& hé thdng thong tin ciia Cong ty sau khi hoan thanh du 4n (tham khao
Hinh 2).

-Ban v& b tri thiét bi trong tu lép dat tai Tru s& chinh

1.2.1.10 Nha thau phai c6 cam két khi dy thau va thyc hién khi trang thau vé
hoan thién hd so, tai liéu trong qua trinh thyc hién dy an, bao gém:

- Cung cdp céc tai liéu mo ta, thong sb k¥ thuat, huéng dan van hanh, lp dat,
céu hinh va stra chia.

- Cung cép day du chung chi xuit xt (CO), ching chi chét luong (CQ), cac
bién ban thir nghiém xuét xudng (néu co) dbi véi cac thiét bi nhap khau.

-Ddi véi cac thiét bi cong nghé phai cung cip dy di cac license ban quyén,
phﬁn mém, cac file cai dat, ciu hinh, logic va cac phuong tién, phu kién két ndi hé
thong, ....

- Viéc lap dat, cau hinh, chinh stra phai duoc cung cip day du tai liéu, dao tao
va chuyén giao cho ngudi dung cudi.

-Déi véi cac phu klen Vat tu di kém (néu c6) (khong cung hing san xuét voi
may chinh nha thau cung cAp gidy to chung minh nguon gbc xudt xtr ciia hang hoa)

- Tét ca cac hd so, tai lidu thiét ké phai cung cap theo 2 loai (ban cig va ban
mém dang pdf va céac file mém c6 thé chinh sira duoc nhu CAD, Word, excel, ...

-Céc ban v& md ta hoat dong, chtrc ning cua ting phan va cia ca hé théng
ha ting CNTT.

- Ban v& hoan cong hé thong thong tin cia Cong ty sau khi hoan thanh dy an

-Ban v& hoan cong hé thdng thong tin khu vuc Try s& chinh sau khi hoan
thanh du an.

-Ban v& hoan cong hé théng thong tin khu vyc Pa Nhim - Séng Pha sau khi
hoan thanh du an.

-Ban v& hoan cong hé thdng thong tin khu vuc Ham Thuan - Pa Mi sau khi



hoan thanh du an.

- Ban v& hoan cong v& b tri thiét bi trong tu lép dat tai Tru s& chinh

1.2.1.11 Tiéu chuén 4p dung.

- IEEE 802: Ethernet specification;

- Tiéu chuan quan 1y An toan thong tin ISO 27001:2019.

- TCVN 11930:2017 Céng nghé thong tin — cac cAp do an toan — yéu cu co
ban vé an toan hé thong thong tin theo cp do.

-TCVN 9250 : 2012 Trung tdm dit liéu - yéu cu vé ha tang ky thuat vién
thong.

-TCVN 8051-1:2009 (ISO/IEC 18028 - 1: 2006) vé Cong nghé thong tin - K§
thuat an ninh - An ninh mang cong ngh¢ thong tin.

-Nghi dinh 85/2016/ND-CP ngay 01 thang 07 nim 2016 vé viéc dam bao
ATTT theo cép do.

- Thong tu 12/2022/TT-BTTTT ngay 12/8/2022 ciia Bo Thong tin va Truyén
thong vé viée Quy dinh chi tiét va huéng dan mot s6 diéu cua nghi dinh )
85/2016/ND-CP ngay 01/07/2016 ciia Chinh phii vé bao dam an toan hé thong thong
tin theo cép do.

-Quy pham trang bi dién: 11TCN-18-2006, 11TCN-19-2006, 11TCN-20-
2006, 11TCN-21-2006.

- Quyét dinh 717/QD-EVN ciia Tap doan Dién lyc Viét Nam ngay 31 thang 5
nam 2025 Quy dinh ddm bao An ninh mang va An toan thong tin trong Tép doan
bién lyc Viét Nam.

- Quyét dinh s6 1290/QD-EVN ngay 05 thang 9 nam 2022 ctia Tap doan Dién
Iuc Viét Nam vé viéc ban hanh Tai liéu B6 quy tdc cAu hinh an toan thong tin cho
cac hé thong thong tin trong Tap doan Pién luc Quéc gia Viét Nam

- Quyét dinh 168/QD-EVN ngay 23 thang 2 nam 2023 cta Tap doan Dién lyc
Viét Nam vé viéc phé duyét Dé an “Dam bao an toan thong tin cho hé thong thong
tin ctia Tap doan Pién luc Quéc gia Viét Nam giai doan 2023-2028” (dé an 168).

1.2.1.12 Yéu ciu k¥ thuit ciia hé théng.

(Xem Hinh 2)

a) Ha ting cong nghé thong tin (CNTT) tai try s& chinh

i. Hé thong server:

Hai (02) server: trang bi md&i chay do hoéa cac ung dung nhu:

- Phan mém backup va khéi phuc hé théng: sao luu theo dinh ky nham khoi
phuc hé théng co so dit liéu, may chi trén moi trudng 4o hoa khi gip su ¢b xay ra,
gitip hé thdng dua vao lam viéc nhanh chong.



- Co s6 dir liéu caa cac phén mém trong EVN nhu PMIS, IMIS, thi truong
dién, DIM, ...

- Thu thap va truyén dit liéu tai nguyén nude, khi tugng thay vin.

- Céc tng dung ndi bo (DHD-portal, tinh lwong, nhat ky van hanh online, ...)

ii. Cac phan mém:

Cac phﬁn mém duoc cai dit trén 2 server néu trén, bao gém:

- Phan mém 4o hoa (trong dwong HyperV Microsoft) dung dé ao hoa cac phan
cung cua ca 02 server néu trén.

- Phan mém backup dit liéu: Sao luu theo dinh ky nhiam khéi phuc hé théng
co s6 dit liéu, may chu trén méi trudng do hoa khi gap su ¢ xay ra, gitip hé thong
dua vao 1am viéc nhanh chéng. C6 kha ning két ndi giam sat hiéu suit may ao.

- Phan mém phai c6 ban quyén va dugc nang cdp mién phi trong thoi gian bao
hanh hoic theo chinh sach ctia nha san xuét phan mém.

- Phan mém phai do cac nha san xuét c6 uy tin, timg dugc danh gia cao khi sur
dung céc san pham lién quan trong pham vi cung cap ctia goi thau ¢ trong nude hodc
trén linh viee CNTT qudc té.

iii. H¢ thong thiét bi chuyén mach SAN Switch

- Hé théng thiét bi chuyén mach SAN Switch 1a mang chuyén dung dé két nbi
cac Server va thiét bi luu trit (SAN storage) hién hitu nhim muc dich truyén tai dix
lidu gitra cac phan tir luu trit v6i nhau, gitra hé thong may tinh va phan tir luu tri.
Mang SAN tach biét hoan toan v6i cac mang LAN.

- Trang bi méi 02 thiét bi SAN Switch nham dap tmg nhu cu du nbi thiét bi
phan cimg may chii méi va thiét bi luu trit phuc vu nhu cau ao héa.

- Thiét bi SAN Switch can c6 diy du cac module quang dé két ndi vao SAN
Storage va may chu hién hiru.

iv. Access switch

- Trang bi 02 access switch dé thay thé 02 thiét bi switch (Cisco 2950) cii.

- Thiét bi méi c6 kha ning hd tro cac két ndi t6i thiéu 1-10Gbps. .

- Cho phép QoS dé phan cap cac dich vu mang

v. Tu server va KVM

Mot (01) ti Iip tai phong server tai tru so chinh, chura cac thiét bi bao gdm:

-2 server (trang bi moi)

-2 SAN switch (trang bi moi)

-2 access switch (trang bj thay thé)

-KVM

- T duoc cap tir 2 nguén UPS 220VAC



b) Thiét bi ha t:‘ing CNTT tai cac cum nha may dién
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Hinh 3. So @ nguyén 1y két ndi hé thong bao mat cdc cum nha may dién.

i. Hé théng an ninh bao mat
- Thay thé cho céc core firewall hién hitu
- Trang bi chdng Virus, mi doc nang cao theo thoi gian thuec.

- Kiém soat su truy cap trang web, bao v€ dit liéu vao/ ra tir h¢ théng mang tai
trung tam.

-H) tro cac giao dién tbe do 1/ 10Gbps.

- Ngan chan, canh bao cac ng dung cu thé nhu Anti virus, IPS, Web filtering,
App control, botnet, tan cong APT, mbi de doa zero-day, ...
- C6 chirc ning controller dé quan 1y tap trung, cau hinh két ndi cac thiét bi

phat song dang st dung trong hé théng mang ndi bd va két ndi khai thac cac dich vu

dang sir dung trong Cong ty.

- Hd tro tinh ning 4o hoa giao dién trén thiét bi.
- Trang bi thay thé cac core firewall:

+ Tai nha may Pa Nhim: 02 bg.

+ Tai nha may Ham Thuén: 02 bg.



ii. Céc thiét bi chuyén mach

- Phan 16p thanh cac cac module core, phan phéi va truy cép.

- HG tro cac két ndi t6i thiéu 1 - 10Gbps.

- cho phép QoS dé phan cép cac dich vy mang.

- Trang bi cac core switch:

+ Tai nha may Pa Nhim: 02 bd (trang bi mai).

+ Tai nha may Ham Thuan: 02 b¢ (trang bi méi).

- Trang bi access switch:

+ Tai try s& chinh: 02 b (trang bi thay thé)

+ Tai nha may Pa Nhim: 02 b (trang bi thay thé 01 switch tai Van phong Da
Nhim, 01 switch tai t6 tu dong).

+ Tai nha may Ham Thuén: 01 b (trang bi thay thé).

+ Tai nha may Pa Mi: 01 b (trang bi thay thé).

1.2.1.13 Yéu ciu vé dich vu.

a) Khao sat hé thong
Nha thau chju trach nhiém khao sat hé thong dé:
- Dam bio cung cap day du cac thiét bi bao gdm ca linh kién, phy kién két
nbi lap dat.
- Thiét 1ap c4u hinh thiét bi, phin mém ding yéu cau cta hé thong.
b) Lép dat, cau hinh hé thong, thiét bi
- Tién hanh tai cac dia diém néu trén.

- Phdi hop véi Bén moi thau 1ap dat, cau hinh hé thdng phu hop véi cac quy
dinh vé ATTT. Bao gém nhung khong han ché cac cong viéc sau:

+ Cai dat hé diéu hanh cho 2 server, cAu hinh 4o hoa, restore may 4o hién
hitu AD, Exchange 1én hé thong 4o hoa moi.

+ Cai dit phan mém 4o hoa cho 2 méy chu, cau hinh cluster, cai dat hé diéu
hanh.

+ Chuyén cic may tinh vat 1y thi truong dién, DIM 1én 4o hoa, may chu
Domain.

+ Tich hop, lip dit dia cimg SAN switch va Storage vao hé théng may chu
mai va may chu hién hiru.

+ Cau hinh, tinh chinh ving mang ngi bg, ving may chi, DMZ.



+ Thiét 1ap cac policy cho cac VM ving DMZ.

+ CAu hinh SDWAN cho céc két ndi vé cac cum nha may vé Tru s& chinh cua
Cong ty tai Bao Loc.

+ Lip dit va trién khai core switch (cAu hinh két ndi cac dich vu hién hitu
trong hé théng, két ndi thiét bi hién hitu, phan ving mang, cAu hinh stack, cdu hinh
va tbi uu cac dich vy, ...), access switch (cAu hinh tich hop vao hé thong switch hién
hitu, cdu hinh cic VLAN phan ving mang, ...), firewall vao hé théng. Khoi phuc
cac dich vu hién hitu hé théng dang sir dung lién quan dén thiét bi thuéc pham vi
cung cép.

+ Tich hop céc switch cii vao hé thng.

+ Migrate cau hinh firewall cii sang firewall méi.

+ Cau hinh tinh chinh t8i wu c4c rule bao mat.

+ Céu hinh tich hop cac dich vy, cai dat cac phﬁn mém giam sat, phﬁn mém
quan ly truy cap hoan chinh cho toan hé thong.

+ Céu hinh, tich hop két ndi thiét bi wifi hién hiru dua vao st dung.

+ Kiém tra va thiét 1ap lai céc dich vu da c6 ctia toan hé théng trude do

+ CAu hinh h¢ théng ngan chan cac dich vu tan cong Ransomware

+ Phén mém sao luu va khoi phuc hé théng c4u hinh sao luu cho may 40, may
chu vat 1y (c4u hinh chirc ning sao luu va phuc hdi méy 4o, file may 4o, dit liéu trén
may 40, sao luu Database SQL). Sao chép dit liéu da dugc sao luu dé luu trir ¢ nhiéu
thiét bi khac nhau nhu SAN/NAS/USB/CLOUD, c¢6 kha ning di chuyén cac may ao
Iwru trit 16n Microsoft Azure, cdu hinh tinh ning dong bang dé bao vé dir liéu khoi bi
tan cong Ransomware.

¢) Pao tao, chuyén giao cong nghé:

- Céc thiét bi, phan mém trong pham vi cung cip phai dugc nha san xuat hd
trg trong thoi gian bao hanh thé hién bang cac chinh sich cong khai clia minh.

- Phai cung cap day du cac tai liéu lién quan dén ciu hinh, van hanh, xir ly
su ¢ khi thyc hién hop dong (nha thau phai cam két viéc nay, thé hién trong E-
HSMT)

- Giang vién thuc hién dao tao phai c6 ching nhan ning luc ctia nha san xuét
hodc da tirng lam trén nhiéu thiét bi, phﬁn mém tuwong tu (nha thau phai cam két viéc



nay, thé hién trong E-HSMT).
- Hudng dan cho nhén vién ctia chii dau tur thanh thao:
+ Van hanh hé thdng, thiét bi;
+ Bao dudng, thir nghiém dinh ky hé thong, thiét bi;
+ Xir Iy cac 16i thuong gip;
+ Thay dbi, hiéu chinh c4u hinh, cap nhét hé thong;
1.2.2 Yéu ciu vé ky thuat chi tiét

Cac yéu cau k¥ thuat ciia hang hoa néu bén dudi day 1a loai hang hoa ma Bén moi
thau dang sir dung, dé xuat. Nha san xuat va mi hang néu trén chi mang tinh chat tham
khao, nha thau c6 thé chao ching loai ¢6 dic tinh k§y thuat twong dwong hodc cao hon va
phai cung cap tai liéu k¥ thuat dé chimg minh hang héa chao la tuong duong. “Tuong
duong” nghia 1a c6 déc tinh k¥ thuat twong tu, c6 tinh nang sir dung 1a twong duwong hoac
cao hon hang hoéa da néu.

Céc thong s6 k¥ thuat co ghi chii ddu “*” 1a cac thong s6 khong co ban ding dé
tham khao va khuyén nghi st dung, trong qua trinh dénh gia k¥ thuat khong danh gia cac
thong s6 nay nhung Iuu ¥ dé khi tién hanh thuong thao hop dong, hai bén s& cling thao
luan va nha thau phai dap ing day du nhitng yéu cau chinh dang, hop 1y da néu trong
HSMT.

Ddi véi cac linh kién, phu kién cua cac hang muc thiét bi, phﬁn mém trong pham
vi cung cAp ma trong tai liéu mo ta ctia Nha thau chua thé hién ro thi Bén moi thau s&
phat hanh thu 1am rd mot 1an. Néu sau khi 1am rd ma van chua thé hién day du, hodc co
su sai biét vé tinh ning k¥ thuat hodc nha thau khong c6 cam két cung cdp bd sung hoic
khong c6 cam két cung cip hang hoa dap tng tinh ning thi xem nhu 1a khong dat.

Hang hoa, dich vu lién quan (néu c6) phai tuan thi cac thong sé k§ thuat va
tiéu chuan ctia Bang 3 sau day:

Han Tén hang
) g; hoéa/dich vu lién Théng s6 ky thuit va cac tiéu chuin
muc so quan

I Thiét bi ha ting mang tai tru sé chinh




Tu server

- Rack 42U (W x D x H: 600 x 1057 x 200 mm)
- Redundancy power supply 220VAC

- Thanh chia nguén PDU F16A/250VAC, 12
Outlet, bao vé MCB, 50-60Hz (*)

- Chéng con trung, c¢6 2 quat tan nhiét.

- Pay du phu kién, cap ngudn, cap tin hiéu két ndi
cac thiét bi khac trong tu.

- Mau den (*)

- Bao hanh 2 nam cua nha san xuat

KVM

-KVM port: > 8 (*)

- LCD 19inch 1280 x 1024 (*)

-Keyboard / Mouse: PS/2 /USB (*)

- Dang: Rack-mountable

- 100 - 240VAC 50/60Hz

-Phu kién: Day du cap két ndi, phu kién lap dit.
-Béo hanh 12 thang

May tinh chu

Processor:

- Processor Number: > ’2\

- Tuong duong hodc cao hon Intel Xeon-Gold
5318Y 2.1GHz 24- core 165W Processor

Memory:

- Eight memory channels per CPU with up to two
IDIMM slots per channel (16 DIMM slots per CPU)
- Maximum > 4T Memory

- Memory > 512GB (8x64GB) DDR4 RDIMM
3200 MT/s hodc twong duong.

L HO tro > 32 DDR4 DIMM slots hoic tuong
duong.

L HO tro kha ning mé rong > 4TB hoic twong
duong.

Chipset: Intel C621 Chipset hodc tuong duong (*)

Hard disk:
- (2 x 480 GB) SATA SSD 2.5inch 6Gbps hodc

tuong duong, hot plug (*)

[ Commented [NV1]: KTAT da cap nhat




L HO tro cac loai 6 dia: SATA, SAS, SSD

RAID Controller (*):
16 Lanes 4GB Cache NVMe/SAS 12G Controller

Network Controller:

Network Controller Intel 1350 1GbE 4 port Base-T
OCP3 adapter or Broadcom 57416 10GbE 2 port
Base-T adapter and/or optional network adapters
depending on model (*)

Network interface:

- >4 x 1 Gbps Base T Port (*)

L >2 x 10 Gbps Ethernet (RJ45) (day du phu kién
két ndi va module) (*)

HBA card: . )
2 Fibre Channel 16Gbp (day du phu kién cap két
noi va module) (*)

Power supply:
Dual > 800W Redundant Power Supply (1+1), Hot-
lug

Form factor Rack 2U (*)

Remote Management Software: Yes

Fans > 06. Hot-plug redundant fans

Phu kién 2U Rail Kit (¥);

C6 cac dén canh béao: System status LED (*)

Bao hanh chinh héng theo quy dinh cta nha san
xuat.

SAN SWITCH
quang

SAN Switch 24/8, 8-port 16Gb, 12-port Active
Short Wave SFP+ Fibre Channel Switch. bao gdm
cac phu kién va cac dac diém sau:

L Pay du phu kién dé két ndi (bao gdm cap két ndi,
8 module quang 16Gbps Fibre Channel)

L Phu kién dé lip dat vao tu server

+ Fibre Channel ports 8 or 24 Enabled 24 Max

+ Fibre Channel: 8.5 Gbps line speed, full duplex;

14.025 Gbps line speed and 28.05 Gbps line speed,




full duplex; auto-sensing of 4, 8, 16 and 32 Gbps
port speeds.

+ ISL trunking

Frame-based Trunking with up to eight 32 Gbps
ports per ISL trunk; up to 256 Gbps per ISL trunk.
Exchange-based load balancing across ISLs with
DPS included in Fabric OS.

Aggregate bandwidth 768 Gb end-to-end full
duplex.

- Media types

Fibre Channel distance subject to fiber- optic cable
and port speed.

- Enclosure Back-to-front airflow (non-port -side
intake);

- Power from back, 1U.

- Tuwong thich véi SAN storage HP SAN MSA 250
hién hitu va cac server ctia goi nay.

- Bao hanh chinh hang theo quy dinh cta nha san
xuat

bia cung luu trit
hé thong

-1.8TB 12G SAS 10K SFF (2.5in) lap dat
vao thiét bi HP SAN MSA 250 hién hiu.
-Bdo hanh chinh hang

Switch Access

Switch 24 x 10/100/1000 Ethernet PoE+ ports and

PoE budget, 4x 10G SFP+ uplinks, bao gom cac

phu kién va céc dac diém sau:

L Pau nbi, cap, cap ngudn: day du

- PoE power budget 195W (*)

+1x RJ-45 Ethernet

+1x USB-A port for storage and Bluetooth console

- Per-port status: link integrity, disabled, activity

- System status: systemCPU: ARM v7 800 MHz
*), DRAM: 512 MB

+ Flash Memory: 256 MB

- Forwarding bandwidth: 64 Gbps

- Switching bandwidth: 128 Gbps

- Forwarding rate (64-byte L3 packets): 95 Mpps

+ [IPv4 unicast direct routes: 542

- [Pv4 unicast indirect routes: 256

+ [Pv6 unicast direct routes:414

+ IPv4 multicast routes and IGMP groups: 1024




-Maximum active VLANSs: 256

- VLAN IDs available: 4096

- Maximum STP instances: 64

+ Maximum SPAN sessions: 4

- MTU-L3 packet: 9198 bytes

+ Jumbo Ethernet frame: 10,240 bytes

- Power: Use the supplied AC power cord to
connect the AC power connector to an AC power
outlet

- Voltage (auto ranging): 110 to 220V AC in

+ Transceiver modules:

+ 2 SFP-10G-LR (*)

+ 2 SFP-10G-T-X (¥*)

L Pau nbi, cap, cap nguodn: day di.

- Bao hanh chinh hang theo quy dinh cua nha san
xuat

Phan mém sao
luu, phuc hoi div
li¢u trén may 4o

- Phan mém sao luu, phyc hoi dit liéu voi phién ban
moi nhat.

L HO tro sao luu du phong cho méay chii a0 Hyper-V
phién ban 2019, 2022.

L Ban quyén: cho 4 server trong 1 nim.

L Hd tro chire nang sao luu va phuc hoi full méy ao,
file may 4o, dit liéu may ao cua Microsoft windows,
VMWare.

L Hd trg sao luu va phuc hdi may chu vat Iy cia
Microsoft windows server.

L Phan mém c6 tinh ning khoi phuc tirc thi nhiéu
méy a0 dong thoi tir backup Storage khi hé théng
SAN gip su cd.

L Phin mém c6 kha nang khoéi phuc cac cac dich vu
Active Drirectory, exchange, MS SQL...hd trg
copy dit liéu ra cac hé thong SAN/NAS/CLOUD.

L Phan mém c6 kha ning nhan ban cac may 4o sang
méy chu vat 1y, c6 kha ning mé rong, gop cac thiét
bi luru trir nham c6 kha ning dy phong.

L HO tro kiém tra tinh toan ven va an ninh bao méat
trude khi khoi phue may chu 4o, ¢6 giai phap sao
lwu va phuc hdi va snapshot vao hé thong luu trix,
c6 giai phap dé bao vé dit liéu sao luu, luu trix khi

bi tan cong Ransomware

[ Commented [NV2]: KTAT da cap nhat




- Giai phap giam sat tich hop kha nang giam sat
Performance bao gdm céc thong s6 CPU, RAM,
Storage va network theo thoi gian thyec.

- C6 bao cao phan tich cho quén tri vién cac nguy
co tim 4n rui ro, cho phép phan tich cdu hinh may
chu, thé hién cac 15i tim 4n trong qu4 trinh sao luu
trong moi truong ao hoa.

Phan mém 4o hoa

Phan mém 4o héa hd tro cai dit trén hé dieu hanh
cua Microsoft Windows server 2022 datacenter/
standard phién ban méi nhat. Bao gdm cac tinh
ning va cac thanh phan sau:

- Windows Server datacenter/ Standard Edition
license includes permission for five OSEs or VMs

- OSEs*/Hyper-V isolated containers: 6 (Ban quyén
vinh vién cai dit 6 may 4o /host. Tong 12 may ao/
2 host). phu hop. tuwong thich vdi cau hinh cua 2
sever néu tai Muc 2

- Windows Server containers: Unlimited

L Storage Replica: Yes; hd tro Phan mém Backup
va khoi phuc hé théng. Phan mém giam sat may &o.
L C6 kha ning két hop nhidu may chu (nodes) thanh
mot nhom (cluster) dé cung cip kha ning cao cho
cac ung dung va dich vu ddm bao ting tinh sin sang
va d6 tin cdy cia hé théng.

L Cung cép cong cu quan 1y tai nguyén va tinh sin
sang. bao gdm Dynamic Memory. Live Migration
va Failover Clustering. giup ting tinh sin sang va
d6 tin cay cta hé thdng may chu 4o.

L HO tro b cong cu quan ly System Center dé quan
ly va tr1en khai may éo.

L Ban quyén vinh vién

L Béo tri theo chinh sach ctia nha san xuat

II

Thiét bi ha ting mang cic cum nha may Pa Nhim. Nha may Pa

Nhim mé rong. n

ha may Song pha

Core Switch

Switch 24 port 24x 100/1000 Ethernet or
Multigigabit copper ports 24 Total 10/100/1000 or
Multigigabit copper ports 24;

AC power supply; 2 x 350W AC (*);

StackWise-480: Yes;

StackPower: Yes;




Power supply 2 x PWR-C1- 350WAC-P (*);

Switching capacity 208 Gbps on 24-port Gigabit
Ethernet model.

Stacking bandwidth 480 Gbps.

Total number of MAC addresses 32000.

Total number of IPv4 routes (ARP plus learned
routes) 32.000 (24.000 direct routes and 8000
indirect routes).

IPv4 routing entries 32000.

IPv6 routing entries 16000.

Multicast routing scale 8000.

QoS scale entries 5120.

ACL scale entries 5120.

Packet buffer per SKU 16 MB buffer for 24- or
48-port Gigabit Ethernet models

FNF entries 64.000 flow on 24- and 48- port
Gigabit Ethernet models.

DRAM 8 GB.

Flash 16 GB.

SSD Cisco pluggable USB3.0;

SSD storage 120G Network Module

Network module 8 x 10GE

Transceiver modules:

+ 6 Module 10Gbps LR — 10km

+ 4 Module 10Gbps base T (RJ45)

Bdo hanh chinh héng theo quy dinh ctia nha san
xuat

10.

Switch Access

Tuong tu muc 6

11.

Thiét bi bao mat

(core firewall)

1. Thong s6 hiéu suat (performance):

- Firewall Throughput > 19 Gbps

- NGFW Throughput > 2,5 Gbps

- IPS Throughput > 4.5 Gbps

- Threat Protection Throughput > 2.2 Gbps
- IPsec VPN Throughput > 6 Gbps

- SSL VPN Throughput > 1.4 Gbps

- Concurrent Sessions > 1.5 M

- New Sessions/Second 120.000

2. Két nbi va thong s6 vat ly

- Ethernet Ports: (8x GE RJ45, 8x SFP 1GE, 2x




SFP+) hodc (8x GE RJ45, 2x 2.5GE RJ45, 2
SFP+)

- Console Port 1 x Rj45

- USB Port: c6

- Storage > 120GB

- Redundant Power Supply (RPS): co

- Transceiver modules va phu kién: Pu dé thuc
hién cac két ndi va lép dat

- Form Factor: Nha thau khai bao

- Dimensions (H x W x D): Nha thau khai bao

- Weight: Nha thau khai bao

- Power Consumption: Nha thau khai bao

3. Tinh nang bao mat (security features)

- Next-Generation Firewall (NGFW): C6

- Application Control: : Co

- Intrusion Prevention System (IPS): Co

- Web Filtering (URL Filtering): Co

- Antivirus: Co

- Anti-Spam (Email Filtering): Co

- Sandboxing: C6, nha thiu khai bao chi tiét

- SSL Inspection: C6, nha thau khai béo chi tiét

- VPN: C6, nha thau khai bao chi tiét

- SD-WAN: C6, nha thau khai bao chi tiét

- Data Loss Prevention (DLP): C6

- Vulnerability Protection: : C6, nha thau khai béo
chi tiét.

- Botnet protection: C6, nha thau khai béo chi tiét
- Threat intelligence: : C6, nha thau khai bao chi
tiét

- bao gdm License cac tinh ning

4. Tinh nang mang va quan ly

- High Availability (HA): C6, nha thau khai bao
chi tiét

- Routing Protocols: Static, RIP, OSPF, BGP,
ISIS

- QoS (Quality of Service): C6, nha thau khai bao
chi tiét

- Centralized Management: Co, nha thau khai bao
chi tiét

- Logging & Reporting: C6, nha thiu khai bao chi




tiét

- Zero Trust Network Access (ZTNA): Co, nha
thau khai bao chi tiét

- User Authentication: Local, LDAP, RADIUS,
TACACSH, ...

Thiét bi ha tAng mang cic cum nha may Him Thuin. Nha may

II1
Pa Mi. Nha may Dién mat troi Da Mi
Tuong tu muc 9 ngoai tru:
. Transceiver modules:
Core Switch
12. | fore Swite + 4 Module 10Gbps LR — 10km
+ 4 Module 10Gbps base T (RJ45)
13. Switch Access Tuong tu muc 6
14. | Thiétbi bao mat | Tuong tw muc 11
v |DPICHVU LIEN
QUAN
Yéu chu chung Tuén tha Yéu cau vé dich vu néu tai 1.2.1.11
Chuong nay
Khao sat nam duoc hién trang. mo hinh hé thong
Khéo sat mang. H¢ thong bao mét hién tai d¢ c6 phuong an
tich hop toi uu.
Lap dat, cai dat cau hinh. tich hop hé thong gom:
- Cai dat hé ‘diéu ‘hz‘mh cho 2 may chu mai. )
- Cai dat phan mém o héda cho 2 may chu. cau
hinh cluster cho cac may chu. )
1. - Tich hgp SAN switch va Storage vao hé thong

Dich vu tai tru s&
chinh

may chi méi va server hién hiiu.

- Cau hinh cac ving mang ndi bg. ving may chu.
DMZ .

- Thiét 1ap cac policy cho cac VM viing DMZ.

- C4u hinh SDWAN cho céc két ndi vé cac cum
nha may.

- Tich hop hé théng thiét bi dé dua vao van hanh.
- C4u hinh, tich hop két ndi thiét bi WIFI

hién hitu dua vao st dung.




Dich vu tai Nha
may Pa Nhim

- Lép dat va trién khai switch core mai.

- Lip dit va trién khai cac switch access méi vao
hé théng.

- Tich hop cac switch cii vao hé thng.

- Migrate c4u hinh firewall cii sang firewall moi.
- Cau hinh tinh chinh t&i wu c4c rule bio mat.

- C4u hinh tinh chinh cic ving mang ngi bg. viing
may chu. DMZ.

- Thiét 14p cac policy cho cic VM ving DMZ.

- C4u hinh HA cho thiét bi.

- CAu hinh SDWAN cho céc két ndi vé cac cum
nha may vé Tru s& chinh tai Bao Loc.

- C4u hinh, tich hop két ndi thiét bi wifi hién hitu
dua vao str dung.

- Kiém thir thiét bj tuong lira.

Dich vu tai Cum
nha may Ham
Thuén, Da Mi

- Lap dit va trién khai switch core méi.

- Lip dit va trién khai cac switch access méi vao
hé théng.

- Tich hop cac switch cii vao hé thong.

- Migrate cau hinh firewall cii sang firewall méi.
- Céu hinh tinh chinh t6i wu céc rule bao mat.

- C4u hinh tinh chinh cic ving mang ngi bg. viing
may chu. DMZ.

- Thiét 14p cac policy cho cic VM ving DMZ.

- Cu hinh HA cho thiét bj.

- C4u hinh SDWAN cho céc két ndi vé cac cum
nha may vé Bao Loc.

- C4u hinh, tich hop két ndi thiét bi wifi hién hitu
dua vao str dung.

- Kiém thir thiét bi tuong lira.

Pao tao

Néu tai diém c cia 1.2.1.11 Chuong nay

1.3. Céc yéu cau khac

- Yéu cau diéu khoan sau thoi gian bao hanh: Nha thau va nha san xuat cac
thiét bi chinh tham gia cung cap vat tu thiét bi trong Hop ddng nay khong dugc
dua ra bat ky sy rang budc, han ché nao trong viéc cung cip cac dich vu tu van ki
thuét, cung cép vat tu thiét bi du phong/thay thé sau thoi gian bao hanh cia Hop
ddng, bao gdm nhung khong gidi han tdi cac quy dinh can tré sy tiép can ciia Chu




dau tu t6i cach dich vu va vat tu thiét bi néu trén nham nang cao d0 tin cay van
hanh cia thiét bi/hé thong.

Muc 2. Ban vé
Khoéng c6 ban vé
Muc 3. Kiém tra va thir nghiém

Céc kiém tra va thir nghiém céan tién hanh duogc néu tai 1.2.1.5 Chuong nay



