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Phan 2. YEU CAU VE KY THUAT
Chuwong V. YEU CAU VE KY THUAT

Muc 1. Yéu cau vé k¥ thuat

I. Giéi thiéu chung vé dw an, goi thau

1. Tén dw an va goi thau

- Tén du an: Dau tu thay thé thiét bi twong lra mang giai doan 2.

- Tén gdi thau: Pau tu thay thé thiét bi tuong lra mang giai doan 2.

2. Muc tiéu dau tu

- Thay thé cac thiét bi twong lira mang tai phan viing Internal, gidm sét an
ninh mang tap trung va bao méat co s¢ ha tang da ct, hét khau hao, hét han bao
hanh, bao tri, hét vong doi thi€t bi, Hang san xuat khdng con ho trg va duy tri
dong san pham tai Trung tam dix liéu PDC va BDC.

- Trang bi cap thiét bi twrong lra mai tai hé thong thdng tin du phong tham
hoa.

- Dam bao hoat dong an toan, on dinh hé thong mang, trién khai cac thiét
bi twong Itra mang dé bao vé, phong chong tan cong hé thong mang, may chua, ung
dung, dir li¢u cua Agribank. Nang cao ndng luc an ninh bao mat va phu hop véi
Pé 4an chién luoc phat trién CNTT giai doan 2022-2026, dinh huéng dén nam
2030.

- Tuan thu cac quy dinh vé an toan, bao mat hé théng thong tin trong hoat
dong ngan hang cia Nha nudc, cua Agribank.

3. Quy moé dau tw

- Dau tu cac thiét bi tudng lra mang méi dé thay thé céc thiét bi tuong lra
Mang ¢t tai phan vung Internal, giam sat an ninh mang tap trung va bao méat co
s& ha tang tai Trung tam dir liéu PDC, BDC, bao gom:

+ Tuong hra mang bao vé céc hé théng may chi chinh tai PDC.

+ Tuodng ltra mang bao vé cac hé théng may chu chinh tai BDC.

+ Tuong hra mang bao vé céc hé théng may chi tai DRC.

- To chirc trién khai va tich hop céc thiét bi tuong lua véi hg thong mang,
hé thong quan tri twong Itra mang hién tai va cac hé thong lién quan khac cua
Agribank.

- Pao tao va chuyén giao tai liéu.

4. Pia diém dau tw

Céc thiét bi duoc trién khai tai cac dia diém sau:

- Trung tdm dtr liéu tai Toa nha C3, Phuong Phuong Liét, TP Ha Noi.

~ - Trung tam dir liéu tai Khu dat A5 — THCT2, Khu d6 thi méi Lé Trong
Tan, xa An Khanh, TP Ha Noi.

5. Thei gian thuc hién géi thau

Thoi gian thuc hién hop ddng goi thau téi da 1a 06 thang (bao gom ca ngay
nghi, ngay 18) ké tir ngay hop déng c6 hiéu luc.



I. Yéu cau vé ky thuat

1. Yéu cau ddi véi giai phap

- Dam bao an toan, an ninh mang, bao vé va phong chong tan cong hé
thong mang, may chu, ing dung, dir liéu quan trong cua Agribank tai cac Trung
tam di ligu.

- Thiét bj tuong lira mang thay thé phai dam bao la cac thiét bi tuong lua
thé hé mai, thudc cac dong thiét bi chuyén dung cho méi trudng mang doanh
nghiép 16N, phai nam trong nhom Leaders theo danh gia “Enterprise Firewall
Solutions” cua cong ty nghién ctru thi truong Forrester (www.forrester.com) ndm
2023 hodac nam 2024, c6 d6 tin cay, tinh san sang, toc do cao va nang luc xir ly so
lwgng két ndi dong thoi lon dap ang céc thoi diém giao dich tang dot bién hay du
nang luc xr Iy ngan chan, chong cac hoat dong tan cdng hé thong mang cuong do
cao.

- Céc thiét b twong lra mang thay thé phai dam béao tuong thich, tich hop
dugc hoan toan véi hé thong mang, hé thong tuong lta va hé thong quén ly twong
ltra tap trung céc thiét bi twong lra mang phéan vung Internal, gidm sat an ninh
mang tap trung cua Agribank.

- Thiét ké an ninh bao mat mang dam bao kién tric bao vé mang theo nhiéu
I6p va phan vung mang, hoan toan phu hop véi mo hinh bao mat Zero Trust (md
hinh bao mat tiéu chUan toan dién nhat hién nay). Bong thoi giai phap ky thuat
phai dam bao tinh sin sang cao, céc thiét bi tuong lua mang cung phan 16p, cung
chuc nang phai dy phong dugc cho nhau nham dam bao hoat dong lién tyc cua
cac ung dung, dich vu guan trong.

- Thiét lap cac chinh sach an ninh theo quy dinh cua Agribank vé an toan
thong tin theo tung khu vuc, Module, Zone. BDam bao ngan chan cac truy cap
khong cho phép, su xdm nhap cua malware, virus, spyware, v.v... tr mang ngoai
vao trung tam dir liéu caa Agribank.

2. Yéu ciu vé kién tric tong thé va chi tiét

2.1. Yéu cau vé kién trdc tong thé

a) Kién trdc tong thé giai doan 2 cua dy an

Pam bao mé hinh 02 Trung tdm dir liéu PDC va BDC cua Agribank hoat
dong song song va cé thé du phong cho nhau thi md hinh phan viing mang, thiét
bi tudng ltra bao vé mang méi tai 02 Trung tdm dit liéu PDC va BDC giéng nhau
vé kién tric va so luong.

Pam bao hé thdng théng tin du phong tham hoa dugc bao vé tach biét, kiém
soat truy cap vé mat logic voi hé thong chinh nham giam thiéu nguy co tan cong
mang leo thang vao ca&c HTTT du phong.

Kién trac tuong lra bao vé mang Agribank sau khi trién khai thay thé cac
thiét bi mai van gdm 2 I6p chinh: 16p ngoai bao vé cac phan viing mang vanh dai
va ha tang phia ngoai; 16p trong bao vé cac phan viing mang may chu, tng dung,
dir liéu trong phéan vung Intra DC tai Trung tdm dir liéu PDC va BDC, cac may
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cha HTTT tai hé thdng thong tin dy phong tham hoa. Kién tric hé théng tuong
ltra tudn tha md hinh bao mat Zero Trust, bao vé theo chiéu sau va phan ving.
Mat khac, ap dung cac cong nghé an ninh nhu: IPS, Antivirus, AntiBot, v.v...
nham kiém soét toan bo cac luu luong vao ra hé thdng may cha chinh, hé théng
may chu du phong va hé théng giam séat an ninh mang tap trung.

b) Hé théng quan tri tap trung céc thiét bi tudng lira mang
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- Strdung hé thong quan ly tap trung céc thiét bi tuong lira bao vé mang 16p
trong hién tai cua Agribank dé quan ly, cung cap giao dién quan tri dong nhat theo
thoi gian thuc cac thiét bi twong lira méi va thiét bi tuong lira dang st dung cua
Agribank. Ngoai ra, cho phép viéc quan Iy trién khai cau hinh, chinh sach cac thiét
bi tuong lra mdi mét cach tap trung thong nhat, phan tich, diéu tra va bao céo vé
cac su ¢d vé an ninh trén tong thé hé thong mang lop trong cua Agribank. Hé
théng quan ly tap trung cac thiét bi twong lira mang hién ¢ cac tinh ning chinh
sau:

+ Bang diéu khién hop nhat nham quan Iy céc yéu té bao mat tir chinh séch
dén ngan chan cac mdi de doa.

+ C& kha nang trién khai, quan ly tap trung céc cau hinh, chinh séch cho céc




thiét bi tuong lta cua hé thong.

+ CO0 kha nang phan chia, quan tri nguoi dung quan tri theo cac chinh séch
riéng phu thudc vao quyén han cuaa tirng ngudi quan tri.

+ Cung cap kha ning phan tich, diéu tra va bao cdo mdi khi c6 sy ¢b vé an
ninh ciing nhu su thay d6i cua nguoi quan tri.

- Hién tai hé thdng quan 1y tap trung cac tuong hira bao vé mang 16p trong
gom c6 02 thanh phan chinh, dugc cai dat trén thiét bi chuyén dung cua Agribank,
cu thé nhu sau:

+ Smart Center/Panorama: quan tri tap trung tat ca cac thiét bi tuong ltra bao
vé mang lép trong, bao gom: chinh sach, cau hinh, phan quyén quan tri, cap nhat
(OS, signature AV, v.v...).

+ Log collector: thu thap logs tir tat ca thiét bi tuong lira, dong thoi day logs
vé hé théng giam sét an ninh mang tap trung (SOC); tao béo céo duya trén dix lidu
logs thu dugc.

2.2. Yéu cau vé kién trdc chi tiét

a) Kién trdc chi tiét tuong lira mang bao vé 16p trong tai PDC va BDC:
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Hé thong tuong lira mang 16p trong tai PDC va BDC bao gom céc phan ving:
Internal, gidm sat an ninh mang tap trung (SOC), PKI, E-banking. Trong d6 bao
gom cac may chu dir liéu va cac may cha tng dung nhu: cdc may chu tng dung
IPCAS, may chu co s dix liéu IPCAS, cac may cha hé thong OSB, cac may chu
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tng dung nghiép vu, cac may chu dich vu The, cac may chua két néi thanh toan,
v.v... Do tinh chét dac biét quan trong hé théng may chu, dich vu tai IntraDC nén
du 4n sé& trang bi cac cap thiét bi tuong lta thé hé méi, chuyén dung trong mai
truong mang doanh nghiép, co nang luc xir Iy 16n dé bao vé va kiém soat két ndi
mang cho c&c phan ving Internal, hé théng may cha chinh vai chinh séach kiém
soat truy cap riéng cho tirng phan vung mang.

Cac thiét bi tuong lra mang thé hé méi véi céc cong nghé an ninh nhu: IPS,
ngan chin virus, ngan chin ma doc nguy hiém, v.v... nham kiém soat toan bo cac
luu lwong vao/ra hé théng may cha, dich vu quan trong, ngan chin cac tin cong
khai thac 15 hong trén giao thiac mang, hoic 16 hdng caa hé diéu hanh, cua phan
mém dé tin cong tir mang ngoai.

Cac thiét bi tuong lra méi s& duoc quan ly bai hé théng quan Iy tap trung
cac tuong lua hién tai cua Agribank nham dam bao viéc quan ly chinh sach, cau
hinh tap trung théng nhat; dé dang cho ngudi quan tri trong qua trinh phan tich,
diéu tra va b&o co vé cac sy ¢b vé an ninh mang.

Cac cap tuong ltra ndy s& hoat dong ¢ ché do Active-Active hoic Active-
Passive, & ché d6 nay cau hinh 2 thiét bi ciing nhu cac phién két néi s& dugc dong
bo tu dong giira 2 thiét bi tuong lira, giup dam bao hoat d¢ong cua hé thong, dich
vu khong bi gian doan. Cong dong bo duoc thiét ké véi 2 cong vat Iy riéng biét,
dam bao tinh sian sang va han ché cac 15i xay ra.

b) Kién tric chi tiét twong lra mang bao vé cac hé théng may chi tai DRC
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Hé théng may chu tai DRC bao gdm cac may chu vat 1y, thiét bi (tu dia, SAN
Switch) dé phuc vu khéi phuc hé thdng khi xay ra sy cé/tham hoa gay hau qua
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nghiém trong l1am ding hoat dong cua HTTT. Trong d6 bao gdm cac may chu dit
liéu va cac may chua trng dung, dich vu nhu: cdc may chu co so dir liéu, irng dung
cho hé thdng IPCAS, hé théng OSB:; may chu co s& dit liéu du phong None Core;
may chu hé théng AD/Email/Antivirus, v.v... Do tinh chat dic biét quan trong hé
théng may chu, tng dung, dich vu tai DRC nham sin sang phuc hdi nhanh HTTT
khi hé théng chinh gap su ¢, dua hé thdng tr lai hoat dong binh thuong theo yéu
cau nghiép vu nén du &n sé trang bi cap thiét bi twong lia thé hé méi, chuyén dung
trong moi trudng mang doanh nghiép, cé nang luc xt ly cao dé dam bao DRC
duoc bao vé tach biét. Kiém soat két ndi mang, kiém soat truy cap vé mit logic
véi hé thdng chinh nham giam thiéu nguy co tin cdng mang leo thang vao cac
HTTT véi chinh sach kiém soat truy cap riéng cho tirng phan viing mang.

Cac thiét bi tuong ltra mang thé hé méi véi céc cdng nghé an ninh nhu: IPS,
ngan chin virus, ngan chin ma doc nguy hiém, v.v... nham kiém soat toan bo cac
lwu lwong vao/ra DRC, ngin chan cac tan cong khai thac 156 hong trén giao thirc
mang, hoac 15 hong cua hé diéu hanh, caa phan mém.

Cac cap tuong ltra ndy s& hoat dong ¢ ché do Active-Active hoic Active-
Passive, & ché d6 nay cau hinh 2 thiét bi ciing nhu cac phién két néi s& dugc dong
bo tu dong giira 2 thiét bi tuong lira, giup dam bao hoat d¢ong cua hé thong, dich
vu khong bi gian doan. Cong dong bo duoc thiét ké véi 2 cong vat Iy riéng biét,
dam bao tinh sian sang va han ché cac 15i xay ra.

3. Yéu cau k¥ thuat déi véi thiét bj

3.1.Danh muc céc thiét bj tueong lira mang

STT Thiét bi S6 lwong | Pon vi

. Thiét bi tuong lira mang bao vé céc hé thbng may 02 85
chu chinh tai PDC (FW_TTDL_PDC) :

, Thiét bi tuong ltra mang bao vé cac hé théng 02 85
may chu chinh tai BDC (FW_TTDL_BDC) :

3 Thiét bi tuong ltra mang bao vé cac hé théng 02 B
may chii tai DRC (FW_TTDL_DRC) 0

Tong so thiét bj twong lira mang 06 Bo

3.2.Y&u cau chung ddi véi cac thiét bi

- Céc thiét bi twong ltra phai cua chinh hang san xuét, méi 100%, duoc san
Xuat t6i da khong qua 06 thang truéc ngay Ky hop dong. Céc thiét bi phai co day
du cac giay to chizng minh gom: Giy chirng nhan chat lugng hang hoa cua hang
san xuat (CQ); gidy xac nhan bao hanh, hd tro ki thuat cua hing san xuat; cac
gidy to chitng minh ngudn gdoc xuat x& caa hang héa, van don (bill of lading),
phiéu déng goi hang hoa (packing list).



7

- Yéu cau vé thoi gian san xuét thiét bi va vong doi san pham: Cac thiét bi
tuong ltra chua c6 thong bao ctia hang vé viéc thay thé, chua cé thong bao ding
san xuat hodc/va ding hd tro san pham tir phia nha san xuat, tinh dén thoi diém
nop Ho so du thau.

- Céc thiét bi tuong lira phan cting phai c¢6 day da phu Kién di kém thiét bi
cuing cac tai liéu ki thuat vé thiét bi cua hdng san xuit nhu: Cac catalogue hoic
dia chi cac Website cua Hang san xuat gigi thiéu vé cong nghé tinh nang k¥ thuat
cua thiét bi.

3.3.Thiét bi tuong ltra mang bao vé cac hé théng may chu chinh tai PDC
(FW_TTDL_PDC)

a) Thiét bi tuong lra mang va transceiver

Yéu cau ky thuit tdi thiéu

STT Noi dung hoic twong dwong

- 04 x 10/25GbE SFP28 ports
1 | Interfaces - 04 x 40/100GbE QSFP+/QSFP28 ports
- Management port

- 04 x 25GBASE-SR SFP28

2| Transceiver - 04 X 40GBASE-SR QSFP+/QSFP28

3 | Storage Capacity > 480 GB SSD
4 | Threat Prevention Throughput | > 24 Gbps
5 Concurre_nt Sessions > 5.000.000
/Connections
5 New Se_ssmns/Second or New > 780.000
Connections/Second
7 | Routing Static routes, OSPF, BGP, RIP, Policy-

based routing/forwarding

- Centralized Management

8 | Management - SSH, HTTPS, SNMP

9 | High Availability Active-Active, Active-Passive

Virtual Domains / Virtual
10 | Systems  /Virtual Contexts | >5
(included license)

- Dual power supply
11 | Power Supplies - 200V to 240V AC, 50Hz — 60Hz
- 02 x Patch Cord C13-14

b) Ban quyén phan mém (Subscription)
Ban quyén cho thiét bj twong lra mang tai PDC, thoi gian tdi thiéu 03 nam
ké tir ngay nghiém thu hop ddng, bao gom céc tinh ning sau:




- App ID/Application Control.

- Threat Prevention: IPS, Antivirus, AntiBot/Antispyware.

- DNS Trap/Sinkholing.

3.4.Thiét bi tuong lira mang bao vé cac hé théng may chu chinh tai BDC
(FW_TTDL_BDC)

a) Thiét bi tudng lra mang va transceiver

Yéu ciu ky thuit t6i thiéu

STT Noi dung hoac twong dwong

- 04 x 10/25GbE SFP28 ports
1 | Interfaces - 02 x 40/100GbE QSFP+/QSFP28 ports
- Management port

- 04 x 25GBASE-SR SFP28

2 | Transcelver - 02 x 40GBASE-SR QSFP+/QSFP28

3 | Storage Capacity > 480 GB SSD
4 | Threat Prevention Throughput | > 19,2 Gbps
5 Concurre.nt Sessions >3.000.000
/Connections
5 New Se_ssmns/Second or New > 624.000
Connections/Second
7 | Routing Static routes, OSPF, BGP, RIP, Policy-

based routing/forwarding

- Centralized Management

8 | Management - SSH, HTTPS, SNMP

9 | High Availability Active-Active, Active-Passive

Virtual Domains / Virtual
10 | Systems /Virtual Contexts | >5
(included license)

- Dual power supply
11 | Power Supplies - 200V to 240V AC, 50Hz — 60Hz
- 02 x Patch Cord C13-14

b) Ban quyén phan mém (Subscription)

Ban quyén cho thiét bi tuong lra mang tai BDC, thoi gian ti thiéu 03 nam
ké tir ngay nghiém thu hop dong, bao gom cac tinh ning sau:

- App ID/Application Control.

- Threat Prevention: IPS, Antivirus, AntiBot/Antispyware.

- DNS Trap/Sinkholing.

3.5.Thiét bi twong lra mang bao vé cac hé théng may chu tai DRC
(FW_TTDL_DRC)
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a) Thiét bi tudng lra mang va transceiver

Yéu ciu ky thuit tdi thiéu

STT Noi dung hoac twong dwong

- 04 x 10/25GbE SFP28 ports
1 | Interfaces - 02 x 40/100GbE QSFP+/QSFP28 ports
- Management port

- 04 x 25GBASE-SR SFP28

2| Transceiver - 02 x 40GBASE-SR QSFP+/QSFP28

3 | Storage Capacity > 480 GB SSD
4 | Threat Prevention Throughput | > 12 Gbps
5 Concurre_nt Sessions > 3.000.000
/Connections
5 New Se§5|ons/Second or New > 390.000
Connections/Second
7 | Routing Static routes, OSPF, BGP, RIP, Policy-

based routing/forwarding

- Centralized Management

8 | Management - SSH, HTTPS, SNMP

9 | High Availability Active-Active, Active-Passive

Virtual Domains / Virtual
10 | Systems /Virtual Contexts | >2
(included license)

- Dual power supply
11 | Power Supplies - 200V to 240V AC, 50Hz — 60Hz
- 02 x Patch Cord C13-14

b) Ban quyén phan mém (Subscription)

Ban quyén cho thiét bi tuong lra mang tai DRC, thoi gian toi thiéu 03 nam
ké tir ngay nghiém thu hop dong, bao gom cac tinh ning sau:

- App ID/Application Control.

- Threat Prevention: IPS, Antivirus, AntiBot/Antispyware.

- DNS Trap/Sinkholing.

4. Yéu cau to chirc trién khai, bao hanh va hd tre xir ly ky thuat
4.1.Y#&u cau chung

Nha thau phai xay dung phuong phap trién khai bao gém cac noi dung:
- Lap bang tién d6 thuc hién hozc ké hoach thuc hién.

- Lef}p nhat k)'( cong tac triér] Kkhai.

- To6 chac triép khai, bap gom: , ,

+ Khao sat, kiém tra, kiém thir, ban giao va nghiém thu thiét bi, lap dat.
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+ Trién khai giai phap.

+ Tich hop.

+ Panh gia, hiéu chinh va tbi uu hoat dong.

- Nha thau chiju trach nhiém van chuyén thiét bi dén dia diém kiém tra, kiém
ther, ban giao va nghiém thu tai Trung tim Cong nghé théng tin — Khu dat A5 —
THCT2, Khu d6 thi m&i Lé Trong Tan, xa An Khanh, TP Ha Néi. Sau khi hoan
thanh viéc kiém tra, kiém thir, Nha thau chiu trach nhiém van chuyén thiét bi dén
cac dia diém trién khai.

- Viéc trién khai, tich hop cac thiét bi tuong lira phai khéng lam anh huong
dén cac dich vu cua Agribank cung cap cho khach hang trong gio giao dich va
dam bao tuong thich, tich hop duoc hoan toan véi hé théng mang, hé théng tuong
ltza va hé théng quan ly tap trung céc thiét bi twong lta mang hién tai cua
Agribank.

- Nha thau chiu trach nhiém thuc hién va cac chi phi phét sinh khac (néu
c6) trong viéc trién khai cac thiét bi tuong lira vao hé théng Agribank (bao gom
ca viéc phai nang cap, dong bo phan mém hé thong quan ly tap trung céc thiét bi
twong Ira mang (néu can thiét) va chi phi cac vat tu can thiét dé trién khai nhu:
Cap quang, cap nhay quang, cap mang, day nhay mang, day nguon thiét bi, day
dién, dung cu mang, cac vat tu va phu kién khac, v.v...).

4.2.Y8u cau cac hang muc cong viéc vé trién khai

Nha thau chiu trach nhiém thuc hién cac hang muc cong viéc sau:

a) Khao sat, kiém tra, kiém thi, ban giao va nghiém thu thiét bi, lap dat:

- Khao sat, kiém tra cac diéu kién dé trién khai, danh gia hién trang kién
trac vat ly, logic va chinh sach an ninh mang cac phan vang;

Lich trinh cung cap, kiém tra, kiém thir, ban giao va nghiém thu thiét bi.
S6 luong va nhiém vu caa cac can bo trién khai.

Kiém tra s6 lwong, chung loai, hinh thuc vat Iy bén ngoai cua thiét bi.
Kiém tra gidy chirng nhan chat luong va gidy to ching minh nguén goc
XUAt Xu.

- Kiém tra cac théng sb ky thuat, kiém thir tinh nang thiét bi, hoic van hanh
thi (néu can thiét), 1ap béo céo.

- Céc thiét bi sau khi kiém tra, kiém thir dap tng cac yéu cau theo hop dong
s& duoc nghiém thu, ban giao dé dwa vao sir dung.

- Lép dat céac thiét bi tuong ltra mang tai dia diém trién khai.

b) Trién khai giai phap:

Lap phuong &n trién khai chi tiét, phuong an trién khai phai dugc chap thuan
cua Agribank; trién khai cu hinh, chinh sach an ninh mang cho céc thiét bi tuong
ltrta mang, bao gdm cé&c hang muc sau:

- Nang cap hé diéu hanh, phan mém an ninh 1&n phién ban méi nhat duoc
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chinh hang khuyén céo;
- Trién khai giai phap bao mat tai PDC.
- Trién khai giai phap bao mat tai BDC.
- Trién khai giai phap bao mat tai DRC.
c) Tich hop:
Tich hop véi hé thdng mang, thiét bj an ninh tai PDC.
Tich hop véi hé thdng mang, thiét bi an ninh tai BDC.
Tich hop véi hé thdng mang, thiét bi an ninh tai DRC.
Tich hop céc thiét bi twong lra mang véi hé thdng quan ly cac thiét bi
twong lira mang bao vé mang 16p trong hién tai cua Agribank (quan ly cdu hinh,
chinh sach an ninh, log, giam sat, phan tich tap trung).
- Tich hop vai hé théng diéu hanh an ninh tap trung SOC cua Agribank.
d) Panh gia, hiéu chinh va téi uu hoat dong:

- Xay dyng va thiét 1ap cac chinh sach an ninh theo ting nhém tng dung,
dich vy, may chug, v.v...

- Panh gia, hiéu chinh, t6i wu hoat dong, cu hinh, chinh sach an ninh mang
cua hé thdng twong lira nham bao vé an toan, bao mat céc hé théng may chi, tng
dung, dir liéu, nguoi dung, khach hang va di tac cia Agribank.

- Nghiém thu hé théng dua vao str dung sau khi hoan thanh day du cac hang
muc cong viéc vé khéi luong, chét luong, tién do.

4.3.Y&u cau bao hanh va hd tro xu ly kg thuat

Trong thoi gian bao hanh céc thiét bi tudng lira mang phai c6 quyén cap nhat
cac ddu hiéu tan cong (signature), mbi de doa an ninh mai nhat va cap nhat cac
phién ban hé diéu hanh, phan mém an ninh, cac ban nang cap, cac ban va theo tiéu
chuan caa nha san xuét va dam bao cac y&u cau sau:

a) Cac cong viéc bao hanh va hd trg xir ly ki thuat

- Nha thau phai cung cap dich vu bao hanh va hd trg ky thuat caa chinh
hdng san xut.

- Nha thau phai t6 chtc bao hanh, hd trg ky thuat va xir Iy su ¢ trong subt
thoi gian bao hanh. Nha thau phai ¢6 phuong an linh kién, thiét bi cho viéc thay
thé, sira chita khac phuc su ¢ trong thoi gian bao hanh, treong hop céac linh kién,
thiét bi phan cang bi hong khéng khic phuc dugc ngay ma phai chuyén vé hang
san xuat thi Nha thau chiu trach nhiém thay thé thiét bi khac tuong duong trong
suét qua trinh stra chita, bao hanh dé dam bao hé thdng an ninh mang cua Agribank
khong bi gian doan.

- Trudng hop phai thay thé thi cac linh kién, thiét bi phan cang phai dam
bao cua chinh hang san xuat, moi 100% hoac tuong duong vé ching loai, théng
s6 ki thuat, hoat dong tét va tuong thich véi hé thong dang sir dung. Nha thau
phai dam bao Agribank khong phai tra thém bat ky mot khoan chi phi nao khéc
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dbi vai thiét bi, vat tu thay thé trong sudt thoi gian bao hanh.

- Khi c6 yéu cau caa Agribank, Nha thau phai thyuc hién viéc cap nhat cac
phién ban hé diéu hanh, céc ban nang cap, cac ban va va mau tan cong, mbi de
doa an ninh mai nhat theo tiéu chuan cua nha san xuat trong thoi gian bao hanh
va ho trg k¥ thuat.

- Agribank duoc cap tai khoan (néu c6) trén trang cta chinh hing dé mo
case hd trog xtu ly ki thuat dam bao viéc xir Iy su ¢d nhanh chéng va kip thoi.

- Nha thau phai dé xuat phuong an t6 chac bao hanh, hd tro xir Iy 15i cua hé
théng dap ng cac yéu cu cua Agribank, trong d6 phai dam bao:

+ Cung cap dau mai lién lac, tiép nhan théng tin vé bao hanh, hd tro xu Iy
15i/sur c6 dap ung yéu cau 24x7 qua dién thoai, email hoic kénh lién hé hd tro cua
hang san Xuat.

+ Thoi gian dap ung xu 1y su cé:

Cap do . Thaoi gian Phwong thirc
X Mo ta . . x
su co dap ung ho trg
- Sy ¢b lién quan dén phan ctng Tron
hodic hé didu hanh lam cho thiét bj | o0 .
i R . . vong 02 | Tai cho 24x7:
z khong hoat dong dugc binh thuong | ..~ , | Y A
Rat A o gio ké tur | Nha thau phai cur can bo
| voi day du cong suat/hiéu nang. : . TN Sy
Cao; Lo e o x . khi  nhan | dén x1r 1y tai cho va phai
- P61 vé1 cac su ¢O vé an ninh N ,
Cao ©x .. .~ |dugc thong | dua ra dugc phuong an
mang, Nha thau phai yéu cau |, \ Y
e , - 2. | bado cua | xuly.
chuyén gia cua chinh hang phoi .
< <ot Agribank.
hop khac phuc va xu ly.
HO6 tro tr xa hoic tai
Trong chd:
Sy ¢ lién quan dén phan cung | vong 04 | Nha thau hd tro tir xa dé
Trung | hodc hé diéu hanh nhung chua anh | gid ké tir | tim ra nguyén nhan gay
binh; | huong ngay dén kha ning hoat | khi  nhan | ra su c¢b. Néu viéc xu ly
Thip | dong binh thudng véi day du cong | duge thong | tir xa khong duogc, phai
suit ctia hé théng. bao cta | cir can bd dén xur 1y tai
Agribank. | chd, dua ra dugc phuong
an xu ly.

b) Thoi gian va dia diém bao hanh

- Thoi gian bao hanh: Tt ca cac thiét bi phan cang, phan mém, dich vu hd
tro ki thuat duoc bao hanh téi thiéu 03 (ba) ndm theo tiéu chuan chinh hang san
xuat ké tir ngay nghiém thu hop dong.

- bia diém bao hanh va hd trg: Cac thiét bi duoc bao hanh tai dia diém lip
dat thiét bi.

5. Y&u cau vé dao tao va chuyén giao tai liéu

5.1.Yéu cau vé dao tao
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Nha thau té chtc khoa dao tao huéng dan sir dung; huéng dan van hanh,
quan tri, ciu hinh nang cao céc thiét bi tuong lira mang cho cac can bo ky thuat
cuia Agribank véi cac yéu cau nhu sau:

- No6i dung dao tao:

+ Céc tinh nang ndi bat, duoc cap nhat trén thiét bi twong lra thé hé moi
nham ting cuong kiém soat truy cdp mang ciing nhu hd trg phat hién, ngan chin
cac mdi de doa trén hé thong mang.

+ Thuc hanh cau hinh tao cap cac firewall (gateway cluster).

+ Thyc hanh cau hinh tao danh sach dong.

+ Thyc hanh cau hinh tuy bién cac co ché bao mat; kiém tra tuan thu cau
hinh so véi cac tiéu chuan khuyén nghi.

+ Khai thac, stir dung cac API hd tro bai giai phap gitp tu dong hoa cong tac
quan tri, van hanh hé thdng tuong lua.

+ Hiéu chinh, toi uu hoat dong hé thong tuong lira.

- Thoi gian hoc: 05 ngay (tdi thiéu 05 noi dung khac nhau).

- S6 lwong: Téi thiéu 03 céan bo.

- Giang vién dao tao cO chung chi caa chinh hdng va giang vién trg giang
hd tro cho gidng vién dao tao.

- Phuong phap dao tao: Pao tao truc tiép.

- Dia diém dao tao: Do Nha thau dé xuat.

- Moi truong dao tao: Moi treong dao tao cua chinh hang hoac dugc chinh
hadng ay quyén, dam bao day du co so vat chat, trang thiét bi, tai liéu cho dao tao
va dam bao chat lugng.

5.2.Y&u cau vé chuyén giao tai liéu

- Chuyén giao day du tai liéu:

+ Tai liéu khao sat; tai liéu phuong an trién khai chi tiét.

+ Hudng dan cai dat, cau hinh, quan tri va van hanh hé thong va thiét bi.

- Chuyén giao tai khoan quan tri:

+ Cac tai khoan quan tri dé dang nhap hé thdng (nhu Root cta OS,
Administrator cua thiét bi, tai khoan (néu cd) trén trang caa chinh hang, v.v...)
phai duoc ban giao day du cho Agribank.

6. Yéu cau dw kién chi phi bao tri

Du kién chi phi bao tri va hd trg ky thuat sau khi hét thoi gian bao hanh
(duoc tinh bang gia tri dau tu/nam) bao gom:

- Déi voi thiét bi phan ctang tbi da tir 20%-25% chi phi thiét bi.

- Ban quyén/quyeén sir dung phan mém (Subscription).

Nha thau giai phap phai thuc hién cung cap bao gia chi phi bao tri trong thoi
gian 05 nam (c6 tach chi phi theo ting nam, tirng hang muc hang hoa) ké tir thoi
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diém hét han bao hanh theo quy dinh cua hop ddng.

Muc 2. Ban vé

Khéng cé ban vé

Muc 3. Kiém tra va thir nghiém

Cac kiém tra va thir nghiém can tién hanh gdm cé:

- Kiém tra truc tiép trén thiét bi, qua catalogue, qua giao dién quan tri cua
thiét bi va cac kich ban thir nghiém khac dé dam bao hang hda c6 cau hinh va tinh
nang dap tng yéu cau trong E-HSMT va E-HSDT.

- Kiém tra gidy to ching nhan xuat xir cia cac thiét bi tuong lra mang; gidy
to chiing nhan/thu cam két chat luong cta héng san xuat doi vai cac thiet bi tuong
ltra mang va transceiver.

- Bat ky hang hoa nao qua kiém tra va thir nghiém ma khéng pht hop voi
dic tinh ki thuat theo hop dong thi Cha dau tu c6 quyén tir chdi va Nha thau phai
c6 trach nhiém thay thé bang hang hoa khac hoic tién hanh nhimg diéu chinh can
thiét dé dap mg dung cac yéu cau vé dac tinh k¥ thuat. Trong truong hop Nha
thau khdng cd kha nang thay thé hay diéu chinh cac hang hoa khéng pht hop, Chu
dau tu c6 quyén don phuong cham dut hop dong va moi rai ro, chi phi lién quan
do Nha thau chiu.

- Céc chi phi lién quan (néu cd) dén viéc kiém tra, thir nghiém hang héa do
Nha thau chiju trach nhiém chi tra.



