Phian 2. YEU CAU VE KY THUAT
Chuwong V. YEU CAU VE KY THUAT

Muc 1. Yéu cau vé k§ thuit

1.1. Gi6i thiéu chung vé dw an/dyw toiAn mua sim, géi thiu

- Chu dau tu: Cong ty TNHH MTV Tong cong ty Tan Cang Sai Gon (TCT).
- Ngudn vén: Vén chu sé hitu caa Tong cong ty Tan Cang Sai Gon.

- Pja diém thyc hién:

+ Tai TTDL tht 1, Cang Tén Cang Cat Lai - 1295B Puong Nguyén Thi Dinh —
Phuong Cat Lai— Tp. H6 Chi Minh
+ Tai TTDL tht 2, H158/2A Hoang Hoa Tham - Phuong Tan Binh-TP.HCM

bé gé co sc"w’cho viéc 1ap ho so du thau, nhé thau dugc bd t{i, sép xép‘ di khao sat hién
truong d€ nam bat thyc trang hién c6. Chu dau tu s€é hudng dan Nha thau khao sat hién
truong.

Nguoi lién hé di khao sat : Ong Nguyén Ngoc Quyén — SBT 0985558599

1.1.1. Pham vi cung cap

Thong tin trong Bang pham vi va tién do cung cap hang hoa 1a co s dé nha thau lap
bang chao gid. Pham vi va tién d6 cung cap hang hoa dugc mo ta theo Bang dudi day:

Bang s6 1. Pham vi cung cap hang héa

Stt Danh muc hang hoa an vi | Khoi Gh,'
tinh lwgng | chd
Thiét bi tudng lira tap trung két ndi cho chi nhanh tai TTDL A
1 . Bo 2
thir 2
Ban quyén tinh nang giai phap SD-WAN cho thiét bi tuong lira Ban
2 | (tap trung ket noi cho chi nhanh) tai TTDL thtr 1 va Van phong A 4
. quyeén
tru s6¢ TCT
3 Ban quyén tinh nang giai phap SD-WAN cho VP Mién Béc, | Ban 8
IDC Hai Phong, IDC Qué Vo, VP Tay Nam B¢ quyén
4 | Phan mém quan 1y, van hanh tap trung Goi 1
Bang so 2. Dich vu lién quan
Khoi Ngay hoan
Stt M6 té dich vu i | Bm | et WS D | Sy
: : maoi tinh dich vu

thau

dich va®




Trién khai, cai dit, cau hinh, tich
hop thiét bi twong lira tai TTDL
thir 2 va phan mém quan 1y, van
hanh tap trung.

Trién khai c4u hinh, tich hop toan

Tai TTDL tht 2,
H158/2A  Hoang
Hoa Tham - Phuong
Tan Binh-TP.HCM
va

1 | bo giai phap SD-Wan tai 2 TTDL, 01 Lan |Tai TTDL tht 1,120
cac van phong, chi nhanh cua Cang Tan Cang Cét
TCT TCSG. N Lai - 1295B Duong
bao tao, huéng dan van hanh, Nguyén Thi Pinh —
quan tri phan mém Panorama va Phuong Cat Lai -
giai phap SD-Wan TP.HCM
1.1.2. Tién dd cung cap
Bang s6 3. Tién dd cung cap
Stt | Danh muc hang héa | Tién dd cung cip Pia diém cung cip
Toan bd hang héa va | Tdi da 120 ngay ké | Tai TTDL ‘thﬁ’ L, Cén:g Tan Cang Cat L‘éi -
1 | dich vu lién quan theo |t ngay HP c6 higu | 122°B Puong Nguyen Thi Dinh — Phuong
su cAu cia HSMT 1 Cat Lai - TP.HCM va
yeu cau cua ’ ue. Tai TTDL tht 2, H158/2A Hoang Hoa
Tham - Phuong Tan Binh-TP.HCM
1.2. Yéu cau vé ky thudt
Tom tat thong sé ky thudt cia hang hda, dich vy lién quan. Hang hoa, dich v lién
quan phdi tuan thz cac thdng sé ki thudt va tiéu chudn sau day:
Bang s6 4. Yéu cau ky thuat
Stt | M@ ta yéu ciu k¥ thuét
1 | Thiet bi tuwdng Iira tap trung két noi cho chi nhanh tai TTDL thir 2

1. Niing lwc mdi thiét bi

1.1 Ning lwe Phin citng

Dang thiét bi phan cimg (Appliance)

Thong lugng Firewall (da bat Application Control, c6 bat log) > 9.5 Gbps

Thong lugng Threat Prevention (da bat Application Control, IPS, AntiVirus, Anti
Spyware/Botnet, DNS Security/Protection, file blocking/filtering, APT/Sandbox, c6 bat
log) > 6.2 Gbps

Thong lugng [IPSec VPN >= 5.6 Gbps

New session per second/connection per second > 140,000

Max session/concurrent connection > 1,400,000

S6 lugng Core CPU cho phan quan tri: > 03




Sb lugng Core CPU cho phan xt 1y dit liéu: > 09

Kich thudec < 1U

1.2 Giao dién

Cong 10/100/1000 > 04
1G/2.5G/5G > 04
1G/2.5G/5G/PoE > 04

Cong 1Gbps SFP >02
1/10Gbps SFP/SFP+ > 08
(chua bao gdbm module quang)

Cong quan tri 1000Mbps out-0f-band management > 01

Cong high availability (HA) 100/1000Mbps RJ45 > 02

Cong high availability (HA) 10Gbps SFP+ (chua bao gom module quang) > 01

Cong Console RJ-45 va Console Micro USB > 01

Cong USB > 01

1.3 Luu triv

O dia c6 dung lugng >240 GB SSD

1.4 Nguon dién

S6 nguon AC > 02

Cong suat ciia moi nguon dién > 450W

1.5 Phu kién chinh hiing di kém méi thiét bi

Cap nguon loai C13-C14 >2

Nguon du phong thay thé nong > 1

Module Transceiver 10G loai SR >2

Cap HA (High Availability) kém 2 dau transceiver 10G > 1

2. Yéu ciu vé tinh niing: dap ng day di céc tinh niing sau

2.1 Tinh nang Network

Mo hinh trién khai L2, L3, Tap, Transparent

QoS: thiét lap chinh sich QoS theo timg application, ting user

Policy based routing/Policy-based forwarding

OSPFv2/v3 véi graceful restart, BGP vdi graceful restart, MP-BGP, RIPv2, IPv4 multicast
routing, static routing

Point-to-Point Protocol over Ethernet (PPPoE), DHCP Server, DHCP Client

PIM-SM, PIM-SSM, IGMP v1,2,3; Bidirectional Forwarding Detection (BFD), LACP

IPv6 SSL Decryption, SLAAC

NATG64, NPTVv6

2.2 Tinh nang Du phong

Co tinh niing sin sang cao (High availability): chay Active/Active hoic Active/Passive

Co ché phat hién 16i: path monitoring, interface monitoring

2.6 Tinh ning Nang cao di kém

2.6.1 Tinh ning Nhin dién va kiém soat ing dung, ngudi dung

Nhéan dién va thiét 1ap chinh séch theo rng dung




Trong cung mdt chinh sach cé thé cau hinh chin/md tng dung, giao thirc, port va kiém tra
[PS/Vulnerability Protection, AntiVirus, Anti Spyware/Botnet, URL Filtering, loc file,
Sandbox

Tich hop voi 802.1X, wireless controller, Apple Open Directory server, proxy server,
NAC dé€ nhan dién nguoi dung

C6 thé chimg thuc thong qua: SAML, Kerberos, TACACS+, RADIUS, LDAP

C6 thé tich hop vé6i bén thir 3 dé ching thyc ngudi dung nhiéu yéu té nhu: RSA SecurlD,
Okta, Duo

C6 tinh nang nhan dién User thong qua Syslog ma khong can trang bi thém thiét bi ngoai

2.6.2 Tinh nang gidi ma SSL

Co tinh ndng chia sé luong dit li¢u da gidi ma ra ngoai qua port mirror

C6 menu riéng dé cau hinh chinh sach giai ma SSL, doc 1ap vai cau hinh chinh sach kiém
soat truy cap

C6 tinh nang chén cac két n6i SSL khong an toan: certificate hét han, khong tin cay, gidi
han c4dc chuan ma hoa, xac thuc va trao doi key

Co6 tinh ndng gidi ma TLS 1.3 cho cac outbound va inbound

C6 menu riéng dé theo ddi, quan 1y log lién quan dén SSL Decryption

2.6.3 Tinh ning ning cao

C6 tinh ning chan loc file theo chiéu upload/download theo ting (mg dung

C6 tinh nang Authentication policy bat budc ngudi ding phai xac thyc nhiéu thanh t6 cho
cac may chu quan trong

Co tinh nang phong chong DoS v&i Zone Protection va DOS Protection

2.7 Niing lwe Quan tri trén thiét bi

Nguoi quan tri co thé save, export cau hinh thanh file backup luu bén ngoai. Import,
restore/revert file cau hinh da luu ma khong can reboot thiét bi

Tich hop san giao dién quan trj qé hoa web based HTTP/HTTPS, quan trj durgc day du tat
ca tinh nang thiét bi ma khong can phai cai dit thém phan mém nao khac

C6 thé str dung XML API, REST API va OpenConfig dé quan trj thiét bi

Tich hop san chiic ning phan tich log va bao céo trén thiét bi

2.10 Tinh ning SDWAN

Tu dong tao két noi gilra céc site

C6 kha ning giam sat hiéu suat cua dudng truyén, tng dung

C6 kha nang chon dudng két ndi dua vao: duong t6t nhat, theo thtr tu tir trén xuéng duoi
(top-down), theo trong so6 (weighted)

3. Yéu cau vé dich bu bio hanh va hd tro k¥ thuit

Bio hanh va ho trg ky thuat 24/7 tir hang san xuat toi thiéu 3 nam:

+ Puoc hd trg mé support case tir hing khi can hd trg vé k¥ thuat hay 15i phat sinh trong
qué trinh van hanh.

+ Béo tri, bao hanh thiét bi phan cimg.

4. Yéu cau vé nha cung cap: dap ing day du cac yéu cau sau

Nha cung cap giai phap va thiét bi phai la Leader trong béo cdo The Forrester Wave™:
Zero Trust Platform Providers, Q3 2023




Nha cung cap giai phap va thiét bi phai la Leader trong béo cdo The Forrester Wave:
Enterprise Firewalls, Q4 2024

Ban quyén tinh niing giai phap SD-WAN cho VP Mién Bic, IDC Hai Phong, IDC
Queé Vo, VP Tay Nam B

Tu dong tao két ndi gitra cac site

C6 kha nang gidm sat hi¢u suat cua duong truyén, rng dung

C6 kha ning chon dudng két ndi dya vao: dudng tot nhat, theo thir tu tir trén xudng dudi
(top-down), theo trong so (weighted)

Bio hanh va ho trg k¥ thuat 24/7 tir hang san xuat toi thiéu 3 nam. Pugc hd trg mo
support case tir hang khi can ho trg vé ky thudt hay 161 phat sinh trong qua trinh vin hanh.

Phin mém quan ly, van hanh tap trung

1. Yéu cau vé nang luc

La phan mém quan trj tudng lira tap trung dang duogc cai dat dang Virtual Appliance, phai
thudc cung Hang véi cac thiét bi Firewall

S0 lwong quan 1y thiét bi firewall c6 san toi thicu 100 thict bi firewall. Va c6 kha nang mé
rong 1€n dén 1000 thiét bi firewall

C6 kha nang luu log tap trung cho tat ca cac firewall dugc quan tri

Dung luong luu trir log c6 kha nang mo rong dén 24 TB (dwa trén dung lugng may chu cai
dat phan mém)

Co kha nang trién khai trong cac moi truong: Hyper-V, KVM, Nutanix, VMware ESXi va
vCloud Air

Giai phap quan tri tap trung co thé truy cip qua giao dién Web hodc SSH hoic phan mém

Thiét bi quan 1y tudng lira tip trung c6 kha ning phan ph01 lai cac thong tin nhu IP User
Mappings, IP Tags, User Tags, HIP va Quarantine List dén cac tudng lira dugc quan ly

Giai phap quan tri tap trung phai c6 kha nang tao va trién khai chinh sach an ninh dén
nhiéu thiét bi tuong lira thong qua giao dién quan trj chinh sach truc quan

Giai phap quan tri tap trung phai c6 kha ning theo ddi viéc sir dung policy rule chi tiét
(rule usage) trén firewall

Giai phap quan tri tip trung phai ho tro quan tri theo chirc ning (role-based
administration) bang cach cho phép tuy chinh cau hinh cia quyén truy cap cho moi nguoi
quan tri thiét bi

Giai phap quan tri tp trung phai c6 kha ndng quan ly nhat ky (log) va bdo cdo cho toan b
thiét bi tuong Itra

Tich hop san cong cu chuyén doi port-based rules sang application-based rule

2. Yéu cau ve cung cap trang bi

Yéu cau trang bi san cic tinh ning quan 1y tip trung cho 100 thiét bj tuong Itra.

Thiét bi quén tri tudng lira tap trung dugc cung cap dudi dang phan mém (Virtual
Appliance). S6 luong thiét bi can trang bj 1a 1.

Bao hanh va ho tro k¥ thuat 24/7 tir hing san xuat toi thiéu 3 nim. Puoc hd trg mé
support case tur hang khi can ho trg vé ky thuat hay 10i phat sinh trong qué trinh vén hanh.

Ban quyén tinh niing giii phap SD-WAN cho thiét bi twong lira (tap trung két ndi
cho chi nhanh) tai TTDL thir 1 va Van phong tru s¢ TCT




Tu dong tao két ndi gitra cac site

C6 kha ning giam sat hiéu suit cua dudng truyén, tng dung

C6 kha nang chon dudng két ndi dya vao: dudng tot nhat, theo thir tu tir trén xudng dudi
(top-down), theo trong so6 (weighted)

Bio hanh va ho trg ky thuat 24/7 tir hang san xuat toi thiéu 3 nam. Puoc hd trg mo
support case tu hang khi can ho trg vé k¥ thuat hay 101 phat sinh trong qua trinh van hanh.

1.3. Cdc yéu cau khdc
1.3.1. Cac yéu cau vé trién khai va giai phap k¥ thuat:
1.3.1.1. Yéu cdu chung:

- Nha thau dé xuat phuong 4n nang cp (phan mém firmware, hé diéu hanh) va cac
tinh nang can thiét theo khuyén nghi ctia hing san xuat trudc khi tich hop vao hé thong.

- Nha thau dé xuat kich ban kiém thir theo cac tinh nang va cam két thuc hién kiém
thir dé dam bao phan mém va thiét bi ddp ung dung nhiing yéu cau vé tinh ning va ning
lyc xtr Iy nhu mo ta tai muc 1.2 chuong V “Yéu cau k¥ thuat”.

1.3.1.2. Yéu céu cu thé:

- Nha thau dé xuat giai phap, mo hinh két ndi giira thiét bj tuong lira moi tai TTDL
thir 2 v6i hé théng mang hién hitu tai ting don vi (chi nhanh) cua Cong ty TNHH MTV
Téng cong ty Tan Cang Sai Gon (TCT) va phuong an cau hinh cac cong giao tiép theo mo
hinh mang sau khi da khao sat.

- Nha thau trinh bay phuong an ciu hinh toan bd cac chinh sach biao mat va an toan
thong tin, cac cAu hinh dinh tuyén, cAu hinh NAT, c4u hinh VPN site to site, tinh nang SD-
WAN tir cac don vi (chi nhanh) dén thiét bi tudng lira tai TTDL thir 1 va TTDL thu 2.

- Nha thau dé xuit phuong an va quy trinh cac budc dé chuyén doi, tich hop thiét bi
tuong Itra moi tai TTDL thtr 2 vao hé théng mang dam bao khong lam gian doan hoat dong
ctia hé théng.

1.3.1.3. Pham vi cong viéc trién khai chi tiét:

Stt Noi dung cong viéc

Khio sat, thiét ké hé thong

Khao sat hién trang hé théng tai TTDL Thur 2

Khao sat thong sb va thiét ké SDWAN Policy cho Internet Optimization
Khao sat thong s6 va thiét ké moé hinh SDWAN Auto VPN

Thiét ké hé thong tuong laa

Thiét ké hé thong quan tri tap trung

Trién khai thiét bi twong lira tai TTDL Thir 2

Cau hinh thiét bi truéc khi lap dat

1.1 | Kich hoat license va cau hinh khdi tao thiét bi

G |WIN P =

-




1.2

CAu hinh Interface

1.3 | Cau hinh Zone
1.4 | Cau hinh Routing
1.5 | Cau hinh VPN Site To Site
1.6 | Cau hinh Security Profile nhu (AV, AS, IPS, Utl filtering)
1.7 | Cau hinh Security Policy
1.8 | Cau hinh Nat (Outbound, Port forwarding)
1.9 | Cau hinh HA va kiém tra HA Failover
2 | Trién khai va thiét bi tuong
2.1 | Lap dat thiét vao ta rack
2.3 | Tién hanh cung cip nguon cho thiét bi
2.4 | Chuan bi cap mang két ndi tir thiét b twong lira t&i Switch
25 EMC hién dau ndi port twong g tir thiét bi twong ltra téi vi tri Switch theo thiét
¢
2.6 | Dan nhan ghi chu cho cap mang
3 | Chuyén d6i va Kiém tra
3.1 | Kiém tra két n6i VPN, Routing
3.2 | Kiém tra dich vu Nat
3.4 | Kiém tra két noi Internet
3.5 | Kiém tra két ndi ndi bd
4 | Giam sat va theo ddi sau trién khai
111 | Trién khai phin mém quin ly, vin hanh tip trung
1 Cai dat va kich hoat license cho may chu quan 1y tuwong Itra tap trung va Log
Collector
2 | Trién khai Device Group va Template/Template stack theo thiét ké
3 Chuyén d6i két ndi tir cau hinh tir Panorama cii sang Panorama méi tai TTDL
Thur 1
4 | Onboarding thiét bi tuong ltra tai TTDL Thtr 1
5 | Onboarding thiét bi tudng ltra tai TTDL Thir 2
6 | Onboarding thiét bi tudng ltra tai Van Phong Mién Bic
7 | Onboarding thiét bi tudng Itra tai IDC Hai Phong
8 | Onboarding thiét bi tuong lura tai IDC Qué Vo
9 | Onboarding thiét bi tudng ltra tai Vin phong Tay Nam B9
Onboarding thiét bi tuong ltra tai Van phong Tong Cong Ty
IV | Trién khai Palo Alto Firewall SDWAN quan Iy béi Panorama
1 | Kich hoat tinh ning SDWAN Subscription trén Firewall tai cac tru sé, don vi
1.1 | Kich hoat tinh ning SDWAN Subscription trén Firewall tai TTDL Thur 1
1.2 | Kich hoat tinh nang SDWAN Subscription trén Firewall tai TTDL Thu 2
13 gi,Ch hoat tinh ning SDWAN Subscription trén Firewall tai Vin Phong Mién
ac
1.4 | Kich hoat tinh ning SDWAN Subscription trén Firewall tai IDC Hai Phong




1.5 | Kich hoat tinh ning SDWAN Subscription trén Firewall tai IDC Qué V5
Kich hoat tinh naing SDWAN Subscription trén Firewall tai Van phong Tay Nam

1.6 B5
17 K1;ch hoat tinh ning SDWAN Subscription trén Firewall tai Vin phong Tong
| Cong Ty

2 | Trién khai SDWAN cho két ndi internet sitr dung Panorama
2.1 | Cau hinh Link Tag, SDWAN Interface Profile
2.2 | Cau hinh Application Fitler cho tmg dung Production SaaS
2.3 | Cau hinh SDWAN Distribution Profile
2.4 | Cau hinh SDWAN Policy

3 | Trién khai SDWAN - Auto VPN Cluster sir dung Panorama
3.1 | Cau hinh Auto VPN Cluster - M8 hinh Dual Hub and Spoke
3.2 | Cau hinh dinh tuyén cho VPN Cluster

4 | Chuyén doi két ndi tir tuan tu cac VPN truyén thong sang Auto VPN
Chuyén do6i két noi tir VPN Truyén thong sang Auto VPN tai Van Phong Mién
4.1 | Bic
4.2 | Chuyén d6i két ndi tir VPN Truyén thong sang Auto VPN tai IDC Hai Phong
4.3 | Chuyén d6i két noi tir VPN Truyén thong sang Auto VPN tai IDC Qué V5
Chuyén doi két ndi tir VPN Truyén thong sang Auto VPN tai Vin phong Tay
4.4 | Nam B
Chuyén ddi két ndi tir VPN Truyén thong sang Auto VPN tai Vin phong Tong
45 | Cong Ty

V | Pao tao, hwéng din van hanh
Cau hinh, quan tri, vin hanh va xtr Iy sy c6 thiét bi tuong lia
Cau hinh, quan tri, van hanh va xtr ly su cd phén mém quan ly va van hanh tap
2 | trung
3 | Cau hinh, quan tri, van hanh, t6i uu két ndi va xir Iy sy c¢6 giai phap SD-WAN

-

1.3.2. C4c yéu cau vé huan luyén va dao tao:

- Nha thau dé xuat ké hoach, phuong an huan luyén dao tao trién khai, van hanh,
thue hién kich ban du phong, xu 1y su ¢d, téi wu thiét bi va tai liéu lién quan.

- Nha thau cam két chuyén giao tai liéu mod ta md hinh va thiét ké; tai liéu trién khai,
van hanh; tai liéu mo ta cac budc xu Iy su ¢d, tdi vu thiét bi va tai liéu lién quan khac.

- Pia diém dao tao: Tai Cang Tan Cang Cét Lai - 1295B Puong Nguyén Thi Dinh
— Phuong Cat Lai— Tp. Ho Chi Minh,

- Phuong thirc ddo tao: Pao tao tryc tiép cho ki su ctia Phong CNTT-TCT TCSG,
s6 lwong téi thiéu 13 05 ngudi.

1.3.3. Céc yéu cau khac vé dich va bao hanh, hd tro k§ thuat:



Trong thoi gian bao hanh chinh hang, nha thau phai dam bao cac yéu cau sau:
- Puogc hd tro ma support case tir hang khi can hd trg vé ki thuat hay 15i phat sinh
trong qua trinh van hanh.

- Khi ¢6 yéu cau cua chu du tu qua kénh hotline dugc cung cap thi nha thau phai
cam két s& huéng dan cach khic phuc xir Iy tir xa (remote vao hé thdng) trong vong 01 gio,
ké tir khi nhan dwgc yéu cau hd tro tir chu dau tu. Néu sy ¢b van khong giai quyét duoc
(khdng thé phéi hop xtr Iy tir xa), nha thau phai cir can bo k§ thuat ¢ mat tai dia diém caa
chu dau tu dé xir 1y su ¢ trong vong 4 gid, ké tir khi nhan duoc yéu cau tir chu dau tu.

- Hb tro thay thé linh kién (sau khi xac dinh dugc 13i) tan noi.

Muc 2. Ban vé

- Danh muc ban v€ nhu sau:

Danh muc ban vé

Ban vE so Tén ban vé Muc dich sir dung

MBS hinh thiét ké mang tong
Ban vé sO 1 | thé cac chi nhanh két nd1 vé
TCT

Cung cép thong tin tong quan moé hinh két ndi
logic gitra cac don vi va chi nhanh vé TCT TCSG

Cung cap thong tin tong quan mé hinh két ndi
Mo hinh két noi logic sau | logic gitra cac don vi va chi nhanh sau khi duoc
khi trién khai trang bi tuong ltra két n61 vé 2 TTDL cia TCT
TCSG

Ban vé s6 2
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Bén v& s6 1: M6 hinh thiét ké mang tong thé cac chi nhanh két ndi vé TCT




TTDL thi 2 (IDC - VIETTEL) TTDL thir 1 (DC - LPH)

Coreswitch 9500 Coreswitch 9410

Public Zone Public Zone
PAN 5220

External
Firewall

External
Firewall

VP - CNMB IDC - Hai Phong IDC - Qué V3 VP - Téy Nam B3 Tén Cing

Bén v& s6 2: M6 hinh két ndi logic sau khi trién khai




