CHUONG V. PIEU KHOAN THAM CHIEU

I. GIOI THIEU :

1.1. Gi6i thi¢u vé dy 4n: , ‘
Tén cong trinh: Giai phap An toan, an ninh thong tin cho hé thong giam sat, dicu

khién va tu dong hoa tai EVNHANOI.

Pia diém xay dung:

01 Trung tdm diéu khién
01 H¢ thong bicu khién ludi dién trung thé (cai dat trién khai trén hé thong

SCADA di nang cp)

64 Tram bién ap khong nguoi truc va 12 Cong ty Dién lyc. (Theo khao sat thuc
té tai thoi diém lap thlet ké thi cong dy toan co 64 tram (chua tinh dy phong).
Kh01 lugng ho so thiét van dap tung kh01 lugng voi thiét ké co so (bao gdm thuc
té va du phong) da duoc duyét tai quyét dinh s6 6081/QD-EVNHANOI ban hanh
ngay 07/09/2023. Tai thoi diém khao sat 1a ¢6 30 Cong ty Pién luc, tuy nhién
theo cong vian s6 3687/EVN-TCNS ban hanh ngay 10 thang 06 nim 2025 vé viéc
trién khai sap xép tinh gon t6 chirc, bd may quan 1y, diéu hanh cia EVNHANOI

thi s lugng Cong ty dién lucrcép nhat 1a 12 cong ty)
01 Cong ty Ludi dién Cao thé.

08 T6 thao tac luu dong.

Cu thé nhu sau:

STT

Don vi

Dia diém

1

Trung tam diéu khién

S6 69 binh Tién Hoang, Phuong Hoan Kiém,
Thanh pho Ha Noi, Viét Nam

2

Hé thong Piéu khién
luodi dién trung the

S6 69 Pinh Tién Hoang, Phudong Hoan Kiém,
Thanh pho Ha Noi, Viét Nam

Tram bién ap khong nguoi tryc va Cong ty Dién luc

3.1

Tram bién 4p khong
nguoi truc

El.1 Bong Anh

E1.16 Nbi Bai

E1.41 Mai lam

E1.42 San bay No1 Bai

E1.49 bong Anh 2

E1.17 Bic Thing Long

E1.24 Hai Boi

E1.36 Quang Minh

E1.8 Yén Phu

E1.9 Nghia b6

E1.14 Gidm

E1.21 Nhat Tan

E1.40 Tay Ho

E1.63 Bic Thanh Cong

E1.7 Son Tay

E1.28 Phung X&

E1.44 Son Tay 2

E1.48 Qudc Oai

E10.6 Phuc Tho




STT

Don vi

Dia diem

E1.53 Ba Vi

E1.54 Hoa Lac

E1.20- Thanh Xuéan

E1.25- M§ Dinh

E1.31 Troi

E1.33 Cau Dién

E1.37 Bic An Khanh

E1.46 Tu Liém

E1.56 Thi Trin Phung

E1.12 Tran Hung Pao

E1.13 Phuong Liét

E1.18 Bo Ho

E1.22 Thanh Nhan

E1.26 Linh Pam

E1.52 Thong Nhat

E1.57 Minh Khai

E1.64 HO Yén S&

E1.32 Thuong Tin

E1.39 Thanh Oai

E10.2 Van Dinh

E10.4 Tia

E1.58 Pha Xuyén

E1.62 Ngoc Hoi

E1.66 My Diic

E1.2 Gia Lam

E1.15 Sai Pong

E1.38 Gia L4m 2

E1.47 Long Bién

E1.59 Sai Pong 2

E1.5 Thugng Dinh

E1.10 Vin Dién

E1.30 Van Quan

E1.43 M4 Lao

E10.9 Xuan Mai

E1.51 Pht Nghia

E1.61 Duong Noi

E1.67 CV Thu L¢

E1.69 Trau Quy

E1.71 Hong Duong

E1.73CNC?2

E1.74 Thach That 2

3.2

Cong ty dién luc

C01 Hoan Kiém

C02 Hai Ba Trung

C03 Ba DPinh

C04 Dong Pa

CO05 Nam Tt Liém
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STT

Don vi

Dia diem

CO06 Thanh Tri

C07 Gia Lam

C08 bong Anh

C09 Soc Son

C10 Tay Ho

C11 Thanh Xuén

C12 Cau Giay

C13 Hoang Mai

C14 Long Bién

C15 ME Linh

C16 Ha Dong

C17 Son Tay

C18 Chuong M§

C19 Thach That

C20 Thuong Tin

C21 Ba Vi

C22 Pan Phuong

C23 Hoai Buc

C24 My Diic

C25 Phu Xuyén

C26 Phiic Tho

C27 Quéc Oai

C28 Thanh Oai

C29 Ung Hoa

C30 Bic T Liém

Cong ty Luoi dién Cao
the.

Cong ty ludi dién cao the X6 Phuong Yén Hoa,
quan Cau Giay, TP Ha Noi1

T6 thao tac luu dong

T6 TTLD s6 1

T6 TTLD s 2

T6 TTLD s6 3

T6 TTLD s6 4

T6 TTLD sb 5

T6 TTLD s6 6

T6 TTLD s0 7

T6 TTLD sb 8

Cin ctr Quyét dinh s0 8964/QD-EVNHANOI ngay 12/09/2025 ciia Tong cong
ty Dién lyc TP Ha N1 vé viéc phé duyét thiét ké thi cong va dyu toan xay dung

cong trinh;
1.2. Quy mo du an:

Trang bi phén cung (Firewall OT 2‘ chiéuz 1 chiéu, thiét b1 mang, may tinh chu,
may tinh tram, ...) tai Trung tam Di€u khién, cac Tram bién ap 110kV/220kV va
Cong ty dién lyc. Trong doé cac thiét bi firewall tich hgp chirc nang IPS dé ho trg

ngan chin cac cudc tin cong mang.
Giai phap quan ly firewall tap trung tai Trung tam Diéu khién.

Cong mdt chiéu tai Trung tim Diéu khién (chia sé dir liéu mot cach an toan sang
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mang IT).

Giai phap xac thuc da 16p (MFA) dé ting cudng bao mat tai khoan ngudi sir
dung.

Giai phap SIEM (quan ly Logger) thu thap, luu trt, phan tich nhat ky he thong,
mang dé dua ra canh bao vé mdi de doa an ninh mang; ddng thoi chia sé dir liéu
v6i hé théng SOC cia EVNHANOI va EVN.

Hé théng phan mém bao vé diém cudi (EPS) giup chdng ma doc tai cac may chu,
may tram.

Giai phap quan 1y dic quyén (PIM/PAM) & quan 1y chit ch ngudi dung, tai
khoan c6 quyén cao trong hé théng.

H¢ théng sao luu va phuc hoi dir liéu tu dong (Backup and restore).

Xay dung cac quy trinh, quy dinh, tai liéu huéng din quan 1y van hanh, kiém tra,
b4o tri,... cac kich ban trng ciru mét an ninh théng tin.

Xay dyng kich ban tng pho v6i mot s6 su cd c6 thé xay ra va viée u Ung dung cac
giai phap cong ngh¢ dugc trang bi trong du an dé ngan chan, giam thiéu rui ro.
Dao tao va chuyen giao cong ngh¢ vé h¢ théng ATTT duoc trang bi nham nang
cao nhan thuc vé ATTT ¢ 3 cap do (nhan thtrc, hiéu biét va thuc thi).



THUYET MINH THIET KE

1.1 Can ctr phap ly

Can ctr theo Nghi dinh 85/2016/ND-CP, ngay 01/07/2016 Vé dam bao an toan
hé thdng thong tin theo cip do;

Chi thi s6 09/CT-TTg vé tudn thu quy dinh phéap lut va tang cuong bao dam an
toan hé thong thong tin theo cap do

Can ctr theo Thong tu s6 12/2022/TT-BTTTT, ngay 12/08/2022 vé quy dinh chi
tiét va huong dan mot sé diéu ctia Nghi dinh s6 85/2016/ND-CP ctia Chinh phu
vé dam bao an toan Hé thé)ng thong tin theo cép dd. Cu thé Phu luc III Yéu cau
co ban dam bao an toan hé théng thong tin dbi véi Hé théng thong tin cip do 3;
Quyét dinh s6 168/QD-EVN ngay 23/02/2023 cua Tap doan Pién luc Viét Nam
vé viéc phé duyét Pé an "Pam bao an toan thong tin cho hé théng thong tin cia
Tap doan DBién luc quéc gia Vi¢t Nam giai doan 2023 — 2028"

Can ctr quyét dinh 6679/QD-EVNHANOI ngay 29/12/2017 vé viéc thanh lap
Trung tim Diéu khién thudc Trung tam Diéu d6 Hé théng TP Ha Noi;

Can ctr quyét dinh 4951/QD-EVNHANOI, ngay 02/07/2019 vé viéc chuyén doi
hé thong Piéu khién trung tdm sang két ndi mang WAN-HTD dé sir dung giao
thie IEC 60870-5-104;

Can cir van ban s6 2465/BTL-AT, ngay 14/08/2019 cta Bo Tu 1énh 86 - Bo Quéc
Phong vé viéc thong bao két qua kiém tra an toan thong tin tai EVNHANOI;
Cin ctr quyét dinh 10634/QD-EVNHANOI, ngay 16/12/2019 vé viéc ban hanh
quy trinh An toan an ninh thong tin, sao luu va khoéi phuc dit liéu trong Tong
cOng ty Dién luc TP Ha Noi;

Can ct 2184/Tr-B11, ngay 24/04/2020 vé viéc chil truong thyc hién cong tac
trién khai cac giai phdp an toan, an ninh thong tin d6i v6i hé thong giam sat, diéu
khién va tu dong hoa tai EVNHANOI,

Can ¢t van ban 1785/EVN VT-CNTT, ngay 26/03/2020 vé viéc ting cudng trién
khai cac giai phap dam bao an toan thong tin trong Tap doan Dién lyc Viét Nam;
Can ctr quyét dinh s6 5866/QD-EVNHANOI ngay 20/7/2020 vé viéc ban hanh
dé 4n “Bo sung cac tram bién ap vao Trung tim Diéu khién giai doan 2020 -
20217;

Can ¢ vin ban sd 1856/NVDT-EVNHANOILDC ngay 12/11/2020 vé Nhiém
vu dau tu cho cong trinh “Giai phap An toan, an ninh thong tin cho hé théng giam
sat, diéu khién va tu dong hoa tai EVNHANOI”;

Can ctr vao Quyét dinh s6 6081/QD-EVNHANOI ngay 07/09/2023 vé viéc Phé
duyét bao cao nghién ctru kha thi dau tur xdy dung Cong trinh: Giai phap an toan,
an ninh thong tin cho hé théng giam sat, diéu khién va tu dong hoa tai
EVNHANOI;

Cin cir hop dong s6 43/2023/HD-EVNHANOIPMB ngay 17/11/2023 giita Ban
Quan 1y du an luéi dién Ha Noi va Cong ty Co phan Giai phap Cong nghé cao
Viét Sifo vé viéc thuc hién Goi thau 2: Tu van 1ap hd so thiét ké thi cong — du



toan, 1ap hd so moi thiu Cong trinh: Giai phap an toan, an ninh thong tin cho hé
thong giam sat, diéu khién va tr dong hoa tai EVNHANOI;
e Cin ctr VAo Béo cdo két qua khao sat;
e Can ctr vao Quyét dinh s6 717/QD-EVN ngay 31/05/2025 vé viéc ban hanh Quy
dinh BPam bao An ninh mang va An toan thong tin trong Tap doan Pién luc Viét
Nam:;
e Cin cr van ban s6 4032/EVN-KHCNCDS ngay 23/6/2025 vé viéc bao dam
ANM&ATTT trong qua trinh thuc hién PTXD céc du an.
1.2 Y8u cau thiét ké
1.2.1 Nguyén tdc thiét ké
Céc nodi dung thiét ké cac hang muc trong phan thiét ké thi cong ctia du 4n ngoai
viéc phai tuan thu cac yéu cau vé tinh ning, chtrc nang k¥ thuat nhu di yéu cau trong
thiét ké so bo duoc duyét con phai dam bao tuan thu theo cac ndi dung nhu sau:
e Tuan thu theo cac ti€u chi cép d6 3 theo Nghi dinh 85/2016/ND-CP va Thong tu
12/2022/TT-BTTTT.
Cdp dp 3: Hé thong thong tin phuc vu mot trong nhirng tiéu chi sau:
o Thong tin bi mat nha nudc hoic qubc phong, an ninh qudc gia;
o Thong tin va dich vu cong truc tuyén tr mac do 3 tré xuéng, co xu ly
thong tin cd nhan tir 10.000 nguoi dung tro 1€n;
o Co s ha tang thong tin dung chung ctia cic co quan, to chirc trong pham
vi mQt nganh/tinh.
o H¢ théng thong tin diéu khién, van hanh hoat dong binh thudng cua cac
cong trinh x4y dung cap I/III/IV theo phan cap cta phap luat vé xay dung.
e Tuan thi theo Pé an "Pam bao ATTT cho hé théng thong tin cta Tap doan Pién
luc Quéc gia Viét Nam giai doan 2023 — 2028" ban hanh tai Quyét dinh sb
168/QD-EVN ngay 23/02/2023;
e Phu hop véi két qua khao sat, dic trung cua timg don vi.
e Phu hop véi Nhiém vu thiét ké.
e Dap ting muc ti€u cia Du an.
e Phu hop v6i pham vi cua Dy an.
e Pam bao du diéu kién dé trién khai thi cong dap tmg muc tiéu ké hoach tién do.
e Pam bao két ndi, tich hop va ddng bo giita cac hang muc trong hé thdng tong thé.
e Pap Gmg yéu cau ké thira, téi wu hoa cac nguodn tai nguyén, yéu cau nang cip va
nhu cau mé rong trong twong lai.
e Phai tuan thu cac quy chuén, tiéu chuan duoc ap dung ddi véi cac hang muc cua
du an.
e Phai thé hién duoc cac thong s6 chu yéu ciia hé thong ha ting k¥ thuat va cac
hang muc dau tu cua du an;
e Phai dam bao xac dinh duoc téng du toan.
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1.2.2 Cac chitiéu ky thugt ap dung
1.2.2.1 Tiéu chudn vé cong nghé thong tin

Giao dién két ndi mang - Yéu cau ki thuat TCN 68-172:1998

Chuan két ndi truyén thong hé théng theo mé hinh tham chiéu OSI;

Tiéu chuén mang may tinh cuc bd Ethernet LAN;

Tiéu chuan mang may tinh dién rong IP WAN;

Tiéu chuan giao dién truyén théng mang may tinh TCP/IP;

Tiéu chuan cong nghé mang luu trit trong may tinh SAN, NAS;

Tiéu chuan hé diéu hanh may tinh da nhiém/ Multi-task, da ngudi dung/ multi-
user,

1.2.2.2 Tiéu chudn vé an toan thang tin

An toan giao van SSL v3.0;

An toan truyén tép tin (HTTPS): sir dung cho viéc thiét 1ap SSL Certificate.

An toan giai thuat ma héa (RSA, SHA-2): sir dung giai thudt ma hoa cong khai
dé thiét 1ap céc giao dich an toan;

An toan trao d6i ban tin XML (XML Signature Syntax and Processing): sir dung
cho viéc dong bo dir lidu;

Tiéu chuan Oauth 2.0 (OAuth2 1a mét chuan mo dé uy quyén/phan quyen
(authorization), OAuth2 ciing 13 nén tang ctia OpenID Connect, nd cung cap
OpenID (x4c thyc - authentication) & phia trén cia OAuth2 (iy quyén -
authorization) dé c6 mot giai phap bao mat hoan chinh hon;

Tiéu chuan TCVN 11930:2017 vé “Céong nghé thong tin — Céc k¥ thuat an toan
— Yéu cau co ban vé an toan hé théng thong tin theo cap do”;

TCVN ISO/IEC 27001:2009 Céng nghé thong tin - Hé théng quan 1y an toan
thong tin — Cac yéu cau;

TCVN ISO/IEC 27002:2011 Cong nghé thong tin-Cac k¥ thuat an toan- Quy tic
thuc hanh Quan ly an toan thong tin;

TCVN 8709-1:2011 ISO/IEC 15408-1:2009 Cong nghé thong tin- Cac k¥ thuat
an toan- Cac tiéu chi danh gia an toan CNTT- Phan 1: Giéi thiéu va mé hinh tong
quat;

TCVN 8709-2:2011 ISO/IEC 15408-2:2008 Cong nghé thong tin- Cac k¥ thuét
an toan- Cac tiéu chi danh gia an toan CNTT- Phan 2: Cac thanh phan chirc ning
an toan;

TCVN 8709-3:2011 ISO/IEC 15408-3:2008 Cong nghé thong tin- Cac k¥ thuét
an toan- Cac tiéu chi danh gia an toan CNTT- Phan 3: Cac thanh phan dam bao
an toan;

TCVN 10295:2014 ISO/IEC 27005:2011 Cong nghé thong tin-Céc ky thuat an
toan-Quan ly rui ro an toan thong tin;

TCVN 10541:2014 ISO/IEC 27003:2010 Cong ngh¢ thong tin - Cac k¥ thuat an
toan - Hudéng dan trién khai hé thong quan 1y an toan thong tin;


http://mic.gov.vn/VBQPPL/vn/documentdetail/9680/index.mic

e TCVN 10543:2014 ISO/IEC 27010:2012 Cong nghé thong tin - Cac k¥ thut an
todn - Quan 1y an toan trao d6i théng tin lién t6 chuc, lién nganh;
e TCVN 11239:2015 Cong nghé thong tin - Cac k¥ thuat an toan - Quan 1y su cd
an toan thong tin;
e TCVN 11386:2016 Cong nghé thong tin - Cac ky thuat an toan - Phuong phap
danh gia an toan cong nghé thong tin;
1.3 Thiét ké téng quan
Quyét dinh s6 168/QD-EVN ngay 23/02/2023 cua Tap doan Pién lyc Viét Nam
vé viéc phé duyét P& an "Pam bao an toan thong tin cho hé thdng thong tin ciia Tap
doan Dién luc quéc gia Viét Nam giai doan 2023 — 2028", tai muc I11.4.2.d co dé cap
dén phuong phép thiét ké ATTT cho trung tim diéu khién xa cum nha may truc thudc
TCTDL/CTDPL nhu sau:

CNTT
B I — R

| |

| | SCADA TBA

| . Trung || Huén 1

: Lép 4 Replica gian luyén Gateway : WAN

| |

: : TCT DL mién
| (Kiém soat) _: IEFEL

| |

| |

TKTC-BV 1 Thiét ké ATTT cho TTPK xa cum nha may truc thuoc TCTPL/CTDL

Tham khao: Quyét dinh sé 168/0OD-EVN ngay 23/02/2023 cia Tdp doan Pién luc Viét
Nam, muc I11.4.2.d. Trung tam diéu khién xa cum nha mdy triec thuéc TCTDL/CTPL,
trang 94, Hinh 21. Phirong phdp thiét ke hé thong TTDKX thuoc TCTPL/CTPL

Kién trac thiét ké theo nguyén tic phan tang va phong thi theo chiéu sau (Defense

in Depth) tham khao cac hudng dan IEC 62443, DHS ICS-CERT nhu hinh trén.
O trén 1a mo hinh kién trac dam bao an toan, an ninh théng tin cho hé théng mini
SCADA cua Tong cong ty Pién lyc TP Ha Noi va TP HO Chi Minh.
Céc phan ving mang trong hé théng mini SCADA bao gom:
e Lop3:
o Khdéi diéu khién trung tdim bao gdm cic may chu
(HMI/Application/HIS Servers), cac may chu giao dién ngudi dung
(HMI Server), may chu ung dung (Application Server), may chu luu
trlr dir liéu qua khtr (Historian Server).
e Lop4:



o Khéi hudn luyén: Bao gdm cac may tinh phuc vu mé phong dao tao
diéu do vién thuc hanh diéu khién (DTS — Dispatcher Training
Simulator).

o Khéi trung gian gdm: may k¥ su (EWS — Engineering Workstation)
c4u hinh hé thdng, cac may tinh ctia k¥ su van hanh.

o Vung dém cung cip s6 liéu ra bén ngoai (Replica): Dit liéu dugce dong
b ra may chu tai phan vung dém phuc vu cho viéc truy xuét dit liéu
tir bén ngoai. Khéi thu thap dir liéu SCADA (DAN — Data Acquisition
Node): Vung dém luu trit dit licu SCADA tr cac tram bién ap, nha
may dién gui ve.

o Khdi GW(Gateway): Cong giao tiép vi cac Trung tim Diéu do.

Céc giai phap dinh huéng dam bao an toan, an ninh théng tin cho hé thong mini
SCADA dugc bd tri nhu sau:

|
Mang trung gien / DMZ | R :
Remote Access / | + ’
‘ AV Jump server [P m :
|

(o) | | |Gem =
|

- -
tinh

|
|
|
|
|
|
|
I
|
|
|
I
|
|
|
|
|
| (Lém Control Center CFG MGT : Ludi/Recloser
| 313
I
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

HIS Domain ["1DM ]!

HMI 1 ] OT FW v
3} ’ ‘ ‘ | EWS | ke . SCADA
-~ [ O QE [ WAN PC CacPC
|
! : J i
| .
|
m .
|
|
|
|
|
|
|

[h‘n luyén, Mé phéng (Simulston)
TT Diéu khién xa - Khoi Phan phoi

o

TKTC-BV 2 So do gidi phép thiét ké dinh huéng ATTT cho hé thong mini SCADA ciia TCT
DL TP Ha Noi va TP Ho Chi Minh kem theo Quyét dinh so 168/0P-EVN

Tham khéo: Quyét dinh s6 168/QD-EVN ngdy 23/02/2023 ciia Tdp doan Dién luc Viét
Nam, muc I11.4.2.d. T rung ;dm diéu khién xa cum nha may truc thuoc TCTPL/CTPL,
trang 95, Hinh 22. Thiet ké hé thong TTDKX thuéc TCTPL/CTPL



Trong d6 céc giai phap chi tiét nhu sau:

Mirc do da
. Mire d d4p tng fre de cap
Yeéu 0P 168/0D- ung QP
ciu | Viung mang Giai phap k§y thuit yéu ciu e Giai phap tai EVNHANOI 168/QDP-EVN
EVN trudc khi .. .z
chung .z ) i sau Kkhi trién
trién khai du an . i
’ khai du an
Kiém soét an
inh vatly | Trién khai cdc bién ph inh : ,
o V? yA fler} 5}1 ca,c .1Ae_:n PEEP fl i 1’1}1’1 ., Tan dung thiét bi kiém soat an ninh .,
OT.01 | chotoan by | vat ly quan ly viéc truy cap hé Dap ting N Dép tng
o B vat 1y da co
hé thong thong DCS
DCS
Trién khai b6 sung mét cip tuong
Tuong ltra cong nghi¢p/Béo mat ., lira bao mat hai chiéu OT FW dit tai .,
OT.10 . i i Chua d ¥ . s b
hai chiéu ta ¢ap ung TTBK. Cap tuong Itra hién tai s€ ban ap ung
giao lai cho X6 sur dung.
- Str dung OT FW dang NGFW c6
. . : in tinh ndng IDS - phat hién ta
Lopy. | Gifiphip gmsitan ninh At | oy | cong vim nhip lop mang.
oT.05| P~ hién tin cong xAm nhap, hanh vi pung g; . p Up ' g . Dap tng
Control £ . Nk - Trién khai méi giai phap Antivirus
bat thuong trong hé thong o < .
Center c6 tinh nang IDS & murc server (host-
based IDS)
B Dr J ,\t T.,’( kh 7. o h, At .
OT.02 Phong, chong ma doc/virus P u;ng e r1‘en a: ol {;1a1Ap ap AftviTus bép tng
phan phong chong ma ddc
: .. : - Giam sat viéc thay d6i cau hinh c4
Gidm sat thay doi/dong bang cau Chua dép ung ] fam S a V,l ee thay OIA Cal.l i cac .,
OT.03 may chi, may tram, thiét bi mang bép ting

hinh

thong qua trién khai méi giai phap
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Yéu
Ci}ill
chung

Vung mang

Giai phap k§ thuit yéu cau

Mirc d§ dap ung
QDb 168/QD-
EVN trudc khi
trién khai du an

Giai phap tai EVNHANOI

Murc d¢ dap
ung QD
168/Qb-EVN
sau khi trién
khai du an

OT.09

OT.04

SIEM va viét cac tap luat phat hi¢n.
Bét cr hanh dong thay doi cau hinh
hé théng déu duoc canh bao cho
nguoi quan tri.

- Trién khai méi giai phap PAM
giam sat phién lam viéc cua tai
khoan quan tri, cAu hinh tu dong ngit
phién 1am viéc néu ngudi quan tri c¢6
sit dung cac cau 1énh bat thuong nhu
thay d6i cau hinh quan trong ctia hé
théng.

- Trién khai méi giai phap Backup
cho phép sao luu cu hinh cho cac
may chd, may tram, dam bao khoi
phuc nguyén trang khi c6 nhu cau.

Xac thuc manh

Chua dép ung

Trién khai méi giai phap xac thuc da
yéu t6 MFA

Dép tng

Quan ly dinh danh

Dap ung

Tan dung giai phap Active Directory
da trién khai

Dap tng

OT.10

Lop 4.1:
SCADA/GW

Tuong lIra cong nghiép/Bao mat
hai chiéu

Chua dap tmg

Trién khai b6 sung mét cip tuong
1ra bao mat hai chiéu OT FW dit

Dap tng
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Mirc d§ dap ung

Murc d¢ dap

veu QD 168/QD tmg QD
ciu | Ving mang Giai phap ky thuit yéu ciu EVN truée khi Giai phap tai EVNHANOI 168/Qb-EVN
chung .z . i sau Khi trién
trién khai du an . .
: khai du an
gitra 1o6p SCADA/GW va 16p bién
két ndi dén cac don vi thanh vién.
Cap tuong Itra hién tai s€ ban giao lai
cho don vi QLVH str dung.
- Str dung OT FW dang NGFW c6
. : : in tinh nang IDS - phét hién ta
Giai phép gidm sat an ninh, phat (S:erll liérrriarrfﬁ 15 ia?l ientan
OT.05 hién tAn cong xam nhap, hanhvi | Chua dap tmg g xamniap op Mang. - Pép tmg
p . . g - Trién khai méi giai phap Antivirus
bat thuong trong h¢ thong o < S
c6 tinh nang IDS & muc server (host-
based IDS)
. Pap u Ot Trién khai méi giai phap Antivirus
OT.02 Phong, chong ma doc/virus P u;ng e r1‘en a: ol %la{ phap bép tng
phan phong chong ma ddc
Lén 4.2- Trién khai b6 sung mét cip tuong
OT 10 Moejll;g.T.rung Tu’(mg ‘Alira cong nghiép/Bao mat Chua dép g hﬁ:a} bao mat hai ctiiéu (?Ez}t tgi l?TDI? Dip ing
gian hai chiéu (Str dung chung cap thiét bi nay véi

16p Control Center)
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Mirc d§ dap ung

Murc d¢ dap

veu QD 168/QD tmg QD
ciu | Ving mang Giai phap ky thuit yéu ciu EVN truée khi Giai phap tai EVNHANOI 168/Qb-EVN
chung .z . i sau Khi trién
trién khai du an . .
: khai du an
- Trién khai méi1 OT FW dang
NGFW c6 sén tinh ning IDS - phét
Giai phép gidm st an ninh, phat e S S mai
OT.05 hién tan cong xAm nhap, hanh vi Chua dép tng " ) g e . P , P ) g Dép tng
B . R - Trién khai moi giai phap Antivirus
bat thuong trong hé thong . B .
c6 tinh nang IDS & murc server (host-
based IDS)
) T.X kh e o h, At .
OT.02 Phong, chong ma ddc/virus Chua dép ung rl‘en a; ot %laip ap ARHVITUS Dép tng
phong chong ma doc.
Trién khai giai phap Antivirus quét
ma ddc trén file trude khi copy vao
. , hé thong.
OT.13 0 3t h h ap U Y L Pap u
Cong quét an nin Chua ddp tmg Cau hinh phan mém Antivirus ngan ap ung
chin két ndi thiét bi ngoai vi nhu
USB tréai phép.
Giai phép gidm sat nguodi dung dac ., 2 e a1 o
OT.12 quyén Chua dép tng | Trién khai méi giai phap PAM Dap tng
2 : . TS bap ung trong
. Trién kh trinh ly thiet b .
oT.11 Quén Iy tai san hé théng OT Chua dap tng | . et quy PR qUan By HHEEDL 04 trinh tridn

tai san trong hé thong

khai va ap dung

13




Mirc d§ dap ung

Murc d¢ dap

veu QD 168/QD tmg QD
ciu | Ving mang Giai phap ky thuit yéu ciu EVN truée khi Giai phap tai EVNHANOI 168/Qb-EVN
chung .z . i sau Khi trién
trién khai du an . .
: khai du an
quy trinh quan
1y tai san.
0T.08 T,hu t}l@p ,Vél su kién an ninh quan Chua dap (g T,rién k.l}ai giéi.phép thu thap va quan Pap (g
1y nhat ky 1y su kién an ninh SIEM
Trién khai bo sung mét cip tuong
OT.10 Tuong ‘Ah"ra cong nghi¢p/Bao mat Chua dép tmg h"J.:eNl béf) mat hgi chiféu, OT. IfW ?ét N Dip (g
’ hai chiéu gitra 16p Replica va 16p bién két noi
Lap 4‘3 : dén mang IT
Replica . . , " Trién khai cong an ninh mét chiéu
(mang cap so | Cong an ninh mét chiéu (1) Chua dap ung USG/ Datadiode (1) i bap ung
OT.14 | liéu ra bén — - - % - "
ngodi) Céng an ninh mét chidu (2) Dap ting mot Tan dung thiét bi cong an ninh mot Dan {m
u 3 s ) <
: & ' phin chidu USG/Datadiode c6 sin (2) png
’ , T.x Kkhai iai phap Antivi he
OT.02 Phong, chong ma doc/virus bap ung rlA’en a~11 gAl 1 pHiap AntVIILS pions bap ung
chong ma doc.
Lop 4.4: Trién khai bo sung mét cip tudng
Viung Huin Tuomne Lita cone nehidn/ Bio mat ltra bao mat hai chiéu dat tai TTPK
OT.10 | luyén, Mo hai chgi . & NERieP i bép ung (Str dung chung cip thiét bi nay véi bap ung
phong 16p Control Center va 16p mang
(Simulation) trung gian)
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Mirc d§ da
A Murc do dap ung 1’1’c v aap
Yeu QD 168/QD tmg QD
ciu | Ving mang Giai phap ky thuit yéu ciu EVN truée khi Giai phap tai EVNHANOI 168/Qb-EVN
chung .z . i sau Khi trién
trién khai du an . .
: khai du an
, . D /4 4 /\t T . /'( klrl . e 9 e h r A t- . h by
OT.02 Phong, chong ma doc/virus °p u11g o r1£en a~11 gAl 21 piap Antvirus phong bap ung
phan chong ma doc.

Tu van d& xuit thém (1) — dua trén quy mé hién trang cta
EVNHANOI vé viéc quan tri Firewall va cac chinh sach
bao mat trén Firewall

Pé toi uu trong viéc quan tri chinh
sach, luat trén Firewall dong thoi
tang tinh an toan, tranh vi¢c chinh
sira cau hinh Firewall trai phép thi
chung t6i dé xuét giai phap quan ly
tuong Iura tap trung

Tu van d& xuit thém (2) — dua trén quy mé hién trang cta
EVNHANOI vé viéc sao luu, khoi phuc cau hinh, dit liéu
céc hé thong

Trang bi giai phap sao luu dit liéu
cho toan bd dir liéu quan trong trong
d6 bao gdm thong tin cau hinh cia
cac may chu, may tram. Pam bao
kha nang khéi phuc cau hinh khi co
su ¢d

Tu van dé xuat thém (3) - dua trén nhu cau phan ctng
trién khai cac giai phap bao mat

Trang bi ha tang phan ctmg va luu
trir ddm bao tai nguyén cho cac giai
phap bao mat & trén.
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M3 hinh thiét ké tong quan cho hé thong OT tai EVNHANOI nhu sau:

i‘ oe®e
IT SYSTEM
FWoTIT

Lép mang cung cép s liéu ra bén ngoai/Replica

Lép Control Center
(Production Zone)

30 POWER
COMPANY

(3 Workstations)

X6 CLIENTS

64 TBA 110/220KV

g=

Fronten
Server ¢

TKTC-BV 3 M6 hinh thiét ké tong quan cho hé thong OT tai EVNHANOI

Tai TTPK:

- 02 thiét bi twong ltra (OT Firewall) trung thm moéi s& dong vai tro 13 trung tim
kiém soat két ndi va thiét 18p chinh sach gitra cac phan vung ndi b trai TTPK. 02 thiét
bi twong ltra ndy s& dugc chay véi ché do High Availability Active/Passive dé dam bao
kha nang dy phong. Cap thiét bi tudng lira méi niy s& dam nhan nhiém vy kiém soat va
mg dung cac tinh ning bao mat nang cao dé bao vé truy cap thong qua WAN giita
TTPK va cac TBA 110/220KV, 12 Cong ty Pién luc, hé théng s6 hoa, ngudi dung tai
cac don vi.

- 01 thiét bi cong mdt chiéu (USG/ Datadiode) s& dugc trién khai thay thé thiét
bi cii dé nhim kiém soat truy cip gitta mang IT (hé théng OMS, hé thong GIS...) va
mang OT/SCADA.

- Ha tang may chil m&i bao gdm 04 may chit HCI va 02 thiét bi chuyén mach méi
s& duoc trién khai dé phuc vu cai dat va d4u ndi cho céc may chu 4o hoa cua cac giai
phap SIEM, PIM/PAM, Firewall Management, 2FA, EPS...

- Ngoai ra, cac phan mém va ban quyén nhu Backup s& duoc trién khai giup dam
bdo an toan giap co thé khoi phuc khi c6 su cd mat mat hodc ma hoéa dit liéu.

- Gidi phap quan ly thong tin va su kién an ninh mang (SIEM) cho phép thu thép,
luu trir, xur 1y nhat ky hoat dong (log) phat sinh trén cdc may chd, may tram, co s¢ dir
liéu, thiét bi mang..., tai Trung tm Diéu khién cling nhu céc tram bién ap khong nguoi
truc, cong ty dién lyc; tir d6 phat hién cac sy kién, hanh vi bat thuong dua trén nhirng
luat twong quan, dbi sanh (correnlation rule), dua ra canh bao dé gitp don vi phat hién,
khic phuc sém su ¢, giam thiéu rii ro, va/hodc diéu tra sy ¢b da xdy ra.
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- Giai phap xac thuc 02 nhén t 2FA s& gitp dam bao an toan cho ngudi dung,
ngudi quan tri van hanh co thé duoc xac thuc manh trude khi dang nhap vao hé théng.

- Giai phap bao vé cho thiét bi dau cudi EPS c6 cac tinh nang phan tich hanh vi
dua ra cac bién phap ngan chin cac cudc tan cong ldy nhiém ma doc.

- Giai phap Quan 1y tai khoan dic quyén PIM/PAM giup quan 1y, giam sat dong
nhat va luu gitt mot cach an toan cho cac tai khoan quén tri ¢6 quyén cao nhét trong hé
thng. Phan tach va quan Iy theo vai tro ctia cic can bo quan tri hé thong.

- Tai cac Tram bién ap 110/220KV sé trién khai tai mdi tram mot thiét bi tuong
lira dé bao vé ludng dir lidu vao ra. Cac thiét bi ndy s& dugc quan tri tap trung tai may
cht quén tri duge dit tai TTPK thong qua két nbi WAN-HTD.

Dé hd tro van hanh hiéu qua cac giai phap néu trén, tai trung tim can trién khai
mot sb giai phap sau:

- Giai phép quan ly tuong lra (Firewall management) cho phép quan ly tap trung
cAu hinh/firmware/hoat dong cua toan b tudng Itra tai trung tdm cling nhu cac tram bién
ap, va/hodc cho phép quan 1y, t6i uu, trién khai tap ludt (rule), chinh sach (policy) cta
cac tuong lira d6 mot cach nhat quan, nhanh chong, hiéu qua.

Ngoai ra, trong tuwong lai néu xay dung thém mot Trung tim Piéu khién méi dé
hoat dong lién tuc va du phong cho Trung tdm Piéu khién hién tai, m6 hinh s& duoc
thiét ké nhu sau:
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TBA E1.40, E1.52

8 2

N

TBA 110KV

8 o

LAN

et
™~

08 DOI QLVH

8§ o

LAN

30 Cong ty Pién lwc va Lwoi dién cao thé

Ellg
?
& o

TTDK Hé théng dién TP HN (01)

o liéu

TTDK Hé théng dién TP HN (02)

TKTC-BV 4 Thiét ké Trung tam Piéu khién méi

- Cac méy chti a0 hoa cua cac giai phap dam bao ATTT s& dugc trién khai cai dat

thém tai TTBK méi, hoat dong theo co ché dam béo tinh sin sang Active/Standby vdi
may chu dang hoat dong tai TTDK hién co.

- bé dam bao tinh du phong va tinh lién tuc thi viéc déng bo dir li€u gitra céac
may chu cta cac giai phap 13 vo cing quan trong. Vay can mot kénh truyén két ndi truc
tiép gitta 02 TTDK dé ddng bo dit liéu va tin hiéu trang thai trong thoi gian thuc. Khi
TTDK chinh dang hoat dong gip mot su c¢b chua thé khic phuc duoc ngay thi TTBK
dur phong s& chuyén trang thai Active thay thé dam bao hé thdng hoat dong va duogc bao

v¢ lién tuc.

- TTPK du phong ciing s& c6 day du cac két ndi xuéng cac TBA, Cong ty dién
I, Cong ty ludi dién cao thé twong ty nhu TTPK chinh dé dam bao tinh lién tuc trong
két ndi va ap dung cac chinh sach, thu thap thong tin vé ATTT.
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Tram bién 4p khong ngudi trwe va 08 t6 TTLD:

- 01 tudng lira (OT Firewall) c6 chirc ning IPS/IDS dé kiém soat ludng théng tin
vao/ra tram, giam thiéu truy cap khong dugc phép, mi doc lan truyén tir mang WAN
vao bén trong tram.

- Giai phap bao v¢ diém cudi dé bao vé cac may tinh trudc mbi de doa vé ma doc
lay lan vao may.

- Giai phap xéc thuc da yéu td MFA ting cuong quan 1y va bao vé tai khoan ding
nhép vao may tinh dé lam viéc.

- Giai phap PIM/PAM bd sung 16p bao vé cho cac tai khoan dic quyén.

- Giai phap quan 1y thong tin va sy kién an ninh mang (SIEM) cho phép thu thap,
luu trir, xur 1y nhat ky hoat dong (log) phat sinh trén cac may chd, may tram, co s¢ dir
liéu, thiét bi mang tai cac tram bién ap. Ngoaira dé giam sat viéc thay ddi cAu hinh trén
cac may chi, may tram thi trén cac thiét bi ndy s& dugc cai dit agent dé thu thap log va
day vé giai phap thu thap va quan 1y nhat ky su kién an ninh tap trung

- Tai 08 ddi quan 1y van hanh s& duogc trién khai thém tai mdi doi 01 thiét bi
chuyén mach dé phuc vu dau nbi.

Cong ty lw6i dién cao thé va Khoi Cong ty dién luc:

- Giai phap bao vé diém cudi dé bao vé cac may tinh truéc mdi de doa vé ma doc
lay lan vao may.

- Giai phap xéc thuc da yéu té MFA ting cuong quan 1y va bao vé tai khoan dang
nhap vao may tinh dé lam viéc.

Tong hop khoi lwong thiét bi va phan mém:

A Don vi SO -
STT TEN HANG MUC tih | LUONG LUU Y
| | Firewall tai TTDK
Firewall tai TTDK (Firewall | Thiét 02 - Gilr nguyén sfr)’ lugng,
OT Core tai TTDK) bi cau hinh so Thiét ké co s&
Il | Firewall tai cic TBA
) _ Thiét - Gilt nguyén so luong,
Firewall OT logi 2 bi % | t4u hinh so Thibt ké co s6
n Giai phap quan ly twong Goi 01 - Qiﬁ: nguyén sfr)’ 111qng,
Iira tip trung cau hinh so Thiét ké co s&
v Giai phap cong mét chiéu Thiét 01 - ’Gifr nguyén Sé, luqng,
(USG/ Datadiode) bi cau hinh so Thiét ké co s&
V | Ban quyén gidi phap EPS | O | 7o | Thaydoitheo soluong
quyén thuc t€ thiét bi
Vi Ban quyén giai phap Goi o1 - Qifr nguyén Sé, lu’o"ﬂg,
PIM/PAM cau hinh so Thiét ké co s&
VIl | Bin quyén gidi phip 2FA | 0 op | Sitrnguyénso luong,

cau hinh so Thiét ké co s&
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A Pon vi SO -
TT TEN HANG M o LUUY
S NHANG MyC tinh | LUONG I
VIII Ban quyén giai phap Goi 01 - Giir nguyén s lugng,
SIEM cdu hinh so Thiét ké co s¢
IX Ban quyén giai phap Goi 01 - Giir nguyén s6 luong,
backup cau hinh so Thiét ké co s&
, . - Gitt nguyén s6 luong,
X | My chi HCI c4u hinh so Thiét ké co s
g Thiét - Gitt nguyén s6 luong,
A | Thietbi H . 4 . o
i¢t b Hyper Converge bi 0 cau hinh so Thiét k€ co s¢&
Ban - Giit nguyén s6 luong,
quyén tuy nhién yéu cau phan
Ban quyén phan mém ddi mém so v&i Thiét ké co so
B | voi mdi thiét bi Hyper 04 dé phu hop véi cac giai
Converge phap HCI trén thi truong
tai thoi diém lam Thiét ké
CO SO
I Thiét - Gitt nguyén s6 luong,
C | Thiét bi Switch back-end bi 02 cAu hinh so Thiét ké co s6
- Gitt nguyén so luon ,
Xl | May tram 04 suy e

cau hinh so Thiét ké co s&

1.4 Thiét ké ky thuat chi tiét
1.4.1 M6 hinh thiét ké lugn Iy tgi TTPK

Duéi ddy 1a mé hinh thiét ké luan 1y cho toan bd hé thong:
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TKTC-BV 5 M6 hinh thiét ké ludn 1y cho toan bé hé thong

M0 ta va dién giai mo hinh thiét ké:
Can ctr vao cac giai phap va thiét bi dugc dé xuat, ap dung vao hién trang hé théng Giam
sat va diéu khién tu dong hoéa cua EVNHN cu thé nhu sau:

02 thiét bi Firewall OT méi s& duoc bd sung dong vai tro 1a trung tam kiém soat
két ndi va thiét 1ap chinh sach giita cac phan ving ndi bo trai TTPK. 02 thiét bi
tuong ltra nay s& dugc chay voi ché do High Availability Active/Passive dé dam
bao kha ning du phong. Cip thiét bi tudng lira méi ndy s& ddm nhan nhiém vu
kiém soat va ing dung cac tinh ning bao mat ning cao dé bao vé truy cap thong
qua WAN gitta TTPK va cac TBA 110/220KV, 12 Coéng ty Dién luc, hé théng
s6 hoa, nguoi dung tai cac don vi...

01 thiét bi cong an ninh mot chiéu (USG/Datadiode) s& dugc trién khai méi dé
thay thé cho thiét bi USG/Datadiode cii nham kiém soat truy cap giita mang IT
(hé théng OMS, hé théng GIS...) va mang OT/SCADA.

Ha tang may chii mé&i bao gdm 04 may cha HCI va 02 thiét bi chuyén mach méi
s& duoc trién khai dé phuc vu cai dat va d4u ndi cho céc may chu 4o hoa cua céac
giai phap SIEM, PIM/PAM, Firewall Management, 2FA, EPS...

Ngoai ra, cic phan mém va ban quyén nhu Backup s& dugc trién khai gitip dam
bdo an toan giap co thé khoi phuc khi c6 su c6 mat mat hodc ma hoéa dit liéu.
Giai phap quan ly va thu thép cac su kién, nhat ky tip trung nhu SIEM s€ giup
trong quan dua ra cac canh bao sém vé cac nguy co mat an toan thong tin trong
hé théng.
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Giai phap xac thuc 02 nhan t6 2FA s& gitip dam bao an toan cho ngudi dung,
ngudi quan tri van hanh co thé duoc xac thuc manh trude khi dang nhap vao hé
thong.

Giai phap bao vé cho thiét bi dau cudi EPS c6 cac tinh ning phan tich hanh vi
dua ra cac bién phap ngin chin cac cudc tdn cong lay nhiém ma doc.

Giai phap Quan 1y tai khoan dic quyén PIM/PAM gitp quéan 1y, giam sat dong
nhit va luu gitt mot cach an toan cho cac tai khoan quan tri c6 quyén cao nhat
trong hé thong. Phan tach va quan 1y theo vai tro ctia cic can bd quén tri hé thong.
Tai cac Tram bién ap 110/220KV s¢ trién khai tai mdi tram mét thiét bi Firewall
dé bao vé luéng dit liéu vao ra. Cac thiét bi nay s€ dugc quan tri tp trung tai may
chu quan tr1 Firewall dugc dat tai TTDK thong qua két n6i WAN-HTD.
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1.4.2 M6 hinh thiét ké vat ly tai TTPK
Duéi day 1a mé hinh thiét ké vat Iy:

—— ]

SW-HCI-02 @

FW-TT-01 ' 3

FW-TT-02 '

= s
CORE-SW-01
28

- -
CORE-SW-02 N3
7S

SW-EX3400 % 8L

FW-E:I;e-OIi s

5
FW-Edge-02 '

HCI-01 HCI-02 HCI-03 HCI-04 Server 5
2 2 1 2 :l 2 2
31 a
1 3 4a 5
5| 16
- 2
3 5
5 5 sw-0a Diode01
I I —
3
- a
4 1 e 2 2
s Diode02 4
sw-os el : —
3 a 7 8 e 10 FW-lT-oz'
sy L z
2 2 2 2 2 GIS OMS, SA.DVI
3 3 i 3 i
2
1 2 3 a
g 27 i a?
iccp Thin client 110KV Lurdsi TT

TKTC-BV 6 M6 hinh thiét ké vit 1y tai TTDK
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Bang thong tin d4u ndi:

STT Piém dau ’ i ' Piém cudi ’ i
R-U Thiét bi Cong Cap Toc d9 R-U Thiét bi Cong Mode
1 | R8U32 FWCOREO01 |HAl Pong 1Gbps R8U33 FW CORE 02 | HAl Auto
2 | R8U32 FWCOREO01 | HA2 DPong 1Gbps R8U33 FW CORE 02 | HA2 Auto
3 |R8U32 FW COREO01 |Ethl Pong 1Gbps R7U30 SW02 Eth10 Auto
4 | R8U33 FW COREO01 | Eth2 Pong 1Gbps R7U27 SW03 Eth10 Auto
5 |R8U33 FW COREO01 | Eth3 Pong 1Gbps R7U30 Core SW A Eth3 Auto
6 |R8U32 FW CORE 01 |Eth4 Pong 1Gbps R7U30 Core SWB Eth3 Auto
7 | R8U33 FW CORE 02 | Ethl Pong 1Gbps R7U30 SW02 Ethll Auto
8 |R8U32 FW CORE 02 | Eth2 Pong 1Gbps R7U27 SW03 Eth1l Auto
9 |R8U32 FW CORE 02 | Eth3 Pong 1Gbps R7U30 Core SW A Eth4 Auto
10 | R8U32 FW CORE 02 | Eth4 Pong 1Gbps R7U30 Core SW B Eth4 Auto
11 | R7U19-20 | HCI Server 01 | Ethl Pong 1Gbps R7U27 SWHCI 01 Ethl Auto
12 | R7U19-20 | HCI Server 01 | Eth2 Pong 1Gbps R7U27 SWHCI 01 Eth2 Auto
13 | R7U19-20 | HCI Server 01 | Eth3 Pong 1Gbps R7U30 SW HCI 02 Ethl Auto
14 | R7U19-20 | HCI Server 01 | Eth4 Pong 1Gbps R7U30 SW HCI 02 Eth2 Auto
15 | R7U31-32 | HCI Server 02 | Ethl Pong 1Gbps R7U27 SWHCI 01 Eth3 Auto
16 | R7U31-32 | HCI Server 02 | Eth2 Pong 1Gbps R7U27 SWHCI 01 Eth4 Auto
17 | R7U31-32 | HCI Server 02 | Eth3 Pong 1Gbps R7U30 SW HCI 02 Eth3 Auto
18 | R7U31-32 | HCI Server 02 | Eth4 Pong 1Gbps R7U30 SW HCI 02 Eth4 Auto
19 | R7U33-34 | HCI Server 03 | Ethl Pong 1Gbps R7U27 SWHCI 01 Eth5 Auto
20 | R7U33-34 | HCI Server 03 | Eth2 DPong 1Gbps R7U27 SWHCI 01 Eth6 Auto
21 | R7U33-34 | HCI Server 03 | Eth3 Pong 1Gbps R7U30 SW HCI 02 Eth5 Auto
22 | R7U33-34 | HCI Server 03 | Eth4 Pong 1Gbps R7U30 SW HCI 02 Eth6 Auto
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STT Piém dau Piém cudi
R-U Thiét bi Cong Cép Téc dd R-U Thiét bi Cong Mode
23 | R7U35-36 | HCI Server 04 | Ethl Pong 1Gbps R7U27 SWHCI 01 Eth7 Auto
24 | R7U35-36 | HCI Server 04 | Eth2 DPong 1Gbps R7U27 SWHCI 01 Eth8 Auto
25 | R7U35-36 | HCI Server 04 | Eth3 Pong 1Gbps R7U30 SW HCI 02 Eth7 Auto
26 | R7U35-36 | HCI Server 04 | Eth4 Pong 1Gbps R7U30 SW HCI 02 Eth8 Auto
27 | R7TU27 SW HCI 01 Eth23 Pong 1Gbps R7U27 SW HCI 01 Eth23 Auto
28 | R7U30 SW HCI 02 Eth24 Pong 1Gbps R7U30 SW HCI 02 Eth24 Auto
29 | R7U27 SW HCI 01 Eth22 Pong 1Gbps SW02 Eth22 Auto
30 | R7U30 SW HCI 02 Eth22 Pong 1Gbps SW03 Eth22 Auto
31 | R8U27 Backup Server | Ethl Pong 1Gbps R7U27 SWHCI 01 Eth7 Auto
32 | R8U27 Backup Server | Eth2 Pong 1Gbps R7U30 SW HCI 02 Eth7 Auto
33 | R8U230-31 | Backup Storage | Ethl Pong 1Gbps R7U27 SW HCI 01 Eth5 Auto
34 | R8U230-31 | Backup Storage | Eth2 Pong 1Gbps R7U30 SWHCI 01 Eth6 Auto
35 | R8U230-31 | Backup Storage | Eth3 Pong 1Gbps R7U27 SW HCI 02 Eth5 Auto
36 | R8U230-31 | Backup Storage | Eth4 Pong 1Gbps R7U30 SW HCI 02 Eth6 Auto
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1.43 M6 hinh ludng d ligu tai TTDK ‘
Duéi day 1a mo hinh mo ta ludng két noi gifra cac thanh phan cua giai phap dam bao
ATTT cho Trung tim diéu khién:

Lop trung gian/DMZ
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Server Server
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Mo ta:
Chung t6i st dung cac ky hiéu va dudng nét dit voi cac mau khac nhau dé mo ta vé
ludng két nbi giita cac thanh phan trong hé théng ATTT cho TTPK nhu sau:

e Ky hiéu chit E trong hinh tron mau xanh thé hién cho thanh phan Endpoint
Security Agent dugc cai dat trén cdc may tram va may chu trong TTDK va cac
TBA.

e Ky hiéu chit 2FA nam trong hinh oval mau xanh thé hién cho thanh phan giai
phap Xac thuc 02 yéu t6. Toan bd cac quan tri vién déu phai xac thuc v6i may
chu 2FA thong qua giao thirc RADIUS.

e Ky hiéu chit L nam trong hinh tron mau xanh thé hién cho thanh phan giai phap
Quan 1y thong tin va su kién an ninh tap trung SIEM.

e Puong nét dat mau do thé hién cho két néi tir agent/syslog trén cac may chi
mg dung ctia hé thong TTPK vé may chu SIEM dé quan 1y tap trung thong tin
vé nhat ky va sy kién.

e Puong nét dat mau xanh 1a thé hién két ndi giira cac Endpoint Security Agent
dugc cai dat trén cac may tram va may chu. Cac agent nay s€ dugc quan ly va
cap nhat chinh sach, cac mau ma doc tir may chi Endpoint Security Server.

e DPuong nét dat mau vang thé hién két ndi tir cac may giam sat phai di qua may
chia PIM/PAM, 4p dung céc chinh sach, phan quyén va duoc ghi lai qua trinh
thao tac d6i v6i cac may chi tai TTDK.

e Duodng nét dut mau xanh da troi thé hién viéc xac thuc 02 yéu t gitra quan tri
vién sir dung tai khoan dé truy cap may chu thong qua may chi PIM/PAM.
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e Duodng nét dut mau tim thé hién tong hop cac két ndi cho quén tri tuong lira,
cap nhét va quan 1y endpoint agent, log tir cac may chu/thiét bi tai TBA 1én céac
may chu cta hé thong dam bao ATTT tai TTPK.

Tai Trung tdm diéu khién, s& dugc phan chia thanh cac phan ving chinh theo QD 168
va véi cac VLAN tuong trng dugc mo ta nhu sau:

e Replica: Viing mang dit cac may chi, tng dung cung cap sb liéu ra bén ngoai
hé théng.

e DMZ: Vung mang trung gian dat cac may chu, ing dung, giai phap dam bao
ATTT cho dit liéu vao/ra hé thong TTPK.

e Control Center: Ving mang 16p diéu kién trung tAm dit cic gdm cac may HMI,
may chi diéu khién, HIS, may van hanh, may cau hinh (EWS).

e Simulation: Viing mang phuc vu cidc may chu, ing dung dé huan luyén va mo
phong.

e Gateway: Vung mit dat cac may chu ing dung, dich vu giao tiép v6i mang OT
WAN, nhan/giri s6 liéu t6i cac TBA.

1.4.4 M0 hinh luéng két néi tir TBA vé TTPK
Dudi day 1a mé hinh mé ta ludng két ndi tir cic TBA vé TTPK

Control centers SCADA/EMS/GMS/ADMS SCADA/EMS/GMS/ADMS

Operations & Control | | | | |
QAS zone = = ] ! : — = T = =

Layer3

Front-End Front-End

Production zone Primary Backup
- Control | ‘ | E | E Control
Front-End zone center - . < e Al x| i | == center
-_—.—l_—_- -__|__
Wide Area S
Network e M‘ g e
"
| [oO] oo} CX=Im B
— Local Control e el pouy iy
Layer1 Protection EIEEEE . EIHEI E v HAEE
Layer0 Process Bus = = é é

TKTC-BV 7 M6 hinh mé ta luong két néi tir cdc TBA vé TTPK

Toan bd cac két ndi trao d6i thong tin dya trén cac giao thirc ICCP/TASE.2,
DNP3.. gitta cdc mdy tinh gateway tai TBA, RTU va cac may chu ICCP, Front-End tai
TTDK, s& duogc kiém soat va ap dung cac tinh ning bao mat trén cac thiét bj OT Firewall
trang bi mai tai TBA va cdp OT Firewall dugc trang bi méi tai vung bién cua TTPK.
1.4.5 M0 hinh thiét ké tai cdc Cong ty Pién luc

Tai thoi diém khao sat 1a c6 30 Cong ty Di¢n luc, tuy nhién theo cong van sb
3687/EVN-TCNS ban hanh ngay 10 thang 06 nim 2025 vé viéc trién khai sap xép tinh
gon to chirc, bd may quan 1y, diéu hanh cia EVNHANOI thi s6 lugng Cong ty dién luc
cap nhat 1a 12 cong ty.

Du6i ddy 1a mé hinh thiét ké luan 1y cho cac Céng ty Dién luc:
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WAN-HTD ~ Cac Cong ty Dién luc

Operation
(Client SCADA)

EPS 2FA

RAD SecFlow-2
TKTC-BV 8 M6 hinh thiét ké ludn Iy cho cac Céng ty Pién lyc

Tai cong ty dién lyc cac Quan, Huyén déu c6 may tinh HMI duogc cai dit phén
mém Client SCADA Zenon - dong vai tro client SCADA cho phép giam sat, diéu khién
ludi dién trung thé thong qua Trung tim diéu d6. Hién tai méi Cong ty Dién lyc trang
bi mot may tram client SCADA, chi két ni trao ddi dir liéu voi TTPK va khong chia sé
hay két n6i sang hé thong nao khac. Dit liéu trang thai va cac lénh diéu khién cua ludi
trung thé s& duoc thu thap va xu 1y tai Trung tim diéu do, sau do6 chia sé¢ quyén giam
sat, diéu khién xuéng cac may tram Client SCADA tai cac Pién lyc. Khi mdt Cong ty
Pién luc dugc cap quyén diéu khién, 1énh diéu khién s& dugc giri vé Trung tdm va qua
d6 diéu khién cac thiét bi trén ludi trung thé do Cong ty Pién luc d6 quan 1y van hanh.

Céc may tram HMI nay két ndi truc tiép vao thiét bi mang dé ra mang WAN-HTD.
Nhu vay, voi tat ca cac rui ro dugc tinh dén, may tram nay s€ dugc cai dat phﬁn mém
endpoint protection dugc ap dung chinh sach bao v¢ tir may chu EPS dat tai TTDK.
Ngoai ra, can b quan tri va van hanh khi dang nhap vao may tram nay s phai xac thyuc
qua 02 yéu t6 va may chii dong vai trd xac thuc dinh danh truy cép s& 1a may chu 2FA
dat tai TTBK.
1.4.6 M0 hinh thiét ké tai Cong ty Luwdi dién cao thé (TTGS X6)
Du6i ddy 1a mé hinh thiét ké cho Cong ty Ludi dién cao thé:
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May tinh k¥ sir PMIS

2
Operation Operation
lorkStation 01 WorkStation 03,

CDnglICBEICI? g Data ZFA
Trung tam Giam sat HGC EVNHN (X06)
TKTC-BV 9 M6 hinh thiét ké cho Céng ty Ludi dién cao thé

HIS & Application
Server 172

Cong ty ludi dién 1a don vi truc tiép quan 1y, van hanh cac tram bién ap khong
ngudi tryc. Tai ddy c6 mot Trung tAm giam sat bao gdm cac mdy chu, may tram, co s&
dir 1iéu phuc vy chiric ndng nay.

Hién tai, TTGS tai Cong ty Ludi dién cao thé d3 c6 sén cac thiét bi Tuong Itra mo1
duge dau tu, dong vai tro kiém soat va bao vé cac két ndi trao doi thong tin giita X6,
TTDK va cac TBA khong nguoi tryc.

Vay dé dam bao an toan mot cac toan dién hon nita, cac may chu, may tram, s€
duoc cai dat phﬁn mém endpoint protection vdi cac chinh sach bao mat dugc 4p dung
va quan 1y bé1 may chu EPS dét tai TTPK.

Ngoai ra, cac can b quan tri va van hanh hé théng s& can phai xac thuc 2 yéu tb
khi dang nhap vao toan by cac may chu va may tram. Viéc xac thuc nay s€ dugc dam
nhiém bo1 may chu 2FA dat tai TTDK.

1.4.7 M@ hinh thiét ké cho cac Tram bién dp khéong nguwoi truc 110/220KV (64
trgm)

Dudi day 1a mé hinh thiét ké cho cac TBA 110/220KV c6 03 may:
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EPS 2FA I_IY-’_rT Firewall
| A E Ban ghi su cb
= |
Gateway |_.l_ J EPS 2FA
I
Pi switch rowle
EPS 2FA 110,220kv
=4
=
HMI
Tram Bién ap 110/220KV (3 may)

TKTC-BV 10 M6 hinh thiét ké cho cic TBA 110/220KV (Tram c6 03 mdy)

Céc tram bién ap khong ngudi true 110KV va 220KV bao gdm may tram diéu
khién, may tram HMI, may ban ghi su ¢d va thiét bi mang.

Véi md hinh phong thu theo chiéu sau néu trén, mdi tram bién ap khong nguoi
true duoc bao vé bai:

e 01 tudng lira co chirc nang IPS dé kiém soat ludng thong tin vao/ra tram, giam
thiéu truy cap khong dugc phép, ma doc lan truyén tir mang WAN vao bén trong
tram. Ngoai ra, tuong ltra nay con chiu trdch nhiém phan chia ra cac phan ving
mang theo churc nang phu hop véi QD/168.

e @Gidi phap bao v¢ diém cudi dé bao vé cac may tinh trudc mdi de doa vé mi doc
lay lan vao may.

e Giai phap xac thuc hai yéu t6 2FA ting cuong quan 1y va bao vé tai khoan ding
nhap vao may tinh dé lam viéc.
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Du6i ddy 1a moé hinh thiét ké cho cac TBA 110/220KV c6 02 may:

|

EPS oFA | Tz
|
I
|

Ban ghi su cb

Gateway -

EPS 2FA

Pi switch rowle
110,220kv

Tram Bién ap 110/220KV (2 may)

TKTC-BV 11 M6 hinh thiét ké cho cdc TBA 110/220KV (Tram c6 02 may)

Céc tram bién ap khong ngudi truc 110KV va 220KV bao gém may tram diéu
khién, may ban ghi sy ¢ va thiét bi mang.

Véi md hinh phong thu theo chiéu sau néu trén, mdi tram bién ap khong nguoi
true duoc bao vé bai:

e 01 tuwong lira co chirc nang IPS dé kiém soat ludng thong tin vao/ra tram, giam
thiéu truy cap khong dugc phép, ma doc lan truyén tir mang WAN vio bén trong
tram. Ngoai ra, tuong ltra nay con chiu trach nhi€ém phan chia ra cac phan vung
mang theo churc nang phu hop véi QD/168.

e Giai phap bao vé diém cudi dé bao vé cac may tinh trudc mbi de doa vé mi doc
lay lan vao may.

e Giai phap xac thyc hai yéu t6 2FA ting cudng quan 1y va bao vé tai khoan dang
nhap vao may tinh dé lam viéc.
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Du6i ddy 1a moé hinh thiét ké cho cac TBA 110/220KV c6 01 may:

OT Firewall

EPS
Gateway -

Pi switch rowle
110,220kv

Tram Bién ap 110/220KV (1 may)

TKTC-BV 12 M6 hinh thiét ké cho cac TBA 110/220KV (Tram c6 01 may)

Céc tram bién ap khong nguoi tryc 110KV va 220KV bao gom may tram diéu
khién, va thiét bi mang.

Vé6i mo hinh phong tha theo chiéu sau néu trén, mdi tram bién ap khong ngudi
truc dugc bao vé boi:

e 01 tuwong lira co chirc nang IPS dé kiém so4t ludng thong tin vao/ra tram, giam
thiéu truy cap khong dugc phép, ma doc lan truyén tir mang WAN véo bén trong
tram. Ngoai ra, tuong ltra nay con chiu trach nhi€ém phan chia ra cac phan vung
mang theo churc nang phu hop véi QD/168.

e Giai phap bao vé diém cubi dé bao vé cac may tinh trudc mbi de doa vé ma doc
lay lan vao may.

e Giai phap xac thyc hai yéu t6 2FA ting cudng quan 1y va bao vé tai khoan dang
nhap vao may tinh dé lam viéc.

1.4.8 Quy hogch IP, Subnets, VLANs
Quy hoach IP, VL AN, Subnet

VLAN Subnet hién hiru | Subnet b6 sung | Mo ta

TTDK

Vlan A XX.XX.240.0/24 Control Center/Production

32



VLAN Subnet hién hitu | Subnet b6 sung Mo ta
Zone

Vlan B XX.XX.240.0/24 DMZ Zone

Vlan C XX.XX.240.0/24 Gateway Zone

Vlan D XX.XX.240.0/24 OTS Zone

Vlan E XX.Xx.240.0/24 Replica Zone

Vlan F XX.Xx.240.0/24 Device Management Zone

Vlan G XX.XX.240.0/24 Management & Support Zone

Vlan H XX.XX.40.0/24 Communication Zone

TBA
yy.yy.1.0/24 22.22.1.0/24 El.1 Bong Anh
yy.yy.2.0/24 22.22.2.0/24 El1.2 Gia Lam
yy.yy.5.0/24 22.22.5.0/24 E1.5 Thugng Dinh
yy.yy.7.0/24 22.22.7.0/24 E1.7 Son Tay
yy.yy.8.0/24 22.22.8.0/24 E1.8 Yén Phu
yy.yy.9.0/24 2z2.22.9.0/24 E1.9 Nghia b6
yy.yy.10.0/24 22.22.10.0/24 E1.10 Van Dién
yy.yy.12.0/24 22.22.12.0/24 E1.12 Tran Hung Pao
yy.yy.13.0/24 2z2.22.13.0/24 E1.13 Phuong Liét
yy.yy.14.0/24 22.22.14.0/24 E1.14 Giam
yy.yy.15.0/24 77.22.15.0/24 E1.15 Sai Pong
yy.yy.16.0/24 7z.72.16.0/24 E1.16 No6i Bai
yy.yy.17.0/24 27.72.17.0/24 E1.17 Bac Thing Long
yy.yy.18.0/24 77.72.18.0/24 E1.18 Bo Ho
yy.yy.20.0/24 22.22.20.0/24 E1.20 Thanh Xuan
yy.yy.21.0/24 7z.72.21.0/24 E1.21 Nhat Tan
yy.yy.22.0/24 22.22.22.0/24 E1.22 Thanh Nhan
yY.yy.24.0/24 72.22.24.0/24 E1.24 Hai Boi
yy.yy.25.0/24 7z.72.25.0/24 E1.25 My binh
yy.yy.26.0/24 72.72.26.0/24 E1.26 Linh Bam

E1.27 KPT Nam Théng

yy.yy.27.0/24 72.72.27.0/24 Long
yy.yy.28.0/24 72.72.28.0/24 E1.28 Phung Xa
yy.yy.30.0/24 22.z2.30.0/24 E1.30 Van Quén
yy.yy.31.0/24 22.z2.31.0/24 E1.31 Troi
yy.yy.32.0/24 72.72.32.0/24 E1.32 Thuong Tin
yy.yy.33.0/24 7z.72.33.0/24 E1.33 Cau Dién
yy.yy.34.0/24 27.22.34.0/24 E1.34 Quat Pong
yy.yy.36.0/24 7z.72.36.0/24 E1.36 Quang Minh
yy.yy.37.0/24 27.22.37.0/24 E1.37 Bic An Khanh
yy.yy.38.0/24 22.72.38.0/24 E1.38 Gia Lam 2
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VLAN Subnet hién hitu | Subnet b6 sung Mo ta
yy.yy.39.0/24 22.22.39.0/24 E1.39 Thanh Oai
yy.yy.41.0/24 22.22.41.0/24 E1.41 Mai Lam
yy.yy.42.0/24 22.22.42.0/24 E1.42 San Bay Noi Bai
yy.yy.43.0/24 72.72.43.0/24 E1.43 M6 Lao
yy.yy.44.0/24 22.22.44.0/24 E1.44 Son Tay 2
yy.yy.46.0/24 22.22.46.0/24 E1.46 Tur Liém
yy.yy.47.0/24 22.22.47.0/24 E1.47 Long Bién
yy.yy.48.0/24 27.22.48.0/24 E1.48 Quoc Oai
yy.yy.49.0/24 22.22.49.0/24 E1.49 Bong Anh 2
yy.yy.51.0/24 22.22.51.0/24 E1.51 Phu Nghia
yy.yy.52.0/24 27.22.52.0/24 E1.52 CV Thong Nhat
yy.yy.53.0/24 22.22.53.0/24 E1.53 Ba Vi
yy.yy.54.0/24 22.22.54.0/24 E1.54 Hoa Lac
yy.yy.56.0/24 22.22.56.0/24 E1.56 TT Phung
yy.yy.57.0/24 2z2.22.57.0/24 E1.57 Minh Khai
yy.yy.58.0/24 22.22.58.0/24 E1.58 Pha Xuyén
yy.yy.59.0/24 77.72.59.0/24 E1.59 Sai Pong 2
yy.yy.61.0/24 22.22.61.0/24 E1.61 Duong Noi
yy.yy.62.0/24 22.22.62.0/24 E1.62 Ngoc Hoi
yy.yy.63.0/24 77.22.63.0/24 E1.63 Bac Thanh Cong
yy.yy.64.0/24 72.72.64.0/24 E1.64 HO Yén So
yy.yy.66.0/24 72.72.66.0/24 E1.66 My btic
yy.yy.67.0/24 22.22.67.0/24 E1.67 Cong Vién Thu L¢
yy.yy.68.0/24 22.72.68.0/24 E1.68 Chuong M¥y
yy.yy.69.0/24 7z.72.69.0/24 E1.69 Trau Quy
yy.yy.71.0/24 72.22.71.0/24 E1.71 Hong Duong
yy.yy.72.0/24 22.22.72.0/124 E1.72 Kim Chung
yy.yy.73.0/24 7z.72.73.0/24 E1.73 CNC2
yy.yy.74.0/24 7z.72.74.0/24 E1.74 Thach That 2

Cong ty Dién luc
yy.yy.230.0/28 C01 Hoan Kiém
yy.yy.230.16/28 C02 Hai Ba Trung
yy.yy.230.32/28 C03 Ba binh
yy.yy.230.48/28 C04 Pong Pa
yy.yy.230.64/28 C05 Nam Tur Liém
yy.yy.230.80/28 CO06 Thanh Tri
yy.yy.230.96/28 C07 Gia Lam
yy.yy.230.112/28 C08 bong Anh
yy.yy.230.128/28 C09 Sbéc Son
yy.yy.230.144/28 C10 Tay Ho
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VLAN Subnet hién hitu | Subnet b6 sung Mo ta
yy.yy.230.160/28 C11 Thanh Xuan
yy.yy.230.176/28 C12 Cau Gidy
yy.yy.230.192/28 C13 Hoang Mai
yy.yy.230.208/28 C14 Long Bién
yy.yy.230.224/28 C15 Mé Linh
yy.yy.230.240/28 C16 Ha Bong
yy.yy.231.0/28 C17 Son Tay
yy.yy.231.16/28 C18 Chuong M¥
yy.yy.231.32/28 C19 Thach That
yy.yy.231.48/28 C20 Thuong Tin
yy.yy.231.64/28 C21 BaVi
yy.yy.231.80/28 C22 Pan Phuong
yy.yy.231.96/28 C23 Hoai btic
yy.yy.231.112/28 C24 My buc
yy.yy.231.128/28 C25 Pha Xuyén
yy.yy.231.144/28 C26 Phuc Tho
yy.yy.231.160/28 C27 Quéc Oai
yy.yy.231.176/28 C28 Thanh Oai
yy.yy.231.192/28 C29 Ung Hoa
yy.yy.231.208/28 C30 Bac Tir Liém

Cong ty lw6i dién cao thé va to TTLD
yY.yy.220.0/28 Cong ty ludi dién cao thé X6
yy.yy.220.16/28 To TTLD s6 1
yy.yy.220.32/28 T6 TTLD s6 2
yy.yy.220.48/28 T6 TTLD s6 3
yY.yy.220.64/28 To6 TTLD s6 4
yy.yy.220.80/28 To TTLD s6 5
yY.yy.220.96/28 T6 TTLD 56 6
yy.yy.220.112/28 T6 TTLD s6 7
yy.yy.220.128/28 T6 TTLD s6 8

1.4.9 M6 hinh ddu néi nguén cho céc thiét bi

Dudi day 1a md hinh mé ta thiét ké dau ndi ngudn dién cho céc thiét bi tai TTPK:
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TKTC-BV 13 M6 hinh ban vé cdp nguon cho cdc thiét bi tai TTPK
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PDUO2
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Du6i ddy 1a mé hinh 1ap dat thiét bi tuong lira va dau ndi ngudn tai cac TBA khong ngudi

truc:

Rack

PDUO1

Rack

PDUO02

Mat trwoc Mat sau
1.5 Thiét ké ky thuat chi tiét cho céc giai phap
1.5.1 Hé théng twong lira
1.5.1.1 Danh muyc thiét bj ldp dat, cai dat
. SO .
i HI CH
STT TEN HANG MUC Donvi | ONG GHI CHU
| | Firewall tai TTPK Thiét bi 02
. T i cho 60 T )
Il | Firewall tai cac TBA Thiét bi 66 rang b} cho 60 Tram va 6
Tram du phong
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R , SO .
STT| TEN HANG MUC Ponvi || ioNG GHI CHU

Quan 1y tap trung 68 thiét
bi tuong Itra hién tai trong
Giai phap quan ly tuong Goi o1 du 4n va sé luong thiét b’i
lira tap trung tuong lira tang tur 3-5 thict
bi/ndm theo nhu cau ting
truong cua TBA

1.5.1.2 Md hinh thiét ké lugn ly
M® hinh twong lira tong thé

TTBK

Quan trij Firewall

O
®
2

—

0 2 0 2
T i
L2} lll1
I Tl |
fin =
i}

4

WAN HTD
TBAO2 . TBAG4

y/

ﬂ

TKTC-BV 14 M6 hinh twong liva tong thé

Céc thiét bi tuong lra s€ dugc trang bi tai TTPK va cac TBA nham nang cao kha

38



ning ngin chin xdm nhap va bd sung cac tinh ning bao vé cho cac ludng dir liéu bén
trong va gitra cac vung mang nay.
Mo hinh twdng lira tai TTDK

liéu ra bén ngoai/Replica
g Mop S A ITSYSTEM
OT FW

(méri)

Lép Control Center
(Production Zone)

30 POWER
COMPANY

130 Workatations)

o™
X6 CLIENTS
8 Workstations)

-’

=2 5""éii"fﬁ'.6\"'i'1'ﬁi’z’iﬁk’ii i
|| |
Th Cherd i =]

{11EN < 1E) () < )

TKTC-BV 15 Mo hinh twong lira tai TTPK

01 cap Firewall OT s€ dugc dat tai TTPK, tur cap switch Layer 3 thuc hién dinh
tuyén 1én Firewall, Firewall s& kiém soat ludng thong tin trao ddi giita cac khdi trong hé
théng mini SCADA va thuc hién dinh tuyén lai vé cap switch Layer 3 dé tiép tuc di dén
cac thanh phan dich ctia hé thong

Giai phap tudng ltra nham ngin chin xAm nhdp c6 chiic ning bao vé cho cac khdi
dudi day trong TTDK:

e Khéi mo phong (Simulator): Cac may tinh phuc vu mé phong dao tao diéu do
vién thyc hanh diéu khién (OTS — Operator Trainning Simulator).

e Khéi may k¥ su (EWS — Engineering Workstations): Cac mdy tinh ciia k¥ su cau
hinh, bao tri hé théng SCADA/DMS.

e Khéi van hanh (Operation): Cac may tinh cua k§ su Piéu do.

e Khéi may chi (HMI/Application/HIS Servers): Cac may chu giao dién nguoi
dung (HMI Servers), may chu ung dung (Application Servers), may chu luu triv
dr liéu qua khir (Historian Servers)

Cai dat, cAu hinh hé thong quan 1y giam sat tap trung thiét bi cho tat ca cac thiét bi
firewall trong hé thong.

M& hinh trién khai cho thiét bi Firewall trung tim. Firewall s& dugc dat tai TTDK,
tur cap switch Layer 3 thuc hi¢n dinh tuyén 1én Firewall, Firewall s& kiém soat luéng
thong tin trao doi gitra cac khdi trong hé théng mini SCADA va thuc hién dinh myén lai
vé cap switch Layer 3 dé tiép tuc di dén cac thanh phan dich cta hé théng.

Firewall trung tdm can c6 kha nang phan tich goi tin siu, dam bdo trién khai cac
chinh sach an ninh & 16p ing dung cua céc giao thirc cong nghi¢p nhu: IEC 60870-5-
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104, ICCP, Modbus TCP, DNP3, OPC, v.v. Tinh nang nay cho phép bao v€ khoi cac
kich ban tin cong gid mao lénh diéu khién. Cu thé, firewall c6 thé ciu hinh ngan chan
toan bo cac gobi tin Modbus TCP tir may tinh HMI véi 1énh Write, do cdc may HMI chi
lam nhiém vu doc dit liéu tir hé thong, khong can ghi dir liéu trd lai. Khi mot may tinh
HMI xuét hién mot 1énh Write c6 thé 1a mdt rai ro an ninh, do vay firewall s€ chadn cac
g6i tin nay di qua. Cac khdi trong hé thong s& duoc phan tach vé mit logic, dam bao
moi luéng thong tin gita cac khbi déu phai di qua firewall trung tim dé kiém tra viéc
tuan thu chinh sach an ninh, giam thiéu t6i da rui ro 14y lan tac nhan doc hai ra cac phan
ving khac nhau trong hé thdng trong trudng hop mot phan ving bi tan cong

Mo hinh tai cac TBA

|
|

|
|
4

OT Firewall

——
SEEEEE

b

=1 =
o .

Backup/Restore Jump Server/
Remole access

Ban ghi s ¢

Gateway Zone Controller Zone DMZ Zone

Tram Bién ap 110/220KV (64 Tram)

TKTC-BV 16 M6 hinh tai cac TBA

TBA sé& duoc trang bi 01 thiét bi Firewall mdi nham chia tach ving mang, kiém
soat ludng dir liéu trude khi truyén vé TTDK qua mang WAN HTD. Cong nghé cho céc
firewall cho cac tram bién ap khong nguoi truc dugce lya chon tuong tu nhu firewall
trung tAm, tuy nhién théng s6 k¥ thuat s& dugc tinh toan lai cho phu hop (thap hon). Tai
day, theo QD-168 s& duoc thiét ké phan chia thanh 03 phan ving chinh:

e Phan vung Gateway: tai day s€ quy hoach mot dai mang riéng danh cho cdc may
chu Gateway trén firewall nham muc diém kiém soat toan bd cac luu lugng két
nbi vao ra va ap dung céc tinh ning bao mat nang cao.

e Phan ving diéu khién (Controller) chita cac may chiit HIS, HMI, may ban ghi sy
cb ciing duge quy hoach mot dai mang riéng trén firewall dé kiém soét truy cap
va ap dung cac tinh nang bao mat nang cao.
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e Phan vung trung gian (DMZ) dugc quy hoach sin mot dai mang riéng trén
firewall dé phuc vu dit cac may chi backup, jump server.. trong twong lai néu
can.

Thanh phin quén tri twdong lira tip trung

TTHK -’?,

f FWO01
Mady chd quan
tri tworng llra
_/f
& S — :-l': FWO02
° )
<@ 3
Quan trj vién

/\ :
o o / PN : TBA

mpl myd mpi

Wad mmf i a

s o I o
W W W &7

FW TT FWIT FWEdge -

TKTC-BV 17 M6 hinh quan tri twong lia tap trung

Toan bd cac tuong Itra tai TTPK va TBA duogc quan tri bdi may chi quan tri
tuong ltra tap trung dit tai trung tim. CAu phan nay s& cung cap giao dién d6 hoa cho
phép thiét 1ap thong sb, chinh sach, theo ddi, quan 1y va giam sét tt ca cac thiét bi tuong
Ira con lai trong mang. Giai phap quan 1y tap trung s€ gitip dam bdo kha ndng van hanh,
déng bo ciu hinh, firmware, trién khai chinh sich bao mat, tap luat, bao cao trén toan
bo cac tuong lra mot cach théng nhat, nhanh chong, hiéu qua.

Do dic thu hoat dong trong méi truong cach ly khoi internet, hé théng quan 1y
tap trung phai duogc trién khai dang vat 1y hoic phan mém tai Trung tim Diéu khién, két
n6i dén tuong lira tai cac chi nhanh thong qua hé thong mang WAN.

Céc tinh ning can thiét phai c6 cta thanh phan quan 1y tap trung nhu sau:

e Phai c¢6 kha ndng gidm sat hiéu nang hoat dong cua céc thiét bi tuong Itra nhu

CPU, thong luong, s6 luong phién két ndi. ..

e Phai c6 kha ning quan 1y cac thiét bi theo nhom dugc phan cip (vi du nhu cap

Téng cong ty, cap cong ty, ...)

e Phai c6 kha nang thiét 1ap cac chinh sach bao mat theo mo hinh phan cap (chinh
sach & nhom trén s& tu dong ap xudng cac nhoém & cip dudi).

e Phai c6 kha ning thiét 1ap cau hinh (ciu hinh mang, ciu hinh cac thong sb cua
thiét bi) hang loat theo cdc mau c4u hinh (template)

e Phai c6 kha ning thuc hién cap nhat hé diéu hanh, cap nhat co so dir liéu phong
chdng tin cong (antivirus, IPS) tip trung cho cac thiét bi tudng ltra thé hé méi

41



May chil quan tri duoc cai dat dudi dang may ao (VM) trén ha tang may chu dugc

cung cip kém theo dy an.
Phan bd dia chi IP va céng cho céc thiét bi

Thiét bi

Cong

Zone

VLAN | Dia chi IP

Ghi cha

TTDK-
FW-01

Management

Mgmt

24 10.24. x.x

TTDK-
FW-02

Management

Mgmt

24 10.24. x.X

TTDK-
FW-01
TTDK-
FW-02

Ethernetl/1-2

Inside

240 10.240. x.x

Két ndira
WAN

TTDK-
FW-01
TTDK-
FW-02

Ethernetl/3-4

Outside

240 10.240. x.x

Két ndi vao
core switch

1.5.1.3 M0 hinh thiét ké vt ly

Céc thiét bi tuong ltra s& duogc lp dat trén rack tai vi tri nhu sau:

Rack U Tén thiét bi

Rack 08 u32 FIREWALL CORE 01
Rack 08 u33 FIREWALL CORE 02
Rack 05 u34 FIREWALL IT-OT 01
Rack 05 U35 FIREWALL IT-OT 02
Rack 06 U34 FIREWALL EDGE 01
Rack 06 U35 FIREWALL EDGE 02

So do lap thiét bi 1én ti rack tai TTPK nhu sau:

Rack NM10

TKTC-BV 18 So dé ldp thiét bi lén tii Rack tai TTPK
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So dd lap dat Firewall tai cac TBA: Tham khao phuy luc 05- So do lap dat
Firewall tai cac TBA.
So d6 diu ndi vat Iy cho Firewal Trung tdm tai TTPK:

HCI-01 HCI-02 HCI-03 HCI-04 Server 5
’
1| 2 1 2 1 2 1| 2 1 2
SW-HCI-01 @ 1] 2, 3} 4l 5,
.| - 1 2 3 4 5,
SW-HCI-02 %

FW-TT-01

FW-TT-02

SR
.
.
,
.
-
5

I

1 2
1,

CORE-SW-01

N

% SW-o4 Diode01
== Enar ﬁl
1 : rrd =

ale

15 2 e
41 =

5 Diode02

=
CORE-SW-02 EN/3
2

5
SW-03 %’? 3 5

3

TKTC-BV 19 So dé ddu néi vit Iy cho Firewall tai TTPK

2 2

M3di thiét bi tuong lira st dung 02 két ndi quang 10Gbps tdi hé thong thiét bi
chuyén mach dé phuc vu truyén dir liéu mang (data)

Pong thoi, mdi thiét bi tuong lira st dung 01 két ndi dong 1Gbps toi hé théng
thiét bi chuyén mach dé phuc vu quan tri thiét bi (management)
So d6 ddu ndi vét Iy cho Firewall tai TBA:

FW TBA

CORE SWITCH TBA

SWITCH ACCESS SWITCH ACCESS SWITCH ACESS
Gateway Zone Controller Zone DMZ Zone

TKTC-BV 20 So do ddau néi vit Iy cho Firewall tai TBA
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MBdi thiét bi Firewall tai timg Tram Bién Ap s& c6 02 két ndi 1Gbps t6i hé
thong thiét bi chuyén mach trung tdm sin c6 tai ting tram.

Ngoai ra, s& sir dung mot duong két ndi dong 1Gbps két ndi dén duong WAN
HTD.
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Bang dau nbi vat 1y tai TTPK:

STT Piém dau Piém cudi
R-U Thiét bi Cong Cép Téc dd R-U Thiét bi Cong Mode
1 R8U32 | FWCORE 01 |HAl Quang 10Gbps R8U33 S;N CORE HA1 Auto
2 |R8U32 |FWCOREO01 |HA2 Quang 10Gbps R8U33 S;N CORE HA2 Auto
3 |R8U32 | FWCOREO01 |Ethl Quang 10Gbps R7U30 SW02 Eth10 Auto
4 | R8U33 | FWCORE 01 |Eth2 Quang 10Gbps R7U27 SW03 Eth10 Auto
5 R8U33 | FW CORE 01 | Eth3 Quang 10Gbps R7U30 Core SWA | Eth3 Auto
6 R8U32 | FW CORE 01 | Eth4 Quang 10Gbps R7U30 Core SWB | Eth3 Auto
7 |R8U32 |FWCOREO01 | MGMT Pong 1Gbps R7U30 SW02 Ethl5 Auto
8 |R8U33 |FWCOREO02 | MGMT Pong 1Gbps R7U30 SW02 Eth16 Auto
Bang d4u ndi vat 1y tai TBA:
. Piém dau Piém cudi
R-U Thiét bi Cong Cép Toc dd R-U Thiét bi Cong Mode
1 FW TBA Ethl Pong 1Gbps SW WAN HTP | Eth24 Auto
2 FW TBA Eth2 Quang 10Gbps SW CORE TBA | Eth23 Auto
3 FW TBA Eth3 Quang 10Gbps SW CORE TBA | Eth24 Auto
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1.5.1.4 Phan bé tai nguyén do hoa

May chu quan trj tip trung cta hé thdng yéu ciu tai nguyén nhu sau:

Théng sb Gia tri Ghi chu
CPU 32 Core

RAM 128GB RAM

HDD 3TB

1.5.1.5 Thdng sé cdi ddt va cau hinh

Théng tin ciu hinh Gia tri
Théng s6 chung
Domain evnhanoi.vn
Syslog yy.yy.253.61
10.240. x.x
NTP 10.240. x.x
10.240. x.x
FwWO01
Hostname Ttdk-fw01.evnhanoi.vn
Ethernet Port mgmt
IP Address / Subnet mask 10.24. x.x 124
Gateway 10.24.x.1
Service/port 443
Appliance Management/Port | 443
FWO02
Hostname Ttdk-fw02.evnhanoi.vn
Ethernet Port mgmt
IP Address / Subnet mask 10.24. x.x 124
Gateway 10.24.x.1
Service/port 443
Appliance Management/Port | 443
Thong s6 dy phong:©
Théng tin c4u hinh Gia tri
Group ID: 1

Setup

Mode: Active/Passive
Peer HA1 IP Address: 1.1.1.2

Backup Peer HA1 IP Address: yy.yy.253.11

Active/Passive Settings

Passive Link State: auto

Monitor Fail Hold Down time: 1

Election Settings

Preemtive: Yes
Heartbeat Backup: No

Control Link

HA1l
+ Port: dedicated-hal
+ lpv4 Address: 1.1.1.1
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Théng tin ciu hinh

Gi4 tri

+ Monitor Hold Time (ms): 3000

HA1 Backup

+ Port: management

HAZ2

+ Port: dedicated-ha2
+ IP/Netmask: 10.10.10.1/30

Data Link + Transport: ethernet
+ Action: log-only
+ Threshold: 10000ms
Thong sb dinh tuyén:
Virtual Interface Destination Gateway Ghi cha
Router
10.18.240.0/24
10.19.240.0/24
Default | Ethernet1/1-2 10.20.240.0/24 10.240.40.x To Firewall
10.21.240.0/24
10.22.240.0/24
Default | Ethernetl/3-4 0.0.0.0/0 10.240.40.x To Router
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1.5.1.6 Chinh sach an ninh

STT | Name ;ccm)t:]gce ic;lg:eis fJos:::CG [Z)gilte Zzztress Dest User | Service Action Option
1 |SIEM Inside Any Any Inside SIEM Server | Any 19([3)5/?41143 Allow Log
2 | EPS g]jl?je Any Any Inside EPS Server | Any L(f:SP 286;3 014, Allow Log
3 | PIM/PAM g‘j’s‘?ge Any Any Inside Z'e?c/e F;AM Any TCP/443 Allow Log
4 |2FA g‘j’;gﬁje Any Any Inside | 2FA Server | Any UDP1812/1813 | Allow Log
] :jr;f;icit ] i i i _ - - Deny
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1.5.1.7 Chi ddn bién phap trién khai
Chi tiét vé& cach thirc thuc hién duoc thé hién & phu luc 2 “Chi dan trién khai chi tiét”
1.5.1.8 Két qua dat dwoc sau khi hé thong di vao hoat dong

Viéc dau tu va trién khai hé théng Tuong Itra thé hé méi cho TTPK va céac
TBA mang lai cac két qua tich cuc cho EVNHN bao gom:

e Ting cwdng bao mat mang: NGFW cung cap cic 16p bao vé tién tién nhu phat
hién va ngin chin xdm nhap (IDS/IPS), loc ndi dung va kiém soat Gmg dung.
Diéu nay giup ngin chin cac mdi de doa tinh vi va bao vé dit liéu quan trong.

e Quin Iy dé dang hon: NGFW tich hop nhiéu chirc ning bao mat trong mot thiét
bi duy nhat, giup giam bét su phirc tap trong quan 1y va trién khai. Giao dién
quan 1y than thién va cac cong cu bao céo chi tiét giup quan Iy d& dang hon.

e Hiéu suit cao hon: Cic hé thong NGFW thuong duoc thiét ké voi phan cing
manh mé& va t6i wu héa phan mém dé xu 1y luu luong mang 16n ma khong lam
giam hiéu suat.

e Giam thiéu rii ro an ninh mang: Vi kha ning phén tich va ngin chin cac cudc
tan cong theo thoi gian thuc, NGFW gitip giam thiéu nguy co bi tdn cong mang
va bao vé hé théng khoi cac cude tin cong tiém an.

e Tuén thit quy dinh: NGFW giup to chirc tun thi cac quy dinh va tiéu chuan an
ninh mang bing cach cung cip cac cong cu kiém soat va bao cdo chi tiét, dap Gng
yéu cau cta cac quy dinh phap 1y va tiéu chuan nganh dién.

1.5.1.9 Tinh todn théng sé ki thugt

1.5.1.9.1 Tinh toan théng sé ky thudt cho Firewall tai TTPK
Dé dap tmg cac yéu cau tir nhitng mdi de doa méi trén thuc té, cac hing bao mat mang
d3 dua ra va khuyén cao sir dung thong s6 Threat Prevention Throughput (App, IPS,
AV, Antispyware, Sandbox, DNS, File, Log) trong viéc lya chon nang luc thiét bi tuong
Itra thé hé méi thay vi dua vao cac thong sd truyén thong nhu IPS, thong lugng 16p 4.
Pé lwa dua ra lya chon cac thong s6 hop 1y, cac yéu td nhu hiéu ning va thong sb giGi
han ctia cac thiét bi dang hoat dong trong mdi trudong thuc té, ké hoach tiang truong trong
tuong lai s€ dugc st dung 1a dir licu dau vao dé phuc vu tinh toan dua ra yéu cau vé
ning lyc cta thiét bi tuong lai:
Mot s6 thong tin vé hién trang bang thong sir dung nhu sau:

- Thong lugng duoc do tai két ndi dau vao tir phia 02 thiét bi router tai Trung tdm
Diéu khién ~ 2 Mega bytes/gidy = 16 Mbps (thong luong cho ting kénh cy thé
dugc thé hién trong Bdng 3).

_ Dy kién tang truong sb luong thiét b trong thoi gian t6i tai TTPK.

- S6 lugng may chu ting 1én 22.

_ S6 lwong may tram ting 1én 50.

49



Bang 1: Théng leong sir dung thuc té tai TTPK.

R THONG LUONG THEO THONG LUONG
TEN DICH VU KENH (BPS) TONG (BPS)
bi cac don vi 32.157
Fault Recoder 1.848.438
Hotline 2.315 1.959.256
SCADAL1 76.269
SCADA2 77

Dua theo cac yéu tb trén, nang luc cua thiét bi cua thiét bi tuong lra thé hé méi can dat

yéu cau nhu sau:

- Mic du thong luong hién tai truyén tai vé TTPK twong ddi thap (chi 16 Mbps) tai
thoi diém do. Tuy nhién ha ting cac duong truyén, cong két ndi tai TTPK déu
dat toi thiéu 1Gbps. Do d6 dé dam bao kha ning md rong trong twong lai, cac
dich vu moi dugc phat trién thém va khong tr¢ thanh diém tic nghén cua hé
théng, cac thiét bi bao mat nhu tuong lira thé hé méi cling nén c6 nang lyc xur 1y
t6i thiéu 10 Gbps khi bat ddy di moi tinh nang. (dam bao khi chay full tai, thiét
bi khong bi treo hay anh hudng dén hoat dong san xuat kinh doanh)

- Do do6 thong thong lugng Threat Prevention (Khi bat moi tinh ndng bao mat trén
tuong lira nhu IPS, Antivirus, Application control...) dat tdi thiéu 10 Gbps

~ Thong lugng IPSEC VPN ciing phai xap xi thong lugng Threat Prevention: IPSEC
VPN Throughput = 10 Gbps dé dam bao kha nang xir Iy khi thuc hién cac két nbi
ma hoa gitra cdic TBA hay trung tam DH.

_ C6 kha niang nhan dang va kiém soat cac ludng két ndi bang cac chinh sach dua
trén irng dung, nguoi dung va ndi dung.

~ Tuong lira phéi c6 kha ning nhan dang va kiém soat cac tmg dung ICS/SCADA
ngay ca khi cac license hét han (khong duoc mua ban quyén hd tro tir nha cung

cép)

~ C6 kha ning ngan chin cac tan cong khai thac 16 hong cta cac thanh phan nhu
HMIs, SCADA Master, Historians
~ C6 kha nang ngin chin cac tan cong khai thac 16 hong cua cac tng dung nhu

Mobus, DNP3, ICCP.

_ Thiét bi phai c6 kha ning trién khai & nhiéu ché d6 khac nhau nhw L2, L3, tap,
virtual wire (transparent mode) dé dam bao mirc d6 linh hoat va dap tng cac nhu
cau phat sinh trong thuc té.

1.5.1.9.2 Tinh toan thdng sé ky thugdt cho Firewall tai cac TBA

Khi tinh toan dy phong dé trang bi niang lyc san sang cao (HA — High Availability)

cho h¢ thong firewall, c6 2 phuong an dién hinh dé thyc hién diéu nay:

- Phuong 4n 1: Mdi don vi duoc trang bi 01 cip firewall c4u hinh chay HA cho nhau.
Day l1a phuong 4an 1y twong dé dam bao tinh lién tuc, tuy nhién doi héi chi phi qua cao.
- Phuong 4n 2: Du phong theo ty 1. Thong thudng, thiét bi phan ctng nhu firewall co
xac suat gip su cb nhat dinh va xac sudt nay ngay cang duoc duy tri thdp do su phat
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trién cta khoa hoc k¥ thuat. Do d6 phuong an dy phong tiét kiém, hop 1y hon 1a duy tri
mot ty 18 phan tram thiét bi du phong dé co thé thay thé ngay 1ap tirc khi c6 thiét bi trong
hé thdng dang str dung gip su cd. Trong trudng hop EVNHANOI véi 60 tram bién ap
khong nguoi tryc, ching toi dé xuat ty 1& nay 1a 10%, twong ing véi 66 thiét bi firewall.
Theo khao sat hoat dong thuc té tai tram bién ap 110kV Duong Noi trén cac kénh dich
vu: “hotline”, “fault recoder”, “to gateway A1l 11 Cbac”, “to gateway X2”, “to backup
Al 18TNH”; Tai tram bién ap 220kV Tay Ho trén cac kénh dich vu: “hotline”, “fault
recoder”, “Scada”. Két qua thong luong truyén tai cac tin hiéu diéu khién tai cac TBA
1a kha nho, chi < 1 Mbps. Tuy nhién ha ting mang cta cac TBA déu sir dung cac cong
mang c6 toc do két ndi thong thudng 1a 100 Mbps.

Do d6 dé dam bao kha ning mé rong trong twong lai, cling nhu dam bao thiét bi tudng
lira khong tré thanh diém tic nghén trong hé thdng mang, thong luong xir Iy cua cac
thiét bi NGFW tai TBA phai dat toi thiéu 200 Mbps dé dam bao ngay ca khi hé thong
dat ngudng 100 Mbps, thiét bi tuong lta ciing khong bi treo gay anh huong dén hoat
dong san xuét kinh doanh.

Bang 2: Thong lwong thuc té cdc kénh dich vu tai tram bién ap.

THONG LUONG

TEN TRAM KENH DICH VU THUC TE SU DUNG
Hotline 0 bits/sec
Fault Recoder 0 bits/sec
Tram 110 E1.61 | To Gateway Al Cua Bac 10000 bits/sec
To Gateway X2 11000 bits/sec
To Al backup 18 TNH 0 bits/sec

Dua trén cac yéu t0 trén, nang lyc cua thiét bi tuong lra thé hé m&i NGFW cho céc
TBA duoc dé xuét nhu sau:

~ Thong sb thong luong kiém soéat tmg dung App-1D > 400Mbps.

~ Thong sb théng lugng Threat Prevention (Khi bat moi tinh niang bao mat trén tuong

Itra nhu IPS, Antivirus, Application control...) > 400 Mbps.

- Thong Iugng IPSEC VPN > 400 Mbps.

1.5.1.9.3 Tinh toan théng sé ky thudt cho gidi phap quan tr; Firewall tdp trung
Giai phap quan tri Firewall tip trung yéu cau 01 may chu cai diat phin mém quan tri
v6i cau hinh t6i thiéu nhu sau:

\ S,(
STT May chu Yéu cau lu(f)Ung
32 Core
1 May chu quanly [128GB RAM 1
tap t
ap frung 3TB

Dy phong cho thanh phan quan 1y tap trung:
St dung mdy 4o dé cai dit thanh phan quan 1y tap trung.
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- Kha ning dy phong cia may ao s& dung trén giai phap a0 hoa bao gdm tinh ning
High Availability (cho phép may ao tu dong khoi dong trén mot may chu vat ly
khac khi may cha vat 1y gbe bi 161).
~ Kha nang dy phong vé luu trit: theo kha ning dy phong cta giai phap ao hoa, co
cac co ché RAID cho phép 16i 01 6 ctng ddng thoi hodc 01 node dong thoi (md
hinh HCI) ma khong anh huong téi dir liéu va dich vu dang chay.
1.5.1.10Théng sé cau hinh thiét bi yéu cau
Thiét ké thong s6 thiét bi theo yéu cau:

. L SO
STT TEN HANG MUC YEU CAU LUGNG
| Firewall tai TTDK 02
Thong lugng khi bat cac

tinh nang phong chdng tan
cbng Threat Prevention

1 | (Application, IPS, > 10 Gbps
Antivirus, Antispyware,
File blocking, DNS
security, logging)
Thong luong Next

2 | Generation Firewall/ tuong | > 10 Gbps
Itra itmg dung

3 | Thong lugng IPSEC > 10 Gbps
4 | S6 lugng VLAN hd trg > 3000
5 | Sb security zone >200

> 02 cong 1G RJ45 + 01 cong 10G
Céng két néi dit lieu (C6 SFP+ danh riéng cho cau hinh HA

6 Y o . :

san trén thiét bi) > 04 cong 1GbE RJ45

> 04 céng quang 1GbE/10GE SFP

Céng quan tri thiét bi > 1 RJ45 Mgmt

Giao dién quan tri Web, CLI, API/REST API
9 | Tinh nang HA Active/active, Active/passive

HO trg cac giao thtrc dinh OSPF, BGP, RIP, PIM (SM, SSM),
10 £

tuyén IGMP

Modbus, IEC-60870-5-104, IEC 60870-
6 (ICCP), OPC DA & UA, DNP3, IEC
61850; BACnet, ABB Network
Manager, ABB-RP570, ICCP, IP
Pam bao kha ning kiém EtherNet, IP  MTConnect, Cygnet
11 | soat va nhan dang cac ung | SCADA, R-GOOSE, CIP EtherNet IP,
dung ICS/SCADA nhu sau: | Profinet, Schneider OASYS, Schneider
Wonderware  Suitelink, Schweitzer
Engineering SEL Fast Messaging,
Siemens FactoryLink, Siemens Profinet
10, Siemens-P2, Siemens S7, Siemens
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STT TEN HANG MUC YEU CAU LUONG
S7-Comm-Plus, DLMS, GE-Historian,
GE-Eterra-SCADA.
- C6 san céc tinh niang dudi day hoic
twong duong Stateful firewall , , IPSec
VPN, Application Control, IPS,
Antivirus
- Trén mot chinh sach bao mat c6 thé
thiét 1ap theo cac thanh té nhu ng
dung, nguoi dung, device, zone va bat
12 | Tinh nang bao mat cac tinh nang antivirus, ips,
antispyware, loc file.
- C6 nhiéu co ché dinh danh ngudi
dung nhu Server monitoring, Port
mapping, syslog, XFF Header,
Username Header Insertion,
Authentication policy, XML API,
Client probing
Phat hién va ngan chin cac két nbi
C2C, str dung DNS sinkholing dé xac
13 TAinh ning ngan chin tin dinh cac may bi lay nhiém
cong Phat hién va ngéan chan céac loai ma
doc, cac tn cong khai thac 16 hong bao
mat
14 B:éln qu}/én Sfl’ d}mg cac tinh > 24 thang
nang bao mat co san
A aen DPam bao 02 nguon du phong, di¢n ap
15 | Nguon dién 220VAC
16 | Bao hanh va hd tro ky thuat | > 24 thang
Il | Firewall tai cac TBA 66
Thong lugng Threat
Prevention (Application,
1 IPS, Antivirus, > 400 Mbps
Antispyware, File blocking,
DNS security, logging)
Thong lugng Next
2 | Generation Firewall/tuong | > 400 Mbps
lra tng dung
3 | Thong lugng IPSEC VPN | > 400 Mbps
S6 lugng VLAN hé trg >3000
S security zone > 50
6 Cong két ndi dir ligu (Co > 08 céng 1GE RJ-45

san trén thiét bi)

Cong quan tri thiét bi

> 1 RJ45 Mgmt

Giao dién quan tri

Web, CLI
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Tinh ndang HA

Active/active, Active/passive

10

Hd tro cac phuong thire
dinh tuyén

OSPF, BGP, RIP, PIM (SM, SSM),
IGMP

11

DPam bao kha ning kiém
soat va nhan dang cac ung
dung ICS/SCADA nhu sau:

Modbus, IEC-60870-5-104, IEC
60870-6 (ICCP), OPC DA & UA,
DNP3, IEC 61850; BACnet, ABB
Network Manager, ABB-RP570, ICCP,
IP EtherNet, IP MTConnect, Cygnet
SCADA, R-GOOSE, CIP EtherNet IP,
Profinet, Schneider OASyS, Schneider
Wonderware Suitelink, Schweitzer
Engineering SEL Fast Messaging,
Siemens FactoryLink, Siemens
Profinet 10, Siemens-P2, Siemens S7,
Siemens S7-Comm-Plus, DLMS, GE-
Historian, GE-Eterra-SCADA.

12

Tinh nang bao mat

- C6 san céc tinh niang dudi day hodc
tuong duong Stateful firewall , [PSec
VPN, Application Control, IPS,
Antivirus

- Trén mot chinh sach bao mat co thé
thiét 14p theo cac thanh t6 nhu Gng
dung, nguoi dung, device, zone va bat
cac tinh nang antivirus, ips,
antispyware, loc file.

- C6 nhiéu co ché dinh danh ngudi
dung nhu Server monitoring, Port
mapping, syslog, XFF Header,
Username Header Insertion,
Authentication policy, XML API,
Client probing

13

Tinh ning ngan chin tin
cong

Phat hién va ngan chan céc két néi
C2C, st dung DNS sinkholing dé€ xac
dinh cac may bi lay nhiém

Phat hién va ngan chan céc loai ma
ddc, cac tan cong khai thac 16 hong bao
mat

14

Bén quyén sur dung céc tinh
nang bao mat co6 san

> 24 thang

15

Nguon dién

Pam bao 02 nguon du phong, dién ap
220VAC

16

Bao hanh va hd tro k¥ thuat

> 24 thang

Giai phap quan ly twong lira tap trung

01

Bén quyén phan mém

Theo s luong tudong lira thuc té
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Tuong thich véi thiét bi
tuong Itra

Phan mém quan 1y tudng lira tip trung
phai cing hing san xuat va hoan toan
tuong thich véi thiét bi tudng lra cung
cap & trén

Kha nang mé rong s luong
thiét bi quan 1y

> 1000

Giao dién quan tri

Giao dién Web/ CLI/ API

MBoi truong trién khai

Mot trong cac moi trudong 4o hod sau:
VMware ESXi, KVM, va Microsoft
Hyper-V

Quan ly tap trung

- C6 kha ning quan tri tip trung cdu
hinh chinh sach céac tuong lra

- C6 kha ning quan 1y hé diéu hanh cua
cac thiét bi - centralized device
software installation.

- Quan ly chinh sach theo nhom thiét
bi, m6 hinh phan cap

- Tich hop ddng thoi ca tinh nang quan
tri cau hinh va quan ly tap trung log

Tinh nang quan tri network

Ty dong hoa (Automation):
- C6 co ché tu dong trién khai nhanh
hoac cung luc nhiéu thiét bi

Phén tich (analyze)

- C6 kha ndng gidm sat hi¢u nang cua
céc thiét bi, giam sat cac van dé vé hiéu
nang

- C6 kha nang giam sat toc do két cua
cac thiét bi tuong lira

Tinh nang quan tri thiét bi
firewall

Tao va quan 1y tap trung cac chinh s&ch
bao mat thong qua mot giao dién duy
nhat. Quan tri tip trung v4i duy nhat
mot giao dién console cho tét ca cac
tinh ndng bao mat nhu Firewall, VPN,
IPS, Application Control.

Hién thi s0 lan truy cap théng qua
policy theo thoi gian thyc.

C6 kha nang thiét 1ap tu dong tag
ngudi dung, dia chi IP theo cac diéu
kién loc log ngay trén thiét bi, c6 thé ty
dong dua nguoi dung, IP vao danh sach
nhom chén khi phat sinh céc ri ro.

Co kha nang tu dong phan tich cac su
kién trong hé théng mang dé xac dinh
cac dbi tuong bi thoa hiép trong hé
thong mang.

Hién thi noi cac moi de doa bat nguon.
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Co tinh nang chuyén doi cac signature
cua Snort va Suricata signature sang
signature cho tuong Itra

Thiét bi quan 1y tap trung c6 kha ning
phan phdi lai cac thong tin nhu IP User
Mappings, IP Tags, User Tags,
Quarantine List dén céc tuong lira duoc
quan ly

Giam sat strc khoé cua firewall:
- Str dung CPU
- St dung bo nhd

Sytem logs dugc chuyén tiép dén thong
tin bao mat va quan ly su kién (SIEM).

Cac béo cao dugc tao ra va dugc gui tu
9 | B4o c4o va canh bao dong qua e-mail

C6 kha nang tuy bién cac bao céo

Bao hanh va ho trg voi

10 phan mém

> 24 thang

1.5.2 Hé théng cong mét chiéu
1.5.2.1 Danh muyc thiét bj ldp dat, cai dat

STT TEN HANG MUC SO LUQNG

IV | Giai phap cong mot chiéu (USG/Datadiode)

01

1.5.2.2 M6 hinh thiét ké lugn ly

Dudi day 1a mo hinh thiét ké luan 1y cho hé théng Cong bao mat mét chiéu tai

TTDK:

'
Lép Control Center
(Production Zone) r— é_ =i

"
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TKTC-BV 21 M6 hinh thiét ké ludn Iy cho hé thong Cong bdo mdt mét chiéu tai TTPK

Tich hop hé thong Diéu khién trung tdm: dé thu thap thong tin dit lidu thong s,
canh bao, thao tac xa tir hé théng Scada (théng qua HisAdapter2 ctia hé théng chuyén
d6i dir liéu tir Hé thong diéu khién trung tim sang Hé thong OMS). Dit liéu thu thap s&
phuc vu xdy dung hé thong quan 1y thong s, SA.VDI, cung cap thong tin su cb ludi
dién thoi gian thuc cho ca truc diéu do.

Mo hinh hoat dong ludng dir liéu dwoc mé ta nhu hinh sau:

Trung tam Diéu khién sé

L&p irng dung e
Hiénthi 5 _N” -Tj; Hién thi\
48 chu ki | s |7 * : % 48 chu ki

Lz,

o ..
Web SA.VDI Web thong s6

A
L&p tich hop e e Core Switch
| | Layer 3
¢
Bl N
| Thu thap di¥ liéu l i A
| thoness | Firewall TTOKS
e s Tl
Lép dir liéu

N

Import vao TTDKS
all

T [iéu
thongsom—— — — — — —

Co s& dir liéu TTDKS
SQL SERVER

Hé théng chia sé di¥ liéu OMS
HisAdapter01

Tools déng bd I
dir lidu

| e
> =~ | ‘:—_l >
: —RJ | =N
| L Data Diode

Tools déng bd dir
liéu trang thai

Di* liéu thong s6
48 chu ki | HisAdapter02

TKTC-BV 22 M6 hinh hoat dong luéng dir liéu cua hé théng Céng mot chiéu
o Muc dich:

= Thu thap dit liéu tir hé thdng Diéu khién trung tdm. Céc dit liéu thu
thap bao gdbm

e (Cac dir liéu vé su ¢co
e (ac dir liéu vé thao tac dieu khién xa
e (Cac dir li¢u vé thong s6 van hanh (48 chu ki)

o Tan suat: dinh ki
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o Phuong thire: chia sé file. Trong d6 TTPKS sé thuc hién thu thap cac file
tir HisAdapter2 vé kho dit liéu tap trung caa TTDKS.

May chu Adapter 01 duoc cdu hinh véi chirc ning chia st file dit liéu tir hé théng OT
sang TI, déng thot thyc hién luu trit cac ban va phuc vu cap nhat Windows tir h¢ théng
IT.

May chii Adapter 02 két nbi tryc tiép v6i hé thong OMS trong mang IT.
e Thiét bi cong mot chiu tir IT sang OT (DataDiode 02) phuc vu cong tac
cap nhat:

- Cap nhat ban va Windows.
- Cap nhat phan mém Antivirus Symantec.
- Cap nhat firmware (néu co).
- File dit li¢u phuc vu van hanh dam bao ATTT.
- File dit liéu MV tir hé thong GIS
- File dit liéu map tir hé théng ESRI

M6 hinh hoat dong luff)ng dir liéu dugc mo ta nhu sau:

Control Center/Production Zone Replica zone

MV GIS data

Integration Server - M,

> SCADA/UWD
Server

-

Output FLISR sefiuence to SCADA Map Map Server |
DMS data

Network Model

Server

Gateway Zone

/ 110kV SIS
HV-MV data

— Front-End MV
Control commands w

Cong bao mat mot chiéu (USG/Datadiode) gilp dam bao vé mit vat 1y luon ludn
chi cho phép dit liéu truyén mét chidu tir mang IT (Corporate Network) vé mang IT
(Industrial network), ma khéng cho truyén dit liéu hodc diéu khién tir chiéu nguoc lai.

Giai phap hd trg cic giao thic:
e CSDL nhu MSSQL, MySQL, Oracle: thong qua co ché truyén file hoic data
stream

e |EC 60870-5-104

e Cac giao thuc truyén file nhu FTP, FTPS, SFTP, TFTP, SMB
Trong dir 4n nay, s& thyc hién dau tu bd sung 01 thiét bi cong 1 chibu méi dé thay thé
cho thiét bj DataDiode 02 dang hién hitu véi hiéu ning thip (thong lugng 200Mbps) dé
dam bao hiéu nang cho hé thdng hién tai va twong lai voi viéc ngay cang can chi sé nhiéu
dr 1i€u sang Kho D1t li¢u tap trung cong tac QLKT cua EVNHN.
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1.5.2.3 M0 hinh thiét ké vt ly

Thiét bi céng mot chiéu s& duge lép dat trén rack tai vi tri nhu sau:

Rack U

Tén thiét bi

Rack 07 uU34

USG

So d6 lap rack nhu sau:

NETWORK DEVICE

NETWORK DEVICE

NETWORK DEVICE

NETWORK DEVICE

USG

HCl| 02

SWITCH D2

SERVER

SWITCH 01

SERVER

CIRCUT BREAKER

FIREWALL 02
FIREWALL 01

BACKUP STORAGE

SERVER

BACKUFP SERVER

SERVER

Thiét bi hién hiku

Thiét bitrang bi méi

CIRCUT BREAKER
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So do ddu ndi vat Iy

UsG

SWITCH 02 Mang IT

Thiét bi cong mot chiéu sir dung 01 két ndi dong 1Gbps t6i hé thong thiét bi
chuyén mach ctia mang OT va IT dé phuc vu truyén dir liéu mang (data)
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Bang dau nbi vat 1y:

Piém dau biém cuoi .

STT R Thiét bi Cong Cap | Tocdp | R-U Thiét bi Cong Mode | eht
1 |R8U34 |USG-RED |LANI |Pong | 1G Switch IT | Switch IT | Ethx Auto
2 |R8U34 |USG-BLUE |LANL | DPéng | 1G R7U30 | Switch02 | Eth1o Auto
3 |R8U34 |USG-RED |SFPTX |Quang | 1G R8U34 | USG-BLUE |SFPRX | Auto
4 |R8U34 |USG-BLUE |SFPTX |Quang | 1G R8U34 | USG-RED |SFPRX | Auto
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1.5.2.4 Thdng sé cdi dat va cau hinh

Thong s6 FTP
Théng s6 Gia tri Ghi chu
USG-RED (IT)
User ftpuser
Password
Server (IP)
Share / Thu muc chia file nhan vé
Enabled Yes
Delete Files on Share
No
after transfer
USG-BLUE (OT)
User ftpuser
Password
Server (IP)
Share / Thu muc chtra file guri di
Enabled Yes
Delete Files on Share
No
after transfer
Thong s6 SFTP
Théng s6 Gia tri Ghi chu
USG-RED (IT)
User sftpuser
Auth Password
Password
Server (IP)
Port 22
Share Path / Thu muc chtra file nhan vé
Enabled Yes
Delete Files on Share
No
after transfer
USG-BLUE (OT)
User sftpuser
Auth Password
Password
Server (IP)
Port 22
Share Path / Thu muyc chra file gtri di
Enabled Yes
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Théng s6 Gia tri Ghi chu
Delete Files on Share
No
after transfer
Thong sé6 Windows File Share
Théng s6 Gia tri Ghi chu
USG-RED (IT)
User windowsuser
Password
Server (IP)
Share (folder name) Thu muc chia file nhan vé
Enabled Yes

USG-BLUE (OT)

User

windowsuser

Password
Server (IP)
Port 22
Share (folder name) Thu muc chtra file gt di
Enabled Yes
Thong s6 TCP/UDP stream
Théng s6 Gia tri Ghi chu
USG-RED (IT)
Channel 1 Can khép véi BLUE
Type Unilateral
Name TCPO1
Protocol TCP
Destination port (port)
Destination address (IP)
Enabled Yes
Terminate on Failure | No
Max Buffer Items 10
USG-BLUE (OT)
Channel 1 Can kh6p v6i RED
Type Unilateral
Name TCPO1
Protocol TCP
Source port (port)
Source address (1IP)
Enabled Yes
Max Session 100
Bitrate 100 Mb/s
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Thong s6 IEC 104

Théng s6 Gia tri Ghicha

USG-RED (IT)

Channel 1 Can khép véi BLUE

Allowed Controlling (1P)

Station IP

Controlled Station

Port (port)

Originator/Common

Address (1-65534)

Max Open 1 Sé controlling station t6i da duoc két ndi

Connection dong thoi

Connection Timeout | 30s Thoi gian timeout cho viéc thiét 1ap két noi

Send/Request 156 Thoi gian timeout cho viéc gui hodc test

Timeout APDU

Acknowledge 10S Thoi gian timeout chq viéc x&c nhan khi

Timeout khong co6 dir lidu truyén

Test Frame Timeout | 20S Th.(‘yi gian timeout C%I.O Viéqc gu:1 te‘:.st frame
khi ¢ trong trang thai nghi kéo dai

Max Outstanding 1 APDU Gidi han s6 APDU t6i da IEC 104 client co

APDUs thé giri ma khong duoc xac nhan

Max Latest Gi6i han tan suat IEC 104 client xac nhan

Acknowledge 8 APDU APDU

APDUs

USG-BLUE (OT)

Channel 1 Can khép véi RED

Controlling Station IP | (IP) H: cua thié;t bi NIECA 104 controlling station
can thu thap dir li¢u

g(())rrj[trolllng Station (port)

Originator address (1-255) Dia chi IEC 104 cua originator

Common Address (1-65536) Dia chi ’1'Ing ’cllurig cf‘la clieAnt (l.ogical station)
Can khop véi cau hinh trén client

Connection Timeout | 30s Thoi gian timeout cho viéc thiét 1ap két ndi

Send/Request 156 Thoi gian timeout cho viéc gui hodc test

Timeout APDU

Acknowledge 10S Thoi gian timeout chq viéc xac nhan khi

Timeout khong c6 dir liéu truyén

Test Frame Timeout 20S Thoi gian timeout cho viéc gui test frame

khi ¢ trong trang thai nghi kéo dai
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Théng s6 Gia tri Ghi chu
Max Outstanding 12 APDU Gioi han s6 APDU t6i da IEC 104 client co
APDUs thé gtri ma khong duoc xac nhan
Max Latest Gidi han tan sudt IEC 104 client xac nhan
Acknowledge 8 APDU APDU
APDUs
Thong sb ciu hinh NTP Server
Théng s6 Gia tri Ghi chu
NTP Server 01 10.240. x.x May chu GPS and Time Frequency
NTP Server 02 10.240. x.x May chu GPS and Time Frequency
NTP Server 03 10.240. x.x May chu GPS and Time Frequency
1.5.2.5 Chinh sach an ninh
Chinh sach phat hién do quét cong
Théng s6 Gia tri Ghi chu
Port Scan Threshold | 16 Ngudng cho ting port
_?_Lnrgelseh:j Sean 6 Ngudng cho tung [P
'?f:/reer:f::)r dort Sean 8 Ngudng cong dong nhiéu port
Last Seen Delta 28800 Bl‘o.ck‘céc 131éy cf) hanh vi trong khodng
thot gian gan nhat
Lockout Time 32400 Khoang thoi gian unblock sau khi da bi
block
Ports to Ignore 22,80,443,514 | Céc port ngoai 1€
Hot Ports Block ngay lap tirc cac port nay
Chinh sach Allow list IP
IP Ghicha
(IP) Céc IP ngoai 1¢, khong duoc kiém soat
Chinh sach Blocklist IP
IP Ghi cha
(IP) Cac IP tu dong bi block

1.5.2.6 Chi dan bién phap trién khai
Chi tiét vé cach thirc thuc hién dugc thé hién & phu luc 2 “Chi dan trién khai chi tiét”
1.5.2.7 Két qua dat dwoc sau khi hé thong di vao hoat dong

Giai phap cong an ninh mot chiéu cho phép truyén sb lidu tir mang OT sang mang
IT, nhung van dam bao tinh an toan tuyét d6i nhu khi c6 1ap vat 1y (Air Gap). Cong an
toan mot chiéu cho phép truyén dir 1i€u ra bén ngoai ma khong s¢ hacker, ma doc xam
nhap, lay lan ngugc vao mang OT, ngay ca trong truong hop mang IT bén ngoai da bi
xam nhap.
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1.5.2.8 Tinh toan thong so ky thudt

Duya trén hudng dan cia QD-758 dinh hudng trang bi cdu hinh cho céng nghé
Cong an ninh mdt chiéu véi thong sé biang théng tir 100Mbps dén 500Mbps. Tuy nhién
dé dap tng kha ning mo rong trong twong lai va cac thiét bi cong mot chiéu hién nay
déu hd tro téi thiéu throughput 14 1Gbps, ching toi dé xut trang bi ciu hinh bing théng
tir 1Gbps. Ngoai ra can dam bao hd tro 2 ngudn cap dién, kich thude 1U. Tiéu chudn an
ninh EAL 4+ hodc twong duong tré lén.
1.5.2.9 Théng s ky thudt thiét bj yéu cau
Thiét ké thong sb thiét bi theo yéu cau:

. L SO
STT TEN HANG MUC YEU CAU
’ j LUQNG
v Giii phép cong mot 1
chiéu
1 | Throughput > 1Gbps
Theo phuong thirc cho phép thong tin
theo ludng mot chiéu tir thiét bi
truyén danh riéng (dedicated transmit
-TX module) ti thiét bi thu danh
2 Gidi phap phai van hanh riéng (dedicated receiver - RX
module) dugc ddm bao qua dac tinh
dién hoac vat ly ma vai tro kénh
truyén khong bi déo lai hodc bi
chuyén mach boi cau hinh phin mém
3 Giao thtrc hd tro S-FTP, TFTP,FTP-S, CIFS
Yéu cau ho tro viéc
4 ) Co Oracle, MySQL, MSSQL.
replicate Database ysQ Q
e Giai phap ho trg tuy chon mé rong
5 Tinh < ’ L
T San sang san sang cao (High-Availability).
Thiét bi gateway mot chiéu (cabinet)
-y c6 thé chira cac host module va cac
Thiet ké 1 .
0 i€t ke module module phat TX, module thu RX
trong cting phan ctmg kich thirc 1U
Bao hanh va hd tro k¥
7 aci anh va ho trg k¥ > 24 thang
thuat
1.5.3 Hé théng bdo vé diém cudi
1.5.3.1 Danh muyc thiét bj lap dat, cai dat
STT TEN HANG MUC SO LUQNG
V | Ban quyén giai phap EPS 270
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1.5.3.2 M6 hinh thiét ké lugn ly

Lép trung gian/DMZ (b8 sung | Lop mang cung cAp sé liéu ra bén ngodi/Replica
hé théng bac mét cho OT)

Lép trung gian/OMZ

|
|

! =T “

| I

| | |
g8 i Al I oe®e
i' ' * ﬂ ““‘A s | | e
At wsus. Jump | - OTFWIT
- — ‘ - ' ‘ =
I

sev m £

Kervee S
L

Lép Control Center
(Production Zone) r= é, -
| I
0 I ® Q@FR> ®

30 POWER
COMPANY

30 Workstations)

Gateway

® elzy] ®
X8 CLIENTS

18 Workstations)

SCADALDW ADServed  DE  ebiomMoos  PSE Rt
Server b Server B B SeverB  SenerB

Lop Hudn luyén, M& phang (Simu lamm

l’l‘h d'n .
R-1- 4

Giai phap phong chéng mé doc diém cudi (EPS) trang bi cho cac hé thong may
chi, may tram tai hé thong OT tai EVNHN.
Heé thdng bao gdm mot server quan 1y tap trung: Dé cap nhat co so dit lidu virus

B4 TBA T10/20KV

va cac phién ban méi ctia hing va quan 1y cac hé théng mdy chi, may tram.

Céc agent s€ dugc cai dat trén cac may chu, may tram & tat ca cac site: TTPK, TBA,
Cong ty dién luc.

Thanh phén Agent co thé duoc trién khai/cai dat xuéng may chu, may tram theo mot sb
cach sau:

e Trién khai tap trung tir xa qua server quan 1y tap trung: Tich hop server véi
Active Directory.
e Trién khai thu cong: Tao goi cai dat va cai dat thu cong trén cac may chu,

may tram.

d % Internet

[— | &
o2 5
e I e
; 3 ET'th‘ han tich dir lié
"’IE'E i Tich hop phéan tid iEu
Endpoint Security EDR Sz [Inhound]
Manager (.

TKTC-BV 23 Mo hinh luéng hoat dong ciia gidi phap Endpomt Security
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Ngay sau khi thanh phan Agent duoc cai dit 1én cac may chi, may tram, ngudi
quan tri c6 thé tién hanh trién khai cac thanh phén, tinh ning bao mat cta giai phap EPS
xudng cic may tram thong qua thanh phan quan trj tip trung.

Thong qua thanh phan quén tri tip trung, ngudi quan tri tién hanh cu hinh chinh sach
bdo mat tap trung, cling nhu tao bdo cao bao mat tap trung cho toan b hé théng.

Thanh phan Agent dugc cai dit trén cac may tram can bao vé va kiém soat. Agent
s& thyc thi cac chinh sach bao mat duoc thiét 1ap tir may chii quan 1y tap trung, dong
thoi thu thap va giri cac thong tin, su kién bao mat lién quan vé thanh phan quan tri tip
trung, phuc vu qua trinh giam sat va bao cdo bao mat tip trung.

Danh sach cac may chii, may tram work Station tai TTPK nam trong du an

NM10.4:

STT | Tén may Phién ban HPH Ghi chu

Control Center Zone (Production Zone)
1 | SCADA/UDW Server A RHEL 8
2 | AD Server A Windows Server 2022
3 | DE Server A Windows Server 2022
4 | PSE Access Server A Windows Server 2022
5 | Rabbit MQ Server A RHEL 8
6 | Network Model Server A RHEL 8
7 | SCADA/UDW Server B RHEL 8
8 | AD Server B Windows Server 2022
9 | DE Server B Windows Server 2022
10 | PSE Access Server B Windows Server 2022
11 | Rabbit MQ Server B RHEL 8
12 | Network Model Server B RHEL 8
13 | Oracle Database Server 1 RHEL 8
14 | Oracle Database Server 2 RHEL 8

DMZ Zone
15 | Replica SCADA/UDW server A RHEL 8
16 | AD Server A Windows Server 2022
17 | Replica PSE Access Server A Windows Server 2022
18 | Anti-Virus Server A Windows Server 2022
19 | WSUS Server A Windows Server 2022
20 | Jump Server A Windows Server 2022
21 | Replica SCADA/UDW server B RHEL 8
22 | AD Server B Windows Server 2022
23 | Replica PSE Access Server B Windows Server 2022
24 | Anti-Virus Server B Windows Server 2022
25 | WSUS Server B Windows Server 2022
26 | Jump Server B Windows Server 2022

Gateway Zone

68




STT | Tén may

Phién ban HPH

Ghi chu

27 | ICCP Server A

Windows Server 2022

28 | ICCP Server B

Windows Server 2022

29 | Front-End A

Windows Server 2022

30 | Front-End C

Windows Server 2022

31 | ICCP Server C

Windows Server 2022

32 | ICCP Server D

Windows Server 2022

33 | Front-End B

Windows Server 2022

34 | Front-End D

Windows Server 2022

35 | Thin Client Server 1

Windows Server 2022

36 | Thin Client Server 2

Windows Server 2022

OTS Zone (Simulation Zone)

37 | SCADA/UDW Server A

RHEL 8

38 | SCADA/UDW Server B

RHEL 8

39 | AD Server A

Windows Server 2022

40 | DE Server A

Windows Server 2022

41 | PSE Access Server A

Windows Server 2022

42 | Front-End A

Windows Server 2022

43 | Front-End B

Windows Server 2022

44 | ICCP Server A

Windows Server 2022

45 | ICCP Server B

Windows Server 2022

46 | AD Server B

Windows Server 2022

47 | DE Server B

Windows Server 2022

48 | PSE Access Server B

Windows Server 2022

Replica Zone

49 | Integration Server A

Windows Server 2022

50 | Map Server A

Windows Server 2022

51 | Integration Server B

Windows Server 2022

52 | Map Server B

Windows Server 2022

Work Station

53 | Work Station 1 Windows 10
54 | Work Station 2 Windows 10
55 | Work Station 3 Windows 10
56 | Work Station 4 Windows 10
57 | Work Station 5 Windows 10
58 | Work Station 6 Windows 10
59 | Work Station 7 Windows 10
60 | Work Station 8 Windows 10
61 | Work Station 9 Windows 10
62 | Work Station 10 Windows 10
63 | Tranning Work Station 1 Windows 10
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Danh sach may dau cudi duoc cai agent bd sung tai Cong ty Dién luc:

Pinh danh (Hostname) Hé diéu hanh Ghi chu
Nam Tur Liém Windows 10 Pro x64 | Dell Precision 3630 Tower
Thanh Tri Windows 10 Pro x64 | Dell Precision 3630 Tower
Gia Lam Windows 10 Pro x64 | Dell Precision 3630 Tower
bong Anh Windows 10 Pro x64 | Dell Precision 3630 Tower
Soc Son Windows 10 Pro x64 | Dell Precision 3630 Tower
Hoang Mai Windows 10 Pro x64 | Dell Precision 3630 Tower
Long Bién Windows 10 Pro x64 | Dell Precision 3630 Tower
Mé Linh Windows 10 Pro x64 | Dell Precision 3630 Tower
Ha Dong Windows 10 Pro x64 | Dell Precision 3630 Tower
Son Tay Windows 10 Pro x64 | Dell Precision 3630 Tower
Chuong My Windows 10 Pro x64 | Dell Precision 3630 Tower
Thach That Windows 10 Pro x64 | Dell Precision 3630 Tower
Thuong Tin Windows 10 Pro x64 | Dell Precision 3630 Tower
Ba Vi Windows 10 Pro x64 | Dell Precision 3630 Tower
Pan Phuong Windows 10 Pro x64 | Dell Precision 3630 Tower
Hoai buc Windows 10 Pro x64 | Dell Precision 3630 Tower
My buc Windows 10 Pro x64 | Dell Precision 3630 Tower
Phi Xuyén Windows 10 Pro x64 | Dell Precision 3630 Tower
Phuc Tho Windows 10 Pro x64 | Dell Precision 3630 Tower
Qudc Oai Windows 10 Pro x64 | Dell Precision 3630 Tower
Thanh Oai Windows 10 Pro x64 | Dell Precision 3630 Tower
Ung Hoa Windows 10 Pro x64 | Dell Precision 3630 Tower
Bic Tir Liém Windows 10 Pro x64 | Dell Precision 3630 Tower
Ba Dinh Windows 10 Pro x64 | Dell Precision 3630 Tower
Hoan Kiém Windows 10 Pro x64 | Dell Precision 3630 Tower
Hai Ba Trung Windows 10 Pro x64 | Dell Precision 3630 Tower
Pong Da Windows 10 Pro x64 | Dell Precision 3630 Tower
Tay Ho Windows 10 Pro x64 | Dell Precision 3630 Tower
Cau Giay Windows 10 Pro x64 | Dell Precision 3630 Tower
Thanh Xuén Windows 10 Pro x64 | Dell Precision 3630 Tower

Danh sach may dau cudi duoc cai agent bo sung tai Cong ty Ludi dién cao thé:

STT | Tén may Phién ban HDH Ghi chu

1 Communication & Data Server 1 | Windows

2 Communication & Data Server 2 | Windows

3 HIS & Application Server 1 Windows

4 HIS & Application Server 2 Windows

5 Operation Workstation 1 Windows
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STT | Tén may Phién ban HDH Ghi chu

6 Operation Workstation 2 Windows

7 May tinh k¥ su 1 Windows

8 May tinh k¥ su 2 Windows

Danh sach cac may dau cudi duoc cai agent bo sung tai cic TBA:
Ban
STT Tram Gateway HMI Engineer | HIS | ghi
sw b
1 | Dong Anh L - win 10/ 0 0 0| 1
chua active

o 1-win 1-win

2 Gla Lam 10/2022 10/2020 0 I
) 1-win7
3 Thuong Dinh 1 - win 7 hong 0 0 0 1
4 Son Tay 1-win7 0 0 0 1
5 Yén Phu 1-win7 1-win7 1 0 1
6 Nghia D6 1-win 10 1-win 10 0 0 1
7 Vin Dién 1-win 10 1-win 10 0 0 1
8 | Tran Hung Pao 1 - win 10 0 0 1
9 Phuong Lié¢t 1-winSV12 |1-winSV 12 0 0 1
10 Giam 1-win1o | 7 Wini0 0 0| 1
(sv2)

11 Sai Pong 1-win 10 1-win 10 0 0 1
12 Noi Bai 1-winlp 1 1-winlD 0 0| 1
active active
13 | Béc Thing Long |+ "IN10 0 0 0| 1

active
Lo 1 -win 10/ .
14 Bo Ho Thiéu key 1 -win 10 0 0 1
15 Thanh Xuéan 1 -win 10 1-win 10 0 0 1
16 Nhat Tan 1-win10 1-win10 0 0 1
17 Thanh Nhan 1-win7 1-win7 0 0 1
18 Hai Bbi L-wind0 ) in10 0 0| 1
active
19 M7§ Dinh 1-win 10 1-win 10 0 0 1
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Ban

STT Tram Gateway HMI Engineer | HIS | ghi
sw co
) . ) ) 1/ VH

20 Linh Pam 1-win7 1-win7 2017 0 1

21 Phung Xa 1-win 10 0 0 0 1

22 Van Quan 1-win 10 1-win 10 0 0 1

23 Troi 1-win7 0 0 0 1

24 | Thuong Tin 1 -win 10 1-win 10 0 0 1
chua active chua active

25 Cau Dién 1-win7 1-win7 U/win7 | 0 1

26 | Quang Minh 1-win 10 0 0 0 1
chua active

27 | Béc An Khanh 1-win7 0 0 0 1

28 GiaLam 2 1-win7 1-win7 1/win7 0 1

29 Thanh Oal 1-win7 0 0 0 1

30 Tay Ho 1 - win 10 2 - win 10 1 0 1

31 Mai Lam 1-win 10 1-win 10 0 0 1

active chua active

32 SB Noi Bai 1-win7 1-win7 0 0 1

33 Mob Lao 1-win7 1-win7 0 0 1

34 Son Tay 2 1-win 10 1-win10 0 0 1

35 Tir Liém 1-win1 | L-win10/ 0 0 1

hong

36 NC LongBién | 1-winSV 12 |1-winSV 12 0 0 1

37 | NC Qudc Oai 2 -win7 1-win7 0 0 1

38 | NC Dong Anh 2-win7 1-win7 0 0 1

39 Phu Nghia 2-win7 1-win7 0 0 1

1-win7
40 | CV Théng Nhat | 1-win 7 hong, | 1-win7 0 0 1
mat key
41 Ba Vi 1-win7 1-win7 0 0 1
42 CNC Hoa Lac 2 -win 10 2 -win 10 1 1 1
1-winSV12/|1-win10/k

43 Phung win 10 k chay chay duogc 0 0 1
dc Sys600 HMI

44 Minh Khai 1-win 10 1-win 10 0 0 0
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Ban
STT Tram Gateway HMI Engineer | HIS | ghi
sw co
45 Pha Xuyén 1-win 10 1-win 10 0 0 0
46 Sai Pong 2 1-win 10 1-win 10 0 0 0
47 Duong Noi 1-win 10 1-win 10 0 0 0
48 Ngoc Hoi 1-win 10 1-win 10 0 0 0
49 | Bac Thanh Cong | 1-win 10 1-win 10 0 0 0
50 | CV HO Yén So 1 -win 10 1 -win 10 0 0 0
51 My Puc 1-win 10 1-win 10 0 0 0
52 CV Thu Lé 2 -win 10 1-win 10 0 0 0
53 Trau Quy 1-win 10 1-win 10 0 0 0
54 | Hong Duong 1 - win 10 1 - win 10 0 0 0
55 | CNCHoaLac2 | 1-winl0 1-win 10 0 0 0
56 | Thach That 2 1 - win 10 1 - win 10 0 0 1
57 Van Pinh 1-win 10 0 0 0 1
58 Tia 1 - win 7/10 1 0 0 1
59 Phuic Tho 1-win 10 1-win 10 0 0 1
60 Xuan Mai 1-win7 1-win10 0 0 1
3 . . . 1 48
Tong 60 may 55 may 5 may may | may

Véi s6 lugng thong ké cac may chu, may tram tai cic don vi nam trong dy an dau tu co
téng 270 may bao gdm ca cac may nam trong hé théng du an NM10.4. Trong trudng
hop cac may trong du an NM10.4 d3 c6 ban quyén hé thong EPS riéng, thi tong s6 luong
may thong ké duoc 12 207 may.

1.5.3.3 Hé théng yéu cdu cac két néi mang nhir sau:

STT | Ngudn Pich Dich vu Ghi chu
. . TCP 80,
1| May dhu cudi | CnaPOINESECUNty | g1 ) 443 | Quan tri agent
Manager 2967

1.5.3.4 Phan bé tai nguyén 4o hoa
May cht quan trj tip trung cta hé thdng yéu ciu tai nguyén nhu sau:

Théng s6 Gia tri Ghicha
CPU 8 Core
RAM 16GB RAM
HDD 1TB

1.5.3.5 Thdng sé cdi ddt va cau hinh
Théng s6 Gia tri Ghicha
IP Address 10.24. x.x

73



Théng s6 Gia tri Ghi chu
Subnet Mask 255.255.255.0
Default Gateway 10.24.x.1
10.240. x.x
NTP Server 10.240. x.x
10.240. x.x

1.5.3.6 Chinh sach an ninh
Firewall policy

No | Name Action | App Host Service Log | Severity
1 ﬁ:':\(/’lvpv Allow | AV Any | ICMP No | Minor
Block Any Any Yes
2 | Local File | Block SMB Minor

Sharing

Block Any [Critical Yes | Minor

Access to Servers
3 Critical Block ]Any

Servers

Block An An . Yes | Minor
4 | Blacklisted | Block ’ ’ [Blacklisted

ports]

ports

Block . Any Any Yes | Minor
5 | Blacklisted | Block gz;‘]:k"“ed

apps
6 | Allow All | Allow Any Any Any No Minor
IPS policy
Théng s6 Gia tri Ghi chd
Enable IPS Yes
Excluded Hosts [Host list]
Enable Browser IPS | Yes

Application and device control policy

Enabled Rule set Environment
Yes Block access to Autorun.inf

Yes Block file extend

Yes Block Hash

Yes Block Game

Yes Block Malware

1.5.3.7 Chi dan bién phap trién khai
Chi tiét vé cach thirc thyc hién duoc thé hién & phu luc 2 “Chi dan trién khai chi
tiét”
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1.5.3.8 Két qua dat dwoc sau khi hé thong di vao hoat dong

Giai phap EPS bao vé cac may cha, may tram trudc cac mbi nguy hai tir cic ma
doc nhu Virus, Spyware, Malware, ... va cac phin mém doc hai. Cung cip nhiéu mirc
bao v¢ cho nguoi dung, phat hién sém va phong ngtra ma doc. Ngoai ra, giai phap con
c6 kha nang phat hién ma doc dya trén viéc dua ra phan tich dbi v6i cac hanh vi bat
thuong. Ap dung céc cong nghé tién tién nhu Al Machine Learning dé gitip hiéu qua

hon trong viéc bao vé cac may chii, may tram trong hé thong.
1.5.3.9 Tinh toan théng so ky thudt

Téng s6 lwong ban quyén duoc yéu cau theo sb lwong may tram thyc té theo khao
st 12 270 may, sb lugng ban quyén yéu cau tdi thiéu cho 270 may

1.5.3.10Thdng sé ky thudt yéu cdu
Thong s6 ky thuat yéu cau cho giai phap bao vé diém cudi:

STT

TEN HANG MUC

YEU CAU

SO LUQONG

Ban quyén giai
phap EPS

270

Quan 1y tap trung

Giai phap cung cap quan ly tap
trung tAt ca cac may tram, thiét
bi; phﬁn mém bao mat dau
cudi; chinh sach bao mat; theo
doéi giam sat.

Tich hop va nén tang
mo

Mo rdng giai phap Symantec
hién c6 hodc mot gidi phap mai
tuong duong.

Loai hiét bi duoc
bao vé

Thiét bi bao gdom may chu, may
tram.

Quan tri

Co hé théng quan trj tai chd
(on-premised)

Ho trg khd ning bao céo, tim
kiém thong tin theo thoi gian
thuc, trong qua kha va dir lidu
theo yéu cau

Tich hop véi cac hé thong
SIEM nhu IBM Qrada, Splunk

Tinh ndng bao mat

Phéat hién va ngan chén cac loai
ma doc: malware, ransomware,
malicious scripts, unknown va
new threats

Phat hi¢n va ngan chan ma doc
chua biét véi cong nghé
Signature-less bao gdm
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STT

TEN HANG MUC

YEU CAU

SO LUQONG

machine learning, behavioral
analysis,...

Tich hop tuong ltra - Firewall

Tich hop tinh nang phat hién va
phong chéng xam nhap — Host
Intrusion Prevention System

Tich hgp bao vé va loc web -
Web Filter

Tich hop quan 1y ing dung va
thiét bi - Application and
Device Control

Tu dong phuc hoi su thay doi
gdy ra boi ma doc va dam bao
hé théng hoat dong & trang thai
khoé manh gan nhat

Hé diéu hanh duoc
ho tro

Windows, MAC, Linux

Phuong thirc quét

Hb trg nhiéu phuong thirc quét:
Full Scan, Quick scan, Auto
Protect, v.v...

H6 tro thuc hién Quick scan 1
ngay / 1an, Full scan 1 tudn/lan

HO tro tu dong quét ma doc
trén cac file m&i xuét hién trén
hé théng (Tir cac vat mang tin
tor bén ngoai, dir liéu dugc tai
xudng tir internet, v.v...)

Bao hanh va hd tro
ky thuat

> 24 thang

1.5.4 Hé théng quan 1y tai khodn ddgc quyén
1.5.4.1 Danh muyc thiét bj lap dat, cai dat

STT

TEN HANG MUC

SO LUONG

Vi

Ban quyén giai phap PIM/PAM

01

1.5.4.2 Md hinh thiét ké lugn ly
So db logic mo ta ludng két ndi gitta cac thanh phan trong hé thong:
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M&b hinh thiét ké& hé théng
Quan ly truy nhap d3c quyén tai EVN Ha Noi
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TKTC-BV 24 M6 hinh thiét ké ludn 1y gidi phap PAM

Mo hinh trién khai bao gdm céc thanh phan:

e 01 DC Vault: bay 1a Vault luu trir chinh cta toan b hé théng. Trong diéu kién
binh thudong, moi thong tin luu trir s€ dugc tap trung tai day.

e 01 DR Vault: La Vault Backup, sao chép toan b thong tin ctia Vault chinh (DC
Vault). Khi Vault chinh gap su ¢d va khong thé hoat dong dugc DR Vault s& tro
thanh Vault chay chinh.

e 02 Components Server: La 02 thanh phan cai dit cac ung dung PVWA, CPM,
PSM theo co ché Active - Backup. Trong diéu kién binh thuong, day la thiét bi
chiu tai chinh. Khi Components Server 01 16i va khong thé hoat dong duoc,
Components Server 02 s& chuyén thanh thiét bi chiu tai chinh ctia ngudi ding.

e 01 PSMP: La thanh phan hd trg ngudi dung truy cip vao cac thiét bi dich thdng
qua SSH-Proxy.

e 01 PTA: La thanh phan thu thip thong tin va gidm sat truy nhap dic quyén cua
toan bo hé thng.

Tinh nang cac thanh phan nhu sau:

Giai phap quan tri truy nhap dic quyén (PAM) ctia cung cip mot “giai phap bao
mat” bén trong doanh nghiép noi ma tat ca nhitng mat khau dic quyén duoc bao mat, tu
dong quan ly, va chia sé gitta nhitng ngudi dung duogc phép nhu nhan vién IT, nhan vién
quan tri dir li€u, nhan vién quan tri ving hoac tir xa hay nhirng dich vu thiéu su quan
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tdm can thiét nhu nhitng tng dung trong kinh doanh, hé thong quan trj thong tin...Cau
trac ciia hé thdng quan 1y mat khau dic quyén - PAM bao gém nhitng thanh phan sau:

REAL-TIME
THREAT Privileged Threat Analytics
DETECTION
" 'd
PROACTIVE Enterprise SSH Key Privile_ged Applica_tion On—_D_emand
CONTROLS Password Manager Session Identity Privileges
Vault® Manager® Manager™ Manager™
-
Web Management Interface
SHARED Master Policy
TECHNOLOGY
PLATFORM Discovery Engine
Secure Digital Vault™
\,
|

< Q A—
PROTECT DETECT RESPOND
Vault Server (Secure Digital Vault)

e Lathanh phﬁn luu trir toan bd thong tin quan trong nhét ciia hé théng, thanh phﬁn
nay dua trén cong nghé Digital Vault cia PAM, dap Gng véi chuan bao mat FIPS
140-2 va da dugc ching minh 14 dép tmg cac chuan bao mat nhu: PCI, NERC,
FERC, SOX, HIPAA, GLB.... Vault server dugc thiét ké v4i kha nang bao mat
da 16p (bao gém: tuong Itra, VPN, xac thyc, diéu khién truy cap, ma hoa...) két
hop chit ché véi nhau va trung tdm 1 hé thong quan 1y mat khau dic quyén — PIM
Suite 1a giai phap tdi wu trong van dé luu trit, chia sé dinh danh trong méi truong
doanh nghiép.

Central Policy Manager (CPM)
e CPM cho phép tb chirc dinh nghia cac chinh sach dua trén quy trinh cong viéc cu

thé tai to chirc cling nhu nhu cau kiém soat d6i véi cac tai khoan dic quyén.

e Cho phép t6 chirc xac thuc cac mat khau trén cac thiét bi va c6 kha nang dong bd
lai mat khau trong truong hop can thiét nhu mat két nbi hé thong quan 1y mat khau
tGi cac thiét bi can quan 1y ...

e CPM cho phép tao cic mat khau méi mot cach ngau nhién va thay thé cac mat
khau hién tai cta cac thiét bi do PIM quan ly. Cac mat khau duoc tao méi sé duoc
luu trir trén Vault Server.

e Céc chinh sach dugc luu trit trong nhitng tai khoan dic quyén khac nhau, vi vay
chi c¢6 ngudi dung dap ing duoc cac chinh sach an ninh méi c6 thé truy cap.

Password Vault Web Access (PVWA)

e Password Vault Web Access (PVWA) mang day dii mot tinh ning ciia mot Cong

thong tin Web. Cung cép giao dién cho phép diéu khién cho cac yéu cau, truy cip
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va mat khau quan 1y ddc quyén ciing nhu két ndi trong subt dé quan 1y thiét bi.
PVWA hd tro ca ngudi dung, quan tri vién hé thng.

PVWA cung cép giao dién don gian, thuin tién cho nguoi sir dung. Ngoai ra nguoi
dung c6 thé tim kiém cac thong tin mot cach dé dang va nhanh chéng thong qua
cong cu tim kiém duogc thiét ké mot cach hop 1y nhat.

PVWA con cung cdp giao dién ngon nhe va don gian cho phép ban truy cip
PVWA thdng qua céc thiét bi di dong (BlackBerry, Android, iPhone) dé thao tac
v6i tai khoan dic quyén.

Privileged Session Management (PSM)

PSM (Privileged Session Management): 1a giai phap cho phép t6 chirc kiém soat,
co 1ap va theo ddi tit ca cac phién 1am viéc cua cac tai khoan dic quyén trén cac
may chu, co s& dif liéu hodc cac hé théng may ao.

Privileged Threat Analytics (PTA)

Privileged Threat Analytics (PTA) cho phép hé thong thu thap thong tin bao mat
tai khoan dic quyén, cung cip cac phan tich chi tiét, kip thoi vé cac mbi de doa
c6 thé hanh dong bang cach xac dinh chinh xac hoat dong doc hai ctia ngudi dung
c¢6 ddc quyén an trudc do.

Cac tinh nang chinh:

Céac mat khau dic quyén phai dugc luu trit dudi dang ma hoa AES-256 va SHA1
theo chuidn ma hoa FIPS 140-2.

Quan 1y mat khau dic quyén tip trung qua giao dién Web.

Chtic niang kiém soat kép (Dual Control) trong viéc xin va phé duyét mat khau
dic quyeén.

Quan trj vién di co thé theo dbi real-time cac hanh dong cua nguoi dung khi truy
cap vao server, thiét bi, co s& dit liéu.

C6 kha ning ty dong thay doi mat khau dic quyén theo chinh sach dit ra cua cac
hé théng sau: Hé diéu hanh, Hé quan tri co s& dit liéu, Network devices, Security
devices.

Hb tro nhiéu phuong thirc xac thuc khi dang nhap vao hé thong:
Username/Password, RADIUS (Xac thyc manh cua hang thi 3: Onespan,
Entrust,RSA,...), SAML.

Tim kiém lai cac cau 1énh SQL hodc SSH commands va xem lai recordings:
Quan trj vién s& dé dang tim kiém cac recordings theo SQL & SSH commands,
dé dang xem lai véi video player c6 sin trén trinh duyét.

Quy hoach dia chi IP cho céc thanh phﬁn:

STT May chu IP
1 Vault 10.24. x.x
2 Vault du phong 10.24. x.X
3 PVWA, CPM 10.24. x.x
4 PSM 10.24. x.x
5 PTA 10.24. x.x
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STT May chu IP
5 CP‘M, PVWA, PSM du 10.24. x.x
phong
1.5.4.3 Phan bé tai nguyén ¢o hoa
STT May chi Yéu ciu
8 Core
8 GB RAM
1 Vault 150Gb 0S
2TB Data
8 Core
. 8 GB RAM
2 Vault dy phong 150Gb OS
2TB Data
8 Core
16 GB RAM
3 PVWA, CPM 150GB OS
500GB Data
16 Core
32 GB RAM
4 PSM 150GB OS
500GB Data
4 Core
5 PTA 16 GB RAM
500 GB
8 Core
6 CPM,PVWA, PSM du 16 GB RAM
phong 150GB OS
500GB Data

1.5.4.4 Chinh sach hé thong
Thiét ké Safe
e Cac thong tin vé tai khoan dic quyén dé két ndi toi thiét bi dich (bao gom thong
tin vé& username, password, platform, dia chi IP dich...) dugc luu trit tp trung
trong Safe trén Vault Server.
e MG&i Quan tri vién dugc cap mot Safe dé chira danh sach tai khoan dic quyén cua
c4 nhan minh dé truy cap t6i cac hé thong dich.
e Quy tic dit tén safe cho cac Quan tri vién: < User AD cua quan tri vién >_Safe,
vi du: Administrator safe.
Thiét ké Platform
e Hé théng quan 1y tai khoan dic quyén cho phép quan tri vién tuy chinh cac
Platform, thém céc loai két ndi ma quan tri vién mong mudn, ding dé quan tri va
truy cép cac tai khoan dic quyén.
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e Quy tic dat tén Platform: <Tén loai thiét bi> <Mo6 ta cua Platform>, vi du:
Windows_Dual_Control _01.

e Quan tri vién dit ra chinh sich mat khau chi tiét t6i timg loai nén tang (Platform).

e Ngoai cac chinh sach nhu tan suat doi mat khau, tin suét xac minh mat khau duoc
quy dinh ¢ Master Policy va cac Exception, quan tri vién c6 thé quy dinh céc
chinh sach vé& quan 1y va chinh sach d6 phtic tap ctia mat khau trong phan ciu
hinh Platform Configuration. C4c tham sé duoc mo ta nhu trong bang dudi day:

STT |Tham sé Giai thich Gid tri
mac dinh
VFPerformPeriodic- Thuc hién verify mat khau theo
1 T . . Yes
Verification chu ky trong Master Policy
) VFPerformPeriodic- Thuyc hién d6i mat khau theo Ves
Change chu ky trong Master Policy
Do dai mat kha PM
3 PasswordLength .Q dai mat khau dugc C 8
sinh ra.
. 0 1 t6i thicu ky tu chil
4 MinUpperCase 50 lugng 101 thicu ky tr chir 1
hoa.
5 MinLowerCase So l‘u:qng to1 thiéu ky tu chiv 1
thuong.
6 | MinDigit S6 lugng toi thiéu ky tu s6. 1
7 | Minspecial SO luong toi thiéu ky tu dic .
biét.
: ac ky t itrurt at
PasswordForbiddenCh Caf yq Y rfgoa: m ron% m?
8 khau cua cac nén tang h¢ thong
ars .
dich.

Thiét ké chinh sach chung
Master Policy 12 bd chinh sach tong thé cua hé thdng, co kha ning quan 1y tip trung
chinh sach quan 1y mat khau tai khoan dic quyén va quan 1y chinh sach phién truy cap

. . n e Gia tri Gia tri
Chinh sach Mo ta .. < .
mac dinh khuyén nghi
Require dual Lz .
COI‘?’[I’Ol Yé&u cau kiém soat phan cap
phé duyét khi sur dung tai Active Active
password \
khoan
access approval
Enforce Han ché quyén sir dung
checkin/checko | ddng thoi mot tai khoan dic . .
. N . e Inactive Inactive
ut exclusive quyén cho mdt ngudi quan
access tri.
Enforce one- Ap dung chinh sach mat
time password | khau dung mot 1an, sau khi | Inactive Inactive
access dung mat khau duogc doi.

81




] , Gia tri Gia tri
Chinh sach Mo ta lva r% 1@ l} .
mac dinh khuyén nghi
Allow EPV Cho phép Quan trj vién két
transparent nbi trong sudt t6i thiét bi ma | Active Active
connections khong can nhap mat khau.
Require users
if Yéu ca an tri vién nha . .
to specify ‘eu (fau Ql}an 11 Vl‘e.l’l n 'c,}p Active Active
reason for vao ly do str dung tai khoan.
access
Require 90
password Cir sau X ngay thi mat khau (Gia tri nén nho
R . 90 L s
change every X | ty dong dugc doi hon hodc bang
days 90).
Require . 7
a Ct sau X ngay thi mat khau o ,
password R .2 , (Gia tri nén nho
e . tu dong duoc kiém tra tinh 7 s
verification . ] hon hodc bang
trung khop.
every X days 7)
Require
rivileged . ) A
P . g Yéu cau cac phién két noi . .
session Ve 4 , , Inactive Active
o phai di qua may chu PSM.
monitoring and
isolation
Record and 3
. Yéu cau ghi lai va luu trir . .
save session , oy i Active Active
. cac phién lam viéc
activity

1.5.4.5 Thiet ké phan quyén nguwoi ding
Phan quyén User ddi véi hé thong Vault

Dbi voi hé thong Vault c¢6 thé thue hién phan quyén cho User bang cach Mapping cac
Group User vao cac Role mic dinh twong (mg théng qua giao dién PWVA, cac quyén
duge mo ta cu thé nhu sau:

Role Mo ta

Vault Admins Quan trj vién c¢6 quyén cap cao nhat, c6 thé quan tri Vault
Server

Safe managers Quan trj vién c¢6 quyén quan |y c4c users, create Safes va
accounts.

Auditors Quan tri vién ¢ quyén kiém tra audit logs, reports va session
recordings

Users Quan tri vién mic dinh, cho phép vao hé thong nhung khong

c6 bat ky quyén nao. Pugc phan quyén thong qua Safe.

Phén quyén v6i Group Vault Admins
Group Vault Admins 1& group bao gom céc user c6 full quyén voi hé théng Vault ngoai
quyén Backup all safes va Restore all safes.
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STT Phin quyén

Chi tiét

1 Add safes

Quyén duoc tao va chinh stra cau hinh
Safes

2 Audit users

Quyén dugc tra clru va xem cac Session
duoc record

3 Add/Update users

Quyén dugc thém user va Update thong
tin users

4 Reset users’pasword

Quyén dugc Reset password users

5 Active users

Quyén Active users

6 Add network areas

Quyén tao cdu hinh network areas ( ving
network dugc cho phép truy cap t6i
Vault va PWVA)

7 Manage server file categories

Quyén quan 1y file trén safe

Phan quyén v6i Group Safe Managers

Group Safe Managers 13 group bao gdm cac quyén tao Safes, add User member va phan

quyén User v&i cac Safes duogc tao

STT Phin quyén

Chi tiét

1 Add safes

Quyén duoc tao va chinh stra cau hinh
Safes

2 Add/Update users

Quyén dugc thém user va Update thong
tin users

Phin quyén v6i Group Auditor

Group Auditor 14 group bao gém cac quyén Search va View lai cac User Activity,

Session Record, command log Session...

STT Phéan quyén

Chi tiét

1 Audit users

Quyén dugc tra clru va xem cac Session
duoc record

Phén quyén v6i Group User

Group User bao gdm céac ngudi ding binh thuong khong ¢6 quyén véi Vault.

Phin quyén Safe
Tai khodn qudn tri vién (Safe Manager)

Quan ly toan b cac quyén trén cac Safe tai cac mién: Ngudi quan 1y phong ban nao s€

duoc quyén quan 1y Safe ctia cac phong ban (c6 thé thém, stra, x6a céc tai khoan, phan

quyén str dung...), duoc phan cac quyén sau:

STT | Phan quyén

Chi tiét

1 Use accounts

St dung cac tai khoan trong safe dé ket
noi t6i thiét bi dau cudi.

List accounts

Liét ké danh sach tai khoan trong safe

Add accounts

Thém tai khoan.

Update account content

Cap nhat thong tin cua tai khoan.

g Bl wWN

Update account properties

Céap nhat thudc tinh cua tai khoan.
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STT | Phan quyén Chi tiét
6 Initiate CPM account Thuc hién céc tac vu quan ly tai khoan tu
management operations dong st dung CPM.
7 | Specify next password value | Chi dinh mat khau dugc doi tu dong.
8 | Rename accounts Poi tén tai khoan.
9 Delete accounts Xoba tai khoan.
10 Unlock accounts Mo khoa tai khoan.
11 Manage Safe Quan ly Safe.
12 Manage Safe Members Quan ly cac owner trén Safe.
13 | View audit Xem audit log cua safe.
14 | View Safe Members Xem danh sach cac thanh vién trong safe.
Tai khodn ciia nhén sw va déi tac hé tro/trién khai
STT Phin quyén Chi tiét
1 Use accounts SIAJ: dl_:l?lg (,:?C t?li E{hoénA’ .trong safe dé ket
noi to1 thiet b1 dau cuoi.
2 List accounts Liét ké danh séch tai khoan trong safe

Tai khoan Auditor

STT Phan quyén Chi tiét
1 View audit log Xem Audit log cua Safe
2 View Safe members Xem danh sach tai khoan trong safe

Ma tran phan quyén

Ma trén phan quyén cho nguoi dung (User) khi truy cip hé thong duoc st dung quyén
nao trén cac Safes va Accounts ma ho quan ly. Trong doé:

e User: Username nguodi dung.

e Theo quy udc:
e 1 Account chi nam trong 1 Safe.
e 1 Safe chira nhiéu Accounts.

e 1 Safe duoc gan nhiéu Users.

e 1 User duoc gan cho nhiéu Safes.

Account: Tai khoan dic quyén trén thiét bi.

Quyén | Quyén trén Quyeén trén tirng Accounts trong Safe 01
Users Safe 01 Account01 Account02 | Account03 | Account04
Use
Use Accounts . .
. Retrieve Retrieve " .
Retrieve LA, Use L Khong nhin
Keét noi toi z. z..,. | Nhinthay B
User01 | Account AL K&t ndi téi R 2 thay
) thiét bi A mat khau
List Accounts .k .| thiet bi account
AL e g Nhin thay mat account
Két nod1 to1 2
P khau account
thiét bi Use
Nhin mat khau | Khéng nhin Use L A g .
User02 1 . Két no1 to1 | Retrieve
account thay account Retrieve thidt bi
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Liét ké Két noi t6i Nhin thay
accounts thiét bi mat khau
Nhin thiy account
mat khau
account
Use
Retrieve
Retrieve Khéng nhin | Kétnditéi | Use
User03 Nhin thdy mat | thay thiét bi Két ndi t6i
khau account | account Nhin thdy | thiét bi
mat khau
account

Thiét ké Dual Control
Dual Control 14 tinh ning ctia hé théng PAM nham cung cip co ché kiém soat st dung
tai nguyén va tac dong hé théng. Ché d6 Dual Control cho phép:
e Kiém soat truy cap t6i hé thong thong qua Request. User can truy cap can tao
Request va phai duoc duyét Request trude khi truy cap hé thong dich.
e Kiém soat truy cdp tai nguyén véi User dugc duyét Request trong khoang
thoi gian cho phép.
e Kiém soat va phé duyét truy cap va tic dong theo Request thong qua cac User
duogc cap quyén Approve.

. &

C6 cac kiém phé duyét nhu sau:
e Peer Approval Process
o Day 1a ciu hinh phé duyét ngang hang , bt ki User ndo ciing c6 thé 1a
ngudi Request va ciing 12 ngudi Approver véi hé théng khac nhung
khong cho phép mot ngudi vira 1a Request vira 1a Approver voi cung
mot hé théng.
e Bypass Dual Control
o Trong trudong hop can thiét thi mot sé User can quyén ByPass Dual
Control dé truy cap thang hé thong ma khong can phé duyét.
o Théng thuong véi cac User thudc Admin Team s& duoc cap quyén
“Access Safe without confirmation” dé c6 thé Bypass Dual Control.
e Multi-Group Approval Process
o C6 thé ciu hinh nhiéu Approver & cic group khac nhau dé thuc hién
phé duyét Requester.
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o Trong trudng hop nay thi mdi Group can it nhat 1 ngudi phé duyét thi

Requester méi co thé truy cap t6i hé thong.
e Multi-Level Approval Process

o Véi cdu hinh Multi-Level Approval Process thi Active tham sd
“Request multi-level password access approval”.

o Bén canh d6 c6 thé cau hinh “Only direct managers can approve
password requests” nhim dam bao chi ¢ user manager méi di quyén
phé duyét (group dugc phin quyén trén AD).

1.5.4.6 Chi ddn bién phap trién khai

Chi tiét vé& cach thirc thuc hién duoc thé hién & phu luc 2 “Chi dan trién khai chi tiét”
1.5.4.7 Két qua dat dwoc sau khi hé thong di vao hoat dong

Giai phap quan Iy mat khau/tai khoan dic quyén duoc trang bi dé dam bao an toan ddi

v6i1 cac moi de doa tir viée quan ly con ngudi vai cac quyén truy cap vao h¢ thong
CNTT:

Mat khau dic quyén ctia cac thiét bi mang, h¢ diéu hanh, CSDL, ... dugc bao
mat tot hon (tu dong thay d6i mat khau theo policy qui dinh) tré thanh mat khau
dong.

Céac admin tham gia quéan 1y hé thong IT s& duoc phan quyén cho tirmg nhom thiét
bi minh quan ly, moi hoat dong ciia Admin lién quan dén truy van mat khau cua
cac thiét bi d6 déu duoc kiém soat, trong truong hop dac bi¢t con can phai c6 su
cho phép ctia Admin c6 tham quyén cao hon (Dual Control).

Co thé giam sat moi hoat dong ciia Admin khi ho lam viéc voi thiét bi quan trong,
moi hoat dong s& bi ghi lai dudi dang file video va dugc luu lai mot cach bao mat
trong hé thong quan 1y mat khau dic quyén. Phuc vu cho qué trinh diéu tra sau
nay néu thiét bi d6 co su ¢d

Cung cp cong cu giam sat, phan tich va dap tra cac hanh dong bat thuong cua
quan tri vién khi thao tac v6i tai nguyén hé thong.

1.5.4.8 Thong sé ky thudt yéu cdu
Thiét ké thong s6 giai phap theo yéu cau:

R . SO
STT TEN HANG MUC YEU CAU LUONG
VI | Ban quyén giii phap PIM/PAM 01
VI.1 | Phin mém quan ly tai khoin dic quyén

Céc tinh nang chung

Yéu cau so lugng tai khoan

>
! duoc quan tri 225
£ 1. AR Cung cap tdi thiéu 01 ban quyén trién
2 Cugg cdp ban quyén trién khai tai DC va ¢6 san 05 ban quyén trién
khai . .
khai du phong.
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SO

STT TEN HANG MUC YEU CAU LUONG
Cung cdp l?an et d7ay (7iu Cung cip 01 bd ban quyén day di cho
cho muc dich ki€ém thur (st . 2 o n
U muc dich kiém thtr (sir dung trong moi
3 | dung trong moi truong \ ¥ DD
2 ry iR truong Kiém tra & Phat trién - Test &
Kiém tra & Phat trién - Test Development)
& Development) P
4 Tho‘} han st dung ban Ban quyén khong c6 thoi han
quyén
Yéu cau k¥ thuat
- AES-256, RSA-2048
1 | Co cac thuat toan ma hoa - HSM integration
- FIPS 140-2 validated cryptography
R P . - M6 hinh Clustering
2 Cf’ tinh ndng trién khai san | _ Mo hinh Multiple Disater Recovery
Sang cao .
sites
C6 cac phuone thite xéc Username and Password, LDAP,
3 thue P & Windows authentication, RSA SecurlD,
: Web SSO, RADIUS, PKI, SAML
- Tich hop véi hé théng SIEM
4 g,;: tinh nang tich hop gidm | _ ;. hop st dung giao thirc SNMP
- Tich hop canh bao qua kénh Email
- Ngén chdn nguoi dung khong hop 18 sur
dung cac tai khoan dac quyén
(privileged account)
- Cp nhat va dong bo mat khau ca tai
khoan dac quyen va cac SSH key theo
C6 tinh ndng quan Iy va theo chinh sach thiét 1ap
g | baov¢ thong tin dac quyén | . Bao vé cac thong tin tai khoan dic
(Credential Protection and | quyén sir dung trén cac méi truong on-
Management) premise
- Tu dong hoa cac quy trinh quan ly tai
khoan dac quyén, thém moi tai khoan
onboarding, phan quyén permissions
granting... qua viéc tich hop voi cac hé
thong khac str dung Rest API
- Thiét 1ap céc phién truy cap dic quyen
riéng bi¢t, ghi lai hémh Vi thuc,hiép.
C6 tinh ning kiém sodt va | MU0 dung ko irue iép két i dén cic
4 Sat phidn t Ap di h¢ thong, gidm thiéu rui ro 1ay lan ma
g | Blam sat phien truy €ap Cac | 45¢ tir may tinh nguoi ding..

quyén (Session Isolation
and Monitoring)

- Cung cap cong cu kiém soét cac phién
truy cap SSH, ngudi dung co thé st
dung dé két ndi dén cac hé théng hd trg
SSH-based.
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SO

STT TEN HANG MUC YEU CAU LUONG
Giai phap co6 kha nang ki€m soat truy
cap, xac thuc kép sir dung co ché dual
control.

Giai phap co6 kha nang gtri bdo céo theo
dinh ky.
- Phat hi¢n, canh bao theo thoi gian thuc
(real-time) cac hanh vi nguy hai trong
phién truy cap dac quyén cia ngudi
dung
- Xac dinh cac hanh vi bat thuong cua
Co tinh nang phan tich va cac tai khoan fi 8¢ quyen heI} qvan dén
LA s 1s X cac nguy co tan cong vao hé thong
phat hién cac hanh vi bat - - >
\ .. - St dung thuat toan tu hoc (machine
7 | thuong (Privileged . 2 or SN S
. learning) d¢ tinh toan cac hanh vi binh
Analytics and Threat \ A (1 A L pa
Detection) thuong trong hé thong va phat hién su
thay doi dua trén do
- Banh gia twong quan cac sy kién ghi
nhan duoc va ,dusa vao cung mot su cO.
Va trong su 0 an toan thong tin d6 co
chi tiét vé h¢ thong anh huong, tai khoan
nghi ngd thuc hién
8 | Bao hanh va hd trg k¥ thuat | > 24 thang
V1.2 | Phin mém quan 1y co sé dir liéu
Cung cap ban quyén phan
1 | mém quanly cosd dirliéu | Bap tng
10 users
Nhan dién céc dir liéu nhay cam khi truy
cap Co so dir liéu
Tich hop cong cu SQL Editor
Co tinh nang Query builder
2 | Yéu ciu tinh ning Cho phép so sanh cac Schema/Data
Co cong cu thuc hién Debugger/profiler
C6 tinh ning phan tich va bao céo vé cac
doan Code (Code quality)
Co tinh nang SQL optimization (SQL
Optimizer)
3 Thog han str dyng ban Ban quyén khong c6 thoi han
quyén
V1.3 | Phin mém truy cap hé thong tir xa
Cung cép ban quyén phan )
1 | mém terminal truy cép h¢ Cap cho 10 users phién ban Professional
thong tur xa
2 | Quan Iy phién truy cap Cho phép khoi tao phién két noi tur xa st

dung cac giao thuc nhu SSH, Telnet,
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~ . SO
STT TEN HANG MUC YEU CAU LUONG
Rlogin, RDP, VNC, XDMCP, FTP,
SFTP hodc Serial... cac phién truy cép
sau do6 duoc ty dong luu va hién thi dé
tiép tuc su dung
) Cung cap giao dién truy xuat sir dung
3 Cung cap giao dién truy SFTP khi st dung SSH dé truy cap may
xuat SFTP chu. Cho phép thuc hi¢n kéo va tha tap
tin
Hb tro tinh ning Multi- CIBO phip thufc hl@? coung mot cad le':nhA
4 . trén nhicéu may chu khac nhau cung mot
execution N
thoi diém
g [ 0y g Romore | 20PN e T i i
Unix desktop (XDMCP) . a2 Y g me
thoi diém
6 H) tro giao thirc Remote Cho phép st dung RDP dé két ni t6i
Windows desktop (RDP) may chu Windows
TR Cho phép 1am noi bat cac ¢t phap hodc
7 | Syntax highlighting in hién thi theo mau séc cac tir khéa khac
terminal LR )
nhau trong ctra s terminal
8 Tho‘} han st dung ban Ban quyén khong c6 thoi han
quyén
V1.4 | Bian quyén Remote Desktop Service
Cung cip kém bo license
1 | Remote Desktop Service Dap ting
Per User CAL 25 users
Cung cip két ndi tir xa cho nguoi ding
‘ Cho phép ngudi dung két ndi t6i cac
2 | Yéu cau tinh ndng thiet bi managed hoac unmanaged
C6 tinh nang két nbi dudi dang session-
based hodac virtual-machine
3 Thog han st dung ban Ban quyén khong c6 thdi han
quyén
1.5.5 Hé théng xac thue da yéu to
1.5.5.1 Danh muyc thiét bj lap dat, cai dat
STT TEN HANG MUC SO LUQNG
VIl | Ban quyén giai phap 2FA 01

1.5.5.2 Md hinh thiét ké lugn ly
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A

w Remote Access —
L)
p— % d L]
|_ Workstations O —
RN
A

-
[ Web Access

VPN MFA Authenication /
- = 2] Application “t  Wieless
3 MFA Authenication e Servers m Access Paint <
‘ J’

AP Access

MFA Authenication MFA Authenication

|
<
High Available i i
. \ P
Bacie
R
4""?%:,,
T 8ty I

LDAPI/AD Server

TKTC-BV 25 M6 hinh thiét ké ludn 1y gidi phdp MFA

| )

Mo hinh gém 2 thanh phan 1a Primary va Secondary duoc cai dat & mo hinh nang cao.
M3di thanh phan cai img dung va Database ciing duogc cai dat trén ban than may chi tmg

dung (Local Database).
S @l

Authentication N )
Requests Administration

. -

Replication

—— ——
Primary Backup

Khi hé théng hoat dong binh thuong thi c6 thé ciu hinh tach biét chi ning nhu trén hinh
ve:

e M4y cha Primary s& chi xir Iy cac yéu ciu xac thuc tir ngudi ding

e May chu Backup sé& dugc truy xuit boi ngudi dung quan tri dé cau hinh hay quan

tri

e Hai may chu dong bd dir liéu voi nhau lién tuc va dong bo 2 chiéu.
Khi xay ra su ¢d voi thanh phan Primary thi hé théng chuyén d6i du phong tir Primary
sang Backup s& rat don gian va nhanh chong. Hé thdng s& hoat dong binh thudng, viée
dong bo dir lidu s& tir Backup sang Primary
Thiét ké h¢ xac thwe MFA véi thanh phan Windows
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Xéc thuc MFA danh cho véi thanh phan Windows cung cap kha ning xac thuc manh
mé& khi ding nhip vao Microsoft Windows.Véi kiéu xac thuc nay, nguoi dung ding
nhap vao Microsoft Windows bang cach st dung thong tin sau:

e ID ngudi dung (ID x4c thyuc véi hé théng MFA)

e Mat khiu (mat khéu xac thuc v4i hé théng MFA)

e Mat khiu mdt 1an duogc tao boi ngudi xac thue (OTP — One Time Password)

e Ma PIN may chu
Thong tin x4c thuc MFA dugc giri va xéac thuc truc tiép trén hé thong xac thuce tap trung
MFA théng qua MFA Authentication Agent. Giai phap hd trg x4c thuc tryc tuyén Online
khi may chu Client c6 két noi t6i duoc hé théng xac thuc tap trung MFA hodc st dung
dir ligu xac thuc ngoai tuyén Offline (OAD). Vi¢éc xac thyc MFA cho dang nhap
Windows c6 thé duoc cau hinh song song ca tryc tuyén va ngoai tuyén nham dam bao
ngudi ding van xéac thuc duge trong truong hop mat két ndi téi cum xéc thyc tap trung.
Viéc xac thue MFA hoan toan trong sudt ddi véi ngudi dung , nguoi dung chi can thuc
hién ding nhap véi thong tin dang nhap MFA ma khong dung mat khau Window nhu
trude
Phwong thirc xac thuc Online

(1) User ID,

optional password, OTP
(2) Authentication request

= ~

[r— )
& [
EEE (2) Authentication result

MFA Authentication May cha MFA
Agent

Budc 1: Nguoi dung guri thong tin xac thuc (User ID, Password, OTP...) thong qua
MFA Authentication Agent
Budc 2: Agent giri yéu ciu xac thue téi hé thdng My chu xac thue MFA

Budc 3: May chi xtr 1y yéu ciu xéc thue thong qua viée so sanh véi dit liéu xac thuc
ngudi ding cung cip vai Dir liéu xac thuc hodc hé thong xac thuc BackEnd

Phuong thire xac thire Offline

Xac thuc ngoai tuyén (Offline) xay ra khi nguoi dung xac thuc véi Microsoft Windows
bang thong tin xac thuc MFA dé dang nhap Windows khi méay Client khong két nbi véi
mang hodc khong thé thiét 1ap két ndi voi may cha MFA. Xac thuc duoc thyc hién dya
trén dir liéu x4c thuc ngoai tuyén (dugc luu trir va ma hoa cuc bd) (OAD)

(1) User ID,

: optional password, OTP

MFA Authentication
Agent

(2) Authentication request

[ >

< DiF liéu xac thuc
(offline,encrypted)

(2) Authentication result
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Dir liéu x4c thyc ngoai tuyén dugc tao boi May chi xac thuc IDENTIKEY trong qua
trinh x4c thuc tryc tuyén thanh cong. Dit liéu duoc giéi han trong mot khoang thoi gian
cu thé (dua trén thoi gian) hodc sb 1an xac thuc (dwa trén sy kién). Cai ndy yéu cau khach
hang thuc hién x4c thyc truc tuyén mot cach thuong xuyén

User ID, password va OTP dugc xac thuc dua trén dit liéu ngoai tuyén. Dt liéu ngoai
tuyén dugce sinh ra sau mot sb 1an xac thuc truc tuyén thanh cong, dir licu sinh ra dugc
mi héa luu trong mot khoang thoi gian dugc cau hinh thong qua giao dién quén tri hé
théng.

Céu hinh phwong 4n xéc thwe dw phong

Pé dam bao phuong an dy phong trong trudng hop khong may chu Client mat két ndi
t61 mdy chii xac thuc MFA sé& bét song song tinh ning xac thuc ngoai tuyén va truc
tuyén.

Khi may chu Client c6 két ndi téi hé théng MFA ngudi ding xac thyuc truc tuyén va sinh
dir liéu xac thuc ngoai tuyén sau mot sb 1an xac thuc truc tuyén duoc cau hinh sin

Khi may chu Client khong c6 két ndi t6i hé thong xac thuc MFA thi nguoi dung xac véi
dir liéu xac thuc ngoai tuyén nhu hinh dudi.

. (1) User ID,
. optional password, OTP

>
4

(2) Authentication request

{2) Authentication result

MFA Authentication
Agent

Méy chd MFA

-

—
DiF ligu xac thure
[offline .encrypted)|

Static password randomization

Néu tinh nang ngéu nhién héa mat khau duoc bat, Mady chu xac thuc MFA s¢€

thay thé mat khau Windows tinh bﬁng mat khau mat khau dugc tao ngau nhién cho mdi
lan ding nhap, dong thoi tudn tht cic quy tic v6i dinh dang nghiém ngit. Chon ngiu
nhién mat khau dién ra mot cach trong subt ddi voi nguoi dung, ho chi can nhap ID
ngudi dung va OTP dé xéc thue.
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Khi tinh ning dugc bat va dua vao quy trinh van hanh, nguoi dung s& khong thé
dang nhap duogc vao cac may chua dugc cai MFA Authentication Agent.

Sau khi x4c thuc thanh cong d6i véi May chu xac thuc MFA, mat khau ngiu
ngién s& thay thé mat khau tinh dugc st dung dé xac thuc may khach Windows Domain
bﬁng mat khau méi duoc tao. Mat khau nay thi User s¢ khong biét dugc va bit budc.
Dé bat tinh nang xac thuc static password randomization thi can dam bao:

e Xac thuc Back-end vo1 LDAP hoac Active Directory.
e Tinh ning ngau nhién héa mat khau duogc kich hoat trong Policy
Static password synchronization

Tinh ning Static password synchronization (PSM) tu dong cdp nhat mat khau
Windows da thay doi trén may chil xac thuec MFA.. Giai phap cai dat trén bo Agent PSM
trén may chu Active Directory. Mat khau Windows méi s& duoc anh xa dudi dang mat
khau tinh trén hé théng xac thuc MFA

Khi mat khau Windows duoc thay ddi, n6 s& duogc cap nhat trén AD. PSM duogc
cai dat trén Active Directory kiém tra két ndi toi hé théng xac thuc MFA trudc khi thuc
hi€n quy trinh cap nhat dir liéu xac thuc trén hé théng MFA.

(] 7] Fakkword changs regeeil on BMFL Sarwkr

e

Méy chi MFA

LEdats

5
E
-2
s
=
=
a
5
.
Z

PRiiTaR eRinge o gqui il

\-,!7

TP = St Mpa I OfS=n8 W Do ond

1.5.5.3 Phan bé tai nguyén 4o hoa

STT May chii Yéu ciu
4 Core
1 Primary Authentication 8 GB RAM
600 GB
— 4 Core
2 Backup Authentication 3 GB RAM
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STT May chii Yéu ciu

600 GB
1.5.5.4 Thdng sé cdi ddt va cau hinh
Théng sb Gia tri
Windows Operating System Windows Server 2016/2019
Virtualization Platform Vmware ESXI Server

Authentication Server Primary | 10.24. x.x
Authentication Server Backup 10.24. x.x

Netmask 255.255.255.0

Gateway 10.24.x.1

NTP Server 10.240. x.x
10.240. x.x
10.240. x.x

1.5.5.5 Chi dan bién phap trién khai
Chi tiét vé cach thirc thue hién duoc thé hién & phu luc 2 “Chi dan trién khai chi tiét”
1.5.5.6 Két qua dat duwoc sau khi hé thong di vao hoat déng

Giai phap xac thyc hai yéu té dam bao xac thuc 2 16p an toan viéc truy cap/sir
dung cic tng dung tai cdc mdy tinh tram va may tinh chu déu duoc kiém soat. Giap
giam thiéu rai ro hacker, ma doc lay cip dwoc mat khau ciia nguoi str dung thong qua
cac con duong khéac nhau.

Sau khi giai phap duoc trién khai, can bo quan tri va van hanh h¢ théng ngoai
viéc cung cép mot yéu t5 1a mat khau thi con can c6 mot ma st dung mot lan duogc cung
cap tir hé thong 2FA thong qua cac hinh thirc nhu tin nhan vin ban, thong bao duoc giri
dén sb dién thoai, thu dién tir dé c6 thé duoc xac thue thanh cong truy cap vao hé théng.
Do vy, ké ca khi cac hacker c6 duoc mat khau thi ciing khong thé truy cap vao hé thong.
156,57 Thong so kj thuat yéu cau ‘

Thiét ké thong s6 gidi phap theo yéu cau:

STT | TEN HANG MUC YEU CAU SO LUQNG
VIl | Ban quyén giai phap 2FA 01
1 S6 luong nguodi dung > 1000 user

dugc quan ly

Kha ndng xac thuc qua token
phan ctmg va kha ning cung cip
ma méi mdi 60 gidy

Token phan cimg hd trg thuat
toan AES-128 va chdng gia mao
2 Xac thyc qua token Kha nang tich hop xac thyc voi
hé thong VPN va tng dung web

Co ché xac thuc dua trén rui ro

Kha nang tinh diém rui ro dong,
theo thoi gian thuc két hop voi
yéu td ngit canh
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STT | TEN HANG MUC YEU CAU SO LUQONG

C6 thanh phan quan trj tap trung

Kha nang hién thi canh bao véi
céc chi tiét vé sy kién nhu thoi
3 | Xdac thyc ning cao gian, dia chi IP, nguoi dung, vi
tri dia 1y, dia chi email...

Kha nang trién khai theo mo
hinh tai chd

Kha nang tich hop véi nhiéu
thanh phan, giai phap ciia bén
thr 3 nhu truy cap tu xa, truy
cap dic quyén, ddm may va Gmg
dung dam may, kiém soat truy
cap...

- Kha ning ho trg LDAP,
RADIUS, SAML, Trusted

5 Trién khai Headers...

- Thiét ké trién khai ddm bao kha
nang dy phong

4 Quan tri

Bao hanh va ho tro ky
thuat

> 24 thang

1.5.6 H¢ thong qudn ly thong tin va si kién an ninh
1.5.6.1 Danh muyc thiét b lap dat, cai dat

STT TEN HANG MUC SO LUQNG

VIII | Ban quyén giai phap SIEM 01

1.5.6.2 M@ hinh thiét ké lugn Iy tai TTPK

M6 hinh hé théng SIEM bao gdm 02 thiét bj hoat dong & ché do duy phong (HA), vé mit
module hoa sé c6 03 thanh phﬁn Collector, Processor va Console duoc cai dat tich hop
trén ciing mot thanh phan goi 1a SIEM All In One.

e SIEM Event Collector: c6 nhiém vu thu thap thong tin events, tién xir Iy chuan
hoa va guri vé Processor dé phan tich, va luu trit. Viéc thu thap event logs dugc
thue hién bai thanh phan Event Collector thong qua hai co ché Push va Pull:

o Co ché Push: di liéu event logs s& duoc day truc tiép tir cac thiét bi
thong qua giao thuc Syslog, SNMP, ...

o Co ché Pull: dit liéu event logs s¢ dugc Event Collector két ndi dén cac
thiét bi dé 1ay load vé thong qua cac giao thirc FTP, SFTP, ..

o Dbi v6i mdi ching loai thiét bi/san pham, SIEM s& c6 phuong an tich
hop rieng. Event logs sau khi dugc thu thap s€ dugc phan tich ct phap,
chuan hoa, tong hop, loc, .. tai Event Collector trudc khi dén Module
luu trit va phan tich Processor.
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e SIEM Event Processor: c6 nhiém vu nhan thong tin tir Collector két hop céc
thong tin tir cac thanh phan khac nhu Threat Intelligence dé xir I theo cac chinh
sach da thiét 1ap va luu trit su kién.

e SIEM Console: c6 nhiém vu quan Iy va phét hién su ¢d theo cac chinh sach da
thiét 1ap. Pong thoi hd tro canh bao, bao cao, diéu tra xir Iy sy ¢d an ninh thong
tin trong hé thong.

[ Console ] [ Console

[ Event Processor ] [ Event Processor
€-Cr P

[ Event Collector ] ( Event Collector ]

»
»

{

L]
[
1
'
L}
'
]

semaiee

—(0)— Data

-= ()1

Eﬂ MI Event logs
-=(2)p
wr o

TKTC-BV 26 M6 hinh thiét ké ludn 1y gidi phap SIEM

S

Phan tich m6 hinh luéng dir 1iéu bao gém cac loai sau:
e (0): m6 ta cac két ndi IP/Data tir cac thanh phan bén ngoai ti hé thong.
e (1) va(2): mé ta kénh truyén sy kién logs tir cac Log Sources dén SIEM Console
dé xtr 1y, luu trix, phan tich twong quan nham tim ra cc dau hiéu bat thuong.
e (3): kénh dong bo (Sync) dir liéu va cdu hinh giita 02 thiét bi SIEM HA chay &
ché do du phong
Cap may chu SIEM HA khi hoat dong sé& thu nhén dit liéu log va flow tir cac hé thong
dich (gém cac thiét bi mang, thiét bi bao mat, hé diéu hanh, co s& dir liéu, tmg dung...).
Trén SIEM, dir li¢u thu thap duogc s€ trai qua cac qua trinh:
e Boc tach: cac truong thong tin bén trong ndi dung dir liéu sé duoc boc tach thanh
cac truong dé phuc vu tim kiém va phan tich
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Chudn héa: cac truong thong tin ¢ nhitng dinh dang va ky hiéu khac nhau sé&
duoc dua vé mot khuon dang chuan duy nhét, nho vay dit liéu co thé duoc tuong
quan d6i sanh v6i nhau

Phan tich: voi nhitng thong tin nhan dugc, SIEM tién hanh so khép véi b chinh
sach phén tich trong quan dé tim ra nhimg bat thudng trong cac hoat dong cua
mang va dua ra canh bao dé nguoi giam sat kip thoi xir 1y

Luu tri: cubi cung, dit li€u va thong tin sé& duoc luu lai dé phuc vu tim kiém,
diéu tra, phén tich khi can

Danh muyc céc két nd1 ma hé thong yéu cau:

STT

Nguon Pich Dich vu Ghi cha

Thu thap dir li€u

1

Thu thap dir li€u su

Log Sources SIEM Syslog/514 kién theo co ché Push

2

Log Sources | SIEM TCP 8413 | Két noi quan tri agent

1.5.6.3 M& hinh thiét ké giai phap tich hop véi hé thong SOC EVN
Duéi ddy 1a mo6 hinh giai phap dé xut cho viéc chia sé thong tin bao mat véi hé thong

5
SOC cua EVN:
| | | | o
i ‘ Console \ IK Console ‘ 3 [ Console | [ Console J
e i e | poeee- (oeeep | ————————— | ey
| EventProcessor | ! | Event Processor 1 | ! | EventProcessor ] | || EventProcessor |
I b D I SO W Wb D I i S0 R OV S R b
! \ Event Collector | ! | Event Collector | || Event Collector ] i | [ Event Collector |
T == = ==

AR
© () @

Data A 4

o —(0)—
=4
-=(1)p Event logs
= --2)p Flows
Log Sources «(3))» sync

Mo ta:

Hé théng SIEM tai TTPK du kién dau tu trong du an nay s& dong vai trd thu
thap, luu trit, phan tich nhat ky hé thong OT dé dua ra cac canh béo vé cac mdi
de doa an ninh mang.

Ngoaira, dé 1ién mach va thong sudt cho viéc dam bao an toan thong tin cho toan
bo hé théng nganh doc cia nganh dién, dé xudt s& lya chon cac thong tin, nhat
ky, su kién tai h¢ théng OT sé duoc déy qua hé théng SIEM ctua EVNHN thong
qua duong két ndi dén hé thong IT va sir dung giao thirc syslog, qua cong mot
chiéu Data Diode.

Hé thong SIEM ctua EVNHN di duoc tich hop sin voi hé théng SOC ciia EVN
vay nén chi can cau hinh thém dé chuyén tiép cac thong tin tir hé théng SIEM
ctia OT sang ma khong can thay ddi hodc bd sung thém giai phap nao khac.
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1.5.6.4 Phan bé tai nguyén do hoa
Hé théng yéu ciu tai nguyén nhu sau:

Théng sb Gia tri Ghi chu
SIEM Primary

CPU 32 Cores
RAM 64 GB
HDD 01 (OS) 600 GB
HDD 02 (Data) 8.59TB
NIC 2 NIC
SIEM Secondary

CPU 32 Cores
RAM 64 GB
HDD 01 (OS) 600 GB
HDD 02 (Data) 8.59 TB
NIC 2NIC

1.5.6.5 Thong so cai ddt va cau hinh
Quy hoach dia chi IP cho cac thiét bi va thanh phﬁn duogc trang bi trong du an nhu sau:

Hé thong Théng tin ciu hinh Gia tri
Hostname: siem-01.evnhanoi.vn
Domain: evnhanoi.vn
Management IP: 10.24.x.X
SIEM Primary Management Virtual IP: 10.24. x.x
Management Gateway: 10.24. x.x
10.240. x.x
NTP Server 10.240. x.x
10.240. x.x
Hostname: siem-01.evnhanoi.vn
Domain: evnhanoi.vn
SIEM Secondary Management IP: 10.24. x.x
Management Gateway: 10.24. x.x

1.5.6.6 Thiét ké thu thap diz liéu
Vié¢c thu thap event logs dugc thyc hi¢n bdi thanh phﬁn Collector trén SIEM
thong qua hai co ché Push va Pull:
e Co ché Push: dit liéu event logs s€ dugc déy truc tiép tir cac thiét bi nguén

e Co ché Pull: dit liéu event logs s& dugc Event Collector két ndi dén cac
thiét bi d¢ 1ay event log vé

Hé thong can thu thap Co ché Phwong thirc Ghicha
May chi Windows Push Agent
May chu Linux Push Syslog
Thiét bi chuyén mach Push Syslog
Hé thong Tuodng lira Push Syslog
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Hé théng can thu thap Co ché Phwong thirc Ghi chu
Hé thong Bao vé diém cudi Push Agent hoac Syslog
Hé tPéng Quan ly tai khoan dac Push Syslog
quyén
Hé thong Xac thuc da yéu t6 Push Syslog

1.5.6.7 Thiét ké quan tri hé thong
Quin 1y ngudn log
Log Source Group (nhém thiét bi) duoc tao ra dé quan 1y event tap trung danh
cho tirng nhom quan tri. Dya trén nhirng thong tin da dugc filter do, cac quan tri vién
(Administrator) c6 thé tién hanh dénh gia tong quan, rdi tap trung phan tich sau vao
cac 161, va chi tiét dén ting Log Sources.
- Phén nhém Log Sources sé dugc ap dung:

STT | Name User/Group | Description Note
1 | Network admin Theo ddi log cuia cac thiét bi mang
2 |0S admin Theo doi log OS cua cac may chu
3 | Security admin Theo ddi log cuia cac thiét bj bao mat
4 | Other admin Theo d6iA log c,ﬁa cac thiét bi chua
duoc phan nhom

e Quy tic dat tén log source:
<Tén nhém>.<Loai thiét bi>.<Tén nguon log/hé thong> @ <IP> @
<Hostname>
Thiét ké quan tri phin quyén va gidm st ngudi dung
e CAc user quan tri trén hé théng s& dugc tao va phan quyén trén giao dién quan tri
ctia hé thong SIEM
e Phan nhém va phan quyén ngudi quan tri: SIEM cho phép viéc tao ra cac User
va phan quyén truy cip, cdu hinh cic thanh phan hé thong theo user role va
security profile:
o User Role: phan quyén thuc hién cic menu thao tac quan tri

o Security Profile: phan quyén ddi véi view logs tirmng nhom thiét bi

STT | User/Group | Admin Permission Note
Pugc theo ddi logs cua tat ca cac Log Sources hé
1 |admin thong

Puogc hién thj tit ca cac Tab

Puoc theo doi logs cua cac Log Sources cua

network- . .
2 i minh quan tri
admin A . .
Puoc hién thi Tab Log Activity, Reports
Puoc theo doi logs cua cac Log Sources cua
system- . ..
3 i minh quan tri
admin

Puoc hién thi Tab Log Activity va Reports

Thiét ké lwu trir, sao lwu va phuc hdi
e Thiét ké luu trir (on-line)
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Dt li¢u event logs dugc SIEM luu trir trong cac Retention buckets, &
d6 cho phép thuc hién céc thao tac:

» Gidi han thoi gian luu tritr (Retention)

=  Xoa dir liéu (Delete Policy)
Chinh sach luu trit dé xuét:

STT

Name

Retention | Delete Policy Filter

Default

Immediately after retention

12 months period ends

None

e Dit liéu vé su cb (Offenses) duoc luu trir véi thoi gian xac dinh béi thong sb
Offense Retention Period: 30 days (default).

o

Chinh sach Iuu trit dé xuét: Offense Retention Period: 1 months

Thiét ké sao luu

o Céau hinh hé théng dugc SIEM cau hinh backup, véi thoi gian mac
dinh 13 nightly. Cau hinh backup hang dém 1a nhiing cau hinh thay d6i
phat sinh trong ngay hom do:

= Backup hang ngay (nightly)
= Duy tri cac ban backup (retention)

o Chinh sach backup dé xuat:

STT | Name Time Retention | Comment
1 Configuration Midnight | 7 days

e Thiét ké khoi phuc hé thong

O
o

Khoi phuc cau hinh hé thong tir file cau hinh di backup

Dé khéi phuc cac cdu hinh vé Log Sources, Rules, Reports, Saved,
Searches ... cling nhu cac chinh sach khac. Vi viée copy file ciu hinh
gén nhét 1én thu muc /store/backup, refresh dé hé théng nhan ra file
c4u hinh.
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1.5.6.8 Chinh sach an ninh

Chinh sach giam sat 1a yéu t6 cdt 15i cuia hé théng SIEM, cac chinh sach nay s& duoc thiét ké theo cac tiéu chi:
- Phat hién hanh vi vi pham céc chinh sach an toan, an ninh thong tin dugc quy dinh trong cac van ban cia EVNHANOI.
- Phat hién cac hanh vi mit an toan thong tin, cac nguy co hé théng bi tin cong, khai thac, pha hoai hay tht thoat dit liéu.

Nhom T Truong thong &
STT 0 Chinh sach Tiéu chi canh bio ruwong thong tin

. . Y Hanh do
chinh sach yéu cau ant dons

Thong bao cho owner h¢
théng. Canh béo trén giao
dién quan tri, tiép tuc thu

Firewall nhiéu lan | Trong vong 5 phut Firewall ngan chin Source IP
1 ngin chin truy cp | qua 500 lan truy cap vao mot hé thong Event Name
vao hé thong dich tir mot dia chi IP nguon thap thong tin va gidm sit

hoat dong hé théng dich

Trén 50 12 ong TCP ‘ .
rén 50 lan scan cong TCP trong vong Destination Port 7 - 3
Destination P Cénh bao trén giao dién
chi IP dich quan tri, dua vao Danh
Trén 50 12 ong TCP ‘ . kién theo ddi dé
rén 50 lan scan cong TCP trong vong Destination Port muc su kién theo do1 dé

3 2 phut, scan mot cong trén nhiéu dia . xem xét va bao céo
Destination IP

2 o, 2 phut, scan nhiéu céng trén mot dia
Giam sat
Firewall Scan cong TCP

chi IP dich
Khi truy cap thanh cong va khi tron Canh bao trén giao dién
Truy cap thanh [T eab TIann eons one L S '
R R . vong 5 pht ¢ qua 2 lan truy cap Source IP quan tri, dua vao Danh
4 cong/ khdng thanh R . A oD A o ~e 2R
. . L khong thanh cong tr mot hodc nhic¢u Event Name muc su kién theo doi dé
cong vao thiét bi S s g 2
dia chi IP xem xét va bao cao
, » ) .. Canh bao trén giao dién
Giam sat thiét | Su kién critical va Event Name S g :
. . Xe Al T T . quén tri, dua vao Danh
5 bi mang va an | 161 cua thiét bi Khi phat hién 161 va cac su kién critical | Log Source n o a2
. muc su kién theo doi dé
ninh mang Source IP

xem xét va bao cao
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Nhém

Truwong thong tin

STT . , Chinh sach Tiéu chi canh bao ~ 2 Hanh dong
chinh sach yéu cau
L Event Name Céqnh b'éo trén giao dién
Thay doi cau hinh o ) 5. quan tri, dua vao Danh
6 . Khi phat hi¢n hanh vi thay doi Log Source o e AR
thiét bi mang muc su kién theo doi dé
Source IP Y
xem Xét va bao cao
Truy cap thanh Khi phat hién truy cép thanh cong; Khi Cénh bjo trén giao dién
. cong/ khong thanh | trong phong 5 phiit phat hién qua 2 1an | Event Name quan tri, dua vao Danh
cong vao thiét bi truy cap khong thanh cong tir 1 hodc Source IP muc su kién theo doi dé
mang nhiéu dia chi IP khac nhau xem xét va bao cao
. Canh bao trén giao di¢
Danh sach tong hop afl 'ao ren glao N
g V& neudn va dich Source IP quan tri, dua vao Danh
) % R Destination IP muc su kién theo doi dé
cua tan cong mang LA
xem Xét va bao cao
Cénh bdo trén giao dién
9 Canh bao cua hé Khi phat hién 16i va c¢6 canh bao tir hé Event Name quan tri, dua vao Danh
thong IPS / IDS thdng IPS/IDS muc su kién theo doi dé
xem xeét va bao céo
Canh bao vé xam Canh bao khi mot IP / Host nao do bi Cénh bao trén giao dién
10 nhap trai phép Alert / Drop / Reject / Deny / Login Event Name quén tri, dua vao Danh
(Phat hién ra cac két | failed > 10 events sau d6 co Accept or muc su kién theo doi dé
nbi bat thuong) successful event xem xét va bao céo
Cénh bao vé Host bi | Canh bao khi c6 IP nao d6 két noi dén Canh bdo trén giao dién
N DS R s . Event Name L. -
di€u khién, két nd1 | [P bén ngoai nam trong danh sach quén tri, dua vao Danh
11 e 1a " . g ., Source IP n ~e 2R
trai phép... black listed". Hodc khi c6 > 5 drops . muc su kién theo doi dé
LA o B Destination IP L,
(Phat hién cac dia events hodc 1 Accept/Allow event to xem Xét va bao cao
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Nhom , . Trwong thong tin
STT . , Chinh sach Tiéu chi canh bao Ag N gt Hanh dong
chinh sach yéu cau

chi bén trong két any known attacker (vi du: C&C IP
ndi dén cac dia chi | address)
den "black listed".
Phat hién cac dia
chi c¢6 gang két ndi
dén cac dia chi den
tham chi b1 chan (vi
du: host c¢b gang két
ndi dén C&C
server)

12 Céc_lf?i cua cua PM Event Name Hién th(:)ng ‘Fin trén giao
Antivirus dién quan tri
Bio céo tong hop

13 cap nhat virus Event Name Hién thong tin trén giao
signature cua PM AV Signature dién quan tri

Phan mém Antivirus
chbng virus/ | Béo céo téng hop Event Name . . .
. P . Hién thong tin tré
14 | ma doc hai hoat dong cua virus/ AV Signature .lf': " ?ng ‘1n e £1ao
X iAo dién quan tri
ma doc hai Source IP
Thay d6i cau hinh . . . L Canh bao trén giao di¢
,ay (,)1 CAL ML | hi phat hién su ki¢n thay doi cau afl .ao ren iglao e

chinh séch, . . , . Event Name quén tri, dua vao Danh

15 . hinh, chinh sach, user/group trén PM i o 22
user/group trén PM .. Username muc su kién theo doi dé

" Antivirus o n dm ok

Antivirus xem xét va bao cao
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Nhém

Truwong thong tin

STT . , Chinh sach Tiéu chi canh bao ~ 2 Hanh dong
chinh sach yéu cau
Cénh bao trén giao dién
Canh bao khi phat | Canh bao khi > 5 Host / IP bi phat hi¢n . g X
a4 2. . ol . o an . Event Name quan tri, dua vao Danh
16 hién bung no6 virus, | cung mdt virus, ma doc trong 1 ngay n o a2
 an e Source IP muc su kién theo doi dé
ma ddc... (hoac vai gio) Y
Xem xét va bao céo
Truy cap thanh Khi phat hién nguoi dung dac quyén . .
R Y 'pA X pA N % . gA ) ;q " : Cénh bao trén giao dién
cong/ khong thanh | truy cép thanh cong vao hé thong; Khi | Event Name . )
R NP . , A A quan tri, dua vao Danh
17 cong vao cac hé trong phong 5 phut phat hién qua 2 lan | Username o o 22
B . R i . . . B muc su kién theo doi dé
thong (local va truy cap khong thanh cong tir 1 hodc Source IP Y
3 .. , , xem Xeét va bao cao
remote) nhi€u dia chi IP khac nhau
o Hoat dong quan tri
Giam sat L gq .
nudi quan cua nguoi dung dac
: . uyen (thay doi : ;. — : Canh bdo trén giao di¢n
tri, nguoi q y (, Y R Khi c6 su thay doi; Khi phién lam viéc | Event Name . g :
: B chinh sach trén hé ] N . N o quan tri, dua vao Danh
18 | dung dac z T s cua nguoi dung dic quyen dugc khoi Username A ~e 22
A thong, thay doi tai ., muc su kién theo doi dé
quyén trén ) . N tao hodc dong Source IP L,
g khoan hodc quyén xem Xeét va bao cao
cac h¢ thong , e s
cua nguoi dung
V.V.)
Truy cap hoac tha Canh bao trén giao dién
;.y ;p . 4 e LA 1n . . 5 Event Name o g :
doi1 nhat ky (log) Khi phat hién hanh vi truy cap hoac quan tri, dua vao Danh
19 \ A < 2. Username n o B2
cua nguoi dung dac | thay doi Source [P muc su kién theo doi dé
quyén xem xeét va bao cao
Bao vé thon : : : . Event Name L
, " Ng Truy cép thanh Khi phat hién hanh vi ctia nguoi dung; Cénh bdo trén giao dién
20 | tin, co s& dur . . . ) . , ) , Username o -
lidu cong/ khong thanh | Khi trong vong 5 phut phat hién qua 2 Source [P quan tri, dua vao Danh
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Nhém

Truwong thong tin

STT . i Chinh sach Tiéu chi canh bao O Hanh dong
chinh sach yéu cau :
cong vao CSDL, hé lan truy cap khong thanh cong tir mot muc su kién theo doi dé
thong CSDL hodc nhiéu dia chi IP khac nhau xem xét va bao céo
s Canh bao trén giao dié
Thay déi ciu hinh . . |EventName AT Dao ten g1ao FIeh
N X Khi c6 sy thay d6i boi nguoi quan tri, quén tri, dua vao Danh
21 CSDL, hé thong nguoi dung dic quyén Username muc sy kién theo ddi dé
CSDL g & Gaedlly Source IP T
Xem xét va bao cao
N anh bao trén gi i€
i i
22 CSDL, hé théng Khi c6 16i hodc canh bao trén hé théng Event Name e ”

CSDL

muc su kién theo doi dé
xem xét va bao cao
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1.5.6.9 Giao dién giam sat

Duéi ddy 1a mot s6 tiéu chi va thong sb chinh duge dé xuit cho cac man hinh giam sat
phuc vu cho viéc theo doi thoi gian thuc

Categories Dashboard Name Property

1. Log Sources

Log Source Name
Log Sources Status Log Source Status
Last Event Timestamp

2. Threat Intelligence

Asset name
Vulnerability Management | Vulnerability 1D
Last seen
Threat Model: Campaign, Top Campaign Name
Actor, TTPs Top Actor
| Top TTP

3. Incidents

Top Severe Incidents

Security Incidents .
y Top Incident Sources

4. System Availability

Current EPS

System Status Failed Services

Critical disk partitions free space
Last Event Seen
Application/Database Top Authentication

Status Success/Failure

Unauthorized Access

1.5.6.10 Chi dan bién phéap trién khai
Chi tiét vé cach thire thyc hién dugce thé hién ¢ phu luc 2 “Chi dan trién khai chi tiét”
1.5.6.11Két qua dat duwoc sau khi hé thong di vao hoat déng

Sau khi hé théng SIEM dugc trién khai thanh cong va di vao hoat dong theo diing

thiét ké, s& mang lai cac hi¢u qua va lgi ich nhu sau:

e Mang lai kha ning hién thi tip trung va toan dién: c6 thé téng hop dit lidu tir
rat nhiéu ngudn khac nhau va tir nhiéu hang khac nhau sau d6 chuan ho lai theo
1 dinh dang chung dé tién cho viéc dénh gia va phén tich ciing nhu gitp md rong
hét kha nang lam viéc va phdi hop ctia cac san pham giai phap khac ma doanh
nghiép dang su dung.

e Ty dong héa giip nhanh chéng phat hién cic mdi de doa: Hé thong SIEM ty
dong phan tich va twong quan cac hoat dong téi tir nhiéu ngudn khac nhau dé vé
ra btrc tranh toan canh, tir cac manh vun roi rac sé xac dinh ra duoc kich ban tan
cong cho cac giai phap khac va rdi cac giai phap d6 s& dwa téi cach xir Iy chinh
x4c hon. Ngoai ra viéc QRadar c6 san hang trim use cases, thuat toan phat hién

106



su bat thuong va cac rules s& giup phat hién known va unknown malware & mtc
real-time ciing nhu phén loai chinh x4c cac loai hinh tin cong.

e Xac dinh hoat dong bét thwong ciia mang, nguwdi dung va &ng dung: cic tan
cdng ngay cang phirc tap nén can phai nhin ra sdm tir nhitng su bat thuong nho
nhit toi tir hanh vi cia mang, user hay hé théng, c6 nhu vay thi hé thdng cua
doanh nghiép méi dam bao dugc an toan trude khi tin cong kip xay ra.

e Quin Iy tudn thi t6t hon véi bd quy tic va bao cdo ¢é sin: SIEM mang lai
tinh minh bach, kha ning giam sat va do ludng tdi quan trong ddi voi su thanh
cong trong viéc quan 1y va bao céo vé tuan thu. Giai phap vira ¢ thé cung cap sb
liéu dﬁy du cho viéc béo cdo rii ro CNTT dbi v6i kiém toan lai vira c6 thé xu ly
hang nghin bao cdo tuan thu mdt cach ty dong hoda va chuyén nghiép.

e Trién khai da dang va dé dang mé réng: SIEM c6 da dang céac loai hinh trién
khai pht hop véi quy mo ciia doanh nghiép. Ngoai ra khi can nang cap vé sirc
manh cua thiét bi thi chi can liy thém cdc module con chtr khong can thay doi
trén thiét bi da c6 san.

1.5.6.12Tinh toan théng so ky thudt

Thong thuong, khi sizing 1 hé thong, ta c6 thé theo nhiéu phuong phap khac nhau,
c6 thé dua trén sb lidu vé traffic thuc té, dua trén s liéu bang thong duong truyén, sb
su kién xay ra trong 1 thoi gian hoac dua trén bai toan kinh nghiém khi trién khai cho

1 moi1 trudng nho, vira, 16n.
bé xac dinh duoc tong so su kién bao mat co6 trong 1 site, ta dua trén thong ké cho
bai toan thong ké lién quan dén cac su kién bao mat nhu sau.

Basic EPS Estimator

Device Type
AD/Auth, DHCP, DNS, ESX 25
Web and Mail Servers, O365 10 -
Windows General Purpose Servers 122 2 244
Linux/Unix General Purpose Servers 8 0.5 4
Antivirus, Anti-Malware Servers 1 20 20
Database Servers 1 -
SV | Proxy Servers, Edge/Small Firewalls 60 25 1,500
Core/Large Firewalls 4 150 600

IDS, IPS, VPN, WAF, DAM, DLP, LB 5 -
Routers, Switches, Wireless 332 0.25 83
EDR, AWS, etc. (indicate event rate) 0.05 -
Other? (Indicate event rate) 0.05

Other? (Indicate event rate) 0.05 -
On-Line Log Retention Req. (Mo) S Est. Peak EPS 2,476

Trong d6, dung luwong dit liéu duoc thdng ké nhu sau:
RAW Event ~ 700 bytes

Retention Requirements - Assuming 30 day Average = 1/3 Peak
Avg. Log Size (Bytes) Log Disk Space (TB) 0.00

Theo khéo sat véi EVNHN OT ¢6 s luong thiét bi nhu sau, dé dam bao nang lyc hé
thong dap ung, ta 1y s6 liéu max cta timg dong theo bang trén.

Retention
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Basic EPS Estimator
Qty.

Device Type

Factor

Events

AD/Auth, DHCP, DNS, ESX 25

Web and Mail Servers, 0365 10 -
Windows General Purpose Servers 122 2 244
Linux/Unix General Purpose Servers 8 0.5 4
Antivirus, Anti-Malware Servers 1 20 20
Database Servers 1 -
Proxy Servers, Edge/Small Firewalls 60 25 1,500
Core/Large Firewalls 4 150 600
IDS, IPS, VPN, WAF, DAM, DLP, LB 5 -
Routers, Switches, Wireless 332 0.25 83
EDR, AWS, efc. (indicate event rate) 0.05

Other? (Indicate event rate) 0.05

Other? (Indicate event rate) 0.05 -
On-Line Log Retention Req. (Mo) 3 Est. Peak EPS 2,476

Tinh toan dung luong luu trit log trong 12 thang:

On-Line Log Retention Req. (Mo)

Growth Planning Considerations - Appliance support =5 Ye

Retention Requirements - Assuming 30 day Average = 1/3 Peak

Retention Avg. Log Size (Bytes) Log Disk Space (TB) il

ars from date of purchase

Growth Anticipated Annual Growth 5%| Time (Years) 5
Projected EPS License Required 3,160 |Log Disk (TB) 10.97
Cau hinh d¢é xuat:

STT May chi Yéu cau
32 Core
64GB RAM
600GB OS

1 May chu Active
8.59TB Data
Network adapter (1Gb) for Management
Network cross link (10Gb) for HA
32 Core
64GB RAM
600GB OS

2 May chii Stanby 8.59TB Data
Network adapter (1Gb) for Management
Network cross link (10Gb) for HA

02 may chu hoat dong theo ciu hinh di phong Active-Standby.
1.5.6.13Thdng sé ky thudt yéu cau
Thiét ké thong s6 giai phap theo yéu cau:
STT | TEN HANG MUC YEU CAU SO LUQNG
Ban quyén giai phap
Vil SIEM 01
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STT | TEN HANG MUC YEU CAU SO LUQONG
g | License EPShode e 2500EPS
tuong duong
2| Tinh sin sing Thié’t ké trién khai dam bao du
phong HA
Thu nhap nhat ky bao gom cac
loai nhu:thiét bi mang (Router,
Switch...), thiét bi an ninh
(Firewall, IDS/IPS, Database
firewall, Antivirus...), hé diéu
3 Tinh nang thu thép hanh (Operating systems), ting
dung (Application), co s¢ dir li¢u
(Database)...
Thu thap dit liéu luu luong mang
bao gém Netflow, Jflow, Sflow
Thu thap nhat ky theo dang Agen-
less
Luu trir nhat ky tam thoi,
truyén trén kénh an toan gitra cac
thanh phan; loc, tich hop dir liéu
nhat ky trong khi thu thap
4 Tinh nang truyén log (Filteringv, Aggrfzgatio? of d?ata
logs); quan 1y bang thong st dung
dé truyén nhat ky tir thanh phan
thu thap dén cac thanh phan luu
trir, phan tich; két hop cac su kién
(Aggregate events)
5 (Tl\lﬂnéln?gf glam sat | 3 (1o gigm sét (Monitor)
6 Phan tich c4c truong | H tro phan tich cac trudng thong
thong tin (Field Sets) | tin (Field Sets)
Dt liéu thu thap tur
C4C thiét bi trong hé < e e
z - Ho trg dir li€u thu thap tir cac thiét
thong mang phai duoc bi trong hé théng mang phai duoc
7 phan tich bang lugc ' ’ i )

dd chuan hoa
(normalized schema).

phan tich bang lugc dd chuan hoa
(normalized schema).
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STT | TEN HANG MUC YEU CAU SO LUQONG
Cho phép nguoi quan
tri thuc hién & twong | H6 trg cho phép nguoi quan tri
8 tac voi céc‘tru(‘mg su | thuc hién & tuong téf: vO1 cac
kién bao gom: tao truong sy kién bao gom: tao mai,
moi, thay d6i, chia s¢ | thay ddi, chia sé hay x6a bo
hay x6a bo
+ Cho phép phat hién cac hanh
dong nghi ngo va pha hoai
(suspicious and malicious
behavior)
+ Thuc hién phan tich su tuong
quan (correlation) phai dya vao
mau (Signature) va phan tich su
Céc luat va phan tich bat thudng cta hanh vi (behavior
anomaly).
9 S tong ql_lan (Rules + Thuc hién chirc ndng phan tich
& Correlation) , Lo ae qm qen
tinh twong quan doi voi dir ligu
theo thoi gian thuc (real-time) va
dir li€u trong qua khu (historical
data).
+ Cac luat (rules) phai hd tro thuc
hién cac hanh dong nhu sau: Gui
thong bao, tao 1ap ho so su ¢,
dua vao danh séach theo dai...
10 Bé(i hanh va ho tro k¥ > 24 thing
thuat
1.5.7 Hé théng sao lwu va phuc hoi di ligu
1.5.7.1 Danh muc thiét bi lap dat, cai dat
STT TEN HANG MUC SO LUONG
IX | Giai phap backup 01

1.5.7.2 M@ hinh thiét ké lugn ly
Luong dir liéu backup
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May chii quan li dit liéu
sao luu
]
Clients . / \
Oracle. Files... Tracking Data Contli
May ao quan li
‘ License
Backup
bootstrap + \
configuration 1
Backup Data Backup
(Client Direct) Configuration
——
et br lvu trr dir
liéu sao lvu

TKTC-BV 27 M6 hinh két néi ludn 1y gidi phdp Backup

Lu6ng dtr 1iéu cua hé théng sao luu dir li€u s€ hoat dong theo co ché nhu sau:

May chu quén 1i sao Iuu s& truyén 1énh backup t6i cac client can backup theo lich
da duoc cAu hinh sin.

Backup data (dir liéu backup) tai client s& duoc truyén truc tiép qua dudng
Ethernet (backup qua LAN) v& thiét b luu trit dit liéu sao luu.

Metadata update vao may chu quan li sao luu ciing s& dugc backup sang thiéu bi
lvu trir dit liéu sao luu nhu cac Clients khac.

Can cai dat thém License Server phuc vu cho viéc quan 1i license backup, may
chu nay ciing s& dugc backup theo lich dinh ki xudng thiét bi luu trit dir liéu sao
luu dé ¢am bao an toan.

May chu quan 1i sao luu sé€ chiu trdch nhi¢m quan 1i Server, cac thao tac c4u hinh,
1ap lich,... cho hé théng s& duogc thuc hién thong qua giao dién.

May chil quan 1i ciing s& dugc backup dén thiét bi luu trit dir liéu sao luu.

Luong dir liéu restore
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May ao quan li
License

May chi quan li

Control
sao luu

Tracking

Data Restore Data

Restore Data

\l

Tracking Data

Clients
Oracle, Files,..

Thiét bi hru triv due
liéu sao luvu

TKTC-BV 28 M6 hinh luéng dit liéu gidi phdp Backup

e May chu quan li ra 1€nh restore dir li€u tir thiét bi luu trix dix liéu sao luu, sau do
query dén Database dé tim kiém Metadata cta dit liéu can restore.

e Sau khi tim kiém dugc thong tin vé Metadata cua dit liéu can restore, may chu
quan li sao luu giri s& query ti thiét bi luu trir dit liéu sao luu dé xac dinh dit liéu
can restore.

e Sau khi x4c dinh duoc dir liéu can restore, Device s& dugc mount dé sin sang qua
trinh restore dit liéu tir thiét bi luu trix dir liéu sao luu.

e Dit liéu can restore sau khi duoc xac dinh s& dugc chuyén qua Device gin véi
may chu quan 1i sao luu, sau do chuyén té1 vi tri luu trit ban phuc hoi dit liéu
mong muén. Déng thoi may chi ddm nhan nhiém vu trung chuyén dir liéu ciing
s& guri lai tracklog t6i may chu quan i sao luu dé co thé theo ddi tién trinh trén
do.

e Sau khi hoan tit update tracklog, qua trinh restore dit li¢u tir thiét bi luu trit dir
liéu sao luu hoan thanh

e Hoat dong sao luu dit lidu dya trén céc policy, chi rd cac hoat dong can thuc hién
va cach thuc thyc hién hoat dong dé bao vé dit liu.
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Policy

Workflow Workflow

Group Group
Client(s) Client(s)

| Action | Action

Mgdi policy bao gém 4 thanh phan:

e Ban than Policy, chtra thong tin dam bao Service Level, RTO/RPO.

e MS>i policy chira mot hodc nhiéu workflow; thuong dung mdi workflow cho 1
loai dir liu.

e Moi workflow chtra 1 group, gém mot hodc nhiéu client kém theo cac nodi dung
can backup tuong {mg.

e MaJdi workflow cac action chi rd hoat dong can thuc hién voi dir liéu, vi du nhu
backup vao tu backup, clone tir pooll sang pool2, replicate ttr DC sang DR sau
khi backup xong... Cac action c6 thé hoat dong lan luot hodc déng thoi.

ENas_srlapshcﬁ.

.'.Nas_snapshui Lesnapshot ]—;! Fj—leainEJ'/

EEAF

,,u,ck:lna_z ! Ei—ll-lccrsz ?

AAGold_SAP & hackup PEHHmains1

Rcdona { BHHcors1 ,-‘

Qudn Iy thiét bi véi Pools va Devices

May chu quan 1i sao Iuu chtra cac dir liéu backup dugc luu trit trong cac pool, cac dir
lidu trong pool ¢o thé duoc clone sang cac pool khac. May chii quan 1i doc ghi dit liéu
trong cac pool théng qua cac device.

Mot pool 6 thé chtra nhiéu loai media, tape vat Iy, VTL, nhung dé t6i vu nhét thi mdi
pool chi nén chira 1 loai media.

M&i device trong may chu quan 1i sao luu dugce dung dé quan 1y cac media trong do,
khong phan biét 1a tape vat 1y hay tape 40, hodc 1a disk device hay ddboost device. Mbi
1an mudn thuc hién mot action lién quan téi device trong pool déu phai thuc hién qua
device trong ung.

Du6i day 1a minh hoa vé mot cau hinh céc policy dé bao vé dir liéu tai EVN. Mot sd
policy chi chira action backup, mot sb policy khac chira ca action clone sau khi backup.
Luu ¥, day chi 1a vi du minh hoa, thuc té 4p dung cho mé hinh ciia EVN sé& c6 trong
thiét ké chi tiét
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Platinum

Index Pool Pool Gold Pool Silver Pool YYY Pool
Sarver Platiniim Gold Poliev Silver Policv YYY Policv
NMC Server Backup Oracle Hyper-V Filesystem Workflow
Workflow Workflow Workflow Workflow - Groups: group
- Groups: NMC Server - Groups: group - Groups: group - Groups: group name
- Stant Time: 1600 name name name - Stant Time:
- Actions: NMC Server - Start Time - Start Time - Start Time: 19:.00
Backup 19.00 2000 1900 - Actions:
- Adlions: - Actions: - Actions: backup
backup backup
Clone to pool
YYY
Clone to pool
177
Server Backu
Workflow P SAP Workflow Exchange VMware Workflow
- Groups: Server - Groups: group Workflow Workflow - Groups: group
Protedtion name - Groups: group - Groups:group name
- Start Time: 1400 - Start Time: name name - Start Time:
- Actions: Expiration, 19:00 - Stant Time - Start Time: 19:00
Server db backup - Adions: 21:00 2300 - Actions:
backup - Actions: - Actions: backup
Clone to pool backup backup
A'ATAY L e Y )
Quy tac dat tén thiét bi theo quy chuan cia EVN nhu sau:
Thiét bi Ky hiéu
DR+ NAME TB + # DR-xxx-01
Cu thé cac thiét bi dugc stir dung trong dy 4n nhu sau:
Vai Tro Tén thiét bi Model

Storage Backup backup-storage-01

Server Backup backup-server-01

1.5.7.3 M@ hinh thiét ké vt ly
Hé théng sao luu va phuc hoi dit liéu sé duoc lép dat trén rack tai vi tri nhu sau:

Rack U Tén thiét bi
Rack 08 u27 BACKUP SERVER
Rack 08 U30-31 BACKUP STORAGE

So do lip rack nhu sau:

114



RACK-07

NETWORK DEVICE NETWORK DEVICE

NETWORK DEVICE NETWORK DEVICE

HCI 04

HCl 03
FIREWALL 02

FIREWALL 01

HCI 02

BACHKUP STORAGE
SWITCH 02

SERVER . SERVER

SWITCH 01 ! | BACKUP SERVER

SERVER SERVER

Thiét bi hién hiku

Thiét bitrang bi méi

CIRCUIT EREAKER CIRCUIT BREAKER

E‘.TF" quang ;GEDF I

] BACKUP BACKUP

—— odp ding 16hps STORAGE SERVER
SWITCH 01 SWITCH 02

Thiét bi lwu trir dir liéu sao lru

e Thiét bi st dung 04 két ndi quang 10Gbps t6i hé thong thiét bi chuyén mach,
phuc vu truyén dir liéu luu trit sao luu (data).

e Ngoai ra, thiét bi sir dung 01 duong két ndi dong 1Gbps dé két ndi toi thiét bi
chuyén mach, phuc vu quan tri phan ctimg thiét bi (management).

May chu quan li sao luu
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Thiét bi sir dung 02 két nbi quang 10Gbps t6i hé thdng thiét bi chuyén mach,
phuc vu truyén dir liéu quan 1y sao luu (data)

Ngoai ra, thiét bi sir dung 01 dudng két ndi déng 1Gbps dé két ndi t6i thiét bi
chuyén mach, phuc vu quan tri phan ctimg thiét bi (management).
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Bang dau ndi vat 1y

Piém dau Pieém cuoi .

STT™"RU | Thiktbi | Céng Cap | Técadd R-U Thit bi Cong Mode | Ci chd
1 |R8U30-31 | BK-STR |E1 Quang 10Gbps R7U27 SWO01 Ethll Auto
2 |R8U30-31 | BK-STR |E2 Quang 10Gbps R7U27 SWo01 Eth12 Auto
3 | R8U30-31 | BK-STR | E3 Quang 10Gbps R7U30 SW02 Eth1l Auto
4 | R8U30-31 | BK-STR | E4 Quang 10Gbps R7U30 SW02 Eth12 Auto
5 | R8U30-31 | BK-STR | MGMT Pong 1Gbps R7U30 SW02 Eth17 Auto
6 | R8U27 BK-SRV | E1l Quang 10Gbps R7U27 SWO01 Eth13 Auto
7 | R8U27 BK-SRV | E2 Quang 10Gbps R7U30 SW02 Eth13 Auto
8 | R8U27 BK-SRV | MGMT Pong 1Gbps R7U30 SW02 Eth18 Auto
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1.5.7.4 Phan bé tai nguyén do hoa

May chu quan trj tip trung cta hé thdng yéu ciu tai nguyén nhu sau:

May chii Théng sb Gia tri Ghi cha
CPU 8 Core
Backup Server RAM 64GB RAM
HDD 200 GB
NIC 1Gbps va 10 Gbps
CPU 8 Core
Backup RAM 48GB RAM
Management HDD 200 GB
NIC 1Gbps
1.5.7.5 Théng so cdi dat va cau hinh
DD6400 configuration details:
Théng sb Gia tri
Location TTDK
Name san01
Domain name (Local) evnhanoi.vn
DDOS Version (latest)

Interface DATA

10Gb dong: Eth2a, Eth2b, Eth2c, Eth2d
10Gb quang: Eth3a, Eth3b, Eth3c, Eth3d

LACP hash XOR-L2:

Bonding Eth2a, Eth2b, Eth2c, Eth2d
Eth3a, Eth3b, Eth3c, Eth3d

IP Address 10.24.x.x

Netmask 255.255.255.0

Gateway 10.24.x.X

. Fiber 10Gbs

Media Copper 10Gbs
10.240. x.x

NTP Server 10.240. x.x
10.240. x.x

Théng tin DDboost:
Théng sb Gia tri

DDBoost User admin

DDBoost Password

Interface Group Default

IP Address 10.24. x.x

Thiét bi quan li sao luu
Théng sb Gia tri
Location TTDK
Hostname (FQDN) backup-mgmt.evnhanoi.vn
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Operating System

Windows 2022 Standard

CPU

02 x Intel® Xeon® Gold 5317 3G

RAM 256GB

HDD Space 4 x1.92TB SSD
NetWorker Version 19.9.0.1

IP Address 10.24. x.X
Netmask 255.255.255.0
Gateway 10.24. x.x
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1.5.7.6 Chinh sdch sao lwu va phuc hoi

Thiét ké policy
Vai Ca,Ch TaP ,Thm Policy | Thaoi gian Pool
STT . | Hostname IP thire Source backup suat | gian luu
tro . Name | chay backup | backup
backup backup trir
Backup
Filesystem Full T7
Backup /u01 Incre 7Tdays /
1 |SIEM |siem-01 |172.16.253.61 | Vmware \ Y SIEM | Daily Default
D:\ hang 14days
Backup G
DB gay
Online
Backup Full T7 | 7days/
Filesystem Incre 14days
UbDW Backup Jetc hang
2 Server | Hnpas01 Vmware ngay Daily Default
/home
A Backup Iroot
DB
Online fsrv
{usr (/usr/local onl ubDW
Backup usrgusr ocat onty, Full T7 | 7days/
. nothing else)
Filesystem Incre 14days
Ivar (except /var/run, .
ubw Backup Ivar/cache, /var/tmp) hang
3 Server | Hnpas02 Vmware ’ P ngay Daily Default
B Backup
DB
Online
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Backup
DB Data file/
o1 | Hnpdbol Backup
file
Backup
DB Data file/
02 Hnpdb02 Backup
file

/prodhst/disk1/df1.dbf
/sbylhst/disk2/df1.dbf

Full T7 | 7days/
Incre 14days
hang
ngay
Full T7 | 7days/
Incre 14days
hang
ngay

DB

Daily

Default

Daily

Default
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1.5.7.7 Chi dan bién phap trién khai
Chi tiét vé& cach thirc thuc hién duoc thé hién & phu luc 2 “Chi dan trién khai chi tiét”
1.5.7.8 Két qua dat dwoc sau khi hé thong di vao hoat dong

Sau khi hé théng SIEM dugc trién khai thanh cong va di vao hoat dong theo diing
thiét ké, s& mang lai cac hi¢u qua va g1 ich nhu sau:

e Toan bd dir liéu cua hé théng oT gém: hé diéu hanh; dir liéu ciu hinh cac thiét
bi switch, router, firewall; co s& dir liéu online/offline hé théng SCADA; cac thu
muc, file quan trong sé dugc bao vé. Co rat nhiéu ban sao cta dit liéu duoc luu
trén hé théng backup, ngudi quan tri ¢6 thé lira chon ngay (trong vong 1 thang)
dé khoi phuc lai dit liéu. Khi can khoi phuc, hé théng backup chuyén dung gitp
viéc khoi phuc dién ra dé dang va nhanh chéng, dam bao toan ven dit lidu.

e Giai phap Sao luu va phuc héi dit lidu con giup ting muc d6 an ninh an toan dir
liéu cho toan bo hé théng, dam bao kha ndng khoi phuc dir liu khi xay ra su cd
tan cong mang hay mi doc Ransomware/Cyber-attack.

1.5.7.9 Tinh toan théng so ky thudt

Theo nhu hién trang & trén thi nhu cau dit liéu can bao vé (da tinh ca m& rong
trong tuong lai) 1a 11TB.

Chinh sach sao luu khuyén nghj 1a:

- Backup full hang tuan, luu trong vong 4 tuan. Ta can t&i 5 ban full tat ca (mdi
ban full 6 dung luong bang véi dung luong can bao vé tire 11TB). Khi d6 tong dung
luong luu trir Full can 1a: 5x 11 ~ 55TB.

- Backup incremental hang ngay, luu trong vong 30 ngay. Ta can t&i 30 ban
Incremental tat ca. Gia sir mdi ngay dit liéu thay d6i 1% thi tong dung luong luu trit can
cho luu Incremental 1a: 11 * (1.01)*30 ~ 15TB

Tong dung luong can luu trit cho hé thong backup la: 55+15 ~ 70TB.

Do giai phap Backup va til dia luu trit backup déu co san tinh ning chbng tring
1ap nén dung luong ti dia can dé luu trit thuc té s& thip hon dung luong yéu cau 1a 70TB.
Gia su ti I€ chéng trung 1ap cua hé théng dat ti 1€ 3:1 thi dung lugng cua ti da yéu cau
la: 70 : 3 ~ 24TB.

Dbi voi hé thong backup can 01 may chit Media/Backup Server va 01 may
Backup Management Server véi ciu hinh nhu sau:

STT May chu Yéu cau
8 Core
64GB RAM
1 Backup Servver 200GB 0OS

Network adapter (1Gb) for Management va 10GbE
cho Data Network

8 Core
5 Backup 48GB RAM
management 200GB OS

Network adapter (1Gb) for Management
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Dy phong cho céc thanh phan:

_ Sur dung may o dé cai dat thanh phan backup server va backup management
Server.

_ Kha ning dy phong cia may 4o s& dung trén giai phap 40 hoa bao gdm tinh ning
High Availability (cho phép may 4o tu dong khoi dong trén mot may chu vat 1y
khac khi may cha vat 1y gbc bi 161).

~ Kha nang dy phong vé luu trit: theo kha ning dy phong cta giai phap ao hoa, co
cac co ché RAID cho phép 16i 01 6 ctng ddng thoi hodc 01 node ddng thoi (md
hinh HCI) ma khong anh hudng to1 dit li¢u va dich vu dang chay.

1.5.7.10 Théng sé ki thudt yéu cau
Thiét ké thong sb giai phap theo yéu cau:

SO

TT TEN HANG M YEU CA
S N HANG MUC U CAU LUGNG

Ban quyén giai phap

IX backup

Thiét bi dang Appliance dugc tich
hop, cdu hinh sin phan cing, phan
mém véi day di ban quyén phan
mém di kém.

Thiét bi c6 céu hinh i thiéu:

- Kha dung véi dung luong > 24 TB
kha dung (Raid 6); cho phép mo
rong téi 1.5 PB dung lugng logical.

- Toc d6 sao luu toi da cua thiét bi
ho trg > 7TB/gid
- 4 cong mang Ethernet toc do 1Gb.

Thiét bi sao luu chuyén - 2 cong mang Ethernet quang toc
dung do 10Gb
- Tinh ning yéu ciu:

+ Chéng trung lap dir di€u tai nguén
(source deduplication)

+ Tinh niang chong trung lap dir liu
deduplication phai dugc thuc hién

thong qua viéc cat dir liéu thanh cac
doan bién thién, variable-length
segment, giup tang ty 1& chng tring
1ap va hiéu suit sao luu.

+ Kha nang chong tring lap dir liéu
hiéu suat cao lén toi 40:1
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STT

TEN HANG MUC

YEU CAU

SO
LUQNG

+ Kha nang ma hoéa dit li¢u sao luu
(Encryption): Dit liéu s€ dugc ma
hoa ngay trong qua trinh sao luu.

+ Bao vé dir liéu sao luu: ¢6 co ché
chbng lai Ransomware. C6 san co ché
khéa bao vé dit liéu khoi su sira doi,
can thiép, ...bang phan mém cua thiét
bi sao Iuu chuyén dung..

- T6i thiéu 02 ngudn du phong,
ngudn 220VAC

- Bao hanh va hd trg k¥ thuat 3 nam

Bén quyén phan mém (tdi
thiéu 5 nam sir dung)

Ban quyén sao luu, khoi phuc dap
mg dung luong dir liéu ngudn hé
théng SCADA hién nay (11TB),
khong gidi han cac loai dit liéu sao
luu (hé diéu hanh, files, databases
Orcale, SQL, tng dung...), khong
gidi han s node (may cha, may tram,
thiét bi mang...).

- Phan mém dé xuat phai twong
thich hoan toan vdéi thiét bi sao luu
chuyén dung (muc trén), 1a moét giai
phap tong thé dong nhat phin mém
va phan cimg cta cung hing cong
nghé dé ¢am bao han ché rui ro tich
hop va bao hanh béo tri.

- Pap ung day du yéu cau bao vé dir
liéu, kha nang sao luu, khoi phuc,
chéng trung lap.

- Giao dién quan ly tap trung trén
nén Web

- Pt lich sao luu theo diéu kién, su
kién.
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1.5.8 Hé théng may chii, may tram
1.5.8.1 Danh muyc thiét bj ldp dat, cai dat

STT TEN HANG MUC SO LUQNG

X May chu HCI Hyper Converge

A Phan cimng 04
B Ban quyén phan mém 04
X1 | Thiét bi Switch back-end 02
XIl | May tram 04

1.5.8.2 Md hinh thiét ké lugn ly
Management Motion vSAN Data

nic 1.2
nic 2.2
nicl.l
nic 2.1

HCI

TKTC-BV 29: Thiét ké ludn Iy hé thong mdy chii
M&i may chi HCI ¢6 04 port mang 10Gb, dé xuat st dung hét dé tan dung hét
tai nguyén cua phan cimg.
Mbi may chi HCI c6 04 port Ethernet 10 Gb danh cho két ndi mang, dugc chia
thanh cac cdp dam nhiém vai tro khac nhau, dam bao kha ning dy phong va chia tai ddi
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véi ting vai trd. Mdi may chii HCI s& c6 02 Distributed Switch sir dung 04 card Ethernet
10Gb lam duong két ndi dén Mgmt, VM guest network, vSAN, vMotion.

Distributed Switch thtr nhit cung cip két néi VM guest network (Data) st dung
nic 1.2 va nic 2.2 v6i két ndi 10 Gb. Trén switch 4o nay s& tao 1 Vmkernel port dé ciu
hinh dia chi quan tri cho host. 2 port 10Gb nay s& dugc cdu hinh bonding active — stanby.

Distributed Switch thir hai cung cap két nbi cho dich vu quan tri management,
vMotion va vVSAN, str dung nic 1.1 va nic 2.1 véi két ndi 10 Gb. Trén switch 4o nay seé
tao 1 Vmkernel port dé cdu hinh traffic vSAN. 2 port 10Gb nay s& duoc cdu hinh
bonding active — stanby.

Bang quy hoach chi tiét thong tin IP v VLAN cho cac dich vy nhu sau:

Vm guest
IP Mgmt vMotion VSAN network
(VLAN)
HCI 01 10.24. x.x
HCI 02 10.24. x.x
HCI 03 10.24. x.x
HCI 04 10.24. x.x
HCI Manager 10.24. x.x X X X
DSRS X X X
Quy tac dat tén thiét bi theo quy chuan ctia EVN nhu sau:
Thiét bi Ky hiéu
DR + NAME TB + # DR-HCI -01
Cu thé cac thiét bj duge st dung trong dy &4n nhu sau:
Vai Tro Tén thiét bi Ghi chu
HCI 01 hci-01.evnhanoi.vn
HCI 02 hci-02.evnhanoi.vn
HCI 03 hci-03.evnhanoi.vn
HCI 04 hci-04.evnhanoi.vn

1.5.8.3 M0 hinh thiét ké vat ly

So d6 b tri ti rack

Céc thiét bi méi dugce trang bi trong du 4n nay s& dugc 1ap dit toan bo tai site TTDK,
chi tiét vi tri 1ap dat duge mo ta nhu hinh dudi:

Rack U Tén thiét bi
Rack 08 U19-20 HCI 01
Rack 08 u27 SWITCH 01
Rack 08 U30 SWITCH 02
Rack 08 U31-32 HCI 02
Rack 08 U33-34 HCI 03
Rack 08 U35-36 HCI 04
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NETWORK DEVICE

NETWORK DEVICE

HCI 0

HCI 03

HCI 02

SWITCH 02

SERVER

SWITCH 01

SERVER

CIRCUT BREAKER

So do ddu ndi vat Iy

SWITCH 01

U4z

U3z
usz
Uz
uzo
uzs
uzs
uz7
uze
uzs
uz24
uzz
uzz
uz1
uzo
u1s
uis
uir
U16
uis
U4
Uiz
uiz
Ui
Ui
uUog
uos
uo7
UoE
uos
uo4
uoz
uoz
uo1

NETWORK DEVICE

NETWORK DEVICE

UsG
FIREWALL 02
FIREWALL 01

BACKUP STORAGE

SERVER

BACKUP SERVER

SERVER

Thiét bi hign hir

Thiét bitrang bi méi

CIRCUT BREAKER

SWITCH 02

| HCI M

[ ew ]

— e e ST
Cop quang 10Ghps

2
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Céc thiét bj HCI trong du an dugc d4u ndi uplink t&i cap switch: SW 01 va SW 02 dé
dam bao tinh du phong. Trong doé:
e Cip switch dugc cau hinh vPC dam bao du phong
e May chit HCI duoc két ndi dén cap SW 01 va SW 02 thong qua 04 dudng
10Gbh.
Cong quan tri phan ctng hd trg viéc cau hinh thiét b tir xa (bao gém ca viéc tit/bat khi
thiét bi c6 15 hay bi tat dot ngot, theo doi tinh trang hoat dong cac thanh ph?ln trong thiét
bi...)
e Cac két ndi cho cong quan tri phan cing c6 tdc dd 1Gb, sir dung port dong
RJ45.
MG&i cong trén céc thiét bi HCI s& dugc két ndi dén cap swich quan tri MGMT Switch.
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Bang dau ndi vat 1y

Piém dau Pieém cuoi .
STT ™"RU | Thiétbi | Céng Cap | Técadd R-U Thit bi Cong Mode | Ci chd
1 |R7U19-20 | HCI 01 El Quang 10Gbps R7U27 SWo1 Eth3 Auto
2 | R7U19-20 | HCI 01 E2 Quang 10Gbps R7U27 SWo01 Eth4 Auto
3 | R7U19-20 | HCI 01 E3 Quang 10Gbps R7U30 SW02 Eth3 Auto
4 | R7U19-20 | HCI 01 E4 Quang 10Gbps R7U30 SWo02 Eth4 Auto
5 | R7U19-20 | HCI 01 MGMT Pong 1Gbps R7U27 SWo01 Ethl5 Auto
6 | R7U31-32 | HCI 02 El Quang 10Gbps R7U27 SW01 Eth5 Auto
7 | R7U31-32 | HCI 02 E2 Quang 10Gbps R7U27 SW01 Eth6 Auto
8 | R7U31-32 | HCI 02 E3 Quang 10Gbps R7U30 SW02 Eth5 Auto
9 | R7U31-32 | HCI 02 E4 Quang 10Gbps R7U30 SW02 Eth6 Auto
10 | R7U31-32 | HCI 02 MGMT Pong 1Gbps R7U27 SW01 Eth16 Auto
11 | R7U33-34 | HCI 03 El Quang 10Gbps R7U27 SWO01 Eth7 Auto
12 | R7U33-34 | HCI 03 E2 Quang 10Gbps R7U27 SWO01 Eth8 Auto
13 | R7U33-34 | HCI 03 E3 Quang 10Gbps R7U30 SW02 Eth7 Auto
14 | R7U33-34 | HCI 03 E4 Quang 10Gbps R7U30 SW02 Eth8 Auto
15 | R7U35-36 | HCI 03 MGMT Pong 1Gbps R7U27 SWO01 Ethl7 Auto
16 | R7U35-36 | HCI 04 El Quang 10Gbps R7U27 SWO01 Eth9 Auto
17 | R7U35-36 | HCI 04 E2 Quang 10Gbps R7U27 SWo01 Eth10 Auto
18 | R7U35-36 | HCI 04 E3 Quang 10Gbps R7U30 SWO02 Eth9 Auto
19 | R7U35-36 | HCI 04 E4 Quang 10Gbps R7U30 SWO02 Eth10 Auto
20 | R7U35-36 | HCI 04 MGMT Pong 1Gbps R7U27 SWo01 Eth18 Auto
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1.5.8.4 Thiét ké disk group

Trong cluster HCI, HCI node s& dong gop cac 6 ctng ctua minh vao mot LUN luu trix
duy nhit goi 1a vSAN Datastore, trong d6 cac 6 SSD sé& lam 16p cache, cac 6 HDD sé&
lam 16p capacity. vSAN Datastore nay s& cip dung lugng dén cho timg VM kém theo
policy phu hop nhu la raid 1, raid O ...

M&i HCI node ¢6 t6i da 4 diskgroup, mdi diskgroup yéu cau 1 6 cig SSD va tbi da 1a
3 6 cirmg HHD. MJbi may chit HCI ¢6 12 6 cing 12TB HDD va 04 6 cimg 1.6 SSD. Dé
tan dung ti da tai nguyén va dat dugc hi€u nang tdt, dé nghi moi Host sé& sir dung 4
Diskgroup, mdi Diskgroup bao gdm 01 6 ctrng SSD va 03 6 cing HDD.

Diskgroup 01 - h " DIO . 'J O] '] Diskgroup 03 Diskgroup 05 - ':] 0 ':] 3 'ﬂ 1‘ Diskgroup 07
Diskgroup 02 . o) f] 3 :a 4 V'J Diskgroup 04 Diskgroup 06 - hed b stkgmupOS

Diskgroup 09 - VJ r] r: so. m ,’a ,r‘a Diskgroup 11 Diskgroup 13

Diskgroup 10 - '] r:J V] V] Diskgroup 12 Diskgroup 14

1.5.8.5 Quy hoach tal nguyen ao hoa

HDD | HDD
STT | System VM Name CPU RAM oS Data
p [Hethong e vemT 32 128 | 3000
tuong lua
Hé thong
2 | bao vé diém | EPS-MGMT 8 16 1000
cudi
3 PIM-VAULT 8 8 150 2000
4 | Héthéng |PIM-VAULT-BK |8 8 150 2000
5 |quanlytai |PIM-PVWA-CPM |8 16 150 500
6 |khoandic |PIM-PSM 16 32 150 500
7 | quyén PIM-PTA 4 16 500
8 PIM-BK 8 16 150 500
9 |Héthong | MFA-01 4 8 600
1o | Xacthweda 1 r 00 4 8 600
y€eu to
11 |Héthong | SIEM-01 32 64 600 8590
quan ly
1p | MONGUNVA oy, 0p 32 64 600 8590
su kién an
ninh
13 | Héthong | BACKUP-SRV 8 64 200
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HDD HDD
STT | System VM Name CPU RAM oS Data
sao luu va
14 | phyc hoi dir | BACKUP-MGMT |8 48 200
ligu

1.5.8.6 Chi dan bién phap trién khai
Chi tiét vé cach thirc thyc hién duoc thé hién & phu luc 2 “Chi dan trién khai chi tiét”
1.5.8.7 Két qua dat dwoc sau khi hé thong di vao hoat dong

Nhitng loi ich ndi tréi ma HCI mang lai bao gdm: don gian héa viéc thiét ké va tich

hop hé thdng, giam thiéu rui ro vé tinh bat twong dong cua nhitng thanh phin phan cing
va phén mém, tiét kiém thoi gian va chi phi dau tu, nang cao hi¢u qua van hanh cta ha
tang CNTT tai EVNHANOI. Pay 1a nhitng dic tinh thiét yéu dé giai quyét van dé dau
dau cta doi ngil lanh dao cua doanh nghiép hay cac nha khai thac TTPK, d6 1a 1am sao

giam thiéu chi phi va thoi gian khoi tao ha ting, nhanh chéng dua tai nguyén dén tay

ngudi dung dé bién CNTT thanh loi thé canh tranh va sém mang lai hiéu qua, bién chi

phi thanh lg1 nhuan.

Giao dién quan Iy hoi tu dé str dung: Quy trinh van hanh cta Data Center ngay
cang trd nén phic tap véi nhiéu tac vu doi hoi tai nguyén hé thong cuc cao — mot
trong nhitng tinh nang quan trong cua HCI 1a lam viéc quan 1y tai nguyén tré nén
don gian hon. V&i hé théng HCI, quan tri vién da co trong giao dién “hoi ty” va
tryc quan, gitp ti thiéu sb lugng can bo van hanh hé thong.

Tiét kiém chi phi: Néu tinh toan k¥ thi chi phi giai phap cua HCI s& tot hon ho
s0 vGi cac Storage va Controller cia md hinh truyén thong. Vi hé sinh théi cho
cac thiét bi x86 da duoc sin sang, chi phi mua va support ciing tiét kiém hon.
Tang cuong ning luc bao mat: HCI c6 kha niang “diéu khién hoi ty” (Unified
Point of Control), duoc tich hop cac bién phap bao vé data tt nhat, bao gdm:
Access Control, Ma hoa — Encryption, Remote Data Replication, cac quy trinh
Backup va Disaster Recovery, Applied System-wide software.

Giam thiéu rui ro: Giai phap siéu hoi tu khong doi hoi sd lwong nhan vién quan
tri nhiéu va qua chuyén sau- Nhimng yéu cau nay trudc day la bat budce, vi nhu
vay moi toi uu hoa duoc hé thng, hiéu suat méi dam bao. Hé thong da tu dong
trong hau hét cac thao tic ma ngudi quan tri phai lam trudc day, theo co ché tbi
wu ma may tu hoc tir cic hé thong toan cau cling nhu chinh qua trinh van hanh
ctia hé théng (AI, Machine Learning).

1.5.8.8 Tinh toan thong so ky thuat
Thong tin hé diéu hanh sir dung cho céc giai phap nhu sau

GIAI PHAP VMS Hé PIEU HANH
FW mgmt 1 Linux
EPS 1 Windows server
2FA 1 Linux
SIEM 2 Linux
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hda

GIAI PHAP VMS Hé PIEU HANH
05 Windows Server, 4 license
PAM 6 Remote Desktop CAL.
01 Linux.
Backup Management 1 Windows Server
My chu quan tr} 2o 1 Windows server

Dudi day 1 yéu cau vé tai nguyén may chu tinh toan va luu trir cho hé thong dam bao
an ninh, an toan thong tin cho hé théng giam sat, diéu khién va ty dong hoa luéi dién

cia EVNHANOIL.
Bdng 1: Yéu cdu nang lrc mdy chii cho timg gidi phdp
PROCESSOR
GIAI PHAP VMS (VIRTUAL RAM (GB) | HDD (TB)
COREYS)
FW mgmt 1 32 128 3
EPS 1 8 12 1
2FA 2 8 16 1.2
SIEM 2 64 128 17.18
PAM 6 64 96 6.75
Backup Server 1 8 32 0.2
Backup management 1 8 48 0.2
May chu quan tri 4o hoa 1 4 19 0.2
NFS share cho luu trir
file patch, firmware, 5
ISO...
Tong 15 196 531 34.73

Céc thiét bi hoat dong & ngudng an toan yéu cau CPU, RAM, HDD hoat dong & dudi
80% nang luc, ddm bao thiét bi khong bi hoat dong qua tai. S6 core yéu cAu =196/ 0.8
~ 245 (core). Bo nhé yéu cau = 531/0.8 ~ 664 (GB). Dung lwong HDD yéu cau =

34.73/ 0.8 ~ 44 (TB).

Khi d6 yéu cau tai nguyén dé dam bao cac thiét bi luon hoat dong & ngudng an toan:

PROCESSOR
YEU CAUNANGLUC | VMS (VIRTUAL RAM (GB) | HDD (TB)
CORES)
Téng 15 245 664 44
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Quy ddi tir vCPU (virtual core) sang pCPU (CPU core vt 1y): thong thuong ti 16 vCPU:
pCPU dugc 1y tir ngudng 1:1 cho tdi 3:1 duoc danh gia 13 an toan, va tdi vu trong qua
trinh tinh toan dinh c&. Ly ti 16 vCPU: pCPU 1a 2:1 , khi d6 sb core vét Iy yéu cau la:
245/2 ~ 123 core.

Dé dam bao du phong N+1, & day v6i s6 may chua 1a 3 thi cAn thém 1 may chii du phong
(ti 18 danh dy phong 13 25%). Nhu vay yéu cau ning lyc voi CPU, RAM dé hé thong
dam bao du phong 1a: Core vat 1y yéu cau = 123 * 1.25 ~ 154 core. RAM yéu cau 1a 598
* 1.33 ~ 830GB. Riéng phan HDD trén HCI di c6 sin co ché du phong (dung co ché
ddng bo Replication/ RAID) nén khong can tinh thém 25% du phong cho HDD.

Phén dit liéu HDD luu trir chi yéu 14 log sy kién cta cac phan mém vé SIEM va PAM.
Gia dinh ting truong phan luu trir mdi ndm 1a 30% thi dung lugng HDD yéu cau tinh
cho 5 nam = HDD yéu cau * 1.3/5 = 44 *1.3/5 ~ 164TB.

Duya vao cic yéu cau phan ciing may chii cho mdi giai phap, dong thoi tinh toan ting
truong dir lidu, dy phong may chi, ching t6i dua ra thong s6 ky thuat dé xuét cho giai

phép may chu HCI nhu sau:
Bang 14: Thong s6 k¥ thuat dé xuét cho giai phap may chi HCI
PROCESSOR
YEU CAU NANG LUC VMS (PHYSICAL RAM (GB) | HDD (TB)
CORES)
Tong 15 > 154 > 830 > 164

Véi cau hinh 04 node HCI thi mdi node cAu hinh toi thiéu:

- 154/4 ~ 39 core vat 1y tirc mdi server bao gom tbi thiéu 02 chip, mdi chip 20 core vat
ly. Bé dam bao dy phong va dap tmg mo rong trong twong lai, ching t6i dé& xut mdi
node gom tdi thiéu 02 chip Intel 32-core.

- 830/4 ~ 208GB RAM, tiic can tdi thiéu 8 thanh RAM 32GB. Bé dam bao du phong va
dap tng md rong trong twong lai, chung t6i d& xuat mdi node gdm tdi thiéu 16 thanh
RAM 32GB.

- 164/ 4 ~ 41TB Usable Disk. Néu str dung cau hinh Mirror/ Fault tolerant = 1 (twong
tmg Overhead 13 50%) va hé sé format 14 0.9, khi d6 tong dung lwong RAW yéu ciu
cho mdi node = 41/ 0.5/0.9 ~ 92TB RAW Disk. Néu sir dung 6 HDD c¢6 dung luong
12TB thi mbi node can tdi thiéu: 92/12~ 8 6. Bé dam bao du phong va dap tmg mé rong
trong twong lai, chung toi dé xuat mdi node gom toi thiéu 12 6 12TB HDD.

Tham khao céu hinh Sizing HCI 04 node tir tool sizing ciia mét s6 hing nhu sau:

Intel 6338 (Gold, |1 Per Socket 2 (64 Cores - 128 |8 (256 Cores -
CPU 32C, 2GHz) GHz) 512 GHz)

32 GB DIMMs 8 Per Socket 16 (512 GiB) 64 (2 TiB)

Memory (256 GiB)
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1600 GB NVMe - |1 Per DG 4 16

(13% ratio)
Cache |Endurance Class: D

Performance Class:

F

12 TB 7.2K HDD |3 Per DG (32.7 |12 (131 TiB) 48 (523.9 TiB)
Storage (33% excess) TiB)

0 free capacity slots
Network NIC1:4x 10 NIC 1: 16 x 10

GbE GbE

CPU 256 @ 2
1529 @ 2.1 |[N/A N/A N/A
(Cores) @ GHz
CPU (GHz) |321.1 4 163.7 27.2 512
Memory
i 911.9 4 672.9 463.2 2048
(GiB)
Raw
Storage 182.3 3 164.8 176.7 523.9
(TiB)
Usable
Storage 89 N/A N/A 86.4 175.4
(TiB)
I Required Spare I Excess
]
0 100 200 300 400 500
0 500 1000 1500 2000
(TiB)
0 100 200 300 400

Usable

Storage (TiB) 89 (50.7)% 86.4 (49.3)

A)%
100

0 50
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May tram:
Hé théng can tdi thiéu 04 may tram danh cho cac chirc ning sau:

- 01 may tram lam nhi¢m vu cap nhat ban va, phién ban maéi nhét cho céc phﬁn
mém, hé diéu hanh va firmware cho c4c thiét bi.

- 01 may tram thyc hién nhi€ém vu Monitor, tim kiém, phan tich, theo doi su
kién an ninh cho toan by hé théng SIEM.

- 01 may tram phuc vu xr 1y su ¢6 (chuyén gia), ddm nhiém nhiéu chirc ning
xtr 1y sy ¢b tir xa nhu VPN...

- 01 may tram phuc vu viéc truy cap tu xa qua giao dién Web GUI vao cac hé¢
thdng can quan ly
1.5.8.9 Thong sé ky thudt yéu cdu

Thiét ké thong sb giai phap theo yéu cau:

~ L SO
STT | TEN HANG M YEU CA
ANG MUC U CAU LUONG

May chu HCI

Hyper Converge
A Phéan cing 4
1 Chung loai Hyper-Conveged Appliance
2 Kiéu dang Rack 2U

02 x Intel CPU 32C 2.0 Ghz hodc

3 Bo vi xu 1y ca0 hon

> 16 x 32 GB RDIMM

4 B0 nhé Hb tro 32 DDR4 DIMMs/ Dung
luong RAM t6i da ho trg: >4096GB

Luu trir cho OS/ > 2 x480GB SSD SATA M.2

° Hypervisor /RAID 1
6 Luu trit: Caching T6i thiéu 04 x 1600GB SSD cho mdi
Tier node.
Téi thiéu 12 x 12TB SAS Hot-Plug
7 Capacity Tier cho mdi node hoic twong duong vé
dung luong
8 Khay dia cung > 12 LFF Hot Plug Hard Drive

4x10 GbE SFP+/ Kha ning nang cap

9 Card mang: t6i da 12x10 GbE SFP+
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Céc card mang: c6 day du SFP+ SR
10Gbps, day nhay di kem

10 | Cong quan tri 1x1 GbE RJ45
11 | Somnottoidatrén 1 > 12
cluster
Bang hién thi mtc do st dung
storage, CPU va memory trong toan
bo cluster, trong tirng appliance node
N Hudng dan nguoi quan tri thém node
12 Pchan mém tich hop vao cluster, ty dong nhan biét node
san khi online.
Theo doi cac su kién hé théng va
cung cip cac thong bao toan dién
dang dién ra vé trang thai cia moi
truong 40 va phan ctng thiét bi.
Tich hop san cac - Toan bo dich vu nay tich hop san
dich vu dir liéu cao trong thiét bi HCI appliance
cép - Dich vu chan doén, sira chita tir xa.
13 - Dich vu bao mat dit liéu tich hop san
trong Appliance bao gdm phan mém
cho phép sao luu, khoi phuc miac VM,
tai chd hodc tir xa thong qua replicate
15 Bé4o hanh > 36 thang
B Phin mém 04
1 Phan mém 4o hoa - License phan mém 4o hoa may chu

may chu
(Hypervisor)

cho 02 CPU, ho tr¢ ky thuat 3 nim
- C6 kha ndng quan 1y mang tap trung
va ma héa may chu ao.
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2 Phan mém 4o hoa - Phan mém 4o hoéa luu trir (Storage
luu trir (Storage virtualization) tich hop ngay trong
virtualization) kernel cua phan mém 4o hda may chu,
ban quyén cho 02 CPU hodc toan bo
dung lugng cua thiét bi tai yéu cau
Storage - Capacity.
- C6 kha nang chong trung 1ap va nén
dir liéu
3 Phan mém ghi nhat - License phﬁn mém ghi nhat ky cua
ky (logging) toan bd ha tang ao hoa cho 02 CPU,
ho tro ky thuat 3 nam.
Thu théap, quan 1y nhat ky cua toan bo
moi truong, tr OS, apps, storage,...
4 Phan mém sao luvu | Backup software license for 5 VM
may chu ao licenses per node, kha nang sao luu
ndi bo hodac gifra cac site.
5 Bao hanh > 36 thang
Thiét bi Switch
Xl back-end 2
Yéu cau cip switch layer 3. Cau hinh
moi switch:
Thiét bi Switch ;
1 L0GbE di kém - SO lugng port > 24 port 1/10GbE
- Transceiver di kém: > 14 x 10GbE
SFP+ SR va > 04 x 1GbE RJ45
2 Bé4o hanh > 36 thang
XI1 \{eu cau cho may 04
tinh tram
i i A A > < A © 301 B
1 36 lwong thiét bi T‘ong 50 = 4,th1€t bi di kém man
hinh, ban phim
Intel Core i7-11700k (2.5GHz turbo
a1y up to 4.9Ghz, 8 nhan 16 ludng,
2| Chip xuly 16MB Cache, 65W) hodc hiéu ning
cao hon
1x16GB DDR4 3200 Mhz UDIMM
3 B6 nho Ram non-ECC Memory, 4 UDIMM slots,

Max 128 GB hoac dung lugng cao
hon
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" 1TB HDD 3.5" Sata (x2 HDD 3.5"
4 O dia cling Sata + x1 SSD M2 PCIE NVME)
hodc dung lugng cao hon
‘ Nvidia P2000 NVIDIA Quadro 5GB
5 Card d6 hoa DDRS5 - 4x mDP to DP hoac hiéu
nang cao hon
6 | Odiaquang (DVD) | 8x DVD+/-RW
7 Cong xuét hinh 2x DisplayPort 1.4, HDMI
8 | Kétndi mang LAN | 10/100/1000 Mb/s
9 Bao hanh 36 thang
1.5.9 Théng sé ky thudt yéu cau tong hep
R AN SO
STT TEN HANG MUC YEU CAU LUONG
I | Firewall tai TTPK 02
Thong lugng khi bat cac
tinh ndng phong chong tan
cdng Threat Prevention
1 | (Application, IPS, > 10 Gbps
Antivirus, Antispyware,
File blocking, DNS
security, logging)
Thong lugng Next
2 | Generation Firewall/ tuong | > 10 Gbps
Ira ng dung
3 | Thong lugng IPSEC > 10 Gbps
4 | S6 lugng VLAN hd trg > 3000
5 | S6 security zone >200
> 02 cong 1G RJ45 + 01 cong 10G
6 Céng két ndi dit liéu (Co SFP+ danh riéng cho cau hinh HA
san trén thiét bj) > 04 cong 1GbE RI45
> 04 cong quang 1GbE/10GE SFP
7 | Cong quan tri thiét bi > 1 RJ45 Mgmt
8 | Giao dién quan tri Web, CLI, API/REST API
9 | Tinh nang HA Active/active, Active/passive
HO trg cac giao thirc dinh OSPF, BGP, RIP, PIM (SM, SSM),
10 Z
tuyén IGMP
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11

Pam bao kha ning kiém
soat va nhan dang cac ung
dung ICS/SCADA nhu
Sau:

Modbus,  IEC-60870-5-104, IEC
60870-6 (ICCP), OPC DA & UA,
DNP3, IEC 61850; BACnet, ABB
Network  Manager, ABB-RP570,
ICCP, IP EtherNet, IP MTConnect,
Cygnet SCADA, R-GOOSE, CIP
EtherNet IP, Profinet, Schneider
OASyS,  Schneider = Wonderware
Suitelink, Schweitzer Engineering SEL
Fast Messaging, Siemens FactoryLink,
Siemens Profinet 10, Siemens-P2,
Siemens S7, Siemens S7-Comm-Plus,
DLMS, GE-Historian, GE-Eterra-
SCADA.

12

Tinh nang bao mat

- C6 san céc tinh niang dudi day hodc
twong duong Stateful firewall , , IPSec
VPN, Application Control, IPS,
Antivirus

- Trén mot chinh sach bao mat co thé
thiét 14p theo cac thanh t6 nhu Gng
dung, nguoi dung, device, zone va bat
cac tinh nang antivirus, ips,
antispyware, loc file.

- C6 nhiéu co ché dinh danh ngudi
dung nhu Server monitoring, Port
mapping, syslog, XFF Header,
Username Header Insertion,
Authentication policy, XML API,
Client probing

13

Tinh ning ngin chin tan
cong

Phat hién va ngin chin cac két néi
C2C, su dung DNS sinkholing dé xac
dinh cac may bi lay nhiém

Phat hi¢n va ngan chan céc loai ma
ddc, cac tan cong khai thac 10 hong
bdo mat

14

Ban quyén su dung céc
tinh ndng bao mat co san

> 24 thang

15

Nguon dién

Pam bao 02 nguon dy phong, dién ap
220VAC

16

Bao hanh va ho tro k¥
thuat

> 24 thang

Firewall tai cac TBA

66

Thong lugng Threat
Prevention (Application,
IPS, Antivirus,
Antispyware, File

> 400 Mbps
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blocking, DNS security,
logging)
Thong luong Next
2 | Generation Firewall/tuong | > 400 Mbps
Iira img dung
3 | Thong luong IPSEC VPN | > 400 Mbps
S6 lugng VLAN h trg > 3000
S security zone > 50
Cong két nbi dir lieu (C6 3 ]
6 s&n trén thidt bi) > 08 cong 1GE RJ-45
7 | Cong quan tri thiét bi > 1 RJ45 Mgmt
8 | Giao dién quan tri Web, CLI
9 | Tinh nang HA Active/active, Active/passive
10 HO tro cé}c phuong thirc OSPF, BGP, RIP, PIM (SM, SSM),
dinh tuyén IGMP
Modbus, IEC-60870-5-104, IEC
60870-6 (ICCP), OPC DA & UA,
DNP3, IEC 61850; BACnet, ABB
Network Manager, ABB-RP570,
q ICCP, IP EtherNet, IP MTConnect,
Dbam bdo kha nang kiém Cygnet SCADA, R-GOOSE, CIP
11 soat va nhan dang cac tng | EtherNet IP, Profinet, Schneider
dung ICS/SCADA nhu OASYS, Schneider Wonderware
sau: Suitelink, Schweitzer Engineering
SEL Fast Messaging, Siemens
FactoryLink, Siemens Profinet 10,
Siemens-P2, Siemens S7, Siemens S7-
Comm-Plus, DLMS, GE-Historian,
GE-Eterra-SCADA.
- C6 san céc tinh ning dudi day hoic
twong duong Stateful firewall , IPSec
VPN, Application Control, IPS,
Antivirus
12 | Tinh nang bdo mat - Trén mot chinh sach bao mat c6 thé

thiét 1ap theo cac thanh t6 nhu ng
dung, nguoi dung, device, zone va bat
cac tinh nang antivirus, ips,
antispyware, loc file.
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- C6 nhiéu co ché dinh danh ngudi
dung nhu Server monitoring, Port
mapping, syslog, XFF Header,
Username Header Insertion,
Authentication policy, XML API,
Client probing
Phét hién va ngan chin cac két nbi
C2C, sir dung DNS sinkholing dé xéac

13 Tinh ning ngin chin tin dinh cdc may bi lay nhiém
cong Phéat hién va ngan chan cac loai ma
ddc, cac tan cong khai thac 16 hong
bao mat
14 |Banquyénsidungcic |, thang
tinh ndng bdo mat c6 san ‘
A aia bam bao 02 ngudén dy phong, dién ap
15 | Ngudn dién 220VAC
Bao hanh va ho tro k¥ ,
16 thudt > 24 thang
111 | Giai phap quan ly twong Iira tap trung 01
1 | Ban quyén phan mém Theo s luong tuong lira thuc té
Phan mém quan 1y tudng lira tip trung
2 Tuong thich véi thiét bi phai cung hang san xudt va hoan toan
tuong lua twong thich véi thiét bi tuong ltra cung
cép O trén
3 Kha nang mo rong 5O ~ 1000
lugng thict bi quan 1y -
4 | Giao di¢én quan tri Giao dién Web/ CLI/ API
Mot trong cac moi truong 4o hoa sau:
5 | Mai trudng trién khai VMware ESXi, KVM, va Microsoft
Hyper-V
- C6 kha ning quan tri tap trung cdu
hinh chinh sach cac tuong ltra
- C6 kha nang quan 1y hé diéu hanh
ctia céc thiét bi - centralized device
6 | Quan ly tap trung software installation.
- Quan Iy chinh sach theo nhom thiét
bi, m6 hinh phan cap
- Tich hgp dong thoi ca tinh ning quan
tri cAu hinh va quan 1y tap trung log
Tu dong hoa (Automation):
- C6 co ché ty dong trién khai nhanh
hodc cung lac nhiéu thiét bi
7 | Tinh nang quan tri network

Phan tich (analyze)

- C6 khd ndng gidm sat hi¢u nang cua
céc thiét bi, giam sat cac van dé veé
hi¢u nang
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- C6 kha nang giam sat toc do két cua
cac thiét bi tuong ltra

Tinh nang quan tri thiét bi
firewall

Tao va quan 1y tap trung cac chinh
sach bado mat thong qua mdt giao dién
duy nhat. Quan trj tap trung véi duy
nhat mot giao dién console cho tat ca
cac tinh nang bao mat nhu Firewall,
VPN, IPS, Application Control.

Hién thi s6 lan truy cdp thong qua
policy theo thoi gian thyc.

C6 kha nang thiét 1ap tu dong tag
ngudi ding, dia chi IP theo cac diéu
kién loc log ngay trén thiét bi, co thé
tu dong dua nguoi dung, IP vao danh
sdch nhom chan khi phat sinh cac rui
ro.

C6 kha nang tu dong phan tich cac su
kién trong hé théng mang dé xac dinh
cac dbi tuong bi thoa hiép trong hé
théng mang.

Hién thi noi cadc moi de doa bat nguon.

C0 tinh nang chuyén doi cac signature
cua Snort va Suricata signature sang
signature cho tuong Itra

Thiét bi quan 1y tap trung c6 kha ning
phan phbi lai cac thong tin nhu IP
User Mappings, IP Tags, User Tags,
Quarantine List dén cac tuong lira
dugc quan ly

Giam sat stec khoé cua firewall:
- St dung CPU
- St dung bo nhd

Sytem logs duoc chuyén tiép dén
thong tin bdo mat va quan ly su kién
(SIEM).

Bao cao va canh bao

Céc bao cao dugc tao ra va duogc gui
tu dong qua e-mail

C6 kha nang tuy bién cac béo cao

10

Bao hanh va ho trg voi
phan mém

> 24 thang

AV

Giai phap cong mét chiéu (USG)

01

Throughput

> 1Gbps
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Giai phap phai van hanh

Theo phuong thirc cho phép thong tin
theo ludng mot chidu tir thiét bi truyén
danh riéng (dedicated transmit -TX
module) t&i thiét bi thu danh riéng
(dedicated receiver - RX module)
duoc dam bao qua dac tinh dién hoac
vét Iy ma vai tro kénh truyén khong bi
dao lai hoac bi chuyén mach béi cau
hinh phan mém

Giao thurc ho tro

S-FTP, TFTP,FTP-S, CIFS

Yéu cau hd trg viéc
replicate Database

Oracle, MySQL, MSSQL.

Tinh sin sang

Giai phap ho tro tuy chon mo rong san
sang cao (High- Avallablllty)

Thiét ké module

Thiét bi gateway mot chiéu (cabinet) c6
thé chia cic host module va cac
module phat TX, module thu RX trong
cung phan cimg kich thtc 1U

Bao hanh va ho tro k¥
thuat

> 24 thang

Ban quyén giai phap EPS

270

Quan 1y tap trung

Giai phap cung cap quan 1y tap trung
tat ca cac may tram, thiét bi; phan
mém bao mét dau cudi; chinh sach bao
mat; theo doi giam sat.

Tich hop va nén tang mé

Mo rong giai phap Symantec hi¢n cé
hodc mdt giai phap maéi twong duong.

Loai hiét bi dugc bao vé

Thiét bi bao gdm may chu, may tram.

Quan tri

C6 hé thong quan tri tai chd (on-
premised)

HO trg kha ning bao céo, tim kiém
thong tin theo thoi gian thyc, trong qué
khtr va dit liu theo yéu cau

Tich hop véi cac hé théng SIEM nhu
IBM Qrada, Splunk

Tinh nang bao mat

Phat hién va ngan chan céc loai ma
doc: malware, ransomware, malicious
scripts, unknown va new threats

Phat hién va ngan chan ma ddc chua
biét voi cong nghé Signature-less bao
g6m machine learning, behavioral
analysis,...

Tich hop tuong Iwra - Firewall

143




STT

TEN HANG MUC

YEU CAU

0
LUQNG

Tich hop tinh nang phat hién va phong
chong xam nhap — Host Intrusion
Prevention System

Tich hop bao vé va loc web - Web
Filter

Tich hop quan 1y tng dung va thiét bi
- Application and Device Control

Tu dong phuc hoi su thay doi gy ra
boi ma doc va dam bao hé thong hoat
dong o trang thai khoé¢ manh gan nhat

Hé diéu hanh dugc hd tro

Windows, MAC, Linux

Phuong thuc quét

HOb trg nhiéu phuong thirc quét: Full
Scan, Quick scan, Auto Protect, v.v...

H6 tro thuc hién Quick scan 1 ngay /
lan, Full scan 1 tuan/lan

HO tro tu dong quét ma doc trén cac
file méi xudt hién trén hé thong (Tt
cac vat mang tin tir bén ngoai, dir licu
duogc tai xudng tir internet, v.v...)

8

Bao hanh va ho tro k¥
thuat

> 24 thang

Vi

Ban quyén giai phap PIM/PAM

01

Vi1

Phin mém quan ly tai khoan diic quyén

Céc tinh nang chung

Yéu cau so lugng tai khoan

>
1 duogc quan tri 225
X 1. AR Cung cip t6i thiéu 01 ban quyén trién
o | Cungcap ban quyén trién | 1y Sl DC va ¢ sin 05 ban quyén
khai .2 . \
trién khai du phong.
Cung cap ban quyén day X A A Al 4o
dii cho muc dich kiém thir | CU8 ¢ap 01 b0 ban quyén ddy du cho
\ ar s muc dich kiém thur (sir dung trong moi
3 | (su dung trong moi trudong ) X iR
¥ s R truong Kiém tra & Phat trién - Test &
Kiém tra & Phat trién - Development)
Test & Development) P
4 Tho‘} han st dung ban Ban quyén khong c6 thoi han
quyén
Yéu cau k¥ thuat
- AES-256, RSA-2048
1 | Cb cac thuat toan ma hoéa | - HSM integration
- FIPS 140-2 validated cryptography
1 s P . = | - MO0 hinh Clustering
2 C6 tinh nang trién khai san | _ M® hinh Multiple Disater Recovery

sang cao

sites
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Co cac phuong thuc xac
thuc

Username and Password, LDAP,
Windows authentication, RSA
SecurlD, Web SSO, RADIUS, PKIl,
SAML

Co tinh nang tich hop gidm
sat

- Tich hop véi hé thong SIEM

- Tich hop str dung giao thitc SNMP

- Tich hop canh bao qua kénh Email

Co tinh nang quan ly va
bao vé thong tin dic quyén
(Credential Protection and
Management)

- Ngan chdn nguoi dung khong hop 18
st dung cdac tai khoan ddc quyén
(privileged account)

- Cap nhat va dong bo mat khau cua tai
khoan dac quyén va cac SSH key theo
theo chinh sach thiét 1ap

- Bdo v¢ cac thong tin tai khoan dac
quyén su dung trén cdc moi trudng on-
premise

- Tu dong hoda cac quy trinh quan ly tai
khoan dic quyén, thém mdi tai khoan
onboarding, phan quyén permissions
granting... qua viéc tich hop vdi cac
hé théng khac sir dung Rest API

C6 tinh ning kiém soat va
giam sat phién truy cap dac
quyén (Session Isolation
and Monitoring)

- Thiét 1ap cac phién truy cap dic
quyén riéng biét, ghi lai hanh vi thuc
hién. Nguoi dung ko truc tiép két nbi
dén cac hé thong, giam thiéu rui ro 1ay
lan ma ddc tir may tinh nguoi dung..

- Cung cap cong cu kiém soat cac
phién truy cap SSH, ngudi dung c6 thé
sir dung dé két ndi dén cac hé théng hd
tro SSH-based.

Giai phap c6 kha nang kiém soat truy
cap, xac thuc kép st dung co ché dual
control.

Giai phap c6 kha nang g bao céo
theo dinh ky.

Co tinh ndng phan tich va
phat hién cac hanh vi bat
thuong (Privileged
Analytics and Threat
Detection)

- Phat hién, canh bao theo thoi gian
thuc (real-time) cac hanh vi nguy hai
trong phién truy cap dic quyén cia
nguoi dung

- Xéc dinh cac hanh vi bat thuong cua
cac tai khoan dac quyén lién quan dén
cac nguy co tan cong vao hé thong

- St dung thuat todn ty hoc (machine
learning) dé tinh toan cac hanh vi binh
thudng trong hé thong va phat hién sy
thay doi dya trén do
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- Banh gia twong quan cac su kién ghi
nhan duoc va ﬁua vao cung mot sy co.
Va trong su 0 an toan thong tin d6 co
chi tiét vé h¢ thong anh huodng, tai
khoan nghi ngo thuc hién

Bao hanh va ho tro k¥ .
g >
8 thuat > 24 thang
V1.2 | Phan mém quan 1y co s& dit liéu
Cung cép ban quyén phan
1 | mém quan ly co s¢ dir liu | Pap ung
10 users
Nhan dién céc dir li¢u nhay cam khi
truy cap Co s¢ dit licu
Tich hop cong cu SQL Editor
Co6 tinh nang Query builder
2 | Yéu ciu tinh ning Cf,lo E)hep S0 sanh f:Aac Schema/Data
Co cong cu thuc hién
Debugger/profiler
Co tinh nang phan tich va bdo céo vé
cac doan Code (Code quality)
C6 tinh nang SQL optimization (SQL
Optimizer)
3 Thog han st dung ban Ban quyén khong c6 thdi han
quyén
V1.3 | Phin mém truy cip hé thong tir xa
ang cap ban quyenAphaIAl Cap cho 10 users phién ban
1 | mém terminal truy cdp h¢ .
S Professional
thong tur xa
Cho phép khéi tao phién két ndi tir xa
su dung cac giao thurc nhu SSH,
2 | Quan Iy phién truy ca Telnet, Rlogin, RDP, VNC, XDMCP,
yp ycap FTP, SFTP hodc Serial... cac phién
truy cap sau gi(’) duoc ty dong luu va
hién thi dé tiép tuc sur dung
) Cung cap giao dién truy xuat sir dung
3 Cung cap giao dién truy SFTP khi str dung SSH dé truy cap
xuat SFTP may chu. Cho phép thuc hién kéo va
tha tap tin
H3 tro tinh nang Multi- CI}O phip thu:’c hl@}’l cung mot cau 1énh
4 . trén nhiéu may chu khac nhau cung
execution R Lo e R
mot thoi diem
x . < Cho phép thyc hién cung mot cau 1énh
5 HO tro tinh ning Remote trén nhiéu may chu khac nhau ciing

Unix desktop (XDMCP)

mot thdi diém
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6 Ho tro giao thirc Remote Cho phép sir dung RDP dé két ni toi
Windows desktop (RDP) | may chu Windows
I Cho phép lam noi bét céc ct phd
7 Synt?X highlighting in hoécqliéfl thi theo mau séic célé th:pkh(')a
terminal . .2 .
khéac nhau trong ctra s6 terminal
8 Tho‘} han str dung ban Bén quyén khong c6 thdi han
quyén
V1.4 | Ban quyén Remote Desktop Service
Cung cap kém bo license
1 | Remote Desktop Service bap tng
Per User CAL 25 users
Cung cip két ni tir xa cho ngudi ding
. Cho phép nguoi dung két ndi toi cac
2 | Yéu cau tinh nang thiét bi managed hodc unmanaged
C6 tinh niang két n6i dudi dang
session-based hoac virtual-machine
3 Tho‘} han str dyng ban Bén quyén khong cé thoi han
quyén
VIl | Ban quyén giai phap 2FA 01
1 Séqluc,r’ng nguoi dung duoc > 1000 user
quan ly
Kha ning xac thuc qua token phan
ctmg va kha ning cung cip ma méi
mdi 60 gidy
Token phan ctng hd trg thuat toan
AES-128 va chong gia mao
2 Xac thuc qua token Kl}a nang tich hO’p xac thuc voi1 hé
thong VPN va img dung web
Co ché xac thue dua trén rii ro
Kha ndng tinh diém rai ro dong, theo
thoi gian thuc két hop vai yéu t6 ngir
canh
C6 thanh phan quan tri tip trung
Kha nang hién thi canh bao véi cac chi
tiét vé sy kién nhu thoi gian, dia chi
3 | Xéc thyc ning cao IP, ngudi dung, vi tri dia 1y, dia chi
email...
Kha nang trién khai theo mé hinh tai
chd
Kha ning tich hop véi nhiéu thanh
phan, giai phap cta bén thir 3 nhu truy
4 | Quan tri cap tu xa, truy cap dac quyén, gTém

may va ung dung ddm may, kiém soat
truy cap...
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- Kha ning ho trg LDAP, RADIUS,
5 | Tridn khai SAML, ljms‘ged Headers...
- Thiet ke trién khai dam bao kha nang
du phong
Bao hanh va ho tro ky ,
- >
6 thudt > 24 thang
VI | Ban quyén giai phap SIEM 01
1 | License EPS hodctwong | s pix 5500EPS
duong
2 | Tinh sin sang E}Al\et ke trien khai dam bao dy phong
Thu nhap nhat ky bao gém cac loai
nhu:thiet bi mang (Router, Switch...),
thiét bi an ninh (Firewall, IDS/IPS,
Database firewall, Antivirus...), h¢ di€u
3 Tinh nang thu thap hanh (Operating systems), tng dung
(Application), co s& dit li¢u
(Database)...
Thu thap dir licu luu lvgng mang bao
gom Netflow, Jflow, Sflow
Thu thap nhat ky theo dang Agen-less
Luu trir nhat ky tam thoi, uuyén trén
kénh an toan gitta cac thanh phan; loc,
tich hgp dir li¢u nhat ky trong khi thu
, < A thap (Filtering, Aggregation of data
4 | Tinh néng truyén log logs); quan ly bang thong str dung aé
truyén nhat ky tir thanh phén thu thap dén
cac thanh phan luu trit, phan tich; két hop
cac su kién (Aggregate events)
Tinh nang giam sat x P .
5 (Monitor) Ho tr¢ giam sat (Monitor)
6 Phan tich cac truong thong | Hd tro phan tich cac trudong thong tin
tin (Field Sets) (Field Sets)
DI.I;h@l.l thu thap tuA’cac HO tro dir liéu thu thap tir cac thiét b
thiét bi trong h¢ thong
. A trong hé thong mang phai dugc phan
7 | mang phai dugc phan tich
X A P tich bang lugc d6 chuan hoa
bang lugc d6 chuan hoa
: (normalized schema).
(normalized schema).
Cho phép nguoi quan tri x . e
A . . | HO trg cho phép nguoi quan tri thuc
thuc hién & tuong tac véi A T \
, . A hién & tuong tac vai cac truong su
8 | céc truong su kién bao

gom: tao mdi, thay doi,
chia sé hay x6a bd

ki€n bao gom: tao mai, thay doi, chia
s¢ hay x06a bo
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Céc luat va phan tich sy
tuong quan (Rules &
Correlation)

+ Cho phép phat hién cac hanh dong nghi
ngo va pha hoai (suspicious and malicious
behavior)

+ Thuc hi¢n phan tich su tuong quan
(correlation) phai dya vdo mau
(Signature) va phan tich su bat thuong
cia hanh vi (behavior anomaly).
+ Thuc hién chirc nang phan tich tinh
tuong quan d6i v6i dir liéu theo thoi
gian thuc (real-time) va dir liéu trong
qua khr (historical data).

+ Céc luat (rules) phai hd tro thyc hién
cac hanh dong nhu sau: Guri thong bao,
thuc thi mot 1é€nh, tao lap hd so su ¢d,
dua vao danh séch theo doi...

10

Bao hanh va ho tro k¥
thuat

> 24 thang

IX

Ban quyén giai phap backup

01

Thiét bi sao luu chuyén
dung

Thiét bi dang Appliance dugc tich
hop, cdu hinh sin phan ctmg, phan
mém véi day du ban quyén phan mém
di kém.

Thiét bi ¢6 cau hinh t6i thiéu:

- Kha dung véi dung lugng > 24 TB
kha dung (Raid 6); cho phép mo rong
td1 1.5 PB dung lugng logical.

- Toc d6 sao luu tbi da cia thiét bi hd
trg > 7TB/gio

- 4 cong mang Ethernet toc do 1Gb.

- 2 cong mang Ethernet quang toc do
10Gb

- Tinh nang yéu cau: .
+ Chong trung 1ap dir di¢u tai nguon
(source deduplication)

+ Tinh ning chong trung lap dir lidu
deduplication phai dugc thuc hién
thong qua viéc cat dir liéu thanh cac
doan bién thién, variable-length
segment, gitip tang ty 1é chong tring
lap va hiéu suat sao luu.

+ Kha niang chdng trung lap dit liéu
hi¢u suat cao 1én téi1 40:1

+ Kha nang ma hoa dit liéu sao luu
(Encryption): Dir liéu s€ dugc ma hoa
ngay trong qua trinh sao luu.
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+ Bao vé dit liéu sao luu: ¢6 co ché
chdng lai Ransomware. C6 san co ché
khoéa bao v¢ dit liéu khoi su stra doi,
can thiép, ...bang phan mém cia thiét
bi sao luu chuyén dung.

- Toi thiéu 02 nguon du phong, nguon
220VAC

- B4o hanh va hd tro k¥ thuat 3 ndm

Ban quyén phan mém (tdi
thi€u 5 nam st dung)

Ban quyén sao luu, khoi phuc dép tmg
dung lugng dir liéu ngudn hé thong
SCADA hién nay (11TB), khong gidi
han cac loai dit li¢u sao luu (hé diéu
hanh, files, databases Orcale, SQL,
tmg dung...), khong giéi han sd node
(may chi, may tram, thiét bi mang...).

- Phan mém d¢é xuat phai trong thich
hoan toan véi thiét bi sao luu chuyén
dung (muc trén), 1a mot giai phap tong
thé ddng nhat phan mém va phan cimg
clia cting hing cong nghé dé dam bao
han ché rui ro tich hop va bao hanh
bdo tri.

- Pap tung day du yéu cau bao vé dir
liél}, kha nang sao luu, khoéi phuyc,
chong trung lap.

- Giao dién quan ly tap trung trén nén
Web

- Pit lich sao luu theo diéu kién, su
kién.

Yéu ciu may chia HCI

Thiét bi Hyper Converge

04

Chung loai

Hyper-Conveged Appliance. Fully
integrated, preconfigured, and tested
hyper-converged infrastructure
appliance

Kiéu dang

Rack 2U

Bo vixur ly

02 x Intel CPU 32C 2.0 Ghz hoac cao
hon

Bo nho

> 16 x 32 GB RDIMM
Ho tro 32 DDR4 DIMMs/ Dung lugng
RAM t6i da hd trg: >4096GB

Luu trir cho OS/
Hypervisor

>2 x 480GB SSD SATA M.2 /RAID 1

Luu trii: Caching Tier

Téi thiéu 04 x 1600GB SSD cho mdi
node.

Capacity Tier

Tbi thiéu 12 x 12TB SAS Hot-Plug
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Khay dia cing

> 12 Hot Plug Hard Drive

Card mang:

4x10 GbE SFP+/ Kha ning nang cap
t0i da 12x10 GbE SFP+

Céc card mang: c6 day du SFP+ SR
10Gbps, day nhay di kem

10

Cong quan tri

1x1 GbE RJ45

11

SO not toi da trén 1 cluster:

>32

12

Phan mém tich hop san:

- Bang hién thi murc do sir dung
storage, CPU va memory trong toan bg
cluster, trong ting appliance node

- Huéng dan ngudi quan tri thém node
vao cluster, ty dong nhan biét node khi
online.

- Theo doi cac sy kién hé thdng va
cung cap cac thong bao toan di¢n dang
dién ra vé trang thai cia moi trudng ao
va phan cimg thiét bi.

13

Tich hop san cac dich vu
dir li€u cao cap

- Toan bo dich vu nay tich hop san
trong thiét bi HCI appliance

- Dich vu chan doan, stra chira tir xa.

- Dich vu bao mat dix li€u tich hop san
trong Appliance bao gdm phan mém
cho phép sao luu, khoi phuc mic VM,
tai chd hoic tir xa thong qua replicate

14

Bao hanh

> 36 thang

X.2

Ban quyén phin mém déi véi mdi thiét bi Hyper Converge

Phan mém 4o hoa may chu
(Hypervisor)

- License phan mém 4o héa may chu
cho 02 CPU, ho trg ki thuat 3 nim

- C6 khd nang quan ly mang tap trung
va ma hdéa may chu do.

Phan mém 4o hoa luu trit
(Storage virtualization)

- Phan mém 4o hoa luu trit (Storage
virtualization) tich hop ngay trong
kernel cua phan mém ao hoa may chu,
ban quyén cho 02 CPU hoic toan bo
dung lugng cua thiét bi tai yéu cau
Storage - Capacity.

- C6 kha niang chong trung ldp va nén
dir lidu

Phan mém ghi nhat ky
(logging)

- License phan mém ghi nhat ky cta
toan bo ha tang a0 hoa cho 02 CPU, hd
trg k¥ thuat 3 nam.

Thu thép, quan 1y nhat ky cua toan b
moi truong, tir OS, apps, storage, ...

Phan mém sao luvu may
chu do

Backup software license for 5 VM
licenses per node, kha nang sao luu
ndi bo hodc gitra cac site.

151




SO

STT TEN HANG MUC YEU CAU LUONG
5 | Bao hanh > 36 thang
X1 | Thiét bi Switch back-end 02
1 ’ Cau hinh moi cap switch layer 3:
Thiét bi Switch 10GbE di | - SO lugng port > 24 port 1/10GbE
kem - Transceiver di kém: > 14 x 10GbE
SFP+ SR va > 04 x 1GbE RJ45
2 | Bao hanh > 36 thang
X1l | Yéu ciu cho may tinh tram 04
1 136 lwong thi &t bi §h|4 rr:hlet bi di kém man hinh, ban
Intel Core i7-11700k (2.5GHz turbo
2 | Chipxuly up to 4.9Ghz, 8 nhan 16 luong, 16MB
Cache, 65W) hoac hiéu nang cao hon
1x16GB DDR4 3200 Mhz UDIMM
3 | Bo nhé Ram non-ECC Memory, 4 UDIMM slots,
Max 128 GB hodc dung lugng cao hon
” 1TB HDD 3.5" Sata (x2 HDD 3.5"
4 | O dia cing Sata + x1 SSD M2 PCIE NVME) hoac
dung luong cao hon
‘ Nvidia P2000 NVIDIA Quadro 5GB
5 | Card do hoa DDRS5 - 4x mDP to DP hodc hiéu nang
cao hon
6 | O dia quang (DVD) 8x DVD+/-RW
7 | Cong xut hinh 2x DisplayPort 1.4, HDMI
8 | Két ndi mang LAN 10/100/1000 Mb/s
9 | Bao hanh 36 thang
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1.6 Thiét ké phwong 4n trién khai, dao tao, van hanh
1.6.1 Ddnh gid swtuan thi theo Khung Kién tric Chinh pha dién tie
Ngay 31/12/2019, B6 Thong tin va Truyén thong dd ban hanh Quyét dinh s6 2323/QD-
BTTTT Ban hanh Khung Kién trac Chinh phu dién tir Viét Nam, phién ban 2.0, nhim
hudng dan cac bd, co quan ngang bo, co quan thudc Chinh phii, UBND céc tinh, thanh
phé truc thuéc Trung wong xay dung Kién trac Chinh pht/Chinh quyén dién tir; hinh
thanh va trién khai 4p dung dong bd hé théng Kién trac Chinh phu dién tir tir Trung
wong dén dia phuong.
Trong d6, cac thanh phan co ban cta Kién triic Chinh phu dién tir bao gdm:

e Kién trac nghiép vuy;

e Kién tric dit liéu;

e Kién tric img dung;

e Kién triic cong nghé;

e Kién triic an toan thong tin.
So dd khai quat Kién trac Chinh phu dién tr Viét Nam:
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Trong d6 du 4n “Giai phap an toan, an ninh thong tin cho hé thdng giam sat, diéu khién

nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn

inh séch (UBQG CPOT; K& h

e iy

Du khéch

nnnnnnnnnnnnnnnnn

. Mang TSLCD, LAN, WAN, DC:...)

DT, Kién tric CPOT; An toan théng

Mo hinh Kién truc Chinh phu dién tw, phién ban 2.0

va ty dong hoa tai EVNHANOI” nham bao dam ATTT cho hé théng SCADA — phuc

vu cho san xuét, kinh doanh tai EVNHANOI tuan tha theo md hinh tham chiéu ATTT

theo Kién triic CPDT nhu sau:

STT

Mo hinh tham chiéu ATTT theo
Kién tric CPPT

Mirc d9 tudn thit hé thong ATTT
cho H¢ thong diéu khién trung
tam tai EVNHANOI

Muc tiéu (SRMO001)

SRMO001 bao dam ATTT ddi v6i hé
thdng thanh phan trong Kién trac
CPDT duoc xac dinh la viéc thuc
hién bao vé hé thdng thong tin tudn
thu cac quy dinh cta phap luat, can
¢t vao cap do an toan ciia hé thong
thong tin, yéu cau an toan tbi thiéu
va phuong an bao vé. Trén co s& do,
SRMO001 bao gém 02 hop phan: (1)
Quy dinh phap 1y va (2) Ho so cap
do.

Du 4an nhiam bao dam ATTT cho hé
thong Piéu khién trung tdm — phuc
vu cho san xuit, kinh doanh tai
EVNHANOI

SRMO001.001 Quy dinh phap ly
SRMO001.001.001 Luat
SRMO001.001.002 Nghi dinh
SRMO001.001.003 Thong tu hudng
dan

Dy 4n duoc xay dung can clr va tuan
thu theo:

- Nghi dinh sb 85/2016/ND-CP ngay
01/7/2016 cua Chinh phu

- Thong tu s6 12/2022/TT-BTTTT
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SRM001.001.004 Tiéu chuan, quy
chuan k§ thuat

SRMO001.001.005 Vin ban huéng
dan

- Quyét dinh s6 168/QD-EVN ngay
23/02/2023 ciia Tap doan Dién luc
Viét Nam

- Tiéu chuan TCVN
11930:2017/BTTTT

SRM001.002 Ho so cap do
SRM001.002.001 Cép d6 an toan hé

Dy 4n nham dam bao hé thong Piéu

b A N khién trung tAm dap Gng cip d6 an
thong thong tin toan hé théng thong tin cp do 3.
SRM001.002.002 Phuong an bao vé ' i

2 | Riiro (SRM002)

Rili ro md ta cac nguy co, rii ro mat
an toan thong tin va bién phap kiém
soat

a | SRM002.001 Nguy co, rui ro

- SRM002.001.001 Cac nguy co, rai
ro mat an toan thong tin xuit phap tir
bén ngoai hé théng: Cac nguy co, rii
ro mat an toan thong tin xuat phap tir
bén ngoai hé théng nhu: Tan cong
DoS/DDoS, tan cong Deface, tan
cong khai thac diém yéu 16 hong bao
mat ttr bén ngoai

Céc nguy co, rai ro mat an toan
thong tin xuat phap tir bén ngoai hé
théng:

- Céc cudc tan cong thong qua
duong két ni gitra hé thong IT va
OT.

- Tén cong thong qua duong két nbi
dén cac nha may dién va tram bién
ap.

- Cac cudc tan cong thong qua mang
duong truc WAN

- Tén cong qua dudng két ndi cua
nha cung cip dich vu Internet (Vi
hé thong két ndi str dung VPN 3G
VNPT)

- Céc cudc tn cong co thé thyuc hién
bai ké tin cong bén ngoai hodc ké
tAn cong bén trong dac biét tai cac
thiét bi HMI may tram/ may chu
dang sir dung mat khau yéu .Nhiing
cudc tan cong bén trong nhu vy cd
thé hién thuc hoa thanh mot cudc tan
cong ) v hodc tao ra mot ton that do
sai sOt cia con nguoi.
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- SRM002.001.002 Céc nguy co, rui
ra mat an toan thong tin xuat phép tir
bén trong hé théng nhu: Tén cong
mi doc, tan cong nghe 1én, danh cép,
16 lot thong tin, tin cong thong qua
moi truong vat ly...

Céc nguy co, rai ra mat an toan
thong tin xuat phap tir bén trong hé
théng nhu:

- Cac cudc tan cong thong qua chudi
cung cp thiét bi méi (vi du lay
nhiém mét RTU méi dugc lép dat
trén mang)

- SRM002.001.003 Céc nguy co, rii
ro mat an toan thong tin khac theo
dic trung cta ting hé thong cu thé

Céc nguy co, rai ro mat an toan
thong tin khac theo ddc trung cua hé
thong OT tai EVNHANOI:

- Hé thong SCADA/DMS cao thé,
mang EVN-WAN giao tiép véi cac
tram bién ap qua giao thic IEC-
60870-5-104 (hay IEC-104) ton tai
nhiéu diém yéu bao mat, chua co
bao vé cho giao thuc IEC-104:
Thiéu tinh bao mat: Noi dung théng
diép khong dugc ma hoa dan dén
giao thirc IEC-104 c6 thé bi tin cong
bang cach nghe 1én (sniffer) dé danh
cip thong tin, stra mi 1énh diéu
khién 1am thay d6i van hanh ciia hé
thdng, tan cong trén dudng truyén
cua giao thuec.

Thiéu tinh x4c thuc: Cac thiét bi st
dung giao thirc IEC-104 khong can
xéc thuc khi két ndi vao mang, do d6
c6 thé bi tn cong MITM (Man-In-
The-Middle) tir cach ndy c6 thé tin
cong chiém quyén diéu khién thiét bi
van hanh nhu BCU...

Do dai khung truyén ngan 1a nguyén
nhan c6 thé bi tin cong 1am tran bo
dém (buffer overflow) cta thiét bi.
Cu thé, do dai khung truyén tbi da
giao thirc IEC-104 la 255 Byte hoan
toan c6 thé bj tAn cong lam tran bo
dém lam thiét bi trong hé théng dimng
hoat dong
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SRM002.002 Bién phap kiém soat

- SRM002.002.001 Thyc thi phuong
an bao vé theo Ho so cép do duoc
phé duyét dé dap tng cac yéu cau co
ban vé quan 1y va k¥ thuat.

- Cac giadi phap ATTT trong Du an
dang bam sat yéu cau theo théng tu
12/2022/TT-BTTTT danh cho hé
thng cp d6 3 va tap trung vao giai
quyét cac rui ro trude mat nhu da
phan tich & trén.

- Xay dung HO so cap do 3 cho hé
thong DPiéu khién trung tam dé can
bo chuyén trach cia EVNHANOI
phé duyét, ban hanh va huéng dan
cho cac don vi thuec thi.

(Tham khéo phuy lyc: Thuyét minh
phuong 4n dam bao an toan hé thong
thong tin cap do 3)

- SRM002.002.002 Kiém tra, danh
gié an toan théng tin — Viéc thuc
hién kiém tra, danh gia an toan théng
tin, thir nghi€ém xam nhap hé théng
nham phét hién ma doc, 16 hong,
diém yéu va cac nguy co, rii ro mat
an toan thong tin khac c6 thé xay ra
v6i hé thong.

Pham vi viéc thuc hién kiém tra,
danh gid an toan thong tin, thir
nghiém xam nhap hé théng khong
bao gom trong Dy an mua sam “Giai
phap an toan, an ninh théng tin cho
hé thong giam sat, diéu khién va ty
dong hoa tai EVNHANOI”

Don vi tu van d& xuat EVNHANOI
t6i thiéu mdi nam mot 1an (d6i véi
cac hé thong duogc phé duyét cap do
3) cu can bd chuyén trach hoac thué
don vi doc 1ap chuyén nghiép tién
hanh:

- Kiém tra, ra soat trén cac thiét bi
may chil nham xac dinh cac dau vét
tan cong va xam nhap (Compromise
Assessment) dang dién ra hoic da
xay ra trong quéa khtr trén hé thong
OT ctia EVNHANOI, danh gia quy
mo thiét hai, xac dinh tai san bi anh
hudng va céch thirc xay ra.

- Kiém thtr tan cong xam nhap
(Pentest) nham xac dinh tat ca cac 15
hdng bao mat, cac nguy co ton tai
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trén hé thong/img dung theo pham vi
dugc chi dinh va danh gid mtrc do
rui ro, muac do anh huong tdn tai
d6ng thoi dua ra phuong 4n khac
phuc, giam thiéu rui ro. Luu y: Can
danh gia kha nang gian doan ing
dung trong qua trinh kiém thir, chi
nén tién hanh kiém thir trén cac ing
dung IT.

- Kiém tra, danh gia cau hinh (Audit)
cac thiét bi mang, bao mat, may chu
dé danh gia cac rai ro mat an toan
thong tin khac c6 thé xay ra voi hé
thong.

- SRM002.002.003 Giam sat an toan
thdng tin — Trién khai phuong an
giam st an toan thong tin nham phat
hién sém nhat cac cudc tin cong
mang ddi voi hé théng cuia minh.

Pham vi vié¢c thyc hién giam sat an
toan thong tin nham phat hién sém
nhat cac cudc tan cong mang dbi voi
hé thong khong bao gom trong Dy
an mua sam “Giai phap an toan, an
ninh théng tin cho hé thong giam sat,
diéu khién va tu dong hoa tai
EVNHANOI”

Don vi tu van dé xuat EVNHANOI
thanh 1ap d6i can b chuyén trach vé
giam sat ATTT (SOC) hodac thué
don vi doc lap chuyén nghiép tién
hanh:

- Giam sat va canh bao ATTT 24/7
cho hé thong OT tai EVNHANOI.

- Ung ctru, xir 1y su ¢6 ATTT cho hé
théng OT tai EVNHANOI nhim
dam bao hé thong c6 thé khoi phuc
hoat dong binh thuong sém nhét c6
thé sau su c.

- SRM002.002.004 Xay dung hé
thong phuong 4n mg ciru, xir 1y su
cb - Xay dung hé théng phuong an
g ctru, xir 1y sy ¢6 nham dam bao
hé thé)ng c6 thé khoi phuc hoat dong

Pham vi vi¢c thuc hi¢n giam séat an
toan théng tin nham phat hién sém
nhit cac cudc tin cong mang ddi voi
hé théng khong bao gém trong Dy
an mua sam “Giai phap an toan, an
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Mikc do tudn tha hé thong ATTT
cho Hé théng diéu khién trung
tam tai EVNHANOI
binh thudng sém nhat co6 thé sau sy | ninh thong tin cho hé thong giam sat,

cd. diéu khién va tu dong hoa tai
EVNHANOI”

Don vi tu van d& xuat EVNHANOI
thanh 1ap doi can bo chuyén trach vé
giam sat ATTT (SOC) hodc thué
don vi doc lap chuyén nghiép tién
hanh:

- Giam sat va canh bdo ATTT 24/7
cho hé thong OT tai EVNHANOI.

- Ung ctru, xir 1y su ¢6 ATTT cho hé
théng OT tai EVNHANOI nhim
dam bao hé théng co thé khoi phuc

M hinh tham chiéu ATTT theo

SUY Kién tric CPDPT

hoat dong binh thudng sém nhat c6
thé sau su cd.

1.6.2 Gidi phap vé tinh san sang véi IPv6

e Hg¢ thong phan cing, phan mém trong Dy 4n “Giai phap an toan, an ninh thong
tin cho hé thong giam sat, diéu khién va tr dong hod tai EVNHANOI”, s& khong
c6 két ndi va giao dich truc tiép voi Internet. Do vay, cac ung dung va céc thiét
bi tai day hoan toan sir dung céc dia chi [Pv4 mang ndi bd cho tat ca cac tram
may chu, thiét bi mang, bao mat va PC bén trong cac TTDL.

e Tuy nhién, véi su ton tai cua cac tram IPv6 trén Internet hién nay, mot ) yéu tb
va dic tinh lién quan dén IPv6 co thé dugc biéu dién trong céc dit lidu lién quan
dén van hanh hé thong Gng dung s& duogc thu thap va phan tich, xu 1y. Cac yéu tb
nay bao gdm dia chi ngudn dang IPv6 trong cac dit liéu nhat ky truy cap (access
logs) hay céc dia chi IPv6 dugc phan gidi tir ban ghi AAA truy van tir may chil
tén mién DNS, ciing trong cac nhat ky (logs) luu trit thong tin giao dich dit liéu.
Ngoai ra, cac dit liéu lién quan dén IPv6 con c6 thé xuit hién trong cac URL tro
to1 cac trang web su dung dia chi nay, hoac cac phuong phap xéac dinh vi tri dua
trén IP (IP Geolocation).

e Pé dam bao cho viéc van hanh tmg dung trong méi trudng ton tai thong tin IPV6
nhu vira néu duoc lién lac, cac tmg dung c6 lién quan dén truy van, xtr Iy cac
thong tin c6 thé xuét hién dit liéu IPv6 s& duoc luu v sur dung cac thu vi¢n hd tro
IPv6 (IPv6 ready library). Toan bo cac san pham phan mém thwong mai duoc sir
dung trong hé théng ciing s& dugc kiém tra dam bao tiéu chi hd tro IPv6 nay.
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1.6.3 Dao tao hwong ddn si dung
1.6.3.1 Phuong phdp dao tao, chuyén giao cong nghé

Viéc dao tao chuyén giao cong ngh¢ duogc thuc hién dya trén cac khoa
chuan ctia hing cung cdp va boi cic giang vién dwoc cong nhén cua hing cung
cfip. Sau khi két thtic khoa hoc, hoc vién duge cép chirng chi tham dy khoéa hoc.

Hoc vién dugc dao tao theo mo hinh ly thuyét va thuc hanh xen k&.

Khoéa hoc s& dua ra cic vi du, hinh anh minh hoa cu thé, cac bai tap tinh
hudng, cau hoi 6n tap tric nghiém kién thic va giai dap cdu hoéi. Gido trinh,
chuong trinh va viéc gidang day cho phép trao d6i, twong tac linh hoat giita
giang vién -hoc vién, hoc vién- hoc vién va hoc vién-chuong trinh lam tdng kha
nang ghi nhd so véi cach tiép can tuy hoc binh thuong. Ngoai ra vi¢c tu doc
truéc tai liéu ¢ nha va kha ning lam viéc nhom s& dugc khuyén khich dé giup
tiét kiém thoi gian hoc va cho phép hoc vién chia sé cac kién thirc, kinh nghiém
va hd tro nhau trong subt qué trinh hoc tap.

Sau khod hoc, giang vién s& tién hanh danh gia két qua hoc tap cua hoc
vién, dong thoi ldy nhan xét cua hoc vién vé ndi dung khoa hoc, phwong phap
giang day, ndi dung dao tao... dé tong két rat kinh nghiém cho giang vién va don
vi trong cong tac to chuc dio tao.
1.6.3.2 Hinh thic dao ta0

bao tao tap trung ngén han, cac khoa hoc dugc chia ra thanh tirng phén hoc
hop 1y. Tuy theo khao sat danh gia trén 16p cua gido vién vé nhu cau cong tic
thuc té va kinh nghiém lam viéc cua hoc vién, thoi lugng gilra cac ph?ln hoc c¢o6
thé dugc didu chinh linh hoat nhim trong cung mot thdi gian c6 thé giup hoc
vién linh hoi dugc nhiing kién thic va kha niang thyc hanh phu hop nhit. Kiém
tra danh gia: Viéc kiém tra vao cudi 16p hoc, thong qua nhitng bai kiém tra giup
hoc vién nim duoc nhitng kién thirc co ban cta timg bai hoc:

e Tai liéu giang day: hoc vién dugc cung cip tai liéu hoc ddy du dang dién
tor hodc dang in tuy thudc vao khoéa hoc.
e Gido vién giang day: Mdi 16p hoc c6 01 giang vién chinh va 02 tro
giang
e Pao tao trong qua trinh trién khai (on-the-jobtraining), dao tao trong qua
trinh quén 1y, van hanh:
e Hudng din thuc hién khi c6 sy ¢d thuc té, cach khéc phuc, diéu tra
e Dao tao trong qua trinh cung lam viéc.
1.6.3.3 Ngi dung dao tao, chuyén giao céng nghé
1.6.3.3.1 Khéa dao tao nhan thirc vé ATTT
a. boi tuong dao tao:
e Céc can bd diéu do, cac can bd chuyén trach CNTT tai EVNHANOL.
e Cac can bo khac c6 thao tac, két ndi vao hé thong Diéu khién trung tam.
b. Muc tiéu khoa hoc:
e Nang cao nhan thuc vé ATTT cho céc can bd diéu dd, cac can bd chuyén trach
CNTT tai EVNHANOIL
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e Gitp hoc vién hiéu dugc tim quan trong cia ATTT ciing nhu cac hau qua mot
khi ATTT khéng duoc tuan thi. Khod hoc khong chi cung cAp mot cai nhin toan
canh vé ATTT ma con cung cip cac kién thirc can thiét cho mot cudc sdng sé an
toan hon.

c. T6 chire khoa hoc:

e Noi dung dugc td chure thanh 01 khoa hoc

e Dao tao tbi thiéu 05 ngay lam viéc cho mdi khoa
d. N61 dung khoa hoc:

e Nhéan biét cac hiém hoa va rii ro ATTT thuong truc de doa hoat dong va tai san
ctia t6 chuc trong hoat dong thuong ngay, sir dung ngan sach hop Iy hon cho viée
dam bao An ninh théng tin va hoat dong thong sudt cua t6 chc.

e Mot sb kiéu tn cong nguy hiém nhat nhim vao doanh nghiép:

o Social Engineering la gi? Cac thu doan Social Engineering thuong gap
o Phishing
o Tim hiéu vé tan cong c6 cha dich (APT)
o Téan cong mi hoa dit lidu va tong tién
e Mot sd chi din can ban va thiét thuc vé ATTT danh cho ngudi ding cudi
e Mot sd k¥ ning ATTT thiét yéu trong cong viéc hang ngay va cudc sdng so:
Phan mém diét Virus
Mat khau va quan 1y Mat khau
Str dung Email an toan
Str dung Web an toan
Meo an toan cho Shopping va Banking truc tuyén
An toan trén mang xa hdi
An toan khi str dung thiét bi di dong (tai tmg dung, quan 1y thiét bi...)
An toan khi st dung mang khong day

© O 0O 0O 0 0O O O

e Phdi hop tot hon vé6i cac bo phan lién quan khi dé xuat, phé duyét, trién khai cac
dy 4n vé ATTT
1.6.3.3.2 Khéa ddo tao nang cao hiéu biét vé ATTT
a. Poi tuong dao tao:
e (Cdac can bg quan tri mang va quan tri hé thé)ng
e (Céc can by phu trach ATTT
e S6 luwong hoc vién: Téi da 12 hoc vién mdi 16p.
b. Muc tiéu khoa hoc:
e Nang cao hiéu biét vé ATTT cho cic can bd chuyén trach vé CNTT tai
EVNHANOI.
e Cung cap céc kién thirc co ban vé ATTT bao gdm cac nguyén tic bao mat mang
can thiét va quan 1y rui ro cling nhu nguy co mat an ninh hé théng mang.
c. T6 chirc khoa hoc:
e NObi dung duoc to chirc thanh 02 khoa hoc
e Pao tao t6i thiéu 1 tuan (07 ngay lam viéc) cho mdi khoa
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d. Noi dung khoa hoc:
No6i dung khoéa 01 nhu sau:

Xac dinh cac chién lugc tn cong mang va may chu boi cac d6i thu mang va dé
xudt cac bién phap phong chong.

Niam 13 cac quy tic vé an ninh t6 chirc va cac yéu t cua chinh sach bao mat hiéu
qua.

Hiéu vé nhitng cong nghé va cach str dung cua cic tiéu chuin va san phim ma
hoa.

Cai dat va cAu hinh céc cong nghé bao mat dua trén mang va may chu.

No6i dung khoéa 02 nhu sau:

M0 ta cach cach thirc bao mat tir xa va bao mat khong day.

MBS ta céc tiéu chuan va san phém duoc st dung dé thuc thi bao mat dua trén cac
cong nghé web va truyén thong.

Xac dinh céac chién luge nham dam bao tinh lién tuc trong kinh doanh va phuc
hdi sau tham hoa.

Gidi thidu cac 16 hong bao mat va tng dung dong thoi dé xuét cac bién phép trién
khai nham han ché nguy co mat an ninh mang.

1.6.3.3.3 Khéa dao tao thuc thi, vdn hanh hé thong

a.

Déi tuong dao tao:

Céc can bd quan tri mang va quan tri hé théng
Céc can bo phu trach ATTT

S6 lugng hoc vién: Téi da 12 hoc vién mdi 16p.

b. Muc tiéu khoa hoc:
Khoa hoc ndy sé& cung cap cho hoc vién nhitng co so 1y thuyét va hudng dan thuc
tién trong viéc thiét ké, thiét 1ap cdu hinh cac ludng thong tin lién lac va quan 1y cac

nguon dir li¢u cua cac firewall, cia cac cong cu an toan bao mat khac. Hoc vién sé hiéu
cach lam dé thyc hi¢n mot cach c6 hi¢u qua viéc kiém soat trong mdt moi truong phirc

tap dé hiéu chinh va bao tri hé théng an toan bao mat.

C.

d.

T chirc khéa hoc:

N1 dung duoc td chure thanh 06 khoa hoc

Dao tao tdi thiéu 05 ngay lam viéc cho mdi khoa
Noi dung khoa hoc:

Gi06i thi¢u cac bai hoc vé giao dién va hudng dan tryc tiép, trong d6 hoc vién s€ hi€u

dugc cac khai niém van hanh kién trac hé thong, van dé trién khai mang, phuong phap

di€u tra cua cac cong cy an toan bao mat.

Céc noi dung chinh s& bao gom trong khoa hoc nay la:
Ngi dung 01: Gidi thiéu thong quan

Gidi thiéu tong quan vé hé théng bao gdm cac giai phap bao mat tuong lira
(Firewall), Giai phap cong mot chiéu USG/Datadiode, Giai phap phong chong
mi doc cho diém cudi (EPS), Giai phap quan 1y mat khau/ tai khoan dic quyén
PIM/PAM, Giai phap xac thuc da yéu t6 (MFA), Giai phap quan ly thong tin va
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su kién an ninh mang (SIEM). M6 ta kién tric bao méat mang doanh nghiép, bao
gdm muc dich va chirc ning cia VPN, bao mat ndi dung, ghi nhét ky, bao mat
diém cudi, tudong lira va cac tinh ning bao mat khac.

Céc thuat ngit co ban, gidi thi¢u tung giai phap

Kién truc, tinh ning cua timg giai phap

No¢i dung 02: Van hanh hé théng mang (Firewall, USG, Switch)

Trién khai kién trac va mang: Cai dat va dinh c4u hinh céc thanh phﬁn mang, ca
phan ctig va phan mém, dé hd tro bao mat to chirc.

Muc dich va tinh ndng cua céc thiét bi mang

Lua chon thanh phﬁn, thiét bi mang theo dac ta

Str dung mé hinh OSI, TCP/IP va céc giao thirc lién quan dé giai thich dong chay
dir liéu trong mang may tinh

Céc ung dung mang phd bién

Muc dich va cac hoat dong co ban cuia cac giao thirc trong mé hinh OSI va TCP.
Poc so d6 mang

Xéc dinh duong di gitra 2 host trong mang

Cac thanh phén can thiét cho lién lac mang va Internet

Xac dinh va sira 16i mang tai cac tang 1,2,3 va 7 theo phuwong phap mé hinh 7 16p
mang

Phan biét hoat dong va tinh nang gitra 2 mang LAN va WAN

CAu hinh dia chi IP va dich vu IP ph hop v6i mang vin phong c& vira

Hoat dong va tinh nang cua dia chi IP cd nhan, cong cong

Hoat dong va tinh nang cua DHCP

Céu hinh, kiém tra va stra 16i DHCP va DNS (bao gdm CLI/SDM)

Xac dinh cac nguy co bao mat mang va giai phap tuong ing

Chinh sach bao mat tong thé dé giam thiéu nguy co

Céac phuong phap co ban dé giam thiéu nguy co bao mat trén cac thiét bi mang,
host va trng dung

Néi dung 03: Vin hanh hé thong SIEM

Tao ra quy tic twong quan va chinh sach ctia hé thong (hiéu chinh hé thong): Giai
thich cac quy trinh va khéi niém quan 1y rui ro, dua ra cac chinh sach cho hé
thong, Tom tat cac khai niém co ban vé phép y.

Thu thap su ¢d va diéu tra twong quan sy cb: Pua ra mot s tinh hubng, khic
phuc su ¢6 bao mat phd bién, Pua ra mot sb kich ban, phén tich va dién giai dau
ra tir cac cong nghé bao mat.

Phat hién xam nhap, ngan ngira cac budc lam giam nhe ton that: Pua ra mot sd
kich ban, tudn theo cac quy trinh tng pho su cd. Pua ra mot s6 tinh hubng, thuc
hién cac phuong phap bao mat dit lidu va quyén riéng tu.

Céap nhat h¢ théng (cap nhat dya trén cac dau hiéu, thong tin tinh bao).

Ngi dung 04: Vin hanh hé thong Backup

Céch thtrc van hanh thanh phan phan ctng, ciu hinh mang
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e Cach thuc str dung phén mém dé dit lich, cau hinh sao luu, khéi phuc dir liéu
e St dung céc tinh nang dam bao tinh bao mat cta dir li¢u.
e Céau hinh tich hop va quén 1y thiét b luu trit, tape
Ngi dung 05: Vin hanh hé thong Endpoint, MFA, PAM
e Cach thirc cai dat, cAu hinh, cac giai phap
e Ap dung cac giai phap vao quy trinh van hanh
Khéa 06: Vin hanh hé thong HCI
e Céch thirc van hanh may chi vat 1y, hiéu biét cac thanh phan phan cing va cong
cu quan tri.
e Noi dung co ban vé phan mém 4o héa
e Cach thuc str dung cong cu quan tri 40 hoa dé tao may 4o, cAu hinh, quan tri mang
40, cau hinh va quan tri storge 4o, giam sat va quan 1y tai nguyén.
1.6.3.3.4 Khoa dao tao bao tri
a. Déi tuong dao tao:
e (Cdac can bg quan tri mang va quan tri h¢ théng
e (Cac can bg phu trach ATTT
e S luong hoc vién: Téi da 12 hoc vién mdi 16p
b. Muc ti€u khoa hoc:
Cung cép kién thuc can thiét dé duy tri cac chire ning van hanh caa hé thong.
C. Tb chirc khoa hoc:
e Noi dung dugc t6 chic thanh 04 khoa hoc
e Pao tao tbi thiéu 05 ngay 1am viéc cho mdi khoa
d. No6i dung dao tao:

Dao tao tdi thiéu 05 ngay véi cic ndi dung sau:
e Lam quen phéan cting hé thong, hiéu kién trac hé théng va cac ludng dir lidu c6
thé thuc hién duoc bao tri hé théng.
o (b thé chay duoc, kiém tra dugc hé théng co ban bao gém hé théng HCI, hé
thong sao luu dif liéu, hé thong Firewall va quan ly Firewall tap trung.
o (b thé thu thap duoc cac log cua hé théng, thay d6i mérc hiéu chinh va lam viéc
v6i cac tng dung bao tri chinh, cau hinh Syslog.
No¢idung 01: Gidi phap Firewall, USG
e Bao tri va cap nhat phan mém vé hé théng phong thii bao gom cac giai phap bao
mat tuong lira (Firewall), Giai phap cong mot chiéu USG/Datadiode
Noi dung 02: Giai phap HCI, backup
e Bao tri va cap nhat phan mém vé cac giai phap HCI, backup.
N¢i dung 03: Giai phap SIEM
e Bao tri va cap nhat phan mém vé hé théng phong thil bao gom cac giai phap bao
mat: Giai phap quan ly thong tin va sy kién an ninh mang (SIEM).
e N¢idung 04: Cdc gidi phdp con lai bao gom: MFA, EPS, PAM
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e Bio tri va cip nhat phan mém vé hé thong phong thi bao gém cac giai phap bao
mat Giai phap phong chéng mi doc cho diém cudi (EPS), Giai phap quan Iy mat
khau/ tai khoan dic quyén PIM/PAM, Giai phap xac thuc da yéu t6 (MFA).

1.6.4 Phwong dn t6 chirc qudn ly, khai thac, si# dung de an

1.6.4.1 Phuong dn t6 chirc quan ly thuc hién dir &n

Ban QLDA tién hanh thu tuc dé mé thau, lya chon nha thau.

Sau khi hoan thanh Iya chon Nha thau, ki hop dong, hop déng c6 hiéu luc, ban QLDA
va don vi QLVH quan ly viéc trién khai ctia Nha thau dugce lya chon.

Nha thau phdi hop v6i don vi QLVH dé thuc hién viée cai dit, lap dat thiét bi theo diing
s6 lugng, yéu cau k¥ thuat theo dy 4n mua sim “Giai phap an toan, an ninh thong tin
cho hé thdng giam sat, diéu khién va ty dong hoa tai EVNHANOI” va hop dong.

Sau khi hoan thanh viéc trién khai, chu tri ban QLDA, don vi QLVH va Nha thau tién
hanh nghiém thu tong thé hé thong ha ting dé dua hé thong vao sir dung. Chét luong
hang hoa phai dam bao theo dung yéu cau dua ra trong hop dong.

1.6.4.2 Phwong dn t6 chirc trién khai

Trinh ty trién khai du an dugc mé ta theo so dd sau:

Kniéng dat

Kniong dat 10. Nghiém thu
hoén thanh dura

vao sir dung

2. KIém tra nid
b$ hang hoa

9. Bac 130 huéng
dfin vén hanh

1. Tép trung hang 4. Thiing bao thirl
glan giao hang, iridn

khal thl céng

8.2. Nghlgm thu
llén ddng cb tal

hod tal kho hang
nhé thau(cac dt)

Két thic

5. Wan chuydn
héng hoa dén cac
dia didm tridn khal

8.1. Nghbém
thu dom
dng

Bat dau

6. Kiédm tra
hang hoa
trurdre khi 1&p
dat

Khong dat

TKTC-BV 30 Phurong dn t6 chirc trién khai

1.6.4.2.1 Tap trung hang hoa tai kho hang cia Nha thau

e BO tri chuén bi dia diém kho hang tai Ha Noi v6i ddy du cac yéu cau vé diéu
ki€n moi trudong, an ninh, bao vé.

e Tap trung toan bd hang hoa theo pham vi cung cip cta hop dong va cac phu luc.

e Kiém tra ndi bo toan bd cac hang hoéa (hoac theo dot ban giao).
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1.6.4.2.2 Kiém tra ngi bg hang hoa (vdr tu, thiét bi phan cing, phan mém)

e Cac hang hoa déu phai duoc kiém tra vé ching loai, quy cach, xudt xu theo hd
so chat luong da dugc quy dinh trong hop dong. Két qua kiém tra phai duoc 1ap
thanh bién ban, ghi rd chung loai, quy cach, s6 luong vat tu, thiét bi dua vao cong
truong tung dot, co ky x4ac nhan cua dai dién by phan gidm sat va dai dién bo
phan trién khai thi cong cua Nha thau. Hai bo phan ky xac nhan theo mau.

e Truong hop cac vat tu, thiét bi cong nghé thong tin, phin mém khéng phu hop
v6i thiét ké chi tiét duoc duyét va hop dong da ky, bd phan giam sat yéu cau bo
phan trién khai dua ra khoi khu vuc tap két hang hoa;

e Ho so chit luong vat tu, thiét bi bao gém:

o Gidy ching nhan xuét x&t (CO) ctia vat tu, thiét bi.

o Gidy chitng nhan chat lugng (CQ) ciia vat tu, thiét bi do Hang / nha phan phdi
cap;

o Gidy ching nhan ban quyén phan mém.

1.6.4.2.3 Kiém tra an ninh

e Chu dau tu/Ban QLDA s¢€ c6 trach nhiém mo1 Pon vi chuyén trach thyc hi¢n
kiém tra an ninh toan bd cac thiét bi chinh trong du an tai kho tap két hang hoa
ctia Nha thau.

e Quy trinh kiém tra an ninh s& do don vi chuyén trach dam nhiém véi su phdi hop
ctia Nha thau, Dai dién Ban QLDA va su tham gia cia BO phan CBSX/Tiép nhan
van hanh hé thdng (néu co).

e Kétthuc qua trinh kiém tra an ninh s& dugc cac Bén ky bién ban xac nhan.

1.6.4.2.4 Thdng béo thoi diém tién hanh trién khai thi cong tai tirmg don vi, thiét 1gp
kénh truyén/tuyén cap.

e Nha thau cin ctr ké hoach trién khai, thong bao cho Ban QLDA vé thoi diém bat dau
trién khai, tinh tir khi bit dau van chuyén hang hoa dén dia diém trién khai cho dén
thoi diém nghiém thu hoan thanh, dua vao st dung ting hé thong thanh phan tai timg
dia diém. Ban QLDA théng bao cho Pon vi QLVH, Pon vi tiép nhan Hé théng trudc
khi trién khai tai cac don vi ti thiéu 15 ngay.

e Ban QLDA thong bao cho Pon vi phu trach khai kénh truyén/cap tuyén cap thuc
hién viéc khai bao kénh truyén/ cap tuyén cap trude khi trién khai tai cac don vi 15
ngay. Cac bén gom Nha thau, Ban QLDA, Pon vi cap kénh s& ky x4c nhan bién ban
thiét 1ap kénh truyén/tuyén cap.

1.6.4.2.5 Vdn chuyén hang hda vé dia diém trién khai

e Cin cit theo yéu cau tai timg dia diém trién khai gdom:

o Tai dia diém S6 69 Pinh Tién Hoang: Ban QLDA bd tri 01 phong kho tam
phuc vu cong tac luu kho trong qua trinh van chuyén, lap dat va trién khai
thiét bi ctia Nha thau. Thoi gian luu kho tir 2-5 ngay/dot

o Tai cac dia diém khac: Cac don vi QLVH Hé théng IT/SCADA/DCS bb tri
01 phong kho tam phuc vu cong tac luu kho trong qua trinh van chuyén, lap
dat va trién khai thiét bi ctia Nha thau. Thoi gian luu kho 1-3 ngay/dot.

Bang phéin bo hang hoa, thiét bi nhu sau:
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STT Pon vi Pia diém Thiét bi phan bo
02 Firewall core,
S6 69 Pinh Tién Hoang, 15 Firewall du phong
. Trung tam | Phuomg Ly Thai T6, Quan | 01 thiét bi USG/Datadiode
diéu khién | Hoan Kiém, Thanh ph6 Ha | H¢ thong backup
Noi, Viét Nam Hé théng HCI
May tram
2 Tram bién ap khong nguoi truc
El.1 Bong Anh 01 Firewall
E1.16 NoO1 Bai 01 Firewall
E1.41 Mai lam 01 Firewall
E1.42 San bay No6i Bai 01 Firewall
E1.49 bong Anh 2 01 Firewall
E1.17 Bac Thing Long 01 Firewall
E1.24 Hai Boi 01 Firewall
E1.36 Quang Minh 01 Firewall
E1.8 Yén Phu 01 Firewall
E1.9 Nghia b6 01 Firewall
E1.14 Gidm 01 Firewall
E1.21 Nhat Tan 01 Firewall
E1.40 Tay Ho 01 Firewall
E1.63 Bac Thanh Cong 01 Firewall
E1.7 Son Tay 01 Firewall
Tram bién | E1.28 Phung Xa 01 Firewall
3 ap khéng E1.44 Son Tay 2 01 Firewall
ngudi truc | E1.48 Qudc Oai 01 Firewall
E10.6 Phac Tho 01 Firewall
E1.53 Ba Vi 01 Firewall
E1.54 Hoa Lac 01 Firewall
E1.20- Thanh Xuan 01 Firewall
E1.25- My Dinh 01 Firewall
E1.31 Troi 01 Firewall
E1.33 Cau Dién 01 Firewall
E1.37 Bic An Khanh 01 Firewall
E1.46 T Li€m 01 Firewall
E1.56 Thi Tran Phung 01 Firewall
E1.12 Tran Hung Pao 01 Firewall
E1.13 Phuong Liét 01 Firewall
E1.18 Bo Ho 01 Firewall
E1.22 Thanh Nhan 01 Firewall
E1.26 Linh bam 01 Firewall
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STT Pon vi Pia diém Thiét bi phan bo
E1.52 Thong Nhat 01 Firewall
E1.57 Minh Khai 01 Firewall
E1.64 Ho Yén S¢ 01 Firewall
E1.32 Thuong Tin 01 Firewall
E1.39 Thanh Oai 01 Firewall
E10.2 Van Dinh 01 Firewall
E10.4 Tia 01 Firewall
E1.58 Phi Xuyén 01 Firewall
E1.62 Ngoc Hoi 01 Firewall
E1.66 My burc 01 Firewall
E1.2 Gia Lam 01 Firewall
E1.15 Sai Pong 01 Firewall
E1.38 Gia Lam 2 01 Firewall
E1.47 Long Bién 01 Firewall
E1.59 Sai Pong 2 01 Firewall
E1.5 Thugong Pinh 01 Firewall
E1.10 Van Dién 01 Firewall
E1.30 Van Quan 01 Firewall
E1.43 M6 Lao 01 Firewall
E10.9 Xuan Mai 01 Firewall
E1.51 Phu Nghia 01 Firewall
E1.61 Duong No6i 01 Firewall
E1.67 CV Thu Lé 01 Firewall
E1.69 Trau Quy 01 Firewall
E1.71 Hong Duong 01 Firewall
E1.73CNC 2 01 Firewall
E1.74 Thach That 2 01 Firewall
E1.68 Chuong My 01 Firewall
E1.72 Kim Chung 01 Firewall
E1.76 Dai Kim 01 Firewall
E1.77 Linh Nam 01 Firewall

Nha thau van chuyén danh muc hang hoa theo phan bo cho timg dia diém trién

Khai.
Lueu y: Doi véi hang hod la phan mém thi nha thau ban giao ban quyén dién tir (E-
license) vdo thir dién tir (email) ciia can bo chuyén trach hodc nhdn ban giao kém thiét
bi duwéi dang bdn cirng gidy/ usb/ dia CD v.v...

1.6.4.2.6 Kiém tra hang héa (vdt fu, thiét bi phan cing, phan mém) trude khi diea

vao ldap dat

e Cic hang hoa déu phai dugc kiém tra vé chung loai, quy cach, xuat xt theo hd so

chat luong dd duoc quy dinh trong hop ddng trudce khi dua vao lap dat. Két qua kiém
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tra phai dugc 13p thanh bién ban, ghi ro chung loai, quy cach, ) lugng vat tu, thiét

bi dua vao cong truong tirng dot, cé ky xac nhan cua dai dién bd phan giam sat va

dai di¢n bo phan trién khai thi cong cua Nha thau, Pai dién Ban QLDA, bai dién cac

Bén c6 lién quan. Cac Bén ky bién ban nghiém thu trude khi lip dit theo miu quy

dinh.

e Trudng hop cac vat tu, thiét bi cong nghé thong tin, phan mém khong phi hop voi
thiét ké chi tiét duoc duyét va hop dong da ky, yéu cau dua ra khoi khu vuc tap két
hang hoa; Ho so chét luong vat tu, thiét bi bao gdm:

o  Gidy ching nhan xut xit (CO) cta vat tu,thiét bi.
o Gidy chtng nhan chit luong (CQ) cua vt tu, thiét bi do Hang / nha phan
phéi cap;
o Gidy chitg nhan ban quyén phan mém.
(Cac b gidy to nay theo ting dia diém sé& sir dung ban sao cong ching).
1.6.4.2.7 Nghiém thu ldp dat tinh

e Nghiém thu tinh 1a kiém tra, xac dinh chat luong lap dat dung thiét ké va phu hop
véi cac yéu cau k¥ thuat lép dit dé chuan bi dua thiét bi vao chay thur don dong.

e Chi tiét hudng dan lap dit cac thiét bi twong tng theo timg dia diém duoc mo ta
trong muc dudi. Khi nghiém thu, can nghién clru céac hd so tai liéu sau: Ho so
Thiét ké Chi tiét da dugc phé duyét; Hop dong, phu luc hop dong da ky va cac
ho so tai liéu c6 lién quan khac.

e Sau khi di nghién ctru ho so va thuc dia. Néu thay thiét bi lip dat dung thiét ké
va phu hop véi yéu cau k¥ thuat quy dinh trong tai liéu huéng dan lap dat va cac
tiéu chuan k¥ thuat hién hanh thi cac Bén 1ap va ky bién ban nghiém thu lap dat
tinh, cho phép tién hanh véan hanh thir don dong.

1.6.4.2.8 Nghiém thu vdn hanh/chay thu don déng, van hanh/chay thi: lién dong co
tai

e Quy trinh ndy quy dinh trinh tu cac budc thuc hién, quyén va trach nhiém céc
chu thé lién quan trong cong tac Quan 1y chat lwong van hanh/chay thir thuc hién
theo hinh thirc hop dong EPC.

e Dbivoihé théng ha téng k¥ thuat, thiét bi, phén mém thuong mai, nha thau trién
khai chi tri, phdi hop véi chi dau tu t6 chirc van hanh/chay thir:

Quy trinh

Vi¢c van hanh/chay thu thr do nha thau trién khai thuc hién bao gém cac budc chinh

sau day:

Buéc 1. Lap ké hoach van hanh/chay thir

a) Pon vi thyc hién: Nha thau trién khai phdi hop véi cht dau tu va cac bén c6 lién quan.

b) Céc hoat dong chinh:

Phan tich, xac dinh cic cong viéc dé van hanh/chay thir.

Phén tich, xac dinh cac ngudn luc huy dong dé van hanh/chay thir.

Xay dung cac biéu mau can thiét trong qué trinh van hanh/chay th.
Lap ké hoach van hanh/chay thir.
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K& hoach van hanh/chay thtr dugc chu dau tu chép thuan.

Budée 2. Xay dung kich ban van hanh/chay thir
a) Pon vi thyc hién: Nha thau trién khai phdi hop véi chu dau tu va cac bén c6 lién quan.
b) Céc hoat dong chinh:

Nghién ctru, phén tich cac tai liéu dau vao co lién quan dé xac dinh pham vi, tinh
hudng, kich ban van hanh/chay thir.

Xay dung, thiét ké tai liu vé cac tinh huéng, kich ban van hanh/chay thu mirc
don dong, muc lién dong c6 tai dam bao day di cac yéu cau vé chirc ning, tinh
niang k¥ thuat cia céc thiét bi theo thiét ké chi tiét dugc phé duyét.

Trinh cht dau tu chép thuan kich ban van hanh/chay thu.

Buwéc 3. Thiét 1ap méi trwdng van hanh/chay thir
a) Pon vi thuc hién: Nha thau trién khai phdi hop véi chu dau tu va cac bén c6 lién quan.
b) Céc hoat dong chinh:

Chuan bi mdi trudng van hanh/chay thir va cic yéu ciu ctia nha thau trién khai
can chil dau tu chuan bi dé phuc vu van hanh/chay thu.

Thiét lap nguén dién va céac diéu kién ha téng k¥ thuat khac lién quan; kiém tra
cac bién phap dam bao an toan van hanh/chay, phong chéng chay, no trong qua
trinh van hanh/chay thu.

Budc 4. Thuce hién van hanh/chay thw
a) Pon vi thyc hién: Nha thau trién khai phdi hop voi chil dau tu va cac bén c6 lién

quan.

b) Cac hoat dong chinh:

Kiém tra, theo ddi, 1ap va ky xac nhan béo cao két qua van hanh/chay thu.

Kiém tra, theo doi, 1ap va ky xac nhan bién ban xu ly su b, cac ndi dung thay
d6i hodc cac van dé phat sinh khac tai hién truong trong qua trinh van hanh/chay
thir (néu co).

Kiém tra, theo ddi, ghi nhan cac thay d6i so voi thiét ké chi tiét di duoc duyét
trong qué trinh van hanh/chay thir (néu co).

Theo di, giam sat ctia don vi giam sat cong tac trién khai trong qua trinh nha
thau trién khai thuc hién van hanh/chay thir.

Trong truong hop van hanh/chay thtr, néu thiét bi, phan mém thuong mai xay ra
hong héc, 16i thi cac bén lién quan hop théng nhét dé diéu chinh ké hoach van
hanh/chay thtr hodc ngirg van hanh/chay thtr (néu can thiét).

Budéc 5. Bao cao két qua van hanh/chay thir
a) Pon vi thuc hién: Nha thau trién khai phoi hop vé6i chit dau tu va cac bén cé lién quan
b) Cac hoat dong chinh:

Tong hop, 1ap bao céo két qua van hanh/chay thu.
Kiém tra cac tai liéu, hd so hoan thanh.
Céc kién nghi, dé xuat v6i cha dau tu (néu co).

Nghiém thu van hanh/chay thir don dong
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Nghiém thu van hanh/chay thu don dong khong tai 1a kiém tra, xac dinh chét
lwong lap dit va tinh trang thiét bi trong qua trinh chay thir khong tai, phat hién
va loai trir nhiing sai sot, khiém khuyét chua phat hién trong nghiém thu tinh.
Trong qua trinh chay thu can theo ddi sy hoat dong cua thiét bi, cac thong s6 vé
RAM, CPU....néu phat hién cac khuyét tat thi dimg thiét bi, tim nguyén nhan va
stra chira.

Thoi gian van hanh/chay thir don dong khong tai thuong ghi trong cac tai li€u
huéng dan van hanh/chay thiét bi. Néu khong co sd liéu, dbi véi cac thiét bi don
gian thoi gian chay thir khong tai toi da 14 4 gid, cac thiét bi phuc tap toi da 1a 8
210 1ién tuc khong dirng may.

Khi két thiic van hanh/chay thir don dong khong tai. Ban nghiém thu co sé 1ap
va ky bién ban nghiém thu chay thir don dong. Mot so thiét bi co dic diem két
ciu khong chay dugc ché d6 khong tai thi sau khi nghiém thu tinh xong thi c6
thé chuyén sang chay thir lién dong co tai.

Nghiém thu van hanh/chay thir lién dong cé tai

Nghiém thu chay thir lién dong c6 tai dé phat hién va loai trir cac khuyét tat caa
thiét bi trong qué trinh mang tai, diéu chinh cac thong s6 k¥ thuat cho phu hop,
dé chuén bi dua thiét bi vao van hanh/chay.
Céac muc mang tai va thoi gian chay th thuong quy dinh trong tai liéu hudng
dan van hanh/chay thiét bi. Néu trong tai lidu trén khong quy dinh, sau khi thiét
bi mang tai 72 gid lién tuc khong ngimg may, dam bao cac thong sb k¥ thuat vé
thiét bi va thong s6 k¥ thuat van hanh/chay thi két thiic chay thir lién dong c6 tai.
Khi két thic chay thir lién dong c6 tai. Cac Bén 1ap va ky bién ban nghiém thu
chay thtr lién dong c0 tai.

o Heé thong thiét bi ATTT (Firewall, USG, Backup, HCI) cho hé thong Piéu

khién trung tdm tai TTPK EVNHANOI: 03 ngay.
o Hé thdng Firewall tai cac don vi dugc dau tu: 24 gio.

1.6.4.2.9 DPdo tao, hwéng dan van hanh

Nha thau t6 chtrc cac budi dao tao, huong dan van hanh cac thiét bi duoc trang
bi va lap dat tai ting dia diém trién khai.

Noi dung cu thé cta cac budi dao tao s& duge dé trinh, léy v kién va phé duyét
trude khi thuc hién.

1.6.4.2.10 Nghiém thu hoan thanh, dwa vao sur dung

Nha thau té chirc nghiém thu hoan thanh va dua vao str dung cac hé thong thanh
phan tai timg dia diém trién khai.
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1.6.4.3 Bang phan chia vai tro, trach nhiém

Pon vi QLVH
TT Ca’c n(‘_)l dung Chf{lh trorrlg Nha thiu Ban tleA'p nhan hé
qua trinh thuc hién du an QLDA thong ATTT
SCADA/DCS
| T6 chuc dau‘ thziu, tién hanh Thyc hién
lwa chon nha thau
I Thuong thao, ky hop déng | Thuc hién Thuc hién
11 Ban giao hang hoa
1 T:'glp truqng haflg }103 tai kho Thyc hién
hang cua Nha thau
. Duogc
Kiém t inh hang hoa Ty .
2 \1en‘1 ra_ an n\m al}g oa Thuyc hién cung cap | Tham gia
va ban giao hang hoa o
thong tin
v Trién khai, dao tao hudng
dan sir dung
Lip dat va nghiém thu 1a .| Thuc hié
1 ? P fi < vafghivin tu =ap Thyc hién Tham gia ?C ién/
dat tinh phoi hop
i ddt, cau hinh, tich hop.
Cai dit, cau hinh, tich hop N | Thyc hiéen/
2 Nghiém thu don dong, lién | Thyc hi¢n Tham gia Z.
. L. phoi hop
dong co tai
x  x Duoc
bao tao, hud an va Ty .
3 h;r?h a0, hu6ng dan van Thuc hién cung cap | Tham gia
thong tin
Nghiém thu hoan thanh . .
4 & 1¢‘m qu oan thant, Thuc hién Tham gia | Tham gia
dua vao st dung
1.6.4.4 Dy kién tien dg thuc hién du an
Thoi A s
Cac ngi dung chinh trong . ot Biéu mau, ho C
TT . n ) gian dy . Ghi chu
qua trinh thyc hién du an X so tai li¢u
kién
| T6 chtre dAu thau, tién hanh
lua chon nha thau
Il | Thuong thao, ky hop dong
Il Ban giao hang hoa
1 Tap trung hang hoa tai kho
hang cua Nha thau
5 Kiém tra an ninh hang hod va Phu luc 4

ban giao hang hoa
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Cac ngi dung chinh trong

Thoi

Biéu mau, ho

TT ian d Ghi cha
qua trinh thuc hién du an glaﬁ & so tai li€u
kién
IV Trién khai, dao tao hudng
dan str dung
1 Lfip fiét va nghiém thu lap Phy luc 4
dat tinh
Cai dat, ciu hinh, tich hop.
2 Nghiém thu don dong, lién Phu luc 4
dong co tai
3 Pao tao, huéng dan van hanh Phu luc 4
4 Nghiém thu hoan thanh, dua Phy luc 4

vao su dung
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1.6.4.5 Tién dé trién khai chi tiét

NOI DUNG g{,gul NG:AY NG:AY NGAY THUCHIEN GHI

TS e M IARBARERE AHRRAE:
HIEN 5 05|05 |0 |5 ols51ols lo

A, | Bangiao 5 T | T+5

hang hoa

Tap trung

hang ho4,

2 5

kiém tra an

ninh

Hoan thién

bién ban ban 5

giao
g | Khaosat, 15 | T+5 | T+20

thiet ke

Tién hanh

khao sat

trude trién 10

khai

Lén thiét ké

HLD, LLD.

Chu dau tu 15

Phé duyét

thiét ké
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TT

NOI DUNG
CONG
VIEC

THOI
GIAN
THYC
HIEN

NGAY
BAT
DAU

NGAY

THUC

NGAY THUC HIEN

GHI
CHU

Trién khai
va nghiém
thu ky
thuat

85

T+10

T+95

Trién khai
tai trung
tam

1.1

Hang muc
thiét bi
HCI

15

T+10

T+25

1.1.1

Lap dit may
chu HCI

1.1.2

Dau nguon,
di day, danh
nhan

1.1.3

Cau hinh
may co ban
chu HCI
(Upgrade
Firmware,
Raid, idrac)
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TT

NOI DUNG
CONG
VIEC

THOI
GIAN
THYC
HIEN

NGAY
BAT
DAU

NGAY

THUC

NGAY THU'C HIEN

o -

(2 I ol

oON

(@)

[EN

GHI
CHU

1.1.4

Cai dat ao
hoé Vsphere

1.1.5

Céu hinh co
ban Vsphere
(datatstore,
vmotion,
DRS)

1.1.6

Phan chia
may chu 4o
cho cac hé
thong
SIEM,
PAM, MFA

1.1.7

Xay dung
tai liu va
thue hién
kiém thir

1.2

Hang muc
thiét bi
Backup

30

T+10

T+40
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TT

NOI DUNG
CONG
VIEC

THOI
GIAN
THYC
HIEN

NGAY
BAT
DAU

NGAY

THUC

NGAY THU'C HIEN

o -
IS TSN
o N
ol
o
ol
o
ol

(@)

[EN

GHI
CHU

1.2.1

Lap dat may
chu, storage
backup

1.2.2

Di nguon, di
day, danh
nhan

1.2.3

CAu hinh co
béan, khoi
tao thiét bi

1.2.4

Cai dat
software
backup

1.2.5

Tich hop

cac thanh
phan backup
server va
storage,
clients

1.2.6

Cau hinh
backup job,
policy
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TT

NOI DUNG
CONG
VIEC

THOI
GIAN
THYC
HIEN

NGAY
BAT
DAU

NGAY

THUC

NGAY THU'C HIEN

o -

1.2.7

Xay dung
ta1 liéu va
thuc hién
kiém thir

1.3

Hang muc
cai dat giai
phap SIEM

20

T+20

T+40

(2 I ol

oON

1.3.1

Céau hinh cai
dat cac
thanh phan

1.3.2

CAu hinh
HA hé
thong

1.3.3

CAu hinh co
ban tham sd
hé thdng

1.3.4

Tich hop
Log Source

1.3.5

Cai dat
Application

a1 N

o w
g1 w

o B~

(2R

(@)

[EN

GHI
CHU
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TT

NOI DUNG
CONG
VIEC

THOI
GIAN
THYC
HIEN

NGAY
BAT
DAU

NGAY

THUC

NGAY THUC HIEN

1.3.6

CAu hinh
thong tin
Users

(@)

[EN

GHI
CHU

1.3.7

Tbi vu
Rules

1.4

Hang muc
cai dat giai
phap
Endpoint

20

T+20

T+40

1.4.1

CAu hinh cai
dat cac
thanh phan

1.4.2

Céu hinh
HA hé
thong

1.4.3

CAu hinh co
ban tham sd
hé théng

1.4.4

Cau hinh
Policies
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TT

NOI DUNG
CONG
VIEC

THOI
GIAN
THYC
HIEN

NGAY
BAT
DAU

NGAY

THUC

NGAY THUC HIEN

oON
a1 N
o w
g1 w
o B~
(2R

1.4.5

Cai dat
Agent, dam
bao hoat
dong trén
cac thiét b
client

(@)
[EN

GHI
CHU

1.5

Hang muc
cai dat giai
phap PAM

30

T+20

T+50

1.5.1

Céu hinh cai
dat cac
thanh phan

1.5.2

Céu hinh
HA hé
thong

1.5.3

CAu hinh co
ban tham sd
hé théng

1.5.4

Cau hinh
Platform va
Policy




TT

NOI DUNG
CONG
VIEC

THOI
GIAN
THYC
HIEN

NGAY
BAT
DAU

NGAY

THUC

NGAY THU'C HIEN

1.5.5

Céu hinh
Dual
Control

(@)

[EN

GHI
CHU

1.5.6

Céu hinh
tich hop AD
va MFA

1.5.7

CAu hinh
User va
phan quyén

1.5.8

Céu hinh
tich hop va
canh bao voi
PTA

1.5.9

CAu hinh
tich hop
thiét bi

1.5.10

CAu hinh
tich hop
SIEM
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TT

NOI DUNG
CONG
VIEC

THOI
GIAN
THYC
HIEN

NGAY
BAT
DAU

NGAY

THUC

NGAY THUC HIEN

(@)

[EN

GHI
CHU

1.6

Hang muc
cai dat giai
phap MFA

20

T+20

T+40

1.6.1

Cau hinh cai
dat cac
thanh phan

1.6.2

Cau hinh
HA hé
thdng

1.6.3

CAu hinh co
ban tham sd
hé thong

1.6.4

Cau hinh
BackEnd
Authenticati
on

1.6.5

CAu hinh
Polices

1.6.6

Cau hinh
Account
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TT

NOI DUNG
CONG
VIEC

THOI
GIAN
THYC
HIEN

NGAY
BAT
DAU

NGAY

THUC

NGAY THU'C HIEN

1.6.7

CAu hinh
tich hop
thiét bi

(@)

[EN

GHI
CHU

1.6.8

Cau hinh
tich hgp voi
hé thong
PAM

1.6.9

Cau hinh
tich hop voi
hé thdng
SIEM

1.7

Hang muc
trién Khai
Firewall

25

T+10

T+35

1.7.1

Lap dit
Firewall

1.7.2

Dau nguon,
di day, danh
nhén

1.7.3

Cau hinh
Firewall co
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TT

NOI DUNG
CONG
VIEC

THOI
GIAN
THYC
HIEN

NGAY
BAT
DAU

NGAY

THUC

NGAY THU'C HIEN

o -

(2 I ol

oON

(@)

[EN

GHI
CHU

ban, cap
nhat
Firewall

1.7.4

Cau hinh
mang LAN,
WAN

1.7.5

Céu hinh
Firewall
Rule &
Policies

1.7.6

CAu hinh
ché do bao

mat

1.7.7

Trién khai
giai phap
quan ly
firewall tap
trung

1.7.8

Cau hinh
tich hop voi
hé théng
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TT

NOI DUNG
CONG
VIEC

THOI
GIAN
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1.6.5 Bién phap an toan khi thi cong, vdn hanh
1.6.5.1 Bi¢n phap dam bdo an toan khi thi cong

e Thi cong ding theo yéu cau k¥ thuat, dam bao chit lugng cong trinh;

e (Cong cy, dung cu dung dé lép dat 1a dung cu chuyén dung, st dung ding chirc
nang;

e Cac thiét bi lap dat trong du 4n yéu cau bat budc khi thi cong phai thyc hién dung
quy trinh, ban v& thiét ké thi cong lap dat di duoc phé duyét va tai liéu hudng
dan cia nha san xuét;

e Khi thi cong trong phong c6 thiét bi théng tin khac dang khai thac, dam bao tuyét
ddi khong lam anh hudng, sy ¢ dén cac thiét bi thong tin;

e Trong qu4 trinh thi cong dam bao khong 1am anh hudng dén vé sinh méi trudng
¢ khu vuc thi cong va noi cong cong;

e Quy trinh di day phai dam bao dung k¥ thuit, can than, chic chin ngay ngan va
hop m¥ quan;

e Trong qua trinh thi cong can phdi hop véi cac don vi st dung dé c6 bién phap
ngan chin chap chay dién, mét an toan lao dong.

1.6.5.2 Bién phdp an toan lao déng, phong chong chay né

Vé an toan lao dong, lip dit hé thong: dam bao chong chay, nd, dién giat, sét,
tranh roi hong, roi rét thiét bi xuéng mit dat 1am hu hai thiét bi, an toan cho nguoi khi
Xay ra sy cé;

Kiém tra, giam sat bién phap chuan bi cia B phan thi cong dam bao chip hanh
cac quy dinh vé an toan lao dong dd ban hanh.

Kiém tra, giam sat bi¢n phap van chuyén vat tu, dung cu thi cong khi dua 1én cao
va khi ha xubng, dam bao an toan tuyét déi cho ngudi, phuong tién, dung cu, vat tu.

Kiém tra, giam sat bién phap chuan bi ctia B6 phan thi cong dam bao chap hanh
cac quy dinh vé an toan dién.

Kiém tra trang bi dung cu bao hd cho nguoi tham gia.

Kiém tra an toan lao dong khi bdc d&, van chuyén vat tu, vat liéu va dung cu thi
cong. Kiém tra do bén viing cua phuong tién van chuyén.

Vé an toan phong, chong chay né: phai dam bao t6i da kha nang chong chay
tai cac phong dat may chu, noi lam viéc, tranh cac két ndi gay cham, chép dién co thé
phat chay;

H¢ théng mang, bao mat tai trung tam dir li¢u doi hoi nghiém ngét vé diéu kién
hoat dong ciling nhu an toan, on dinh trong moi truong hop. Pé dam bao an toan cho
thiét bi va con ngudi 1am viéce tranh céc su ¢6 do chap chdy giy ra, giai phap PCCC dé
xuat sir dung hé thong phong chay hién hitu cia cac don vi.

Yéu cau thi cong gén céc vat liéu bt lira, phai che chin va phai co6 cac dung cu
chira chdy di kem:

o Khong dé cac vat d& chay gan cau chi, bang dién
o Khong dung day dién cim truc tiép vao 6 dién
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o Thudng xuyén quan sat phat hién kip thoi va nguyén nhan gay chay
Nhitng may moc thiét b thi cong déu duoc kiém tra hoat dong trude khi dua vao

phuc vu thi cong thiét bi phai dam bao cac diéu kién an toan, chat luong maéi dugce su
dung tai cong trudng. Co ndi quy st dung may, cir nguoi co trinh dé chuyén mén diéu

khién.

1.6.5.3 Bién phdp dam bao an toan thong tin trong qua trinh trién khai, van hanh

Qua trinh trién khai dam bao khong sir dung cac thiét bi dién tir/thong tin nhu
thiét bi luu trir di dong, may tinh xach tay, dién thoai di dong, may tinh bang,
v.v.. khong duoc phép dé két ndi vao cac hé thong ctia Chu dau tu.

Cap nhat ban va, cac phién ban phan mém, phién ban hé diéu hanh theo khuyén
c4o clia nha san xuat nham han ché cac 16 hong vé bao mat gitp phong chdng
viéc mat an toan, an ninh thong tin. Bén canh d6 14 tuan thi cac yeu cau vé bao
mat thong tin ciia Chu dau tu va ciia Cha dau tu trong sudt qua trinh trién khai,
véan hanh hé thong.

Nha thau cam két khong thuc hién chia sé, tiét 10 cac tai liéu, thong tin nhay cam
ctia Chu dau tu va dy an véi cac ca nhan, t6 chic khong lién quan dén dy an.
Thong tin, dit liéu hinh thanh trong qu4 trinh trién khai va bao hanh thudc s¢ hitu
ctia Chu dau tu. Nha thau c6 trich nhiém bao dam an ninh, an toan thong tin,
chuyén giao day du cho Chu dau tu.

1.6.5.4 Bién phdp dam bdo an toan cho qua trinh san xudt, kinh doanh ciza EVNHANOI

trong qua trinh trién khai
Cai dat, cdu hinh hé thdng dam bao theo diing nhu tai lidu thiét ké da duoc phé
duyét va hudng dan tir nha san xuét.
Khi dau ndi cac thiét bi vao hé théng thong tin hién tai, cAn chuan bj trude didu
kién ha tang két ndi trude, sau d6 phdi hop voi cac can bd QLVH trién khai trong
lic EVNHANOI dirng hoat dong hoac tam thoi ngét hé théng dé dam bao khong
anh hudng dén qua trinh san xuat, kinh doanh cia EVNHANOIL.
Qua trinh thuc hién cai dat cAu hinh céc thiét bi cu thé nhu sau:

Trinh Panh gia anh
Noi dung cong viéc . &l Phwong an dim bao
tw hwong
Thuc hién cai dat va cau hinh
theo dung thiét ké di dugc phé
1 Cai dat hé thong may | Khong anh duyét. Trién khai trong thoi gian
chu HCI hudng cho phép cia EVNHANOI. Cé
sy gidm sat cua can b phu
trach.
Cai dat va cau hinh hé | | , , e
T e \<a cauq i he Anh hudéng dén | 1. Lap dat thiét bi va dau noi voi
thong tuong Itra trung T ] ) ) 2
2 Am v chuvén déi he toan bd hé thong | cac Switch core theo dung thiét
\% u .
P 4 " | cua TTPK ké dugc phé duyét.
thong
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Trinh
tw

Noi dung cong viéc

DPanh gia anh
hwéng

Phuwong an dam bao

2. C4u hinh thiét bj Firewall méi
theo cac phan vung da quy
hoach trén Firewall cil.

3. Shutdown
interface dédu ndi véi Switch
Core

4. Shutdown cac interfaces trén
Firewall ct va enable interfaces

toan bd cac

trén Firewall méi dé giam thiéu
t6i da thoi gian downtime hé
thong.

Cai dit va cdu hinh h¢
thdng tuong lira tai cac

Anh huong dén

1. Lap dat thiét bi va dau noi véi
cac Switch tai TBA theo dung
thiét ké dugc phé duyét.

2. Cau hinh thiét bi Firewall méi
theo cac phan vung da quy
hoach theo QD168

3. Shutdown toan b0 cac
interface déu nbi véi Switch

3 Tram bién 4ap khong ket n01‘g1ua TBA
. TBA va TTPbK L .
nguoi truc 4. Cau hinh quy hoach san cac
VLAN theo QP 168 trén Switch
tai TBA
5. Chuyén cic mdy tai TBA vé
ding cac VLAN dugc quy
hoach va enable lai cac
interfaces trén Firewall
Thuc hién theo ding thiét ké da
Cai dat agent 1én cac | Khong anh duge p he d‘uyct. TI‘1€I} khfl :
4 may chit can backup huéng trong thoi gian cho phép cua
EVNHANOI. C6 sy gidm sat
cua can bd phu trach.
C6 thé c6 anh
huong dén tai
5 Ciu hinh backup dir | ciia may chu, tai Cl}on thot gian backup vao gio
lidu mang trong qué | thap tai
trinh backup dir
ligu
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Trinh
tw

Noi dung cong viéc

DPanh gia anh

hwéng

Phuwong an dam bao

Céu hinh tich hop tai
khoan dic quyén

Khong anh
huong

Thue hién theo dang thiét ké da
dugc phé duyét. Trién khai
trong thoi gian cho phép cua
EVNHANOI. C¢6 su giam sat
cua can bd phu trach.

Cai dat agent MFA 1én
cac may tram

Khong anh
huong

Thuce hién theo dang thiét ké da
dugc phé duyét. Trién khai
trong thoi gian cho phép cua
EVNHANOI. C6 sy gidm séat
cua can bd phu trach.

Cai dat agent thu thap
log

Khong anh
huong

Thuce hién theo ding thiét ké da
dugc phé duyét. Trién khai
trong thoi gian cho phép cua
EVNHANOI. C¢6 su giam sat
cua can bd phu trach.

Cai dat Agent EPS Ién
cac may tram

C6 thé anh
huong dén hoat
dong cua may
tram

Thyc hién thtr nghiém trén mot
vai may véi cac hé diéu hanh c6
trong hé théng cia EVNHN,
theo do1 hoat dong trudce khi tién
hanh cai dat trén toan by cac
may tram con lai.

CAu hinh cé4c chinh sach bao mat
c6 action notify dé giam sat
truéc khi chuyén sang action
block.

10

Cai dat Agent EPS 1én
cac may chu ung dung

C6 the anh
hudng dén hoat
dong cta may
chu ung dung

Thuc hién kiém thir trén cac
may chu test c6 cung phién ban
hé diéu hanh va Gmg dung, theo
doi va danh gia trudce khi cai dat
lén céc chu
production.

CAu hinh cac chinh sach bao mat

may vung

c6 action notify dé giam sat
trudc khi chuyén sang action
block.

11

Cai dat Agent EPS 1én
cac may chu CSDL

C6 thé anh
huong dén hoat

Thuc hién kiém tht trén cac
may chu test c6 cung phién ban
hé diéu hanh va CSDL, theo ddi

199




Trinh

Noi dung cong viéc

Panh oia anh
S sl Al Phuwong an dam bao

tw hwéng
dong ctia may va danh gia trude khi cai dat 1én
chu CSDL cac may chu vung production.

CAu hinh c4c chinh sich bao mat
c6 action notify dé giam sat
truéc khi chuyén sang action
block.

1.6.6 Xay dwng quy trinh v@n hanh va dam bdo ATTT
1.6.6.1 Sir can thiét cia quy trinh vdn hanh va cdp nhat

DPé van hanh hiéu qua hé théng An toan, an ninh thong tin cho hé théng Diéu
khién trung tim tai ENVHANOI, quy trinh 1a mot thanh phan khong thé thiéu. Cac quy
trinh s& gitp cho hé thong dwgc van hanh hiéu qua, phat huy tdi da vai trd doi ngi

chuyén vién van hanh, cling nhu cac cong ngh¢ dang dugc s dung.
1.6.6.2 CA&c quy trinh tong liroc

Theo cong vin s6 2973/BTTTT-CATTT ngay 04/09/2019 vé viéc hudng din
trién khai hoat dong gidm sat an toan thong tin trong co quan, t6 chitc nha nudc cling
véi viée dua trén nhu ciu cling nhu nang lyc hién tai, EVNHANOI s€ lap ké hoach xay
dung tdi thiéu cac quy trinh sau dé ap dung cho hé thong An toan, an ninh thong tin.

su cd ATTT

STT Quy trinh N§i dung mo ta
Quy trinh ding | - Phén loai cic nhom thiét bi (theo cac don vi chu quan
nhap va kiém soat | hodc theo cac loai img dung...)
1 thao tac nguoi | - Xay dung quy trinh yéu cau va phé duyét dang nhap
ding trén  hé | vao hé thong
thong - Xay dung quy trinh thyc thi v thao tac trén hé thong
- Thu thap log End-point
Quy trinh thu | - Thu thap log Firewall
5 thap dir 1iéu phuc | - Thu thap log PIM/PAM
vu gidm sat an | - Thu thap log céc thiét bi mang
ninh mang - Thu thap log céc thiét bji bao mat (EPS)
- Tap hop va luu trir tap trung
3 Quy trinh giam | Quy tfinh nay s€ gitp cac chuyén vién cuia EVNHANOI
Sat ATTT c6 thé giam sat tinh hinh ATTT theo thoi gian thuc
Quy trinh nay s€ giup cac chuyén vién cia EVNHANOI
c6 nhirng chuan bi t6t nhat trude, trong, va sau khi sy
4 Quy trinh xtr 1y | ¢6 xay ra nhu viéc leo thang thong tin khi sy c¢6 xay ra;

co ché phéi hop voi bén thir ba hay 1ap ké hoach xir 1y
truyén thong; cic bién phap co lap nhanh hé théng
nhiém ma ddc... tir d6 c6 kha ning phan tng nhanh va
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STT Quy trinh Noi dung mo ta
xtr 1y kip thoi giup giam thicu toi da thiét hai khi xay ra
su cb.

- Thyc hién cap nhat cac ban va, ban nang cép cac
thanh phan hé thong tir Vendor

- Quan trj vién thuc hién ddy cc ban v4, ning cép 1én
NFS server

- Quan tri vién thuc hién nang cép hé théng, cap nhat

Quy trinh néng
5 cép, cap nhat ban
va cho hé théng

ban va theo tai liéu hudng dan van hanh hé théng
1.6.6.3 Quy trinh dang nhdp va kiém sodt thao tdc nguoi dung trén hé thong
Muc dich cua quy trinh:

Trwdc khi trién khai PAM, nguoi quan tri stir dung username/password truy cap
dén cac hé théng mot cach truc tiép, cac phién truy cap khong duoc gidm sat, ddng thoi
viéc d6i mat khau dinh ki ciling khong dugc giam sat, va ngudi quan tri phai nhd qua
nhiéu mét khau. Viéc chia sé mat khau ciing tiém an nguy co ro ri mat khau.

Sau khi trién khai PAM, cac hé thong dich s& duoc dua vao PAM quén 1y, cac
mat khau s& duoc doi tu dong dinh ki theo chinh sach dat ra trude. Nguoi quan tri sé
khong con truy cap truc tiép dén thiét bi nira ma s& truy cap vao web PVWA rdi méi
truy cap dugc dén thiét bi dich, cac phién truy cap nguoi quan tri khong can phai nhap
username/password ma chi can chon thiét bi dich va click “Connect”, diéu nay gitp
khong phai nhd qua nhidu mat khau, tranh viéc chia sé mat khau dan dén cac nguy co
rd ri mat khau.

a. Doi tuwong trong quy trinh dang nhdp va kiém sodt thao tdc nguoi ding trén hé
thong
- Quy trinh nay ap dung d6i voi:

e Don vi QLVH: chiu trach nhiém van hanh hé thong PAM

e Can bo phé duyét: ngudi chiu trach nhiém phé duyét cac yéu cau ding nhap

tr cac can bo IT

e Céc can bo IT ¢6 nhu cau dang nhap vao hé thong OT

b. Quy trinh ddang nhdp va kiém sodt thao tdc ngwoi ding trén hé thong
Viéc cép tai khoan, ding nhap vao hé thong va kiém soat thao tac ngudi dung duoc
mo ta theo 5 quy trinh sau:
Quy trinh 01: Pinh nghia chinh sich vé mit khau cho cic thiét bi trong toan hé

thf')ng
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e Pon vi QLVH ding nhap vao PVWA dé dinh nghia cac chinh sach vé mat khau
cho cac thiét bi trong toan h¢ thong.

e Chinh sach vé mat khau s& duoc luu tai Vault Server va duoc déy xuéng CPM.

e CPM
CYBERARK' o
Vault [ / I
J o
System User Pass 1
[ Una oot v i
Onacle svs ylqeFst |
B, |
~! Winsom Agmisaraie Olue*SigW ‘
- ERC MR
r— |
- .. Tt
&[l. ................................................................................... > .tl -"j [[I E : m
Administrator Enterprise IT Environment

e Khi cac thiét bi trong hé théng cong nghé thong tin duge quan 1y boi hé thong
quan Iy mat khau dic quyén, Module CPM s& sinh ra cac mét khau méi (dua trén
chinh sach vé mat khau duoc Administrator dinh nghia) va day cac mat khau nay
xudng cac thiét bi, dong thoi cac mat khau nay ciing dugc CPM day vé phia Vault
Server dé luu lai.

Quy trinh 02: Yéu ciu mét khau tir nhin vién IT dé sir dung (Dual Control)
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(1). Chuyén vién IT (requester) yéu ciu str dung account.

(2). Théng tin yéu cau st dung account dugc PVWA giri dén Vault Server.
(3). Vault Server s& tao ra mot thong bao gui té1 Email Server

(4). Email Server gui thong bao t&1 nguoi phé duyét (Approver)

(5). Approver dang nhip vao PVWA va x4c nhan yéu cau sir dung account ciia
requester.

(6). Thong tin vé xac nhan nay duoc luu vao Vault Server

(7). Vault Server tao mét thong bao vé xac nhan ndy va giri téi Email Server
(8). Email Server guri thong bao t&1 Requester.

(9). Requester dang nhap vao PVWA va str dung account.

Quy trinh 03: Truy cap téi thiét bi dich
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e Day 1a mot vu diém giai phap, gitp tang tinh bao mat cho toan hé théng. Nhan
vién IT van c6 quyén truy cip va thiét bi do ho quan Iy nhung ho khong can phai
biét mat khau ding nhép vao thiét bi do.

e Ho sé& diang nhip vio PVWA, PVWA giri yéu cau cho PSM. PSM thyc hién qua
trinh 14y mat khau tir Vault server va dang nhap vao thiét bi.

e Sau d6 PSM giri lai nguoi IT man hinh da login vao thiét bi tai thoi diém nay moi
thao tic ctia nhan vién IT trén thiét bi d6 s& dugc hé théng xac thuc ghi lai duoi
dang video.

e MO0 ta qui trinh két nbi ctia user dén hé thong dich qua hé thong PIM-:

e Module PSM (Privileged Session Manager) dam trach nhi€ém vy m¢ phién truy
cap trong sudt tir ngudi dung t6i cac thiét bi dich. Ngudi dung thay vi truy cap
tryc tiép t6i thiét bi dich tir may tinh ca nhan cua minh, s& phai truy cp theo cac
budc dugc mo ta nhu sau:

o Nguoi diung dang nhap vao giao dién Web PVWA dé 1am viéc voi hé thong
quan 1y tai khoan dic quyén.

o Ngudi dung chon tai khoan dic quyén can st dung rdi 4n Connect (két ndi).
Trén mdy tinh ciia nguoi dung ty dong md mot phién két nbi remote desktop
t61 may chu PSM.

o Module PSM giao tiép truc tiép v6i EPV, 13y vé thong tin cta tai khoan duoc
chon (bao gém username, password, IP address, hostname, v.v.).

204



o Trén phién két nbi ciia ngudi ding ¢ bude 2, module PSM m¢ phién két ndi
ndi tiép t6i cac thiét bi dich, sir dung thong tin tai khoan c6 duoc & budc 3.
o Khi nguoi dung két thuc phién lam viéc cia minh, PSM tai céc file video/text
ghi lai phién lam viéc ctia ngudi ding 1én EPV dé luu trit tap trung.
Quy trinh 04: Thong ké, bio cio
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e Giai phap cung cap cac chirc ning bao cdo, théng ké day du.
e Don vi QLVH dang nhap vao PVWA thuc hién tao thong ké vé s6 luong thiét bi
dugc quan 1y mat khau, b4o céo vé cac hoat dong cua IT.
1.6.6.4 Quy trinh thu thdp diz lieu phuc vu gidm sat an ninh mang
Muc dich cta quy trinh: Hudng din cach thic thuc hién phdi hop thu thap dir
liéu phuc vu cho viéc gidm sat an ninh mang. Cac can b0 QLVH quan ly cac hé théng
c6 thé dé xuat yéu cau giam sat ATTT cho hé théng minh quan 1y, tuy nhién can phai
tién hanh viéc thu thap dir liéu log cho SIEM trudc.
a. Péi twong trong quy trinh thu thdp dir liéu
- Quy trinh nay ap dung voi:
e Canbd QLVH quan ly h¢ thong SIEM
e Canbd QLVH quan ly h¢ thong thiét bi bio mat
e Canbd QLVH quan 1y hé thong may chi
e Céanbd QLVH quan ly hé thong tng dung
e Ngudi phé duyét: chiu trach nhiém phé duyét cho phép ciu hinh thu thip log
va giam sat hé thong.
b. Quy trinh thu thap dir liéu
Buéc 1: Giri yéu cau gidm sat
Céc can bo QLVH hé théng thiét bi bao mat/ may chi/ ing dung mudn giam sat
ATTT hé théng do minh lam cha quéan thi gii yéu cau gidm sat vé can bo phé duyét
(ngudi phé duyét). Sau khi dugc can bo phé duyét chap nhén thi tién hanh sang budc 2.
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BuGc 2: Kiém tra ra sodt hé thong
Can bo QLVH ra soat, kiém tra toan bd hé théng OT hién tai bao gém cac thiét
bi bao mét, cac may chu, cic tng dung dé kiém tra kha ning cai dit Agent ldy log, kiém
tra cdu hinh mang dé dam bao két ndi tir cac thiét bi/may chi/ing dung ti hé thong
SIEM hién tai. Sau budc nay can bo QLVH SIEM co6 thé xem thiét bi/may chi/ing
dung c6 du diéu kién dé 1ay log, phuc vu giam sat ATTT khong.
Bu6e 3: Giri yéu cdu va hiedng dan thu thip log
Can bo QLVH giri yéu cau ciu hinh sang cho cac can bé QLVH quén 1y cac hé
thdng lién quan kém theo hudéng dan/ cic yéu cu cau hinh.
Bu6c 4: Cau hinh thu thdp log
Can bd QLVH quan 1y cac hé thong tién hanh cau hinh log theo yéu cau va giri
phan hoi lai cho can bo QLVH SIEM.
Budéc 5: Kiém tra va xdc nhdn
Can bo QLVH SIEM kiém tra trén phan mém SIEM dé dam bao hé thong da thu
thap dung va du lugng log theo yéu cau. Can bo QLVH SIEM xac nhan lai can bo
QLVH hé thong may chu/img dung/ thiét bj bao mat rang hé théng da duoc thu thap log
va s€ dugc giam sat ATTT theo thoi gian thuc.
1.6.6.5 Quy trinh gidm sat an ninh mang
Muc dich ciia quy trinh: Hudng dan cach thirc thuc hién viéc phdi hop giam An toan
thong tin cho hé théng hé thong giam sat, diéu khién va tu dong hoa cia EVNHANOI
a. Péi twong trong quy trinh gidm sat an ninh mang
- Quy trinh nay ap dung d6i voi:
e Don vi phu trdch ATTT tai EVNHANOI — cac céan b0 chuyén trdch méang
giam sat ATTT (don vi giam sat ATTT);
e Donvi QLVH
- Vai tro cia don vi gidm sat ATTT:
e Giam sat man hinh canh béo, tiép nhan cic canh bao tir hé théng giam sat va
kiém tra xac minh trén hé théng SIEM.
e Chu dong lién lac, thao luan véi don vi QLVH dé xac minh cac hanh dong
lién quan dén canh béo.
e Kiém tra, phan tich diu hiéu xdm nhap trén cac may chu khi c6 nghi ngo.
- Vai tro cua don vi QLVH:
e Cung cip dau mdi phdi hop v6i don vi phu trach ATTT trong qué trinh giam
sat va xir Iy sy ¢6 an ninh mang.
e Phan hdi cac yéu cau cua don vi phu trach ATTT.
e Danh gia tac dong va tién hanh khac phuc, xir 1y sy c6 theo khuyén nghi ctia
don vi phu trach ATTT.
b. Quy trinh gidm sdt an ninh mang
Quy trinh phéi hop giam sat ATTT giira don vi giam sat ATTT va don vi QLVH s&
duogc thé hién bang luu d6 dudi day:
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Bon vi giam sat ATTT Baon v QLVH

1. Nh&n cénh béo tir
hé théing SIEM

2. Kiém tra canh bao

. GO can xa
nhan hanh vi
clia dorn v
LV

Khéing

Co [3.1. Tiép nhan yéu c&u
o va phan hai

.2. Canh bao ¢t
¥udt phat tir hanh
vi cua don vi
QLVH

Gtri thong tin
4, Tién hanh kiém tra | PRYC VU Kiémta | 4. Ti8p nhan thang tin
trre tiSp may chu Cung cdp thong va phdi hop

tin c&n thiét

nay la xur
cd?

6. Thyre hién guy
trinh Xir Iy sur c6

6. Két thie qua
trinh xir Iy canh
bao

TKTC-BV 31 Quy trinh giam sat an ninh mang

Giai thich Iuu d6:
Noi dung Mo ta
Giam sit ATTT Doi giam sat ATTT s€ thyc hién gidm sat man hinh canh bao

trén phan mém SIEM

1. Nhan canh bdo ti Doi giam sat ATTT s& tiép nhan va xtr Iy cac thong tin khi

hé théng SIEM Xuat hién canh bao tir hé théng SIEM nhim phuc vu cho cac

bude phan tich sau nay.
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Noi dung

Mo ta

2. Kiém tra canh bso

Doi giam sat ATTT s& tién hanh kiém tra cac thong tin lién
quan dén canh bao trén hé théng SIEM nham xac dinh va sau
chudi hanh vi khac (néu c6) tir 46 két luan cac hanh vi nay 1a
canh bao gia hay khong.

Néu can don vi QLVH xdac nhéan lai cac hanh vi nay thi don vi
giam sét gtri yéu cau xac nhan hanh vi.

Néu khéng can don vi QLVH xac nhan lai, don vi giam sat
ATTT tién hanh x4c dinh néu hanh vi nay 1a canh bao gia thi
tién hanh dong canh bao. Néu 1a hanh vi sy ¢b thi Chuyén
quy trinh thyc hién theo Quy trinh xir 1y su c6.

3. Pon vi gidm sat
ATTT giri yéu cau
xac nhan hanh vi

Trong trudng hop nghi ngd cac hanh vi ¢6 thé do quan trj hé
théng cua don vi QLVH thyc hi¢n, don vi giam sat ATTT sé&
gri yéu cau xac nhan lai hanh vi lién quan dén canh bao cho
don vi QLVH trén kénh lién lac di duoc théng nhét giita hai
bén.

3.1. bon vi QLVH
tiép nhan va gui lai
thong tin xac nhan

Pon vi QLVH tiép nhan thong tin yéu cau xac nhan, xt 1y
thong tin va giri lai két qua cho don vi giam sat ATTT trén
kénh lién lac riéng.

3.2 PBon vi giam st
ATTT tiép nhan
thong tin phan hoi

Pon vi giam sat ATTT tiép nhan thong tin phai hoi tir don vi
QLVH vé cac hanh vi lién quan dén canh bao va dwa vao dé
xac dinh:

Néu don vi QLVH x4c nhan hanh vi nay do quan tri, van hanh
thyc hién thi thyc hién dong canh bao.

Néu don vi QLVH xé4c nhan hanh vi nay khong phai do don
vi QLVH thuec thién thi, don vi gidm sat ATTT s& tién hanh
kiém tra tryc tiép trén may chu dang c6 nghi ngo.

4. Pon vi gidm séat
ATTT
kiém tra tryc tiép

tién hanh

trén may chu

-Pon vi giam sat ATTT s& guri yéu cau cung cap thong tin dé
thue hién diéu tra truc tiép trén mdy chu (két ndi, tai khoan
dang nhap,...) cho don vi QLVH trén kénh lién lac da duoc
thong nhat gitta hai bén;

- Pon vi QLVH tiép nhan thong tin yéu cdu va giri lai thong
tin (két ndi, tai khoan diang nhép,...) trén kénh lién lac riéng.

5. Kiém tra, danh gia
canh bao

- Sau khi nhén dugc thong tin truy cdp vao may chu, don vi
giam sat ATTT s& tién hanh thu thap thong tin va diéu tra truc
tiép trén may chu d6. Sau khi két thuc diéu tra tryc tiép, don
vi giam sat ATTT sé& dua ra danh gia so bo dé xac dinh cac
hanh vi lién quan dén canh bao co6 phai la su c6 khong.

Néu hanh vi d6 14 sy ¢ thi tién hanh chuyén sang quy trinh
xur 1y su cb;
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Noi dung Mo ta
Néu xac dinh hanh vi d6 1a canh bao gia thi dong canh bao.
6. Thuc hién theo | Néu hanh vi lién quan dén canh bao 1a su ¢ thi don vi giam

Quy trinh xir 1y sy ¢ | sat ATTT tién hanh chuyén sang quy trinh xtr 1y su 6.
Néu hanh vi lién quan dén canh béo 1a canh béo gia thi don vi
Pong canh bao giam sat ATTT thyc hién dong canh bao trén hé thng giam
sat.
1.6.6.6 Quy trinh xu# Iy si cé an ninh mang

Muc dich ctia quy trinh: Huéng dan cach thic thuc hién viée tiép nhan thong tin,

diéu tra, xir Iy va khic phuc su ¢ an toan thong tin.
a. Péi twong trong quy trinh xit Iy sw c6 an ninh mang
- Quy trinh nay ap dung d6i voi:
e Don viphu trach ATTT tai EVNHANOI — cac can bg chuyén trach mang xtr
1y su ¢ ATTT (don vi xtt Iy sy ¢c6 ATTT);
e Donvi QLVH
- Vai tro cia don vi gidm sat ATTT:
e Giam sat man hinh canh béo, tiép nhan cic canh béo tir hé thong giam sat va
kiém tra xac minh trén hé théng SIEM.
e Chu dong lién lac, thdo luan véi don vi QLVH dé xac minh cac hanh dong
lién quan dén canh bo.
e Kiém tra, phan tich dau hiéu xam nhap trén cic may chi khi c6 nghi ngo.
- Vai tro cua don vi QLVH:
e Cung cap dau mdi phdi hop v6i don vi phy trach ATTT trong qua trinh giam
sat va xir 1y sy ¢6 an ninh mang.
e Phan hdi cac yéu cau cua don vi phu trach ATTT.
e Panh gia tic dong va tién hanh khac phuc, xir 1y sy ¢b theo khuyén nghi ciia
don vi phu trach ATTT.
b. Quy trinh xit Iy sy ¢6 an ninh mang
Quy trinh phdi hop xir 1y su ¢ ATTT giita don vi giam sat ATTT va don vi
QLVH s& duoc thé hién bang luu dd dudi day:
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Bon vi xir Iy sir c6 Bon vi QLVH Quan Iy cdp cao ATTT

Sured
phat sinh

1. Phan loai, thdm dinh

sir of
2. Bua ra phurong an | 3.1.Tién hanh thuc
ngén chan tre théri | hién theo phurong &n

3.2. GUri yéu cAu cung .
A : 4. Phdi herp, cung cd
cép thdng tin d& digu * " thong ?i'r?dié-u ?ra p
fra

¥

5. Tién hanh digu tra,
phan tich s cf

A A

Giri yéu cau guén Iy cdp
SO ara g™ | 7.1. Buara chi dao

dugc phuang an o 1 : a0,
X0 1y, khic Khéng phurong huréng xir Iy

Co

Cung cdp phuong &n khic

phuc triét 6& 7.2. Tip nhan va tign
hanh khic phuc

8. Tién hanh bao cao
v sir cd, tdi wu canh
bao

9, Tiép nhén bao cao

va danh gia

K&t thic qua
trink %t 1y
sur cd

TKTC-BV 32 Quy trinh xit Iy sw ¢é an ninh mang

Giai thich Iuu do:

BO. B6i ngii xt 1y su ¢ ATTT s& thuc hién tiép nhén thong tin sy ¢ va tién hanh ung
pho, xtr Iy sy ¢b theo quy trinh.

B1. Sau khi nhén thong tin su cd, doi ngtl xu 1y su c¢d s& tién hanh phan loai va tham
dinh su cd. Viée phan loai va tham dinh sy nham muc dich xac dinh mérc d6 nghiém
trong cua su ¢ va thAm dinh loai su cb.

Muc d§ nghi€ém trong ctia su ¢ duoce xac dinh theo cac tiéu chi nhu sau:
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S6 lwong may
chi/may tinh
bi anh hwéng

Kha nang truy
cap

Bién phap

phong thu

Muc do &anh
hwéng

L lot dir liéu

Nguoi dung
khong c6 quyén

Céac bién phap

Dir liéu hoac hé

Mitrc do 1: truy cap déncac | 7. h B Khong c6 kha
, n . . | bdo v€ va phat | thong quan | _ .
Nho thong tin dac |, ., R o nang 10 lot dir
(1 may) aven. cde fru hién hoat dong | trong s€ khong lidu
Y auyen, €ac Y| pisu qua bj anh huong |
cap dugc gidm
sat chat ché
Nguoi dung
kh,\ ’ A
. an Ay ,p_ . |bao vé hoat | Dirliéu hoac hé
Mirc d0 2: thong tin dac | ., . ] A i L.
X A dong hi¢u qua, | thong quan | C6 kha nang
Trung Binh quyén, nhung | | ° .. , R o
, , ._ | cac bién phap | trong c6 thé bi | 10 lot dir lidu
(<10 may) cac truy cép , n | \
N phat hién | anh huéng
khong duoc . i ,
., , .| khong hi¢u qua
giam sat chat
ché
) Cac bién pha
Nguoi dung co ? © 1¢An phep
en A . |bao v¢ hoat| .. .
Murc d0 3: quyén truy cap | .. . Dir li€u hoac hé | _, L
) B . N dong khong A C6 kha nang
Loén dén cac thong thong quan

(tir 10 dén 20
may)

tin dic quyén,
cac truy cap
duogc giam sat

hi€éu qua, cac
bién phap phat
hién c6 hiéu
qua

trong s€ bi anh
huong

cao 10 lot dir
liéu

Mtc do 4: Rat
16n
(>20 may)

Nguoi dung co
quyén truy cap
dén cac thong
tin dic quyeén,

cac truy cap
khong duoc
giam sat

Céac bién phap
bdo v€ va phat
hién hoat dong
khong hiéu qua

Dir liéu hodc hé
thong quan
trong da bi anh

hudng

Dir liéu da bi
10 lot va dang
tiép tuc

Moi ti€u chi s€ c6 4 muc di€m danh gia tir 1 dén 4, d6i ngii xu 1y sw co ATTT sé
dua vao su ¢ va tinh diém trén tirng ti€u chi. Tong diém cua céc ti€u chi s€ quyét dinh
muc do nguy hiém cua su c6 nhu sau:

Mikc d6 wu tién Mirc d§ nguy hiém Piém
P1 Nghiém trong 16-20
P2 Cao 11-15
P3 Trung binh 7-10
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Mirc d§ wu tién Mirc d§ nguy hiém Piém
P4 Thap 1-6
Tham dinh loai su c¢6 theo hudng dan cho ting loai su ¢ nhu sau:
o Swcé midc

Phan tich, digu tra sy cd val
dua ra bao cao so b

ac dinh pham vi, danh sl
céc thiét bi
(PC.Laptop,Server....) co lién
quan sy cf mé dgc. Danh
séoh 16ng horp tr qué trinh

phén tich cac logs trén hé
théng SIEM, phan tich tnrc

Xac dinh Tai khoan nguai
ding/Tai khodn (mg dung co
lién quan t61 sy ¢ ma doc
nay

i ligu nhay cam, bi mat cla
1 chirc, c& nhan

hay diém y&u nao da bj loi
dyng

Kiém tra kha nang phét hign
va ngan chin (cach ly, lam
sach) cua gidl phap AV hign

hu thap danh sach cac cong)
cu t4n cong, md dde duroc

Xac dinh cac hanh vi, chirc

nang, dia chi G&C két ndi
ciia cac miu mé doc thong
qua phan tich mé doc chuyén)
sau (két hop phan tich dong
va phan tich tinh). Téng hop
danh sach cac loG lién quan

[xac dinh kha nang 1§ lot m} rac dinh cac I8 hdng bao ma}

1iép trén thiét bi, phan tich
memory, phan tich network
traffic (néu ¢4 ind),...

ung)

tai cda don vi voi cac miu
ma doc

Xéc dinh timestamp cla cac
syr kign lién quan toi sy cf
ti cac ma doc. Sir dyng cac
10C nay dé kiém tra (thd cong|
hodic viét cong cu/script by
adng quét) nham phét hign
thém cac thiét bj da bj nhid

o Swcd 19 lot div liéu

[Phéin tich, dibu tra sy c& va|

dua ra béo cho so b

c dinh mire 60 quan 1o
il G i b 18 £ M 00
&nh hugmg cla O 1igu bi

i e T uding 1A
it co md by 1 10ng

X inh o i e b4 10 1

X Ginh ngurti dlng T
noan

aann edp 051 o g
vén hank ndi b3, hogt dng

& dih UL G (“Xac aioh 18 hing ban mat
Gurg..) chirs cic OF 180 b | | iy ddm yé nbo g bi i
L] dung

Xic dih Rool Cause
(Phishing atack.

Vit danih, 400 hutrg 1
hwong éu cua 1 chire

mg oyng oo 16 uan 101
e 16 1 dir ligu

Vulnecabilty,
9u bj mét, win d8 con
ngutr,..)

Yate dinh che chng oy thn
|| cng, i 8 duge sir dyng | (X dinh Guy iy dinh | X< dinn temastam cin cic
(néu c5), Tusin ) i g bi vipham | 5 kil quan w1 s o8

Sw co khai thac 1o hong bdao mat
Phén tich, digu tra sy cd va

dura ra bao céo so by

Xac dinh danh séch cac thiét
bi (Server, PC, Laptop), céc
(g dungldich wy lién quan

i sy cf

Xac dinh 18 héng bao mat va
cac thang tin lién quan 13
héng bao mét da bi ké tin

cong 04 st dung diing, tai khodn (g dung
©ong loi dung, khai thac

x4c dinh cac thiét bi/dich
lién quan &1 tdin cang

vulirng dyng nao ton tai 15
héng tirang t

.

dinh danh séoh IP ké |an] ["“ dinh oo tal khodn "9""’1

hé théng, tmg dung, ngurdi
diing (néu co, tham khéo
thém Data Leak Playbook)

Xac dinh timestamp clia cac
sur kign lin quan 141 sir o6

(tham khaa theo Data Leak
Playbook)

e Sw co tan cong tur choi dich vu

Phan tich, digu tra sur cd va

dura ra bao cao so bd

Xac dinh danh sach cac IP
én quan dn cong

Xac dinh timestamp cla cac
sur kién lién quan 161 sy o8

4c dinh cac hé théng, (rng
dung bj &nh hudng béi tn

cdng va mirc d§ anh huong

trong (rng (hé thdng da tam
théi ngirng cung cdp dich vy

Xac dinh cac service/port
Iprotocol lién quan 161 tan
cong

Xac dinh 18 héng bao mat
nao dugc lgi dung dé gay
nén Da$S (néu co)

hodc dang hoat déng véri
higu sudt thp,...)

(&c dinh/dy doan cac yéu t5)

Iy do, nguyén nhan co6 thé

gay ra hanh vi tdn cong tir
chéi dich vu (Ex: d6i thu pha

hoai, mGt bd phan céng dng
mang t&n cong, nhom tin t4c
1&n céng doi tign chudc,...)

.
O
o Swco lwa dio
dia ra bao cho so b J
(m‘\
i G kv 1o 96 B 1 “““‘"“"'""“‘“"9""‘ [ngii ngs 14 ma ddc Qg sis

0ng AhaN Ao ndi d
hishing rong b, nanl
ia timg ngur! ding khi

Gyng dé thyc hign phishing
2k (Emad, SMS, c¢ cong
cu chat nhu Zaio, Viber,.)

(e T3 O ) g i o
1 Wy o 4 bt i drn
o i )| T ety

dwwmycmann,m

tai fio

ac dinh tén cbng prisning
Iovcttoumg g sl

[ i

amm wang qulhnu‘hly

i bj dd thure thi ma d0c.

Xir 1§ theo tnramg hop s o
l ma dic) J

uy.nmmm“mm

rpoeghs ploipel c ainh co b ti 16 c0a
v dia chi email g1 & <03 || gn guoi ding da nnén
a5, 500X |1 it i hg o
“"""’""‘W”"”:"‘ rang s of. (Ex: Nguér ding | Xac dinh timestamp ca cac
phsni n
i g 1 1600 530 | i e | —
it a8 thy hibn omal || gian ur dugc g b dia chi
pocting. J la..)

B2. D6i ngii xtt 1y su ¢6 ATTT dua ra bién phap chidm dut tin cong nhu tam dimg hodc

co 1ap hé thong tranh tinh trang 1y lan sang hé thong khac. Sau d6 d6i ngii xu 1y sy ¢
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ATTT tién hanh giri huéng dan cho d6i ngii Quan 1y van hanh dé tién hanh thyc hién
theo hudng dan.
B3. Tién hanh khic phuc theo huéng dan va diéu tra chuyén sau
B3.1. Boi ngli Quan ly van hanh danh gia bi¢n phéap xu 1y su ¢ tam thoi va thyue hién
theo hudng dan cia doi ngli ATTT.
B3.2. Cung v6i hudng dan xur Iy su ¢ tam thoi thi doi ngli ATTT ciing giri kém yéu
cau cung cap thong tin chi tiét dé phuc vu qua trinh diéu tra chuyén sau.
B4. Pon vi Quan 1y van hanh sau khi tiép nhan yéu ciu cung cp thong tin s& tién hanh
1ay thong tin va cung cap lai cho doi ngii ATTT hodc cung cép tai khoan truy cap dé doi
ngii ATTT truy cap truc tiép vao hé thong.
B5. Poi ngii xtr Iy sw ¢6 ATTT tién hanh diéu tra, phéan tich sy ¢6 chi tiét trén hé thong
SIEM hoic vao truc tiép may chu dé xac dinh cac may chu bi nhiém ma doc, phan tich
mi doc dé dua ra phuong an xtr 1y.
B6. Sau khi diéu tra thi doi ngli xtr Iy sw ¢6 ATTT s& dwa ra phwong an xtr 1y, khic phuc
triét dé su c¢b va giri sang cho d6i Quan 1y van hanh dé tién hanh xi 1y. Trong truong
hop doi ngii xir Iy su c6 ATTT khong dua ra duoc phuong an xir 1y su ¢6 triét dé thi
can dua van dé 1én Quan Iy cap cao hoic lanh dao chiu trach nhiém vé ATTT dé xin ¥
kién chi dao va hd trg.
B7. Tién hanh xir 1y su c6 triét dé

B7.1. Khi d6i xtr Iy s ¢ ATTT chua dua ra duge phuong an khic phuc triét dé
thi Quan 1y cip cao vé ATTT cuia don vi s& tién hanh xem xét, dua ra y kién chi dao, ctr
thém cac ddi1 ngii khac trong don vi hoac cac nha thau doc 1ap tham gia hd tro xur ly.

B7.2. Khi c6 phuong an xir Iy sy ¢6 triét dé thi doi ngii Quan 1y van hanh sé tiép
nhan, danh gia va tién hanh xir 1y theo hudng dan dé dam bao su ¢d duoc xir 1y triét dé.
B8. Poi ngii xtr Iy su ¢d ATTT s& viét bao cdo lai thong tin vé sur cd va guri 1én Quan 1y
cAp cao va cap nhat tdi vu canh bao trén hé thong SIEM (néu co).
B9. Quan 1y cap cao vé ATTT sé tiép nhan bao cdo vé su cb va dua ra chi thi dong sy
cb.
1.6.6.7 Quy trinh nang cdp, cdp nhdt ban va cho hé thong

Muc dich ctia quy trinh: Huéng dan cho céc can bd chii quan céc hé thdng, thiét
bi dinh ky kiém tra va cap nhat ban va chinh hang dé dam bao hoat dong va an toan vé
mat bao mat.

Hién tai hé thng dang st dung 02 thiét bi Data diode, sau khi trang bi giai phap
Data diode méi phuc vu cho hé théng GIS va OMS thi chung t6i dé xuit st dung 02
thiét bi nay phuc vu cho hé théng cap nhat ban va, firmware nhu dudi. 01 thiét bi dung
cho hé thdng cap nhat ban va nhu bén dudi va 01 thiét bi Data Diode ding lam dy phong
ngudi cho thiét bi con lai.
M5 hinh két néi cho hé théng cap nhat ban va:
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| Céc ban cap nhat i !|;|

O do ©
LJ.‘ I I ‘—_)4 Céc ban cap nhét >E:|

Data Diode Y. )

|T OT Cac may tinh, thiét bi can update
TKTC-BV 33 M6 hinh két noi cdp nhdt ban va

e
O

Update Workstation Update Server

a. Péi twong trong quy trinh xit Iy sw c6 an ninh mang
- Quy trinh nay ap dung di voi:

e Can bd QLVH: chu quan cac hé thong mdy chu, thiét bi bao mat
b. Quy trinh néng cdp, cdp nhdt ban vd cho hé thong
Budc 1: Can bd QLVH ding nhap vao hé thong/ thiét bi dé kiém tra phién ban ctia phan
mém/ Firmware cua thiét bi hién tai. Can bd QLVH vao website hd tro clia phﬁn mém/
thiét bj d6 dé tim ban cap nhat moi nhét ciing nhu cac huéng dan cai dit kém theo.

Khuyén nghi cong viéc nay can thuc hién dinh ky 01 thang 01 lan.

Budc 2: Can bo QLVH tai cac ban cap nhat tir trang chinh thirc clia cac nha cung cap
(vendor), kém theo gia trj hash cua céc file cap nhat vé may tram dung riéng phuc vu
cap nhat.

Chu y: May tram cap nhat chi str dung phuc vu cép nhat, tuyét ddi khong str dung
vao viéc khac. May chi két ndi vao Internet khi can tai ban cap nhat, va chi két ndi vao
trang web phat hanh ban cap nhat ciia hang dé tai vé. Ban than may tram phai duoc cap
nhat ddy da va trang bi phan mém chdng virus, ma doc moi nhat. Khi khong c¢6 nhu cau
tai ban cap nhat, may tram nay phai duoc ngat khéi Internet (duong moé ta két ndi tir
Internet vao may tram cap nhat thé hién dang nét dut dé mo ta két ndi nay la tam thoi).
Budc 3: Tai may tram cap nhat, tién hanh kiém tra gia tri hash (st dung cong cu mién
phi, vi du Hash Generator cia SecurityExploded) dé bao ¢am ban download khong bi
thay ddi so voi ban géc. Sau d6 kiém tra file download bé“mg cac trinh diét virus, ma doc
dé giam thiéu rui ro.

Budc 4: Chuyén file chtra ban cap nhat qua data diode (str dung giao thirc FTP ma data
diode hd trg) vao may chu dung riéng phuc vu cip nhat trong mang ndi bo.
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Budc 5: Can b QLVH thir nghiém viéc cap nhat ban va trén moi truong Test va kiém
tra, danh gia hoat dong cua hé thong. Mai truong Test co thé 1a hé thdng Clone tir cac
may chu dang hoat dong hoic khoi phuc 01 ban backup tir hé thong Backup tip trung.
Viéc cdu hinh can tuan thil theo hudng din cua hing cung cap.

Budc 6. Can bo QLVH tién hanh cap nhat ban va trén moi truong thuc sau khi viée
danh gia trén moi truong Test hoan tat.

1.6.7 Xay dwng dji ngii van hanh dam bao ATTT

1.6.7.1 Bgi ngii gidm sdt va xir 1y sw c6 ATTT

Cin ctr theo quyét dinh 1356/QD-BTTTT ngay 07/07/2022 vé viéc Ban hanh Tiéu chi
danh gia giai phap, dich vu Trung tAm giam sat diéu hanh an toan, an ninh mang (SOC),
do6i ngii giam sat va xtr Iy sy ¢ ATTT t6i thiéu can nhu sau:

a. Vé so lwong

e Tier 1: c6 t6i thiéu 06 nguoi trong d6 02 nguoi/ca (Pam bao giam sat ATTT
24]7);

e Tier 2: t6i thiéu 03 nguoi;

e Tier 3: toi thiéu 02 ngudi;

e SOC Manager: 01 nguoi.

b. Vé chat luong

e Tier :1 Tét nghiép PH chuyén nganh CNTT/ATTT hodc chuyén nganh gan véi
CNTT theo quy dinh; C6 kinh nghiém it nhat 1 nam tr¢ 1én; C6 1 trong cac chiing
chi CEH, S+, CSA, CND hoac tuong duong;

e Tier 2: Tot nghiép PH chuyén nganh CNTT/ATTT hodc chuyén nganh gan voi
CNTT theo quy dinh; C6 kinh nghiém it nhat 3 nam tr& 1én; C6 1 trong cac chimg
chi: ECIH, CHFI, OCSP hodc tuong duong;

e Tier 3: C6 kinh nghiém it nhat 5 nam tré 1én; Co 1 trong cac ching chi: CHFI,
CTIA, OCSP, CHFI, OSCE, GSEC hodc tuong duong

e SOC Manager: C6 kinh nghiém it nhat 5 nam tr¢ 1én; C6 1 trong cac chung chi:
CISA, CISSP, CISM, CCISO hodc tuong duong.

c. Dé xudt d6i véi EVNHANOI

Theo quy dinh ctia B TTTT can tdi thiéu 12 nguoi dé dam bao ATTT cho t6 chirc. Tuy
nhién thuc té hién nay ) luong va chét luong nhan sy dam bao ATTT cia EVNHANOI
chua dap (mg yéu cau nén ta c6 02 phuong an sau:

e Phuong an 1: EVNHANOI can tuyén dung b6 sung thém k¥ su, ddo tao cac ky
su vé chuyén mén. Ddi véi phuong an nay thi EVNHANOI c¢6 thé tiét kiém duoc
chi phi thué dich vy, tuy nhién vi¢c tuyén dung, dao tao mot doi ngii ddm bao
ATTT khéng phai 12 mét viéc d& dang, can thoi gian thong thuong tir 06 thang
t6i 02 ndm dé gay dung doi ngili. Mit khac, vé chuyén mon thi doi ngii ndi bo
thong thudng chi tu chi giai quyét duge khoang 60-80% cac su ¢b lién quan dén
ATTT. Cac t6 chirc 16n & Viét Nam nhu cac Ngin hang, to chirc tai chinh hién
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nay van song song viéc duy tri 01 doi ngii ddm bao ATTT ndi bod va thué thém
t6i thiéu 01 don vi chuyén nghiép dé dam bao cong tac chuyén mon.

e Phuong 4n 2: EVNHANOI can thué cac don vi cung cép dich vu giam sat, dam
bao ATTT chuyén nghiép tir cac don vi cung cap uy tin trén thi truong. Viéc thué
dich vu chuyén nghiép vé ATTT ciing dwgc B6 TTTT khuyén nghi, v6i mé hinh
bao vé ATTT 04 16p. Trong d6 16p 02 1a. Thué€ don vi giam sat, bao vé ATTT

chuyén nghiép.
(theo Cong vin s6 1552/BTTTT-THH ban hanh ngay Ngay 26/4/2022)
( 3
1. Lyc lwong tai chd
4 |ép
bao 2. Giam sat, bao vé chuyén nghiép
dam an

toan 3. Kiém tra, danh gia an toan théng tin chuyén nghiép

théng
tin
4. Két ndi, chia sé thong tin v&i hé théng ky thuat quéc gia

\ J
1.6.7.2 Bgi ngii van hanh cac giai phap ATTT
Van hanh thiét bj phan cirng

Pbi voi hé thong phan ciig bao gom: hé thong HCI, hé thdng backup, hé thong
Firewall thi cin t6i thiéu 01 chuyén vién quan tri v6i k¥ ning sau:

e Quan tri hé thdng 40 hoa may chu va luu triv: véi chimg chi vé vSphere, vVSAN
hodac tuong duong: VMware Certified Professional (VCP) - Data Center
Virtualization

e Quan tri hé th6ng mang, firewall: v&i ching chi Cisco Certified Network
Associate (CCNA) hoac tuong duong.

Vin hanh hé thong An ninh, an toan thong tin

Déi véi hé théng bao mat bao gém: hé théng SIEM, hé théng PIM/PAM, hé théng
EPS, hé thong MFA thi can t6i thiéu 01 chuyén vién quan tri véi k¥ nang sau:

e (6 ky niang va hiéu biét vé cac h¢ thong SIEM, PIM, EPS, MFA

I1. Gi6i thiéu vé géi thiu:
- Tén g6i thau: Goi thau 5: Tu van giam sat.
- Nguén von: Khau hao co ban.
- Loai hop dong: Tron goi.
- Thoi gian thuc hién hop dong: 180 ngay
1.1 Pham vi cong viéc :
- Giam sat nha thau thyc hién Goi thdu 4: Cung cap thiét bi phan cting, phan mém,
cai dit va trién khai giai phdp dam bao an toan, an ninh thong tin cho hé thong
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giam sat, diéu khién va ty dong hoa tai EVNHANOL. (180 ngay); Nha thau TVGS
phai phéi hop chit ché véi cac nha thau thuc hién cac goi thau trén, to chirc lap
ké hoach chi tiét va bd tri nhan luc giam sat dﬁy du cho tung vi tri cu thé cta du
an, nham nang cao chat lwong va hiéu qua cong tac giam sat, thi cong.

IL.2. Trach nhiém ciia nha thiu tw vin giam sat gdm cac ndi dung cu thé nhuw
Sau:

I1.2.1. Giam sat chat lwgng thi cong xdy dung cong trinh:

a. Kiém tra cac diéu kién khoi cong cong trinh xay dung: Cong trinh xay dung
chi dugc khoi cong khi dap vmg duogc cac diéu kién theo didu 107 — Luat xay
dung

b. Kiém tra su phi hop ning lyc cua nha thau thi cong xay dung cong trinh voi
hé so du thau va hop dong xay dung, bao gom:

+ Kiém tra vé nhan luc, thiét bi thi cong cua nha thau thi cong xay dung cong
trinh dua vao cong truong;

+ Kiém tra hé théng quan 1y chat lugng cta nha thau thi cong xay dung cong
trinh;

+ Kiém tra giéy phép str dung cac may moc, thiét bi, vat tu co yéu cau an toan
phuc vu thi cong xay dung cong trinh.

c. Kiém tra va giam sat chét luong vat tu, vat liéu va thiét bi lép dat vao cong
trinh do nha thau thi cong xay dung cong trinh, nha thau cung cip VITB di dugc
chu dau tu nghiém thu phé duyét

d. Kiém tra va giam sat trong qua trinh thi céng xay dung cong trinh, bao gdm:
+ Kiém tra bién phap thi cong cta nha thau thi cong xay dung cong trinh;

+ Kiém tra va giam sat thuong xuyén c6 hé thong qua trinh nha thau thi cong xay
dung cong trinh trién khai cac cong viéc tai hién truong. Két qua kiém tra déu
phai ghi nhat ky gidm sat ciia chu dau tu hodc bién ban kiém tra theo quy dinh;
+ Nghiém thu cong trinh x4y dung theo quy dinh cta phap lut vé quan 1y chat
luong cong trinh xdy dung Nghi dinh s6 06/2021/ND-CP ngay 26/01/2021 cta
Chinh Phii vé& quén 1y chét lugng cong trinh xy dung;

+ Tap hop, kiém tra tai liéu phuc vu nghiém thu cong viéc xay dung, bé phan
cong trinh, giai doan thi cong xdy dung, nghiém thu thiét bi, nghiém thu hoan
thanh ting hang muc cong trinh xay dung, xac nhan ban vé hoan cong va hoan
thanh cong trinh xay dung;

+ Phat hién sai sot, bat hop 1y vé thiét ké dé dé nghi Bén A diéu chinh hoic yéu
cau nha thau thiét ké diéu chinh va t6 chirc kiém dinh lai chat lugng bo phan cong
trinh, hang muc cong trinh va cong trinh xdy dyng khi c6 nghi ngd vé chat lugng;
+ Phéi hop véi Bén A va cac bén lién quan giai quyét nhimg vudng mic, phat
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sinh trong thi cong xdy dung cong trinh. Nha thau dam bao giam sat thi cong Goi
thau 5 : Tu van giam sat cdng trinh: Giai phap an toan, an ninh théng tin cho hé
théng giam sat, diéu khién va tu dong héa tait EVNHANOI

dung thiét ké, dang quy chudn, tiéu chuan xay dung duoc ap dung, bao dam cong
trinh dat chat luong cao, khoi luong dﬁydﬁ va chinh xéc, ding tién do da duoc
duyét, dam bao an toan, vé sinh méi trudng va phong chéng chay, nd.

I1.2.2. Pham vi cong viéc ciia Nha thau dwoc thé hién nhung khong giéi han
va bao gdm céc cong viéc cu thé sau:

a) Giai doan chuan bi thi cong xdy dung:

- Lap hé théng quan 1y chét luong pht hop véi yéu cau cua du 4n;

- Kiém tra, bao cdo Bén A vé cac diéu kién khoi cong cong trinh;

- Kiém tra va bao cdo bén A vé nang luc cua cac nha thau so véi hop dong di ky
két;

- Kiém tra va bo cdo bén A vé tinh phu hop véi cic yéu cau cua du an va hop
ddng da ky ddi voi cac loai vat tu, thiét bi caa cac nha thau chuan bj dua vao st
dung cho cong trinh;

- Kiém tra va bao cdo bén A vé diéu kién, bién phap dam bdo an toan lao dong,
vé sinh mdi trudng va phong chéng chay, nd trong qua trinh thi cong xay dung
cong trinh.

b) Giai doan thuc hién thi cong xay dung:

- Panh gi, kiém soat cac quy trinh, ké hoach, bién phap thi cong, bién phap bao
dam chat luong, hé thong quan 1y chat luong ctia nha thau, dong thoi kién nghi
thay thé hozc hiéu chinh cac bién phap do nha thau dua ra (néu can thiét).

- Pon dbc cac nha thau thuc hién hé thdng quan 1y chat luong cua du an va céc
quy dinh cia Nha nudc;

- Kiém tra tinh phtl hop ciia cac thiét bi thi cong va nhéan lyc ciia nha thau so véi
hop dong da ky két voi bén A nhu: Kiém tra tinh hop 18 cua céc thiét bi, mdy moc
thi céng do nha thau trinh trude khi dua vao thi cong nhu: phai dugc kiém dinh
clia co quan cd tham quyén (d6i véi cac may moc, thiét bi yéu cau phai kiém
dinh); Kiém tra b tri nhan lyc cua nha thau dé thi cong cong trinh nhu: ching
chi hanh nghé cua lyc luong cong nhan ky thuat, viéc bd tri can bd k¥ thuat, chi
huy cong truong.

- Kiém tra, giam sat va chap thuan bién phép t6 chtic thi cong, bién phap thi cong
clia ting cong viéc do nha thau trinh so véi yéu cau ciia du 4n va hop dong da ky
két, cu thé: trude khi trién khai thi cong cac cong viéc trong yéu, Bén B phai yéu
cau nha thau trinh bién phap thi cong, bién phap td chirc thi cong dé xem xét va
chép thuan; Trudng hop bién phap thi cong, bién phap t6 chirc thi cong ctia Nha
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thau chua phi hop thi bén B phai yéu cau nha thau chinh stra cho phi hop hoic
dé xuét cac bién phap khac thay thé dé 1am co s¢ cho nha thau thi cong; Giam sat
viéc thuc hién cac bién phap thi cong va bién phép td chirc thi cong cua nha thau
so v&i cac bién phap da duoc phé duyét.

- Kiém tra ching chi, chét luong vat liéu, cAu kién, san phﬁm xay dung va két qua
thi nghiém tai cic phong thi nghiém hop chuin di dugc néu trong hop dong hoic
duoc bén A chép thuan do nha thau trinh trudc khi duoc vao st dung cho cong
trinh, cu thé: Chi duoc cho phép st dung vao cong trinh cac loai vat li¢u, ciu
kién, san pham x4y dung dam bao chat lugng va phu hop véi yéu cau cua dy an,
hop déng da ky két voi bén A; Céc loai vat lidu, cdu kién, san phém xay dung
dua vao cong trinh phai co xuat x{r 6 rang, chimg chi ciia nha san xuat va phai
duoc thi nghiém tai cac phong thi nghiém hop chuan phu hop véi hop dong da
ky; Duy tri thuong xuyén va lién tuc viéc giam sat va cac bién phap kiém soat
chat luong cac loai vat li¢u, cAu kién, san phrflm xay dung dua vao cong trinh.

- Kiém tra chimg chi, chat luong thiét bi cong trinh va thiét bi cong nghé cua noi
san xudt thiét bi, két qua kiém dinh chat luong cta cac to chirc co du didu kién
nang luc thuc hién theo quy dinh ctia phép luat do cic nha thau trinh; nghiém thu
theo cc yéu cau cua thiét ké va cac quy chuan, tiéu chuan, quy pham hién hanh
truée khi cho phép lap dit;

- Giam séat qua trinh thi cong xay dung cong trinh ctia nha thau nham tuan thu
dung thiét ké va cac quy dinh hién hanh cua phap luat;

- Kiém tra, nghiém thu cc cong tac thi cong xay dung cong trinh theo dung yéu
cau cua thiét ké va ding cac quy dinh cua phap luat hién hanh;

- Pon ddc viée lap, kiém tra va xac nhan cac ban vé hoan coéng theo dung quy
dinh cua phap luat hién hanh;

- Pon dbc viée lap, kiém tra va xac nhan ho so thanh toan, quyét toan theo hop
dong da ky két;

- Quan 1y, kiém tra va tap hop cac ho so tai liéu ctia du an ban giao cho bén A sau
khi hoan thanh tt ca cac cong viéc;

- Khi phat hién thiét bi thi céng, viéc bd tri nhan luc, cac vat liéu, thiét bi cong
trinh va thiét bi cong nghé khong phu hop véi hop dong di ky, thi Bén B ¢6
quyén: Yéu cau nha thau thyc hién dung hop dong di ky két voi bén A va voi cac
quy dinh hién hanh cua phap luat; Lap bién ban va yéu cau nha thau ngung thuc
hién cong viéc cho dén khi nha thau thyuc hién dung cac quy dinh cua hop déng
da ky két, truong hop nha thau khong tuan thi thi Bén B bao cdo dé bén A xu 1y
vi pham hop ddng ddi voi cac nha thau; Tir chdi nghiém thu céc cong tac xay lap,
cac giai doan xay lap, viéc chay thir khi khong dam bao yéu cau theo hop dong
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da ky két véi bén A. Viéc tir chdi nghiém thu cac cong viée ctia Bén B phai dugc
thé hién bang van ban gui cho bén A va nha thau trong d6 néu rd 1y do tir chdi
nghi¢m thu.

- Bé xuét cac bién phap dé xir 1y cac khiém khuyét phat hién trong qua trinh thi
cong xay dung va chay thu;

- Kiém tra, ra soat lai thiét ké dé kip thoi bao cdo bén A cac mau thuan, cac bat
hop 1y trong thiét ké néu co.

- Giam sat tién do thi cong cong trinh.- Giam sat cong tac an toan lao dong, vé
sinh moi truong.

- X4c nhan ban v& hoan cong; khéi lwgng thi cong hoan thanh cua nha thau. T
chtrc nghiém thu cong trinh xay dung theo quy dinh I

I.3. Dy kién thoi gian bit dau thuc hién: Quy 1V/2025.

Trong trudng hop Nha thau trang thau, thoi gian bat dau thuc hién cong viéc giam
sat tai cong truong cho dén khi két thuc du an.

I11. Bao cao va thoi gian thuc hién:

* Bao céo:

- Béo cao tién d0 thi cong hang ngay: Nha thau TVGS c6 trach nhiém béo céo
hang ngay vé tién do, khéi lugng cong viéc, dién bién cong viéc tai hién truong
bang email (trong bdo cio c6 kém theo cac hinh anh cong trinh) guii dén Ban
Quan ly dy an ludi dién Ha Noi.

- B4o c4o tién d¢ thi cong hang tudn: Nha thau TVGS c6 trach nhiém béo céo
hang tuan (thtr nam) vé tién dd, khoi luong cong viéc, dién bién cong vi€c tai hién
truong bang ban cing va email (trong bao cao c6 kém theo cac hinh anh cong
trinh) gti dén Ban Quén 1y dy an ludi dién Ha Noi. Trong truong hop can thiét
mat d6 bao céo c6 thé tang s 1an trong tuan khi cd yéu cau cia chu dau tu.

- Ctr 03 thang mot lan (thang dau tién cta quy), Nha thau phai bao céo, danh gia
chat lugng va tién d6 vé toan bo chat luong va khoi lugng cong viéc da thuc hién
clia cong trinh, bang ban ctmg va email (trong béo cao co kém theo cac hinh anh
cong trinh) giri dén giri dén Ban Quan 1y dy an lu6i dién Ha Noi.

- Vao thir 6 hang tuan trude 15h00 nha thau phai giri bao cdo giam sat cho chu
dau tu (bang ban cing c6 dong dau ngudi dai dién nha thau, va kém theo gui ban
mém qua duong zalo/mail).

- 15 ngay sau khi hoan thanh mdi giai doan cong trinh nha thau ndp bao cao danh
gia két qua giam sat giai doan d6 (c6 kém theo hinh anh giri kém)

- 15 ngay sau khi cong trinh hoan thanh nha thau ndp bao cdo danh gia két qua
cong tac giam sat.
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- Ngay sau khi phat hién nhiing yéu t6 thay d6i hodc phét sinh trong qué trinh thi
cong cong trinh, Nha thau phai giri bao cdo cho chu dau tu. Cac bao cao nay phai
thé hién rd nguyén nhin cta viéc phat sinh, phat sinh do ai (theo thiét ké, theo
yéu ciu ctua Chu dau tu hay do sai sot ctia nha thau thi cong).

* Tién d6 thuc hién: 180 ngay

IV. Kinh nghiém va nhén sy ciia nha thau:

Yéu cau vé nhan su: Chi tiét theo bang tiéu chuan danh gia phan nhén su.

V. Vai tro trach nhiém:

Ban quan 1y dy an lu6i dién duoc Tong cong ty Dién luc TP Ha Noi giao nhiém
vu va chiu trach nhiém ddi véi viée thuc hién dy an, cu thé nhu sau:

1. Ban qudn ly dw an lwoi dién Ha Nji:

- Phéi hop chit ché véi Nha thau trong qua trinh thuc hién hop dong.

- Cung cap tai liéu lién quan cua du an hién c6 cho nha thau (phan thuyét minh
va cac ban v& thiét ké ctia cong trinh) cho nha thau.

- Clr c4n bo hd trg ctia bén moi thau va nhirng tai liu c6 li€én quan dén nhiém vu
clia tu van, tao diéu kién thuan loi cho nha thau tu van trong qua trinh thuc hién
hop déng.

2. Nha thau tw vin gidm sdt:

- Giam sat chit ché dam bao don vi thi cong thuc hién ding cac cam két trong Ho
so dy thau, bién phap t6 chirc thi cong duoc duyét, cac yéu cau ki thuét theo quy
dinh an toan dién, quy pham nganh di¢n, tuan thu theo dung quy dinh cua phap
luat vé quan 1y chét luong cong trinh xay dung .

- Tham gia nghiém thu cong trinh xay dung cing chu dau tu theo quy dinh cia
phap luat vé quan 1y chat luong cong trinh xay dyung.

- Mua bao hiém trach nhiém nghé nghiép va cung cp cho cha dau tu hd so bao
hiém sau 10 ngay ké tir khi ky hop dong.

- C6 trach nhiém tao diéu kién thun loi cho Nha thau thi cong xay dung va lap
dat VITB dang tién d6, dam bao chat luong;

- Phai chiju trach nhiém truéc Chu dau tu va phap luat néu phat hién thay thiéu
trach nhiém, thiéu khach quan hodc ¢d tinh 1am sai trong khi thyc hién nhiém vuy;
- C6 trach nhiém boi thudng thiét hai khi 1am sai 1éch két qua giam sat dbi véi
khéi lugng thi cong khong diing thiét ké, khong tuan theo tiéu chuan ap dung,
quy chuan k¥ thuat, nhung ngudi giam sat khong bao cao véi Chu dau tu hoic
ngudi c6 tham quyén xu 1y va hanh vi vi pham khac do minh gay ra trong qua
trinh thi cong xay lap.

- Gifr bi mat thong tin lién quan dén dich vu tu vin ma hop dong hodc phap luat
c6 quy dinh
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