Phan 2. YEU CAU VE KY THUAT
Chwong V. YEU CAU VE KY THUAT

Muc 1. Yéu cau vé ky thuat
1. Gi6i thiéu chung vé dw an, géi thiu
Tén du an: Trang bi nang cap, thay thé cac thiét bi mang ctia Tap doan Bao Viét.
Tén gbi thau: Trang bi nang cip, thay thé cac thiét bi mang ciia Tap doan Bao
Viét.
Chu dau tu: Tap doan Béo Viét
Hinh thirc lira chon nha thau: PAu thau rong rii trong nude, qua mang.
Phuong thure lya chon nha thau: Mot giai doan mot tai ho so.
Loai hop dong: Tron goi.
Thoi gian thyc hién goi thau: 190 ngay ké tir ngdy hop ddng c6 hiéu lyc, trong
do:
o Thoi gian ban giao hang hoa: trong vong 90 ngay ké tir ngay hop
ddng c6 hiéu luc.
o Thoi gian trién khai: trong vong 190 ngay (bao gom thoi gian ban
giao hang hoa) ké tor ngay hop dong c6 hiéu lyc cho dén khi ky
Bién ban tong nghi¢m thu ban giao toan bg san pham cua dy an.
Dia diém thyc hién:
o Trung tim dir liéu cia Tap doan Bao Viét — Pia chi: S6 11 Duy
Tan, Phuong Cau Gidy, TP Ha Noi.
o Trung tdm du phong tham hoa ctia Tap doan Bao Viét - Dia chi: E4
- Khu Cong nghé cao Hc‘)g Lac, Krn 27 Pai Lo Théng Long, Ha Noi.
Muc ti€u dau tu: Trang bi thay thé cac thiét bi mang nham nang cao nang luc

ha tﬁng mang va dam bao h¢ théng CNTT hoat dong an toan, on dinh phuc vu
san xuat kinh doanh cta Tap doan Bao Vigt.

Quy moé déu tu:
STT Hang muc So lwgng Don vi
I | Thiét bi
1 | Thiét bi DMZ Production Firewall 2 Bo
2 Thiét bi Internet Loadbalancer 2 Bo
3 Thiét bi DMZ Production Switch 01 2 Bo




STT Hang muc S6 lwong Don vi

4 Thiét bi DMZ Production Switch 02 2 Bo

5 Thiét bi Switch Internet 2 Bo

1T Dich vu lién quan

1 Dich vu trién khai 1 Goi

Ghi chii: Thiét bi dd bao gom dich vu bdo hanh va hé tro ky thudt theo tiéu
chudn ciia hing trong 5 ndm.

2. Yéu cau vé ky thuat
2.1. Hién trang va thong tin vi tri lip dit

2.1.1. M6 hinh va thiét ké tong thé hé thong
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Theo md hinh hé thong mang Core-WAN cuia Tap doan Bao Viét, hé théng
dugc phan hoach thanh cac phan vung 10 rang:

Phan vung Core, Serverfarm

Phan vung Core, Serverfarm c6 nhiém vu két ndi tt ca cac phan vung tai
hé thdng mang voi nhau, ¢ vai trd trung chuyén luu luong giita cac phan ving.
Phan vung cung cép cac két ndi toi may chu dich vy, may chu luu trit. Luu luong
truy cap dich vu tir bén ngoai dén cac may chu duoc dit trong ving Core, Server
Farm s& phai di qua thiét bi Firewall (tuong lira) dé dam bao kiém soat bao mat.



Do do, luon c6 mét luu luong dir ligu 16n duoc truyén qua va xu ly, phan
ving Core, Serverfarm phai dam bao duy tri hoat dong lién tuc v6i do sin sang
cao.

Dé dap tmg hiéu ning cua hé thong, Bao Viét di trién khai hé théng ACI
theo md hinh hai 16p Spine — Leaf, bao gdm cac thanh phan sau:

- Thanh phéan chuyén mach: bao gdm cac thiét bi chuyén mach truy cap
cung cip cac két ndi cho cac thiét bi may chu, thiét bi tuong lira, thiét bi can bang
tai va cac thiét bi chuyén mach trung tdm dé két ndi dén cac thiét bi chuyén mach
truy cap

- Thanh phan quan 1y tap trung: 13 thanh phan dam nhiém vai trd quan 1y
viéc ap Policy vao cac thiét bi. Toan bd hé thong mang CORE dugc quan tr tap
trung trén mot giao dién web duy nhat chay trén hé théng Cluster gom t6i thiéu 3
controller dé dam bao tinh sin sang cao nhét. Viéc quan tri, thiét lap chinh sach
duogc dua trén cac mau cdu hinh va co thé ap xudng tat ca thiét bj mang cung lic.

Phin viing DMZ, Public Internet: bao gdm 2 phan ving con: phan viing
DMZ va phan vung Public Internet

- Phan ving DMZ: phan viing bao gdom cac thiét bi DMZ Firewall, thiét bi
DMZ Switch thuc hién cac chirc ning quan 1y truy cdp tir ving mang khac dén
ving mang DMZ, kiém soét truy cdp vao mang Trung tdm dir liéu thong qua két
ndi Internet. Firewall c6 nhiém vu bao vé cho cac server thudc phan viung DMZ,
tap trung gidm sat luu lugng tir DMZ cho ra internet va cac don vi thanh vién qua
két nbi dén Core Switch, phat hién va ngin chian duoc cac tin cong tir Internet
cling nhu nd1 bo. Ngoai ra, thiét bi Firewall s& dam nhiém vai tro thiét 1ap két nbi
VPN site to site dén cac don vi thanh vién, Remote VPN, céc client sir dung phan
mém VPN Client dé thuc hién két néi VPN bao mat SSL hodc sir dung Web
Browser dé thuc hién két néi VPN SSL.

- Phan ving Public Internet: Phan ving mang Public Internet bao gom cac
thiét bi Internet Load Balancer, Switch Internet va Router cung cap két ndi ra
Internet cho ha tﬁng mang cua Bao Viét. Thuc hién viéc can bé“mg tai két ndi ra
ngoai internet va can bang tai cho cac két ndi tir nguoi dung dén server.

Phan ving WAN

Phéan ving mang WAN duoc thiét ké theo mo hinh hop nhat 1 16p mang
bao gém 02 Router WAN tai trung tam va cac Router lam nhiém vu dinh tuyén ra
mang WAN tai cac don vi thanh vién. Cac don vi thanh vién str dung céc két nbi
SDWAN két n6i vé Trung tam dir liéu, cac khu Campus Ha Noi sir dung duong
truyén cap quang toc dd cao két ndi diém - diém. Hai Router tai trung tdm s& duoc



céu hinh chia tai (HA) dé dam bao tinh du phong.

2.1.2. Thiét ké chi tiét cac thanh phan
2.1.2.1. Phdn vang DMZ Production

2.1.2.1.1. Thiét bi DMZ Production Firewall
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e ) Mo hinhk\e:g:;l ll;/ hé théng thiét bi DMZ Production Firewall
Vai tro thiét bi:

- Bao v¢ cho céc server thudc phan vung DMZ, tap trung giam sat luu lugng
tir DMZ cho ra internet va tir DMZ té1 Serverfarm, t61 cac don vi thanh vién qua
két ndi WAN, phat hién va ngan chan duoc cac tan cong tur Internet cling nhu tur
WAN. Bao vé két ndi tir server DMZ - DMZ Firewall > Wan Router - Core
ACI - Firewall ServerFARM - Core ACI - ServerFARM.

- Thiét 1ap két n6i VPN Site-to-Site dén cac don vi thanh vién, két ndi VPN
Site-to-Site s& dong vai tro du phong khi két ndi gitra don vi thanh vién d¢én DC
qua WAN bi mat.

- Trién khai Remote VPN, céc client str dung phan mém VPN Client dé thuc
hién két ndi VPN bao mat SSL hodc st dung Web Browser dé thuc hién két n6i
VPN SSL.




Céu hinh céc tinh ning:
- Cau hinh HA
- Cau hinh dong bo NTP
- Cau hinh dinh tuyén
- Cau hinh céc chinh sach policy
- CAu hinh VPN site to site, Cau hinh VPN client to site, WebVPN
- Cau hinh tinh ning Next Generation Firewall: IPS, App Control, Antivirus
Vé mat két ndi, cac két ndi vat 1y cua timg thiét bi DMZ Production Firewall
bv-int-fw01 va DMZ Production Firewall bv-int-fw02 nhu sau:
- DMZ Production Firewall bv-int-fw01:

Toc | Loai

Port |dd |két | Thiétbi dich Tén thiét b Port dich
port | ndi

Ethl 10 quang | Switch Leaf cong quang | bv-core- eth1/45
Gbps Nexus 93108 01 dat tai DC | leaf1101

Eth2 10 quang | Switch Leaf cong quang | bv-core- eth1/45
Gbps Nexus 93108 02 dat tai DC | leaf1102

Eth3 10 quang | Switch Internet SW-INTO1 | SW-INTO1 Eth14
Gbps

Eth4 10 quang | Switch Internet SW-INT02 | SW-INTO02 Eth14
Gbps

Eth5 10 quang | DMZ Production Switch | SW- Eth23
Gbps 01 01 DMZ 01 01

Eth6 10 quang | DMZ Production Switch | SW- Eth21
Gbps 01 02 DMZ 01 02

Eth7/ 10 quang | DMZ Production Firewall | bv-int-fw(2 Eth7/ HA

HA Gbps bv-int-fw02 port

port

MGMT | 1 dong | Switch MGMT sw-lanr6. 1 Gil/0/10

port Gbps

- DMZ Production Firewall bv-int-fw02:

Toc Loai

Port | dd két | Thiét bi dich Tén thiét b Port dich
port nbi

Ethl 10 quang | Switch Leaf cong quang | bv-core- eth1/46
Gbps Nexus 93108 01 dat tai DC | leaf1101

Eth2 10 quang | Switch Leaf cong quang | bv-core- eth1/46
Gbps Nexus 93108 02 dat tai DC | leaf1102

Eth3 10 quang | Switch Internet SW-INTO01 | SW-INTO1 Ethl5
Gbps

Eth4 10 quang | Switch Internet SW-INT02 | SW-INT02 Eth14
Gbps




Toc Loai

Port | dd két | Thiét bi dich Tén thiét bi Port dich
port nbi

Eth5 10 quang | DMZ Production Switch | SW- Eth3
Gbps 02 01 DMZ 02 01

Eth6 10 quang | DMZ Production Switch | SW- Eth3
Gbps 02 02 DMZ 02 02

Eth7/ 10 quang | DMZ Production Firewall | bv-int-fw01 Eth7/ HA

HA Gbps bv-int-fw01 port

port

MGMT | 1 dong | Switch MGMT sw-lanr6.1 gil/0/11

port Gbps

2.1.2.1.2. Thiét bi DMZ Production Switch

bv-int-fw01

SW-DMZ-01 01

SW- D\IZ 02_| 02

__________________________________________________________
Két ndi 10G K&t néi 1G

Mo hinh vdt ly hé théng thiét bi DMZ Production Switch

Thiét bi c¢6 nhiém vu chuyén mach két ndi t&i thiét bi bao mat va két ndi tdi cac
may chu trong vung. Do d6, ludn ¢ mot luu lugng dir liu 16n duoc truyén qua
va xu ly nén dé xuat thay thé hai thiét bi chuyén mach c6 hi€u nang 16n hoat dong
dy phong cho nhau dé ¢am bao tinh sin sang.

Vé mat két ndi, cac két ndi vat 1y ciia 02 thiét bi switch thay thé 02 thiét bi
DMZ Production SW-DMZ-01 01 va SW-DMZ-01 02 nhu sau:
- DMZ Production Switch 01 01 (SW-DMZ-01 _01):

Tée do | 0% o .
Port " | ket Thiét b1 dich Tén thiét bi Port dich
port nbi
Ethl 1 Gbps |dong | LAN3-HP- HP-DL380G6- LAN3
DL380G6-R11-U1-2 | R11-U1-2
Eth2 1 Gbps |dong | LAN3-HP- HP-DL380G6- LAN3
DL380G6-R11-U3-4 | R11-U3-4
Eth3 1 Gbps | dong | LAN3-HP- HP-DL380G6- LAN3
DL380G6-R11-U5-6 | R11-U5-6
Eth4 1 Gbps |dong | LAN3-HP- HP-DL380G6-R3- | LAN3
DL380G6-R3-U15 | Ul5

e = e i



Loai

Port | 19 901 4& | Thiétbi dich Tén thiét bi Port dich
port nbi
Eth5 1 Gbps | dong | LAN-X8R-HP- HP-C7000-R8-U1- | LAN-
C7000-R8-U1-10 10 X8R
Eth6 1 Gbps |dong | LANI- HPDL4x170h-R8- | LANI
HPDL4x170h-R8- U27-28
U27-28
Eth7 1 Gbps |dong |may chu lac hong | may chu lac hong | LANI
R19 U2-3 R19 U2-3
Eth8 1 Gbps | dong | mailgw] DCnew mailgwl DCnew | P1
Eth9 1 Gbps |dong | P5- SwitchBladelnJ02- | P5
SwitchBladeInJ02- R12-ul1-20
R12-ul1-20
Eth10 1 Gbps |dong | HP ProLiant DL385 | OpenStack- LANI1
G7 HPDL385G7-R23-
9-10
Ethl1 1 Gbps |dong | HP ProLiant DL385 | OpenStack- LANI
G7 HPDL385G7-R23-
17-18
Eth12 1 Gbps |dong | HP ProLiant DL380 | OpenStack- LANI1
G6 HPDL380G6-R23-
11-12
Eth13 1 Gbps |dong | HP ProLiant DL380 | OpenStack- LANI1
G6 HPDL380G6-R23-
13-14
Eth14 1 Gbps |dong | HP ProLiant DL385 | OpenStack- LANI1
G7 HPDL380G7-R23-
15-16
Eth15 1 Gbps |dong | HP ProLiant DL380 | OpenStack- LANI1
G6 HPDL380G6-R23-
5-6
Eth16 1 Gbps |dong | HP ProLiant DL380 | OpenStack- LANI1
G6 HPDL380G6-R23-
3-4
Eth17 1 Gbps |dong | HP ProLiant DL380 | OpenStack- LANI1
G6 HPDL380G6-R23-
1-2
Eth18 1 Gbps |dong | HP ProLiant DL385 | OpenStack- LANI1
G7 HPDL380G7-R23-
7-8
Eth19 1 Gbps | dong | Sun Fire X4150 OpenStack- LANI1
SunFireX4150-
R23-29
Eth20 10 Gbps | dong | LAN4-X8R-C7000- | C7000-R12-U1-10 | LAN4-
R12-U1-10 X8R




Loai

Port Toc d0 1 y& | Thiétbj dich Tén thiét bj Port dich
port nbi
Eth21 10 Gbps | dong | P5- SwitchBladelnJO1- | P5
SwitchBladelnJO1- R12-ul1-20
R12-ul1-20
Eth22 10 Gbps | dong | LAN-X8R-HP- HP-C7000-R8- LAN-
C7000-R8-U11-20 U11-20 X8R
Eth23 10 Gbps | quang | DMZ Production | bv-int-fw01 Eth5
Firewall bv-int-fw01
Eth24 10 Gbps | quang | DMZ Production | SW-DMZ 02 01 | Eth4
Switch 02 01
Eth25 1 Gbps | dong | BlueCoat 01 Proxy01 P0:0
Data/ Data/ | DMZ Production | SW-DMZ-01 02 | Data/
Stacking Stack | Switch 01 02 Stacking
cable
MGMT |1 Gbps |dong | Switch MGMT sw-lanr6.1 gil/0/12
port
- DMZ Production Switch 01 02 (SW-DMZ-01 02):
Toc | Loai két
Port d6 | nbi Thiét bi dich Tén thiét bi Port dich
port
Ethl 1 dong LAN4-HP- HP-DL380G6- LAN4
Gbps DL380G6-R11-U1-2 | R11-U1-2
Eth2 1 dong LAN3-HP- HP-DL380G6-R3- | LAN3
Gbps DL380G6-R3-U15 | UI15
Eth3 1 dong LAN-X8R-HP- C7000-R8-U1-10 | LAN-
Gbps C7000-R8-U1-10 X8R
Eth4 1 dong LAN3- HPDL4x170h-R8- | LAN3
Gbps HPDL4x170h-R8- U27-28
U27-28
Eth5 1 dong LANI1- SuperServer1 028R- | LANI
Gbps SuperServer1028R- | R8-U23
R8-U23
Eth6 1 dong LANI1- HPDL380G5-R8- | LAN1
Gbps HPDL380G5-R8- U29-30
U29-30
Eth7 1 dong BlueCoat 02 Proxy02 P0:0
Gbps
Eth8 1 dong may chu lac hong | may chu lac hong | LAN1
Gbps R19 U4-5 R19 U4-5
Eth9 1 dong Lac Hong Synology | Lac Hong Synology | LAN1
Gbps LANI R19 U9-10




Toc | Loai két

Port do | ndi Thiét bi dich Tén thiét b Port dich
port

Eth10 |1 dong SIEM IBM | SIEM SOC eno2
Gbps QUADART

Ethl1 1 dong may chu lac hong | may chu lac hong | LAN1
Gbps R19 U6-7 R19 U6-7

Eth12 1 dong may chu lac hong | may chu lac hong | LAN1
Gbps R19 U8 R19 U8

Eth13 1 dong mailgw02 Dcnew mailgw02 Dcnew | P1
Gbps

Eth14 10 dong LAN4-X8R-C7000- | C7000-R12-U1-10 | LAN4-
Gbps R12-U1-10 X8R

Eth15 10 dong LAN-X8R-HP- C7000-R8-U11-20 | LAN-
Gbps C7000-R8-U11-20 X8R

Eth21 10 quang DMZ Production | bv-int-fw01 Eth6
Gbps Firewall bv-int-fw01

Eth22 10 quang DMZ Production | DMZ-SW-02_02 Eth4
Gbps Switch 02 02

Data/ Data/ DMZ Production | SW-DMZ-01 01 Data/

Stacking Stack Switch 01 01 Stacking

cable
MGMT |1 dong Switch MGMT sw-lanr6.1 gil/0/14
port Gbps

Vé mit két ndi, cac két ndi vat 1y cta 02 thiét bi switch thay thé 02 thiét bi
DMZ Production SW-DMZ-02 01 va SW-DMZ-02 02 nhu sau:
- DMZ Production Switch 02 01 (SW-DMZ-02 01):

Téc do Lgai : :
Port " | ket Thiét bi dich Tén thiét bi Port dich
port nbi
Ethl 10 Gbps | quang | to Frame-DCS-INJ- | Frame-DCS-INJ- | BAY3.Q3-
R9-U11-40 R9-U11-40 1
Eth2 10 Gbps | quang | to-Frame-LIPAO02- Frame-LIPAO2- | BAY6.Q3-
R15-U11-40 R15-U11-40 1
Eth3 10 Gbps | quang | DMZ Production | bv-int-fw(2 Eth5
Firewall bv-int-fw(02
Eth4 10 Gbps | quang | DMZ Production | SW-DMZ-01 01 | Eth24
Switch 01 01
Data/ Data/ | DMZ Production | SW-DMZ-02 02 | Data/
Stacking Stack | Switch 02_02 Stacking
cable
MGMT 1 Gbps | dong | Switch MGMT sw-lanr6.1 gil/0/15
port

- DMZ Production Switch 02_02 (SW-DMZ-02_02):




Loai

Port | 19 014& | Thiétbi dich Tén thiét bi Port dich
port ndi
Ethl 10 Gbps | quang | to Frame-DCS-INJ- | Frame-DCS-INJ- | BAY6.Q4-
R9-U11-40 R9-U11-40 1
Eth2 10 Gbps | quang | to-Frame-LIPA02- Frame-LIPAO2- | BAY3.Q4-
R15-U11-40 R15-U11-40 1
Eth3 10 Gbps | quang | DMZ Production | bv-int-fw(2 Eth6

Firewall bv-int-fw02
Eth4 10 Gbps | quang | DMZ Production | SW-DMZ-01 02 | Eth22
Switch 01 02

Data/ Data/ | DMZ Production | SW-DMZ-02 01 | Data/

Stacking Stack | Switch 02 01 Stacking
cable

MGMT |1Gbps |dong |Switch MGMT sw-lanr6.1 gil1/0/16

port

2.1.2.2. Phdn vang Public Internet
2.1.2.2.1. Thiét bj Internet Loadbalancer
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Mo hinh vat ly hé théng thiét bi Internet Loadbalancer
Vai tro thiét bi:
- Cung cép can bang tai két ndi ra ngoai internet
- Cung cép can bang tai cho cac két ndi tir nguoi dung dén Server.
Céu hinh céc tinh ning chinh:
- Cau hinh dinh tuyén
- Cau hinh tinh ning LTM



- CAu hinh HA
Cac két ndi vat 1y ting thiét bi Internet Loadbalancer thay thé thiét bi Internet
Loadbalancer bv-int-1b01 va Internet Loadbalancer bv-int-1b02 nhu sau:

- Internet Loadbalancer bv-int-1b01:

Port Toc 0 | Loal Ket| gt i dich | Tén thiétbj | Port dich
port no1

Ethl 1 Gbps | dong Switch Internet | SW-INTO1 Eth4
SW-INTO1

Eth2 1 Gbps | dong Switch Internet | SW-INTO1 Eth6
SW-INTO1

Eth3 1 Gbps | dong Switch Internet | SW-INTO1 Eth7
SW-INTO1

Eth4 1 Gbps | dong Switch Internet | SW-INTO02 Eth7
SW-INTO02

Eth5 10 Gbps | quang Switch Internet | SW-INTO1 Eth10
SW-INTO1

Eth6 10 Gbps | quang Switch Internet | SW-INTO02 Ethl1
SW-INTO02

Eth7 10 Gbps | quang Internet bv-int-1b02 Eth6
Loadbalancer
bv-int-1b02

MGMT port 1 Gbps | dong Switch MGMT | sw-lanr6.1 gil/0/17

- Internet Loadbalancer bv-int-1b02:
Port Toc o | Loal Ket| 1yis bi dich | Tén thiétbj | Port dich
port nol

Ethl 1 Gbps | dong Switch Internet | SW-INTO02 Eth3
SW-INTO02

Eth2 1 Gbps | dong Switch Internet | SW-INTO02 Eth8
SW-INTO02

Eth3 1 Gbps | dong Switch Internet | SW-INTO1 Eth5
SW-INTO1

Eth4 10 Gbps | quang Switch Internet | SW-INTO1 Eth13
SW-INTO1

Eth5 10 Gbps | quang Switch Internet | SW-INTO02 Eth12
SW-INTO02

Eth6 10 Gbps | quang Internet bv-int-1b01 Eth7
Loadbalancer
bv-int-1b01

Eth7 1 Gbps | dong Switch Internet | SW-INTO1 Eth14
SW-INTO1

MGMT port 1 Gbps | dong Switch MGMT | sw-lanr6.1 gil/0/18

2.1.2.2.2. Thiét bi Switch Internet




nternet
ISP 03

SW-INTO1

bv-int-1b01

Internet

Vlan 15 ILL_ISP 03/
Toc d 1G

bv-nonpro-fw01 ! bv-nonpro-fw02

Vlan D3u ndi DMZ
ion/

Vlan 16 BGP/
Téc d0 16

Vlan 21 D3u ndi ILL ISP 01/
T8c dd 16

T6c d6 16
Vian 20/
T8c dd 16

Vlan 20/
Téc d5 10G

Vlan 22 D3u n&i ILL
ISP 02/T8c dd 1G

MG hinh vit Iy hé thong thiét bi switch Internet

Vai tro thiét bi:

- Két ndi cac thiét bi mang Router Internet

- Két ndi cac thiét bi can bang tai

- Két ndi céc thiét bj Firewall,
Céu hinh céc tinh ning chinh:

- Cau hinh vlan

- Cau hinh access/trunking

- Cau hinh HA

Vé mit két ndi, cac két ndi vat 1y cta 02 thiét bi switch thay thé 02 thiét bi

Switch Internet Sw-int01 va thiét bi Switch Internet Sw-int02 nhu sau:

- Switch Internet SW-INTO1:

Port ggft do | Loai ketnol | rpis 0 dioh Tén thiét b Port dich

Ethl | 1 Gbps dé‘ing CISCO3845- R-Int02-BGP- GO0/1
HSEC/K9 ISP02

Eth2 | 1 Gbps dong CISCO3845- r-Int03- ISP03 GO0/1
HSEC/K9

Eth3 | 1 Gbps dong Internet bv-int-1b02 Eth3
Loadbalancer bv-int-
1b02

Eth4 |1 Gbps |dong Internet bv-int-1b01 Ethl
Loadbalancer bv-int-
1b01

Eth5 | 1 Gbps dong Cisco 3750G bv-sdwan-sw01 Gi11/0/21

Eth6 | 1 Gbps dong Internet bv-int-1b01 Eth2
Loadbalancer bv-int-
1b01




Port ggr‘i do | Loai ketnol | tpis 0 dioh Tén thiét bi Port dich
Eth7 | 1 Gbps dong Internet bv-int-1b01 Eth3
Loadbalancer bv-int-
1b01
Eth8 | 1 Gbps dong DMZ NonProduction | bv-nonpro-fw01 Eth3
Firewall bv-nonpro-
fw01
Eth9 | 1 Gbps dong DMZ NonProduction | bv-nonpro-fw02 Eth3
Firewall bv-nonpro-
fw02
Ethl | 10 Gbps | quang Internet bv-int-1b01 Eth5
0 Loadbalancer bv-int-
1b01
Ethl | 10 Gbps | quang Internet bv-int-1b02 Eth4
1 Loadbalancer bv-int-
1b02
Ethl | 10 Gbps | quang DMZ Production | bv-int-fw01 Eth3
2 Firewall bv-int-fw01
Ethl | 10 Gbps | quang DMZ Production | bv-int-fw(2 Eth3
3 Firewall bv-int-fw(02
Ethl | 1 Gbps dong Internet bv-int-1b02 Eth7
4 Loadbalancer bv-int-
1602
Ethl |1 Gbps dong Converter BGP | Converter BGP | LAN
5 ISP02 ISP02
Ethl | 1 Gbps dong CISCO3845- R-Int02-BGP- G0/0
6 HSEC/K9 ISP02
Ethl | 1 Gbps dong Cisco 3750G bv-sdwan-sw01 Gi11/0/22
7
Data/ Data/ Stack | Switch Internet Sw- | SW-INTO02 Data/
Stack cable nt02 Stacking
ing
MG | 1 Gbps dong Switch MGMT sw-lanr6.1 gil/0/19
MT
port
- Switch Internet SW-INTO02:
Port | 10¢ A0 Loal keI i gich Tén thiét bj Port
port noi dich
Ethl | 1 Gbps dong Cisco 3750G bv-sdwan-sw(2 Fa22
Eth2 | 1 Gbps dong Converter BGP | Converter BGP | LAN
ISPO1 ISPO1
Eth3 | 1 Gbps dong CISCO3845- R-Int01-BGP- G0/1
HSEC/K9 ISPO1
Eth4 | 1 Gbps dong CISCO3845- R-Int01-BGP- G0/0
HSEC/K9 ISPO1




Port | 106 A0 Loal KCt| s b dich Tén thiét bi Port
port noi dich
EthS | 1 Gbps dong Cisco ASA 5550 FW Cisco ASA G0/0
Eth6 |1 Gbps dong Internet bv-int-1b02 Ethl
Loadbalancer bv-int-
1b02
Eth7 |1 Gbps dong Internet bv-int-1b01 Eth4
Loadbalancer bv-int-
1b01
Eth8 |1 Gbps dong Internet bv-int-1b02 Eth2
Loadbalancer bv-int-
1602
Eth9 |1 Gbps dong DMZ NonProduction | bv-nonpro-fw01 Eth4
Firewall bv-nonpro-
fw01
Ethl | 1 Gbps dong DMZ NonProduction | bv-nonpro-fw02 Eth4
0 Firewall bv-nonpro-
fw02
Ethl | 10 Gbps quang Internet bv-int-1b01 Eth6
1 Loadbalancer bv-int-
1b01
Ethl | 10 Gbps quang Internet bv-int-1b02 Eth5
2 Loadbalancer bv-int-
1602
Ethl | 10 Gbps quang DMZ Production | bv-int-fw01 Eth4
3 Firewall bv-int-fw01
Ethl | 10 Gbps quang DMZ Production | bv-int-fw02 Eth4
4 Firewall bv-int-fw(02
Data/ Data/ Switch Internet Sw- | SW-INTO1 Data/
Stack Stack int01 Stackin
ing cable g
MG | 1 Gbps dong Switch MGMT sw-lanr6.1 gi1/0/20
MT
port

2.1.2.3. Phdn vang DMZ NonProduction

WAN

INTERNET

DMZ - NonProduction
lv-nonpro-fwol \ ST '
| np i | gbu-nonprn-swoll
| = Iy L] i |

|
INTERNET ! | bvononpro-ips0l | EI !
| I — [ Fat
LG b 1 0- — l
@ | swaNto!{by-int-1h01! | = ./ [ L |
s | I i I Iy ] ,_"'&', |
RInt02 | =» ! |-02] 1 ) N :
\ ! I ! | pu—nnnpm—fwﬂ;' | ;  'bvnonpro-sw02!
1 | | LY
— &7 | | I | o LEEEEEE oo s Sosem setl 2
| | I i ] I
| — I
z PP, | - |
- | =02
\ r_unwa/‘_-f.: I_Ow_:
@ | swINT02 | by-int-Ih021

Mo hinh logic phan vung DMZ NonProduction
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Két ndi 16

Mo hinh vat Iy phan vang DMZ NonProduction
Thiét b1 DMZ NonProduction Firewall

Vai tro thiét bi: Bao vé cho céc server thude phan vung DMZ NonProduction,
phat hién va ngan chdn dugc cac tAn cong tir nodi bo.
Céu hinh céc tinh ning chinh:
- Cau hinh HA
- Cau hinh dong bo NTP
- Cau hinh dinh tuyén
- Cau hinh céc chinh sach policy
V& mat két ndi, cac két ndi vat 1y ctia 02 thiét bi tuong Itra NonProduction
s€ nhu sau:
- DMZ NonProduction Firewall bv-nonpro-fw01:

port | 10¢ do Loai | e dich Tén thiét bi Port dich
port két no1

Ethl 1 Gbps |dong | CISCO NEXUS NOK- | bv-core-leaf107 | E1/47
C93108TC-EX

Eth2 1 Gbps |dong | CISCO NEXUS NOK- | bv-core-leaf108 | E1/47
C93108TC-EX

Eth3 1 Gbps |dong | Switch Internet Sw- | SW-INTOI Eth10
int01

Eth4 1 Gbps |dong | Switch Internet Sw- | SW-INT02 Eth9
int02

Eth5 1 Gbps |dong | DMZ NonProduction | bv-nonpro-ipsO1 | Ethl
IPS

Eth6 1 Gbps |dong |DMZ NonProduction | bv-nonpro-fw02 | Eth6
Firewall  bv-nonpro-
fw02




Port | 1o¢ dofLoal s b dich Tén thiét bj Port dich
port két noi1

MGMT |1 Gbps |dong | Switch MGMT Sw-LAN-R62 Fa29

port

- DMZ NonProduction Firewall bv-nonpro-fw02:

Port Toc do | Loal ket | st b dich Ténthiétbi | Portdich

port no1

Ethl 1 Gbps | dong CISCO NEXUS | bv-core-leaf107 | E1/48
NI9K-C93108TC-EX

Eth2 1 Gbps | dong CISCO NEXUS | bv-core-leaf108 | E1/48
NIK-C93108TC-EX

Eth3 1 Gbps | dong Switch Internet Sw- | SW-INTO1 Ethl1
int01

Eth4 1 Gbps | dong Switch Internet Sw- | SW-INT02 Eth10
int02

Eth5 1 Gbps |doéng | DMZ NonProduction | bv-nonpro- Eth2
IPS ips01

Eth6 1 Gbps | dong DMZ NonProduction | bv-nonpro-fw01 | Eth6
Firewall bv-nonpro-
fw01

MGMT | 1Gbps |dong Switch MGMT Sw-LAN-R62 | Fa30

port

Thiét bi DMZ NonProduction IPS
Vai tro thiét bi: Phat hién va chong tan cong, truy cap trai phép cho ving DMZ
NonProduction
Céu hinh céc tinh ning chinh:
- Cau hinh Access Policy
- Cau hinh Intrusion Policy
Vé mit két ndi, cac két ndi vat Iy cua thiét bi DMZ NonProduction IPS (bv-
nonpro-ips01) dugc diéu chuyén s& nhu sau:

Port Toc o Loal | 1yié i dich Teén thiét bi | Port dich
port két no1

Eth1 1 Gbps dong | DMZ NonProduction | bv-nonpro- | Eth5
Firewall bv-nonpro-fw01 fw01

Eth2 1 Gbps |dong |DMZ NonProduction | bv-nonpro- | Eth5
Firewall bv-nonpro-fw02 fw02

Eth3 1 Gbps dong | DMZ NonProduction | bv-nonpro- | Ethl
Switch bv-nonpro-sw01 01 | swO1 01

Eth4 1 Gbps dong | DMZ NonProduction | bv-nonpro- | Ethl
Switch bv-nonpro-sw02 01 | sw02 01

MGMT 1Gbps |dong | Switch MGMT Sw-LAN- Fa3l

port R62

Thiét bi DMZ NonProduction Switch




Vai tro thiét bi:
- Gom két nbi cac Server phan ving DMZ NonProduction chuyén tiép toi
IPS
Céu hinh tinh ning chinh:
- Cau hinh Stack
- Cau hinh vlan
- Cau hinh access/trunking
Vé mit két ndi, cac két ndi vat 1y cua 02 thiét bi chuyén mach DMZ
NonProduction bv-nonpro-sw01 va 02 thiét bi chuyén mach DMZ NonProduction
bv-nonpro-sw02 s& nhu sau:
- DMZ NonProduction Switch bv-nonpro-sw01 01 va bv-nonpro-sw01 02
+ Can 01 két ndi 1G dong t6i thiét bi DMZ NonProduction IPS (bv-nonpro-
1ps01);
+ Can 01 két ndi 1G dong tir thiét bi chuyén mach bv-nonpro-sw01 01 dén
bv-nonpro-sw02 01;
+ Can 01 két ndi 1G dong tir thiét bi chuyén mach bv-nonpro-sw01 02 dén
bv-nonpro-sw02 02;
+ Dy kién str dung céac két ndi 1G dong toi cac may chil cia phan ving DMZ
NonProduction;
+ Hai thiét bi bv-nonpro-sw01 01 va bv-nonpro-sw01 02 s& duoc két nbi
stacking;
- DMZ NonProduction Switch bv-nonpro-sw02 01 va bv-nonpro-sw02 02
+ Can 01 két ndi 1G dong toi thiét bi DMZ NonProduction IPS (bv-nonpro-
ips01);
+ Can 01 két nbi 1G dong tir thiét bi chuyén mach bv-nonpro-sw02 01 dén
bv-nonpro-sw01 01;
+ Can 01 két ndi 1G dong tir thiét bi chuyén mach bv-nonpro-sw02_02 dén
bv-nonpro-sw01 02;
+ Dy kién sir dung céc két ndi 1G dong téi cac may chu cua phan ving DMZ
NonProduction;
+ Hai thiét bi bv-nonpro-sw02_01 va bv-nonpro-sw02_ 02 s& duoc két nbi
stacking.
2.1.2.4. Phdn vung Internet tai DR
2.1.2.4.1. Thiét bi Internet Loadbalancer



DR-Int-R01

DR-DMZ-FW01 I

M6 hinh trién khai thay thé thiét bi Load balancer & DR

Déi vai 02 thiét bi can bang tai phan ving DMZ duoc thay thé, 01 thiét bi s&
dugce luu kho dé phuc vu viéc du phong, ing curu su cd, 01 thiét bi s& duoc diéu
chuyén sang phan ving Internet & DR dé thay thé cho thiét bi can bang tai F5 Big
IP 3400.

Vé mit két ndi, cac két ndi vat Iy cua thiét bi can bang tai duoc didu chuyén
s€ nhu sau:

- Load balancer DR-DMZ-LB

Port Toc do | Loal | g i dich Tén thiétbi | Port dich
port két noi

Ethl 1 Gbps | dong | Thiét bi dinh tuyén | DR-Int-RO1 Gi0/0/0
DR-Int-RO1

Eth2 1 Gbps |dong | Thiét bi tuong lira | DR-DMZ- G0/4
DR-DMZ-FW01 | FWO01

Eth3 1 Gbps |dong | Puong truyén | Puong  truyén
FTTX FTTX

MGMT port | 1 Gbps |dong | Switch MGMT DR-Core- Eth1/39

SWO1

2.1.3. So' @6 mit bang hién trang
2.1.3.1. So' d6 mat bang hién trang DC
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2.1.4. Nguyén tic quy hoach VLAN va dia chi IP

Quy hoach VLAN: dé dam bao tinh riéng biét, cac phan ving s& duoc phan
bd timg cum VLAN riéng biét, dam bao tinh tach biét khi hoat dong ciing nhu
dam bao tinh an toan khi cai dit cdu hinh trén cac thiét bi bao mat.

Thiét ké quy hoach VLAN trong dy 4n nay tdn dung cic VLAN di duoc
quy hoach sén c6 trudc d6 nham tao ra sy phan tach vé mat logic cac dai mang
nham kiém soét, quan 1y ludng dir lidu giita cac dai mang, dong thoi tdi wu cho




cong viéc quan tri cdu hinh mang. Dua trén nguyén tac quy hoach dia chi IP dang
duoc thiét ké tai Bao Viét, du kién quy hoach dia chi IP cho cac mdy chu DMZ
dung dai dia chi 172.29.x.y/16 chia nhé thanh cac dai dia chi 172.29.x.y tuong
ung d€ phan bo cho tirng phan vung. P61 véi céac thiét bi mang moi dugc lap dat
thay thé cho thiét bi cii, viéc gan dia chi IP phu hop theo so d6 quy hoach dé dam
bao kha nang két noi, giam sat va van hanh lién tuc.

Céc phan vang chinh bao gém: phan ving Core, Server Farm; phan ving
DMZ, Public Internet; phan ving WAN va cac phan vung khac s€ dugc phan tach
néu can thiét.

2.1.5. So’ @6 lip dat va dau ndi tai DC

2.1.5.1. Phuwrong dn bé tri thiét bj trén tii Rack

Dua theo thong tin hi¢n trang va vi tri du kién quy hoach, dé dam béo cac két
ndi thuan 1oi ti céc thiét bi mang khac cling nhu tan dung dugc khong gian Rack
con tréng trong cac ti Rack da trién khai tai DC, thong tin quy hoach vi tri lap dat
cu thé cho céc thiét bi trién khai trong du 4n nay nhu sau:

- Phuong an k¥ thuat dugc lya chon trién khai tich hop Firewall, IPS trén mot
thiét bi NGFW, do d6 vi tri du kién R16-U43 quy hoach thiét bi IPS bv-dmz-ips01
s& duoc lap dit thiét bi NGFW DMZ Production Firewall bv-int-fwO1.

- 02 thiét bi Switch Internet SW-INTO1 va SW-INT02 phai dugc lap dat gan
nhau dé dau ndi cong nghé stacking nén vi tri du kién R16-U39 s& duoc lép dat
cho thiét bi SW-INTO02. Viéc thay doi vi tri khong 1am thay d6i muc tiéu, quy mo,
cong nang, hang muc dau tu va tong mirc dau tu cua dy an.

Cac thiét bi con lai trong dy an s& duogc lap dit cu thé nhu thong tin hién trang
va vi tri du kién quy hoach. Nhu vay, toan bd cac thiét bi trong du an dugc lép dat
tai vi tri cu thé nhu bang sau:

STT Tén thiét bi Vi tri lip dit
1 | DMZ Production Firewall bv-int-fw01 R16 —U43
2 | DMZ Production Firewall bv-int-fw02 R17 - U41
3 | DMZ Production Switch 01 01 (SW-DMZ-01 01) R3 - U35
4 | DMZ Production Switch 01 02 (SW-DMZ-01 02) R3 - U37
5 | DMZ Production Switch 02 01 (SW-DMZ-02 01) R5 -U30
6 | DMZ Production Switch 02 02 (SW-DMZ-02 02) R5 -U32
7 | Internet Loadbalancer bv-int-1b01 R16 — U41
8 | Internet Loadbalancer bv-int-1b02 R17 -U43
9 | Switch Internet SW-INTO1 R16 — U37
10 | Switch Internet SW-INTO02 R16 — U39

2.1.5.2. Vi tri ddu néi



Tham chiéu tai myc 2.1.2 Thiét ké chi tiét cAc thanh phan d3 néu bén
trén.

Ghi chii: Cdc ky hiéu cong két noi trong bang quy hoach két noi mang tinh
chat tham khdo va khong rang budc voi thiét bi ciia nha san xudt cu thé. Viéc két
néi cong thuc té sé tudn theo quy woc cia tirng hing thiét bi dwoc lia chon trong
qud trinh trién khai.

2.1.6. So d6 lap dit va dau noi tai DR
2.1.6.1. Phuirong dn bé tri thiét bi trén tii Rack

Thiét bi Load balancer DR-DMZ-LB hién tai & DR dugc lép dat tai vi tri
Rack B16 —U24. Thiét bi can bﬁng tai F5 2200s hién c6 tai DC sau khi duoc trién
khai thay thé & DC s& dugc trién khai lap dat ¢ vi tri Rack B16 —U24 thay thé cho
thiét bi DR-DMZ-LB.

2.1.6.2. Vi tri ddu néi

Tham chiéu tai myc 2.1.2 Thiét ké chi tiét cac thanh phin d3 néu bén
trén.

Ghi chii: Cdc ky hiéu cong két noi trong bang quy hoach két noi mang tinh
chat tham khao va khong rang budc voi thiét bi ciia nha san xudt cu thé. Viéc két
noéi cong thiee té sé tudn theo quy woc cia timg hang thiét bi dwoc lwa chon trong
qud trinh trién khai.

2.2. Yéu cau vé ki thuat chung

- Hang hoa thudc goi thau dam bao méi 100% chua qua sir dung, 1a san pham
chinh hang c6 ngudn gbc, xuat x rd rang (CO), c6 chirng nhan vé chat lugng (CQ)
ctia hing san xudt (ngoai trir phu kién kém theo).

- Hang hoa cung cap phai dam bao dung ching loai, sd luong, yéu cau ki
thuat.

- Nha thau phai cung cip kém E-HSDT céc tai liéu k¥ thuat (catalogue) clia
hang san xuat dé chimg minh tinh phu hop dép tng cia hang hoéa.

- Sau khi lap dit, cau hinh phai dam bao hoat dong binh thudng va khong 1am
anh huong dén thiét bi va phan mém khac trong hé thdng thong tin ctia Tap doan
Béo Viét.

- Nha thau phai cam két cung cip cac gidy to sau:

+ Gidy chimg nhan xuit xt (CO) cho cac thiét bi nhap khau (Bdn géc hodc
ban sao chirng thuc hop phap).

+ Gidy chung nhan chét luong (CQ) cho céc thiét bi va phan mém (Bdn goc
ciia chinh hdng san xudt hodc ban sao dwge dong ddau treo ciia nha phan phéi va



kém tai liéu chirg minh la nha phdn phéi ciia hing san xudt (bdn goc hodc ban
sao chung thuc hop phap) trong truong hop Hang khong co dai dién tai Viet Nam).
2.3. Yéu ciu vé ky thuit chi tiét
Hang hoa do nha thau chao phai cé cau hinh tuong duong hoic dap tng t6i
thiéu cac yéu cau sau: (Trong E-HSDT, nha thau lgp bang so sanh, cung cdp kém
theo tai liéu va c6 chi dan téi trang, muc twong vng: cé thé la hé so, gidy to, ban
Ve, 56 lidu dwoc mé ta chi tiét theo tung khoan muc vé ddc tinh ky thudt, tinh nang

st dung co ban ciia hang héa dé chirmg minh):

. . . Don vi
STT Danh muc thiét bi/ Thong s6 k§ thuét S6 lwong tilllth!
1 Thiét bi DMZ Production Firewall 2 Bo
Form factor Rack mount

Firewall throughput (Bat | > 11 Gbps
App-ID/Application
control v&i appmix hodc
tuong duong)

Connections per second | > 145,000
hoac (New sessions per
second)

Max sessions/ | > 1.4M
Concurrent connections

I[PSec VPN throughput | > 6.8 Gbps
(hoac VPN AES-128
hodc tuong duong)

Threat Prevention | > 5.3 Gbps
throughput
Interface > (08 port x 1G/10G RJ45

> 06 port 10G SFP+, kém
theo  Transceiver hoac
Adapter hodc Connector
hodc twong duong

Ho6 trg > 04 port 25G hoic
hd trg > 04 port 40G

> 1 port 10G High
Availability (hodac Sync port




STT

Danh muc thiét bi/ Thong s6 ky thuat

S6 lwong

Don vi
tinh

hodc tuwong duong), kém
theo cable két ndi

Management port hodc
Console port hodc tuong

duong

CPU > 12 cores

Storage > 480 GB SSD

Support for  Virtual | >6

systems

Client VPN > 1,800

High Availability HO tro¢  Active-Active,
Active-Passive

Features HO tro cac giao thuc

OSPFv2/v3, BGP, RIP,
static routing/static routes

Ho trg cac giao thirc PIM-
SM, PIM-SSM, IGMP v2,
and v3

Co san tinh ning Policy-
based forwarding hoac
Policy-based routing hodc
tuong duong

HO trg NAT modes

Co6 san tinh ning Threat
Prevention bao gom:

- IPS, antivirus file blocking
va logging enabled hoac
tuong duong.

- DNS Sinkhole hoac DNS
trap hoac tuong duong

-App-ID/Application
control hodc twong duong




STT

Danh muc thiét bi/ Thong s6 ky thuat

S6 lwong

Don vi
tinh

DoS protection hodac DoS
Mitigation hoac tuong
duong

HTTPS Inspection hoac
Content Inspection hodc
tuong duong

Co san tinh ning IPSec
VPN va SSL VPN (hoac
Mobile Access)

C6 san tinh nang kiém soat
tuan tht bdo mat thiét bi dau
cudi két néi VPN (hoic
Compliance Check hodc
tuong duong)

Co6 tinh nang quéan 1y cac
thiét bi VPN st dung serial
number va cac thong tin vé
may tram khac, ma khong
dung dia chi IP (hodc c6 tinh
ning quan 1y cac thiét bi
VPN thong qua Group
user/Domain)

Cé tinh nang Authentication
policy bat budc ngudi ding
phai x4c thuc nhiéu thanh t6
(Multi-Factor
Authentication)

Management

Command Line Interface

Web Interface

Support centralized
management

Power supply

Dual power hodc 02 Power
supplies. Thiét bi c6 thé
hoat dong ¢ dién ép
220VAC




Don vi

STT Danh muc thiét bi/ Thong s6 ky thuat S6 lwong i

Warranty & Subscription | Theo tiéu chuan cta hang 5
nam (cho thiét bi phan cing
va license kém theo)

2 | Thiét bi Internet Loadbalancer 2 B)

Processor > 8 cores

Memory >32 GB

Interface > 04 port 1G RJ45
> 04 port 10G SFP+ ports,
kém theo Transceiver hoac
Adapter hodc Connector
hodc tuong duong.
Cac port c6 kha niang hd tro
toc d6 25G

L4/L7 Throughput > 14 Gbps

L4  connections per | > 350K

second hoac TCP

Conn/sec hodc tuong

duong

L4 concurrent | > 19M

connections hoac

Concurrent TCP sessions

hoac twrong duong

L7 requests per second | > 875K

SSL processing (2K key) | > 15,000 TPS

SSL Throughput > 10 Gbps

Algorithm Ho tro cac thuat toan Round

Robin, Least Connections

Session Persistence

HO tro cac co ché gitr phién:
Cookie, SIP, SSL, Source
Address hoac Source IP

High Availability

Ho
Active/Passive
Active/Standby)

tro  Active/Active,

(hodc




Don vi

STT Danh muc thiét bi/ Thong s6 ky thuat S6 lwong i
Power supply Dual power hodc 02 Power
supplies. Thiét bi c6 thé
hoat dong & dién ap
220VAC
Warranty & Subscription | Theo tiéu chuan cta hing 5
nam (cho thiét bi phan ctng
va license kém theo)
3 | Thiét bi DMZ Production Switch 01 2 B
Form factor Rackmount (1U)
Interface > 48 port x 10G/1G RJ45
> 06 port 10G quang, kém
theo  Transceiver hoac
Adapter hodc Connector
hodc twong duong
Switching capacity > 2000 Gbps
Forwarding rate hodac | > 1000 Mpps
Throughput
Memory > 16 GB
Flash hoac Storage >16 GB

Features

C6 san cong nghé xép
chéng  (stacking) hoic
tuong duong (c6 thé su
dung cong stacking chuyén
dung hodc cong data dé ciu
hinh tinh nang), kém phu
kién két ndi dé chay duogc
stacking

RIP, OSPF, PVLAN,
VRRP, QoS, BGP, IS-IS,
MSDP, VRF, VXLAN,
MPLS

Power supply

Dual power hodc 02 Power
supplies. Thiét bi c6 thé
hoat dong o dién é&p
220VAC




Don vi

STT Danh muc thiét bi/ Thong s6 ky thuat S6 lwong i
Warranty Theo tiéu chuan cua hing 5
nam
4 | Thiét bi DMZ Production Switch 02 2 Bo
Form factor Rackmount (1U)
Interface > 24 port 1G/10G quang,
kém theo Transceiver hoac
Adapter hodc Connector
hodc twong duong
Switching capacity > 1400 Gbps
Forwarding rate hodc | > 1071 Mpps
Throughput
Memory >4 GB
Flash hoac Storage > 16 GB
Features C6 san cong nghé xép
chéng  (stacking) hoic
twong duong (c6 thé su
dung cong stacking chuyén
dung hodc cong data dé ciu
hinh tinh nang), kém phu
kién két ndi dé chay duogc
stacking
RIP, OSPF, PVLAN,
VRRP, QoS, 802.1X,
MACsec, BGP, IS-IS,
MSDP, VRF, VXLAN,
MPLS
Power supply Dual power hodc 02 Power
supplies. Thiét bi c6 thé
hoat dong ¢ dién ép
220VAC
Warranty Theo tiéu chuan cua hing 5
nam
5 | Thiét bi Switch Internet 2 B9

Form factor

Rackmount (1U)




Don vi

STT Danh muc thiét bi/ Thong s6 ky thuat S6 lwong i

Interface > 24 port x 1G RJ45

> 06 port 10G quang, kém
theo  Transceiver hoac
Adapter hodc Connector
hodc twong duong

Switching capacity > 208 Gbps

Forwarding rate hoac | > 154.76 Mpps
Throughput

Memory >8 GB
Flash hoac Storage >16 GB

Features C6 san cong nghé xép
chéng  (stacking) hoic
tuong duong (c6 thé su
dung cong stacking chuyén
dung hodc cong data dé ciu
hinh tinh nang), kém phu
kién két ndi dé chay duogc
stacking

RIP, OSPF, PVLAN,
VRRP, QoS, BGP, IS-IS,
MSDP, VRF, VXLAN,
MPLS

Power supply Dual power hodc 02 Power
supplies. Thiét bi c6 thé
hoat dong o dién é&p
220VAC

Warranty Theo tiéu chuan cta hing 5
nam

2.4. Yéu cau trién khai
Yeéu cau vé phuong an thuc hién t61 thi€u dap ing cac yéu cau sau:
a. Nguyén tac thuc hién

- Viéc trién khai ldp dt, cai dit va cau hinh phai dam bao hé thong hoat dong
6n dinh, dap tng hiéu nang ctia hé théng va tinh toan ven di lidu.



- Thuan loi cho viéc cu hinh quan tri, nang cAp md rong cho hé thong trong
tuong lai.

- Thiét ké, trién khai va sir dung duoc day du cac tinh ning ciia hé thong
dugc trang bi.

- Han ché anh huong dén hoat dong cua cac hé théng/dich vu khac.

- Trong qua trinh trién khai Nha thau phai dam bao viéc tich hop khong giy
anh huong vé an toan thong tin d6i voi cac hé thong khac cua Bao Viét.

b. Yéu ciu cong vigc

bé dam bao viéc trién khai dap g dugc y€u cau va cac nguyén tac ¢ trén,
khi thyc hién trién khai du 4n can phai thyc hién cac ndi dung t61 thi€éu nhung
khong han ché nhu sau:

+ Cap nhat thong tin hé thong, thong tin chinh sach trén cac thiét bi va cac
cong viéc van hanh hang ngay tai thoi diém trién khai du 4n.

- Panh gia, thiét ké giai phap tich hop, chuyén doi cho hé thong.

+ Thong tin thiét ké vi tri 1ap dat, ddu ndi cho thiét bi trong g6i thau.

+ Thong tin thiét ké c4u hinh cho thiét bi.

+ Thong tin thiét ké va cac tham sd cdu hinh cho phan mém di kém véi
thiét bi dam bao thiét bj hoat dong dap yéu cau k¥ thuat

- Xay dung va ban giao tai liéu cai dat, cdu hinh hé thong véi ndi dung toi
thiéu phai thé hién dugc:

+ Céc budc thyc hién dé cau hinh cho thiét bi trong goi thau.

+ Céac budc thuc hién dé thiét 1ap cac tham sd cho phan mém di kém thiét
bi trong goi thau.

- Xay dung va ban giao tai liéu van hanh hé thong véi ndi dung tdi thiéu
phai thé hién duoc:

+ Céc thao tac van hanh hé théng hang ngay.

+ Céc thao tac cdu hinh md rong hé thong.

+ Céc thao tac tdi wu hoat dong cua h¢ théng.

+ Cac thao tac kiém tra dam bao hé théng hoat dong binh thuong
(checklist).

+ Hudng dan khic phuc mdt s6 13i co ban.

- Thyc hién trién khai lap dat, cai dat, cdu hinh theo tai liéu thiét ké duoc
phé duyét.



- Xay dung tai lidu trién khai kiém thir thiét bi méi trudc khi dua vao tich
hop hé thong, tai liéu nghiém thu.

- Pé han ché t6i da gian doan dich vu CNTT cua Bao Viét, yéu cau thoi
gian trién khai cic cong viéc c6 anh huong téi hé théng thi phai thuc hién vao cac
dém cudi tuan (th&t 6, thit 7 va chi nhat).

- Phuong an trién khai chi tiét tich hop thay thé thiét bi méi phai duogc tdi
rru hoa cdu hinh so véi cdu hinh hién tai.

- Cé4c cong viéc thuc hi¢n tai Chi nhanh Trung tam CNTT Tap doan Bao
Viét: ban giao thiét bi tai 71 Ngo Si Lién, thyc hién cau hinh thir nghiém thiét bi
trudce khi tich hop hé théng. Van chuyén thiét bi sang Trung tdm dir liéu ciia Tap
doan Bao Viét - S6 11 Duy Tan, Phuong Cau Gidy, Thanh phé Ha Noi dam bao
an toan.

- Céc cong viéc thuc hién tai Trung tam dir li¢u cua Tap doan Bao Viét -
S6 11 Duy Téan, Phuong Cau Gidy, Thanh phd Ha Noi: 1ap dat thiét bi vao rack
theo quy hoach, thuc hién trién khai tich hop thiét bi méi vao hé thong thay thé
thiét bi hién tai.

- Cac cong viéc thue hién tai DR Bao Viét: van chuyén 01 thiét bi F5 2200s
hién tai & DC 1én DR dam bao an toan, lép dat 01 thiét bi F5 2200s vao vi tri thiét
bi load balancer DR-DMZ-LB hién tai & DR va trién khai tich hop thiét bi F5
2200s vao hé théng mang hién tai tai DR.

2.5. Yéu cau trién khai chi tiét tirng thiét bi

a) Yéu ciu trién khai thay thé Thiét bi firewall DMZ, IPS

- Can phai tich hop véi hé thdng giam sat, hé thong SIEM,... hién c6 cua
Bao Viét;

- Thiét bi Firewall mgi phai dam bao thay thé vai tro va chirc nang cua thiét
b1 Firewall hién tai cia Bao Viét:

+ VPN: vpn site to site (tdi cac thiét bi sonicwal, cisco), remote access VPN
(VPN client) va SSL. VPN

+ Trién khai HA giira 2 thiét bi, NAT, Routing ....

+ Pong bd va t6i wu cac policy firewall hién tai.

+ Thuc hién tai liéu trién khai chi tiét VPN site to site v&i cac thiét bi cta
hang thtr 3 nhu Cisco, Sonicwall.

- Firewall méi cling s& dugc trién khai toan bd cac tinh ning Next Gen
Firewall nhu IPS, App control, antivirus,....



Trién khai VPN nguoi dung ctia Tap doan trén toan qudc

- Céc tai khoan User VPN nguoi dung trén toan qubc duoc giit nguyén,
trién khai VPN véi toan bo ngudi dung c6 ding ky dam bao an toan, dam bao an
ninh mat khau theo quy dinh.

- Trién khai cai dat may chu AD, déng bd user vo1 AD hién tai va tao tai
khoan theo danh séach tai khoan User VPN hi¢n tai, tich hop may chu AD ddc lap
nay vai firewall moi dé xac thuc hién nguoi VPN.

- Trién khai cai dit, cdu hinh may chu xac thuc 2 nhan t6 st dung Google
authentication.

- Trién khai x4c thyc VPN 2 nhan t6: trién khai tich hop firewall méi véi
tai khoan VPN trén may chit AD ddc 1ap va nhén t6 thir 2 trén may chu xéc thuc
st dung Google authentication.

- Xay dung cac tai liéu hudng dan cai dit VPN Client, tai liéu huéng dan
sir dung SSL VPN trén firewall m&i v6i d6i twong danh cho nguoi sir dung VPN
trén toan qudc cua Bao Viét.

- Xay dung tai liéu trién khai thuc hién kiém tra tuan thu cac chinh sach an
ninh bao mat ddi vai cac may tinh két ndi VPN theo chinh sach cua Bao Viét

- Phai dam bao hién trang phan quyén truy cip qua remote access va SSL
VPN. Cu thé:

+ Pam bao phan quyén truy cap theo nhoém nguoi dung trén toan qudc.

+ Ngudi dung SSL VPN duoc phan quyén hién thi cac tmg dung trén portal
va truy cap Gng dung theo nhom ngudi dung trén toan qudc.

b) Yéu cau trién khai thay thé Thiét bi cAn bang tai

- Can phai tich hop véi hé thong giam sat, hé thong SIEM,... hién c6 cua
Bao Viét

- Thiét bi cAn bang tai moi phai dam bao thay thé vai tro va chirc ning cua
thiét bi can b::ing ta1 hién tai cta Bao Viét:

+ Can bang tai chiéu két ndi tir may cha ving DMZ ra ngoai internet qua
cac duong Leaselined Internet hién c6 ctia Bao Viét (d6i voi 1 sé may chu DMZ
6 yéu cau chi di qua 1 dudng Leaselined Internet cu thé).

+ Can bang tai chiéu tir internet vao cac may chit DMZ ctia Bao Viét

+ Trién khai HA giira 2 thiét bi, NAT, Routing

¢) Yéu cau trién khai thay thé Thiét bi Switch DMZ, Switch Internet



- Can phai tich hop véi hé thdng giam sat, hé théng SIEM,... hién c6 caa
Bao Viét

- Thiét bi Switch méi phai dam bao thay thé vai trd va chiic ning cia thiét
b1 Switch hién tai cua Bao Viét:

+ Céu hinh tinh nang stacking

+ Chu hinh VLAN.

+ Céu hinh IP quan tri

+ CAu hinh cac cong Switch theo mode access, trunk tuong tng véi cac
VLAN....

2.6. Yéu ciu trién khai chi tiét d6i véi cac thiét bj hién tai sau khi dwoc
thay thé

a) Trién khai phan viing NonProduction

- Céc thiét bi hién tai sau khi dugc thay thé bao gom cac thiét bi: Firewall
Checkpoint 5400, thiét bi IPS Cisco Firepower 7125, 2 cip switch Cisco 3750 s&
dugc trién khai thanh phan ving DMZ NonProduction phuc vu cho cac may chu
DMZ NonProduction.

- Phan vung DMZ NonProduction nay doc lap voi phan vung DMZ
Production da duoc trién khai thay thé bang thiét bi moi.

- Phan ving DMZ NonProduction dugc két ndi toi phan ving WAN va
phan vung Public Internet.

- Cac may chu DMZ NonProduction hién tai duoc d4u ndi vao cac Switch
DMZ NonProduction va dam bao duy tri, téi wu cac cdu hinh policy firewall, cdu
hinh public internet cho cac mdy chu DMZ NonProduction hi¢n tai.

b) Trién khai thiét bi can bang tai F5 2200s hién c6 sang DR

- 02 thiét bi can bang tai F5 2200s hién c6 sau khi duoc trién khai thay thé
s& dung 01 thiét bi F5 2200s d¢é trién khai thay thé cho thiét bj cAn bang tai & DR,
01 thiét bi F5 2200s con lai s& duogc luu kho lam dy phong.

- Yéu cau thiét bi F5 2200s phai dam bao vai tro, chitc niang va cau hinh
cta thiét bj cAn bang tai & DR F5 3400 hién tai.

2.7. Yéu cau vé dao tao huwéng din sir dung
2.7.1. Yéu cau dao tao hwong din sir dung

Trung tdm CNTT tiép nhdn dao tao huéng dan st dung sau khi trién khai
hé thdng. Yéu cau td chirc dao tao hudng dan sir dung:



- Thoi gian ddo tao huéng dan str dung: 03 ngay
- S6 lwong hoc vién: 05 hoc vién
- Pija diém dao tao hudéng dan su dung: Ha No1
2.7.2. Noi dung dao tao hwong din sir dung: Cac linh vuc can dao tao
hudéng dan sir dung du kién bao gém: Kién trac, trién khai va van hanh cac hé
théng duoc trang bi trong du 4n.
2.8. Yéu ciu vé bao hanh va hd tro k¥ thuat
2.8.1. Cam két bao hanh va hé tro ky thuit ciia nha thau

- Céc thiét bi trong g6i thau dugc bao hanh va hd trg k¥ thuat chinh hing san
XUuat.

- Nha thau phai ban giao céc tai liéu ching minh d¢a mua dich vu bao hanh
va hd tro k¥ thuat cua chinh hang san xuét cho cac thiét bj duoc cung cép
trong goi thau.

- Thoi gian bao hanh va hd tro k¥ thuat: Quy dinh chi tiét tai muc 2.8.3

- Pja diém bao hanh va hd trg k¥ thuat: Trung tam dit li¢u cua Tap doan Bao
Viét — Pia chi: s6 11 Duy Tan, Phuong Cau Giéy, TP Ha Noi;

e Yéu cau vé khic phuc su c6 va hd tro ky thuat:

- Thoi gian tiép nhan yéu cau va hd tro k¥ thuat qua dién thoai 1a 24 gio/ngay
va 365 ngay/nam.

- Téi da 4 gio 1am viéc ké tir thoi diém nhan dugc thong bao ¢6 su cd (nha
thau phdi c6 mat tai noi thoéng bao co sy co dé kiéem tra hodc phan hoi
huéng dan thu thdp thong tin phuc vu 1én phwong dn khdc phuc).

- Dbi véi truong hop nha thau khong khic phuc dugce sy cd, thi nha thau co
trach nhiém thué bén thtr ba giai quyét va phai chiu toan b chi phi cho bén
thir 3.

- Dbi v6i cac sy b thiét bi xay ra trong pham vi hop dong, thoi gian co
phuong an khac phuc su ¢6 tbi da 1a 08 gid lam viée ké tir khi nhan duoc
thong bao su cd.

e Yéu ciu vé thay thé thiét bi

- Dbi véi trudong hop phai thay thé thiét bi hay phu ting trong khi bao hanh
thi cau hinh phu ting hay thiét bi thay thé phai dam bao c6 cau hinh vat Iy
twong dwong hodc cao hon thiét bi/phu ting cii va dam bao tuong thich voi
thiét bi bao hanh.



- Thiét bi/phy tung thay thé dam bao dap (mg tt yéu cau cong viéc nhu thiét
bi/phu tung bio hanh.

- Trong truong hop phai thay thé thiét bi/phu tung thi nha thau can cung cip
tai liéu hodc email clia hdng san xuat xac nhan thiét bi/phu tiing thay thé 1a
chinh hing. Thiét bi/phu ting thay thé c6 thoi gian két thuc dich vu bao
hanh va hd tro k¥ thuat tdi thiéu bang thoi gian két thuc bao hanh cua thiét
bi duoc thay thé.

2.8.2. Cam két bao hanh va h tro ky thuit ciia hing san xuit thiét bj
Céc thiét bi dugc trang bi trong g6i thau dugc bao hanh va hd tro k¥ thuat
chinh hang, cu thé:

a) Thiét bi DMZ Production Firewall

- Thoi gian tiép nhan yéu cau va hd trg ky thuat 1a 24 gio/ngay va 07
ngay/tuan (bao gom ca ngay nghi, ngay 18).

- Thoi gian hang phan hoi qua dién thoai ddi véi cac sy ¢6 mirc nghiém trong
1a duéi 1 gid, ddi véi cac su cd mire cao 13 trong vong 2 gidy, ddi véi cac su
cd muc trung binh 13 trong vong 4 gid va dbi véi cac su ¢ mic thap 1a
trong vong 8 gio.

- Co thé truy cap dén Website ciia hing, tai ddy hang cung cap céc tai nguyén
nhu tai liéu k§ thuat, cac giai phap xur 1y su cb.

b) Thiét bi Internet Loadbalancer

- Thoi gian tiép nhan yéu cau va hd trg ky thuat 1a 24 gio/ngay va 07
ngay/tuan (bao gom ca ngay nghi, ngay 18).

- Thoi gian hang phan hoi dbi voi cac su ¢ trong vong 1 gio.

- C6 thé truy cap dén trang Website hd tro k§ thuat ctia hing.

¢) Thiét bi DMZ Production Switch SW-DMZ-01, DMZ Production
Switch SW-DMZ-02 va Thiét bi Switch Internet

- Két ndi truc tiép toi chuyén vién 24 gio mdi ngay. Poi véi cac sy cd nghiém
trong, hing s& phan hoi trong vong 1 gid, ngoai ra hing s& phan hoi trong
ngay lam viéc ké tiép.

- Co thé truy cap dén Website cila hing, tai ddy hang cung cap céc tai nguyén
nhu tai liéu k¥ thuat, thong tin vé ban cap nhat, cic phién ban méi, cac giai
phép xtr Iy su cd.



- Hang hd trg cap nhat phién ban cho hé diéu hanh cua thiét bi bao gom tat
ca cac cap nhat nam trong géi license ctia khach hang.

2.8.3 Thoi gian bao hanh va hé tro ky thuat

Thoi gian thuc hién nghia vu bao hanh va hd tro k¥ thuat d6i voi cac thiét
bi cu thé nhu bang sau:

X Thoi gian bao
R So Don \ L LR -
STT Tén hang muc ., hanh va ho tr¢ ky
) ’ lwgng | vi tinh e
thuat
1 | Phian vung DMZ Production
1.1 | Thiét bi DMZ Production Firewall 02 B
, 5 nam
1.2 | Thiét bt DMZ Production Switch 01 02 Bo
1.3 | Thiét bi DMZ Production Switch 02 02 Bo
2 | Phan vung Public Internet
2.1 | Thiét bi Internet Loadbalancer 02 Bo 5 nam
2.2 | Thiét bi Switch Internet 02 Bo

Ghi chu: Thoi gian thuc hién nghia vu bao hanh va hé tro ky thuat doi véi
toan bé hang héa dwege tinh ké tir khi ky Bién ban tong nghiém thu ban giao toan
bé san pham cia dw an (moi chi phi lién quan dén bdo hanh va hé tro ky thudt
trong thoi gian quy dinh cia hop dong thudc trach nhiém cia nha thau).

2.9. Cam két ban giao cac tai liéu sau:

- Gidy ching nhan xuat xtr (CO) cho cac thiét bi nhap khau (Ban goc hoic
ban sao chirng thuc hop phép).

- Gidy chimg nhan chét luong (CQ) cho cac thiét bi va phan mém (Ban gdc
ctia chinh hing san xuat hodc ban sao dugc dong diu treo ctia nha phan phdi va
kém tai liéu chimg minh 1a nha phan phdi cta hang san xuat (ban gdc hodc ban
sao ching thyc hgp phép) trong truong hop Hang khong cé dai dién tai Viét Nam).

- Cam két bao hanh va hd trg k¥ thuat ctia hang san xuét cho cac thiét bi (Ban
gbc cta chinh hang san xuét hoic ban sao duoc dong dau treo clia nha phan phéi).

- Tai liéu mo ta dich vu bao hanh va hd trg k¥ thuat cua hang dbi véi cac
hang hoa trong goi thau (ban c6 dong dau treo cta hang hodc ctia nha phan phbi).

- Cam két bao hanh va hd trg k¥ thuat cia Nha thau cho cac thiét bi.

- Bao lanh bao hanh: Trong vong 15 ngay sau khi cac Bén ky két Bién ban
nghiém thu vat tu thiét bi CNTT, Nha thau s& ndp mot chimg thu bao lanh bao




hanh do mdt Ngan hang phat hanh cho Chu dau tu. Bao ldnh bao hanh co gia tri
bang 05 (ndm) phan trim gia Hop dong va co thoi han hiéu luc tdi thiéu 61 thang
ké tir ngdy bao 1anh bao hanh duoc phat hanh (Mdu Bdo ldnh bdo hanh dwoc quy
dinh tai Phu luc 01 Chuong V cua E-HSMT).

2.10. Yéu ciu vé an toan van hanh, phong, chdng chay, no

2.10.1. Yéu ciu chung

Trang bi cac phuong ti¢én bao ho dé tao ra diéu kién thuén tién cho co thé
con ngudi lao dong, thich ing véi moi trudng xung quanh va bao dam diéu kién
lao dong tot nhat.

Cac phuong tién bao ho cho ngudi lao dong khong giy ra cac yéu td nguy
hiém va c6 hai trong qua trinh lap dat.

Phuong tién bao vé can dam bao hiéu qua cao va thuan tién

Trong tirng truong hop cua mdi loai cong vi¢c, lya chon phuong tién bao
v¢ tinh dén y€u cau an toan cho tirng cong viéc do.

Cac phuong tién bao ho dam bao cac chi ti€u an toan, v€ sinh lao dong...

2.10.2. Yéu cau vé tuan thii cac tiéu chuan Ky thuat

Thi cong dung theo yéu cau k¥ thuat, dam bao chat luong cong trinh.

Mot yéu té quan trong nita 1a cong cu dung dé lap diat ciing phai 13 cac thiét
bi chuyén dung va dugc sir dung ding chirc nang.

Céc thiét bi thi nghiém thyc hanh va thiét bi mang may tinh la cac thiét bi
chuyén dung, dat tién do vay trong qua trinh thi cdng can thyc hién dung cac quy
trinh, quy pham ctia Nganh, ban vé thiét ké xay lap va tai liéu huéng dan ctia nha
san Xuat.

Quy trinh di day phai dam bao dung k¥ thuat, can than, chic chin ngay
ngan va c6 my quan.

An toan trong van hanh khai thac 1a mot tiéu chi quan trong cua thiét ké k¥
thuat thi cong cong trinh vién thong.

Pon vi thi cong can lap phuong 4n an toan lao dong dé dam bao an toan
cho nguoi lao dong va thiét bi trong sudt qué trinh thi céng.

Khi lam viéc trén cao can dung thang hoic dan gido va ddy treo an toan
dam béo an toan vé dién.

Khi thi cong trong phong co thiét bi thong tin dang khai thac can co céc
phuong an dam bao tuyét ddi khong 1am anh huong dén sy ¢b cho hé thong thong
tin.

bam bdo an toan thong tin va an toan dir li¢u cua don vi khi chuyén doi.



Trong qua trinh thi céng phai dam bao khong 1am anh huong dén vé sinh
moi truong & khu vuc thi cong cong trinh va noi cong cong.

2.10.2. An toan dién, an toan thiét bi

Khi thi cong, bo tri cap ngudn dién phai riéng 1& dé co kha nang cat dién
toan bd phu tai di¢n trong pham vi ting hang muc cong trinh hay mot sb khu vuc
san xuat.

Viéc thao do day dan, stra chita hiéu chinh thiét bi dién phai do cong nhan
dién co trinh d6 vé k¥ thuat an toan dién thich hop vdi timg loai cong viéce tién
hanh.

Céc thiét bi dién di dong, may dién cam tay va den dién xach tay khi noi
vao ludi dién phai qua 6 cam, phich cam hoac cau dao dién. Viéc dau, noi phai
thoa man cac yéu cau veé k¥ thuat an toan dién.

Trude khi lap rap va sira chita dién hay thiét bi, phai cit cAu dao cap dién
cho khu vuc thao tac va tai ciu dao d6 treo bang “Cam dong dién! C6 nguoi lam
viéc”. Néu cau dao d6 ndm ngoai tram bién ap (cau dao phan doan, r& nhanh)
ngoai cac bién phap trén phai tiép dat va ngat mach cac pha phia dau nguon, cac
nguon c6 kha niang din dong dién t4i

Cac dung cu cam tay: Khoan dién, dén xach tay, may bién ap, ha ap, bo
bién d6i tan s6...can phai thyc hién cac yéu cau:

Trude khi cip phat dung cu méi phai kiém tra cach dién véi vo, théng mach
nbi dat, Xem cau tao bao vé c6 phit hop voi diéu kién sir dung hay khong. Nghiém
cAm st dung cac dung cu di¢n cAm tay co d4u hiéu hu hong.

Trudc khi st dung cac dung cu dién cam tay, cong nhan phai thuc hién
kiém tra cac mach noi dat, cac chi tiét quay, tinh trang ctia choi than, vanh gop.

Céac cau dao dién, mdy tu ngit phai c6 vo hodc hop bao vé, cac phan dan
dién cua thiét bi dién can dugc cach ly, c6 hang rao che chan, c6 bi¢n phép ngan
ngtra nguoi khong c6 phan su ti€p xtic voi no.

Khi str dung thiét bi, duong day dién can tranh kha ndng phat néng do qua
tai hodc cac moi nodi khong tot.

2.10.3. An toan cho thi cong

Pho bién kién thirc cho cong nhan vé van dé€ an toan lao dong, an toan dién,
an toan chdy n6. NOi1 quy cong truong.

Trang bi cho cong nhan cac phuong tién bao vé can thiét cho qua trinh thi
cong.



Thudng xuyén kiém tra cic phuong tién phong ho trudc va trong khi st
dung.

Trong qua trinh thi cong, phéi hop véi cac don vi khac dé co bién phap
ngan chan héa hoan, mat an toan lao dong.

2.10.4. Tuan thua ni quy, quy dinh trong qua trinh thi cong

Phoi hop voi chii dau tu trong cong viée thuc hién ndi quy chung

Xt 1y sai pham ndi quy theo nhu quy dinh cta cong trinh.

2.11. Cam keét vé nhan sy trién khai

Pé dam bao chat luong trién khai, nha thau cam két cung cap cic nhan sy
trién khai dép tmg yéu ciu sau trong vong 7 ngay ké tir ngay ky hop dong, cu thé:

STT Yéu cau vé nhan su S6 lwong

I | Trién khai lip dit, cai dit trang thiét bi; cai dat phan
mém; kiém tra, hiéu chinh thiét bi va phan mém

| Nhan su trién khai 02

- Tt nghiép dai hoc mdt trong cac chuyén nganh tai
muc Ghi cha.

- Nam kinh nghiém: trén 6 nam kinh nghiém tinh ttr tho1
diém tot nghiép dai hoc.

2 Y¢éu cau chung cua nhan sy trién khai

- Trong 02 nhan sy trién khai c6 it nhat 01 nhan su c6
chung chi lién quan dén cai dat/trién khai/c4u hinh trién
khai thiét bi firewall cung cap trong géi thau hoic co
kinh nghiém chuyén mén trién khai/cai dat/cau hinh
thiét bi firewall cung cap trong goi thau.

Ghi chu:

(1) Nam kinh nghi¢m: la tong sé nam (I nam = 12 thdng) nhéan sy da lam
viée dwge tinh tir ngdy tot nghiép Pai hoc dén ngdy nha thau givi cong vin
cir nhan su tham gia thuc hién hop déng.

(2) Cédc chuyén nganh gom: Tin hoc, Pién tir tin hoc, Khoa hoc mdy tinh,
Truyén théng va mang mdy tinh, Ky thdt phan mém, Hé thong théng tin,



Cong nghé thong tin, An toan thong tin, Cong nghé ky thudt may tinh, Cong
nghé truyén théng, Hé théng théng tin quan Iy, Ky thudt may tinh, Tin hoc
ving dung, Todn ing dung, Mang mdy tinh va truyén théng dir liéu, Todn —
Tin, Todn tin iing dung, Xir Iy thong tin truyén théng, Sw pham tin hoc,
Pién tir - vién théng, Dién tir, Vién thong, Truyén thong da phirong tién,
Cong nghé ky thudt dién — dién tir, Cong nghé kj thudt dién tir - vién thong,
Cong nghé phan mém, May tinh, Ky thudt dién tir vién thong.

(3) Chirng chi ciia nhin sw: Nha thau cung cdp cdc tai liéu sau cung thoi
diém giri cong vin cir nhén sw tham gia thwe hién hop dong: chimg chi ¢6
chitng thuc ciia co quan, té chitc ¢ tham quyén hodc chirng chi Online
dwoc thé hién trén trang théng tin cia hing hodc thong tin chimg chi dwoc
xdc nhdn ciia hdang; cdc chitng chi nay con hiéu e dén hét thoi gian thuc
hién hop dong. Triwong hop thoi han c6 hiéu luc ciia chitng chi khong kéo
dai dén hét thoi gian thiee hién hop dong, Nha thau phdi c6 cam két nhén
su trién khai sé gia han hiéu lyc cua chirng chi dén hét thoi gian thyc hién
hop dong hodc thay thé nhan su trién khai khdc c6 chieng chi tirong dwong
va con hiéu liec dén hét thoi gian thuc hién hop dong. Truong hop trén
chitng chi khéng ghi thoi diém hét hiéu luc thi chieng chi ddp vmg yéu cau.

(4) Kinh nghiém chuyén mén: Nha thau cung cdp hop dong va cdc tai liéu
lién quan dé chimg minh kinh nghiém ciia nhan sw cing thoi diém giri cong
van cut nhan sy tham gia thuc hién hop a"o”‘ng.

Muc 2. Ban vé
Khong c6 ban vé kem theo.
Muc 3. Kiém tra va thir nghiém
Can ctr quy mo va tinh chat ctia goi thau, hai bén s& tién hanh 1ap ké hoach
trién khai thuc hién hop dong, nghiém thu tiép nhan nhan su (néu c6) va nghiém
thu cac san phém/hang muc cua hop déng, cu thé nhu sau:
1. Lap ké hoach trién khai thuc hién hop dong
Sau khi ky két hop dong, hai bén s& thong nhat Ké hoach trién khai thuc
hién hop ddng lam co s& trién khai ndi dung cong viéc ctia hop dong.
2. Nghiém thu tiép nhin/thay thé nhan sy (néu c6)
Trong vong 7 ngdy ké tir ngdy ky hop dong, nha thau gui danh sach nhan
su tham gia trién khai hgp dong dam bao ning luc, kinh nghiém ctia nhan su theo
ding cam két tai tiéu muc 2.11 Chuong V cua E-HSMT.



Truong hop thay thé nhan su, nha thau giri cong van cir nhan sy thay thé
trude 03 ngay ké tir ngay nhan sy thay thé bat dau tham gia trién khai thyc hién
hop dong. Nguyén tic tiép nhan/thay thé nhan sy: Cha dau tu chi tiép nhan nhan
su ¢6 nang luc, kinh nghiém béng hodc cao hon nang luc, kinh nghiém ctia nhan
su ctia hop dong.

Sau khi hoan thanh nghiém thu, tiép nhan nhan su trién khai thuc hién hop

d6ng, hai bén 1ap Bién bdn nghiém thu tiép nhin nhén su.

Sau khi hoan thanh nghiém thu, tiép nhan nhan sy thay thé (néu c6), hai bén
1ap Bién bin nghiém thu tiép nhdn nhan sw thay thé (theo lan).

3. Kiém tra, nghiém thu va ban giao cac sian pham/hang muc ciia hop
dong

Cin ctr vao Hop dong va Ké hoach trién khai thuc hién hop ddng, hai bén
nghiém thu/phé duyét cac san phadm/hang muc cua hop dong.

Trude khi hai bén ky Bién ban nghiém thu, ban giao san pham, hang muc
ctia hop dong, nha thau phai cung cap cho Chu dau tu 03 ban (ban chinh hodc ban
sao cong chimg) van ban xac nhan cua nha san xuat hodc nha phan phéi (duoc
hang Gy quyén) vé thoi gian bao hanh ciia tat ca thiét bi va ban quyén phan mém
(néu co) theo quy dinh ctia hop ddng. Pdng thoi, Nha thau cung cap cho Chu dau
tu tai khoan dé quan 1y str dung cac thong tin bao hanh va thong tin ban quyén
phan mém trén trang thong tin dién tir ciia hing (néu c6). Trudng hop hing khong
c6 cong thong tin dién tr danh cho khach hang dé quan 1y sir dung thong tin thi
Nha thau phai cung cap cho Chu dau tu thu xac nhan ciia hang vé ndi dung nay.



PHU LUC 01
MAU BAO LANH BAO HANH

, ngay thang nam

Kinh gui: [ghi tén Chii dau tu]
(sau ddy goi 13 Chu dau tu)

Cin cr cac diéu khoan, diéu kién cia Hop dong ................ SO v, ngay
..... /......... (sau day goi 1a “Hop dong”) gitta  [ghi tén Chii dau tu] (sau day goi
13 “Cha dau t0”) va ..o (ghi tén dang ky cia Bén dugc bao lanh) co tru sé
dang ky tai ................ (ghi dia chi dang ky cua bén dugc bdo lanh) (sau day goi la
“Nha thau”).

Theo quy dinh trong Hop dong, nha thiu phai ndp cho chii dau tu bao lanh ciia
mdt ngan hang v6i mot khoan tién xac dinh dé bao dam nghia vu va trach nhiém cua
minh trong viéc cung cap dich vu bao hanh va hd trg ki thuat theo yéu cau ciia Hop
dong.

Chang 01, [ghi tén cia ngdn hang] & [ghi tén quoc gia hodc ving
lanh tho] c6 tru s¢ dang ky tai  [ghi dia chi cia ngdn hang®] (sau day goi 1a
“Ngan hang”), xin cam két bao lanh cho nghia vu bao hanh va hd trg ki thuat cta
Nha thau véisd tién1a  VND [ghi ré gid tri twong vimg bang so, bang chii].

Chung t0i cam két thanh toan vo diéu kién, khéng huy ngang cho Chu dau tu
bat cir khoan tién nao trong giéi han  /ghi sé tién bdo lanh] nhu da néu trén, khi
¢6 van ban ctia Chu dau tu thong bao Nha thau vi pham nghia vy bao hanh va h trg
k¥ thuat trong thoi han hiéu luc cua Bdo 1anh bao hanh nay.

Bao lanh nay c6 hiéu luc t6i thiéu  [ghi s6 thang theo quy dinh ciia hop
dong] ké tir ngay phat hanh.

Dai dién hgp phap ciia ngan hang
[ghi tén, chirc danh, ky tén va déng dau]
Ghi chu:

(1) Pia chi ngan hang: ghi rd dia chi, s6 dién thoai, s6 fax, e-mail d¢ lién hé.



