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Phin 2. YEU CAU VE KY THUAT
Chuong V. YEU CAU VE KY THUAT

A. Gi6i thiéu chung vé dy 4n/dy toan mua sim, géi thiu

Tén dy toan mua siim: Thudc ké hoach, danh muc du toan trién khai ung
dung CNTT ndm 2025

Chii dau tw: Cuc Thué.

Tén géi thau: Thay thé thiét bj bao mat tai Trung tdm dir liéu chinh va
Trung tam dir liéu du phong

Yéu ciu cung cdp: Thay thé thiét bi bao mat
Thoi gian thuee hién géi thau: 150 ngay

~ Phamyvi trién khai ciia géi thau: Theo Diém C — Pham vi phén b6 chi tiét
thiét bi, dich vu.

B. Yéu ciu vé ky thuat

Muc Y&u ciu thiét bj va djch vu S6 lwong D;’:hv;
1 Thay the twonmg lira ng dung vung 2 Thibt bi

Internet tai Trung tim dit li€u chinh

1.1 | Thay thé thiét bj

Model

- Hardware Appliance or hardware platform

- Form factor: Rackmount

Hardware specifications

- Hard drive: 2TB SSD

- 36vCPU or 32 Core Processors

- Memory: 256GB

Network Interface

- 8x25G/10G SFP28/SFP+ ports with 6 SR
module (or transceiver)

- 4x100G/40G QSFP28/QSFP+ ports

- Management Port: 1 * (100/1000 or
10/100/1000Base-T) Copper

Performance

- WAF throughput (or L7 throughput): 125
Gbps
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Muc

Yéu cau thiét bi va dich vu

SO luwgng

Don vi
tinh

- (115K TPS (RSA 2k keys)) or (SSL
Transactions/sec (2K Key): 115.000)

-(Hardware Compression) or (Compression
througput): 36 Gbps

- L7 requests per second or L7 HTTP
requests/sec: 4,5M

Features

- Tinh ning ting téc giai ma SSL (SSL
acceleration)

- Tinh nang chdng tan cong DDOS

- Tinh ning chéng cac loai tin cong thudc
OWASP Top 10

- Protect API or API Security

- Support multi-tenancy

- Internet Protocol: IPv4; Support IPv6

Deployment mode

-Transparent bridge or L2 mode

- Reserve proxy or Packet Forwarding

Management software

- Quan ly truy cép theo vai trdo (User Role or
Role-based dashboards)

- Giao dién quan tri: GUI (or WEB), CLI

- Hb trg SNMP

License

- Web Application Firewall (WAF): 5- Year
Subscription

- (Threat Campaigns) or { Bot management):
5-Year Subscription

Others

- Power Supply: (Dual hot-swap) or (Two
hot-swappable)

- AC Power (or Input Power): 220-240V

1.2

Dich vu trién khai

Pham vi

- Khao sét, thiét ké, cai dit, cAu hinh trién
khai thay thé thiét bi tuong lira Umg dung
vung Internet tai Trung tdm dir li€u chinh

Noi dung dich vu
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Muc Yéu cAu thiét bi va dich vy S6 lugng Dgl‘l‘h"‘-‘
- Khéo sat hién trang thiét bi tuong lira tmg
dung vung Internet tai Trung tam dit li€u
chinh
- Thiét k& mé hinh trién khai thay thé thiét bi
tuong lira img dung vung Internet tai Trung
tﬁn} dﬁ"liéu clp’nh, bao gdém: thiét ké tong thé,
thiét ke chi ti€t
- Xay dung quy trinh cai dat
- X4y dung bién ban cai djt, bién ban kiém
tra cai dat
- Xay dung quy trinh quan tri, van hanh
- Xay dung kich ban kiém tra két ndi qua
thiet bi tuong ltra tmg dyng ving Internet tai
Trung tam dif li€u chinh sau trién khai
Trién khai
- Cai dat, cAu hinh trién khai thiét bj twong
Itra g dung ving Internet tai Trung tim dix
liéu chinh theo quy trinh
- Thye hién kiém tra két ndi qua thiét bi thiét
bi tuong ltra Ung dung vung Internet tai
Trung tdm dit li€u chinh theo kich ban
A o K . . .
) Thay tl:e th:et. Ab! FlrevYall Internet tai 1 Thiét bi
Trung tam dir liecu dw phong '
2.1 | Thay thé thiét bi
Model

- Next Generation Firewall

- Form factor: Rackmount

Performance

- Firewall throughput (appmix) or NGFW
(Enterprise Testing Conditions): 70 Gbps

- Threat Prevention throughput (appmix) or
Threat Prevention (Enterprise Testing
Conditions): 47,4 Gbps

- (Max concurrent sessions: 7M) or
(Concurrent connections (LAB): 48M)
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Muc

Yéu céu thiét bi va dich vu

S6 hrong

Pon vi
tinh

- (New sessions per second: 370.000) or
(Connections/sec (LAB) : 1.250.000)

- Virtual systems: 15

Network Interfaces

- (8 * 1G/2.5G/5G/10G) or (8
10/100/1000Base-T RJ45) or (8 * 1/10GbE
Fiber) ports

- 4 * (10G SFP/SFP+ or 10GBase-F SFP+)
port with 2* SR module (or transceiver) with
2 * 30m LC/LC cables

- 4 *(40G QSFP+ or 40G QSFP28) ports
with 4* SR4 module (or transceiver) with 4
* 30m MPO-12 cables

- Management port: 01 * out-of-band
management (or Lights-Out-Management)

Features

- DoS protection or DoS Mitigation

- Network address translation

| Inspection

- Content Inspection or Identifies all payload
data within the application or HTTPS

- IPSec VPN

- DNS Sinkholing or DNS Trap

- Support Policy Optimizer

Feature with License

- (Advanced Threat Prevention & Advanced
WildFire: 5-year subscriptions) or (Next
Generation Threat Prevention & SandBlast:
5-year subscriptions)

Routing

- Static route, RIP, OSPFv2/v3, BGP

- (Policy-based forwarding) or (Policy-based
routing)

Management

- Command Line Interface

- Web Interface
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Muc

Yéu céu thiét bi va dich vu

S6 lwong

DPon vi
tinh

- Support centralized management

Others

- Redundant power supply

- Power input {(AC): 220 - 240V

2.2

Dich vu trién khai

Pham vi

- Khéo sat, thiét k&, cai dat, cau hinh trién
khai thay thé thiét bi Firewall Internet tai
Trung tam dir liéu dy phong

N¢i dung dich vu

- Khao sat hién trang thiét bi Firewall
Internet tai Trung tdm dir liéu du phong

- Théng nhét y8u cau trién khai thay thé thiét
bi Firewall Internet tai Trung tam dit liéu du
phong

- Thiét ké mé hinh trién khai thay thé thiét bi
Firewall Internet tai Trung tam dir li€u du
phong, bao gdm: thiét ké tdng thé, thiét ké
chi tiét mé hinh trién khai

- Xay dung phuong 4n trién khai

- XAy dung quy trinh cai dat, tai liéu huéng
dan cai dit

- X4y dung bién béan cai dit, bién ban kiém
tra cai dat, bién ban nghiém thu

- Xay dyng quy trinh quéan tri, vdn hanh,
checklist hé thong

- Xay dung kich ban kiém tra két ndi qua
thiet bi Firewall Internet tai Trung tam dir
liu du phong sau trién khai

Trién khai
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Muc

Yéu cau thiét bi va dich vu

So lrong

Don vi
tinh

quy trinh

- Cai dit, cau hinh trién khai thiét bi Firewall
Internet tai Trung tam dir liéu du phong theo

phong theo kich ban

- Thue hién kiém tra két ndi qua thiét bi thiét
bi Firewall Internet tai Trung tam dit liéu dyu

C. Pham vi phan bo chi tiét thiét bi, dich vu

Ky 4. S6 Pon vi Pia diém
Muc | Danh ’ml.lc thiet bi, dich vu lwong tinh tridn khai
Thay thé tuong lhra Gng dung ’ Trung tam dir
1 | vung Internet tai Trung tdm dir 02 Thiét b1 | liéu chinh
liéu chinh Cuc Thué
£ iK1t T Trung tam dir
o | Thaythethietbi Firewall Intemet | -, Thiétbi | liéu du phong
tat Trung tdm dit liéu du phong z
Cuc Thué

D. Yéu chu vé tién dé cung cp thiét bi, dich vu va bao hianh

Khi chao thau, nha thau dé xuat dap Uimg cic ndi dung nhu sau:

L. Tién dj cung cap thiét bi, dich vu:

L1. Tién d% cung cip:

- Yéu cau dép tmg tién d6 trién khai thiét b, dich vu nhu sau:

Khoi | o . [Diadiém Tién dj cung
Muc | Danh myc hang héa | lwong ¢inh giao |cap theo yéu ciu
moi thau hang |cia Chi dau tw

Trung \

Thay thé tudng lita ting ] tdm dir Ergngkg Otrl}lg nl 20
1 |dung ving Internet tai 02 Thiét bi liéu hg Y ddne e h‘c':r’ﬁy
Trung tam dir 1iéu chinh chinh ) b £ €0 1@3
luc. Trong @o:
Cuc ThU®. " Thei gian nha
1.1 [Thay thé thibt bi thau tap ket hang
hoa dé ki€ém tra
) L ) tong thé: Téi da
1.2 Dich vu trién khat 90 ngay K& tir
Thay thé thiét bi Firewall Trung neay hop dong c6
2 |Internet tai Trung tam dir 01 Thidt bi | tdm dir hi¢u e . lu:c.
liéu du phong ligu dy | TO! gian ban
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phong |giao thivét bi toi
Cuc Thuedia diém giao

hang: 60 ngay
1.1 [Thay thé thiét b - Thoi gian trién
khai dich vu: T6i

i da 150 ngay ké tir
1.2 |Dich vu trién khai ngdy hop ddng co

hiéu luc.

I.2. Xéc nhin bin quyén
D6i v6i cac phan mém yéu ciu c6 ban quyén (license) trong E-HSMT, khi
nghiém thu, ban giao thiét bi tai kho ctia nha thiu, nha thiu phai cung cp vin ban
x4c nhan cia hing vé ban quyén phan mém cla hing (trong trudmg hop phai mua
ban quyén) hodc x4c nhin duge st dung ban quyén mién phi
IL. Yéu ciu vé thoi gian, hinh thire bio hanh thiét bi

IL.1. Thoi gian va hinh thire bao hanh:
Thoi gian bao hanh thiét bi tinh tir thoi diém 2 bén ky nghiém thu, ban giao
san phdm hang muc cta hgp ddng tai hgp dong (thiét bi va phin mém ban quyén).

THOI GIAN BAO | HINH THUC

MUC | DANH MUC HANG HOA HANH BAO HANH

Thay thé tudng lira tmg dung . 1x A
1 (vung Internet tai Trung tdm dir Bio-hani chinhihang

toan b thiét bi 5 nam

liéu chinh y x| Tai dia diédm trién
— (bao gébm phan cimng C 1Ry s
Thay thé thiét bi Firewall thict bj vaphammém.| o2t thictbi
2  [Internet tai Trung tdm di¥ liu di kém)
du phong

I1.2. Thoi gian ddp émg va khic phuc sir ¢6

- Lién hé dé tim hiéu nguyén nhén 13i va c6 giai phap xt Iy trong vong i
da 4 gior ké tir thoi diém nhén duoc thong bao ciia khach hang (qua dién thoai, thu
dién tir)

- Khéc phuc su cb trong vong t6i da 5 ngay (khéng tinh thir 7, cht nhat va
ngay nghi 18) ké tir thoi diém nhan dugc thong bio ciia khach hang (qua dién
thoai, thur dién tir).

- Trudng hop bét kha khang (truong hop 16i phat sinh chua timg xay ra va
chua c6 giai phap xir Iy ciia hing, 15 lién quan phai nang cép ting dung, thay doi
nghiép vy, chinh sach) s& dugc trao dbi, théng nhét gifra chii dAu trr va nha thau.

IL3. Yéu ciu vé xdc nhin thoi gian bio hanh chinh hing 4
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- Khi ban giao thiét bi va phan mém ban quyén, nha thiu phai cung cAp van
ban xéc nhan ciia hing san xuat/ nha phan phéi (duoc hing uy quyén) vé viéc nha
thau da mua dich vu bao hanh d4p tmg thi gian quy dinh d6i voi tat ca thiét b va
phén mém cung cip trong g6i thdu nay.

I.4. Yéu cau vé chitng nhin chat hrong, thdi gian bio hanh chinh
hing, chirng nhin xuét xi ciia thiét bi:

- Néu dugc cong nhén tring thau, trong qua trinh thyuc hién hop d(“)ﬂg, nha
thau phai cung cép:
+ Ban chinh gidy ching nhén chét luong C/Q ciia tat ca cac thiét bi;
+ Ban chinh vin ban xAc nhin vé thoi gian bao hanh chinh hing cia tit
ca cac thiét bi;
+ Ban chinh hodc ban sao cong chimg/chimg thuc cia gidy chiig nhén
xut xtt C/O (néu la thiét bi nhap khau) ctia tAt ca céc thiét bi.

IL5. Piéu kién bio hanh:

Nha thau phai bao hanh tit cac thiét bi trir cac tredong hop nhu sau:

- Thiét bj hét thoi gian bao hanh

- Thiét bi khong phai do nha thau cung cip.

- Hur héng xdy ra trong trudng hop bét kha khéng do tai nan xe ¢, thién tai
(ngdp lut, sét lan truyén), con tring hay loai gim nham phé hoai.

- Thiét bi da dugc dem stra chita tai mot noi khéng do nha thau uy quyén.

III. Yéu ciu vé chat lwong dich vu

IIL.1. Cam két vé nhan sy trién khai dich vu

Nha thdu cam két cung cip céc nhén su trién khai dép img yéu céu sau trong
vong 7 ngay ké tir ngay ky hop ddng:

A

Stt Yéu ciu vé nhén sy S0
lwong

1 02

Nhan sw trién khai thiét bi an toan bao mat

- Tét nghiép dai hoc mdt trong cac chuyén nganh tai muc
Ghi chu.

- Kinh nghiém: 5 ndm (60 thang).

- Trong 02 nhan sy c6 it nhat 01 nhan su c6 ching chi
CCNP-Security hodc JNCIP-SEC hoidc tuong duong.

Ghi chu:
- Ndm kinh nghi¢gm: La tong sé nim (1 nim = 12 thang) nhan sy da lam
viée dwoc tinh tir ngay tot nghiép Dai hoc dén ngay nha thau giri céng van cir
nhdn sw tham gia thuc hién hop dong
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- Hiéu le chirng chi cia nhin sy: Truong hop trén chiing chi c6 ghz thoi
diém hét hisu luc thi hiéu luc trén chimg chi phai sau thoi diém nha thau givi céng
vdn cu nhan s tham gia thire hién hop dong Truong hop trén chung chi khdng
ghi thoi diém hét hiéu lic thi chimmg chi ddp 1ing yéu cau

- Quy dinh vé bang cip:

+ Trén vin bang tot nghiép thé hién nhdn s c6 trinh @ cir nhan/ky su hodc
16t nghiép dai hoc mét trong cdc nganh/chuyen nganh sau: Cong nghé thong tin;
Khoa hoc mdy tinh; Tin hoc; Tin hoc vmg dung; Cong nghé phan mém; Kp thudt
phan mém; May tinh; Tri tué nhén tao; An todn théng tin; An todn khéng gzan 56;
An ninh mang; Ky thudt mang; Ky thudt mdy tinh; Cong nghé ky thudt may tinh;
Hé théng nhung thong minh va IoT; Dién tik; Vién thong; Ky thudt dién tir vién
théng; Vo tuyen dién va thong tin lién lac; Dién tir tin hoc; Cong nghé ky thuat
dién tik - vién thong, Cong nghé ky thudt dién - dién tit; Ky thudt diéu khién va ty
dong hoa; Céng nghé kyj thudt diéu khién va tie dong hoa; Ky thudt co dién tu;
Robot va hé thong diéu khién théng minh; Robot va Tri tué nhdn tao; Ky thudt vi
dién tir va Cong nghé nano; Chuyén doi s6; Todn tin; Todn tin ung dung; Todn
vmg dung; Khoa hoc dit lidu; Khoa hoc tinh todn; H¢ thong thong tin; Hé théng
thong tin quan ly; Quan Iy hé thong théng tin; Sw pham tin hoc; Mang may tinh
va Iruyen thong dit liéu; Truyén théng va mang mdy tinh; Cong nghé truyén théng;
Truyén théng da phwong tién; Xir Iy théng tin truyén thong.

+ Truong hop bang cdp khong thé hién thong tin theo yéu cdu, nha thau
cung cdp vin ban xdc nhdn ciia co sé dao tao vé viéc ngamh/chuyén nganh néu
tai vén bang cia nhdn sy twong duong v6i mot trong cdc nganh/chuyén nganh
dwoc liét ké trén thi chi dau tw xem xét chci}) thudn.

BANG PE XUAT KY THUAT DANH MUC HANG HOA, DICH VU CHAO

THAU
Stt | Noi dung yéu ciu ciia| Noi dung dé xuit | Tailiéu ki thuit dé chimg | Ghi chi @
E-HSMT k¥ thuit cia nha minh sw dap img
thiu (Quyén/tén tai li¢w/'trang so)
(1) 2) (3) (4) (3)

..... , ngay..... thang.... ndm.....
Pai dlen hop phap ciia nha thau
(Ghi 1 tén, chirc danh, ky tén va dong diu)

Ghi chu:
(1) Truong hop nha thcfy cdn gidi thich hodc miéu ta 6 Noi dung ki thudt
chao thau thi nha thau ghi vao cét Ghi chi. :

Muc 2. Ban vé 1
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Khéng c6 ban vé
Muc 3. Kiém tra va thir nghiém

Can cir quy mo va tinh chat ciia g6i thiu, hal bén sé tién hanh lap ké
hoach trién khai thwe hlen hop dong, nghiém thu tlep nhan nhan sw (néu c0)
va nghiém thu cac san pham/hang muc cia hgp dong, cu thé nhw sau:

1. Lap ké hoach trién khai thye hién hop déng

Trong vong 07 ngay ké tir ngay hop ddng cb hiéu luc, hai bén thong nhét K&
hoach trién khai thyrc hién hop dong 1am co s trién khai ndi dung cdng viéc cla
hop dong.

2. Nghiém thu tiép nhin/thay thé nhan sw (néu c6)

Trong vong 7 ngay ké tir ngay ky hop dong, Bén B g cong vén cir nhén sy
tham gia trién khai hop ddng dé hai bén tién hanh nghiém thu, tiép nhan nhan sy.

Tru'(mg hop thay thé nhan su, Bén B gui cong van cu nhan su thay thé trude
03 ngay ké tir ngdy nhén su thay thé bat ddu tham gia tnen khai thuc hién hgp
ddng. Nguyén tic tlep nhén/thay thé nhén su: Bén A chi tiép nhan nhan sir ¢6 ning
luc, kinh nghiém bang hodc cao hon ning lirc, kinh nghiém clia nhén sy cta hop
déng.

Sau khi hoan thanh nghiém thu, tiép nhan nhan su trién khai thyc hién hop
ddng, hai bén 1ap Bién ban nghiém thu tiép nhén nhéan su.

Sau khi hoan thanh nghiém thu, tiép nhan nhén sy thay the (néu c6), hai bén
1ap Bién bin nghiém thu tiép nhin nhén sw thay thé (theo lin).

3. Kiém tra, nghiém thu va ban giao cic sin phim/hang muc cia hop
dong

Cin cit vao Biéu tién d6 cung cip va ké hoach trién khai thue hién hop déng,
hai bén nghiém thu/phé duyét céc san phamv/hang muc cia hop ddng.

Trudce khi hat bén ky Bién ban nghiém thu, ban giao sin pham, hang muc
ctia hop dong, Bén B phai cung cép cho Bén A 03 ban (ban chinh hodc ban sao
cong chimg) vén ban xac nhén cia nha san xuét hodc nha phéan ph01 (dugc hang
iy quyén) vé thdi gian bao hanh cua tAt ca thiét bi va ban quyén phan mém (néu
c6) theo quy dinh cia hop ddng. Pong thoi, Bén B cung cap cho Bén A tai khodn
dé quan ly str dung c4c théng tin bao hanh va thong tin ban quyén phan mém trén
trang thong tin dién tit cila hang (neu c6). Trudng hop hing khdng c6 cdng théng
tin dién ti danh cho khach hang dé quan ly sir dung théng tin thi Bén B phai cung
cdp cho Bén A thu x4c nhin ciia hing v& ndi dung nay



