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PHAN 2. PIEU KHOAN THAM CHIEU
CHUONG V. PIEU KHOAN THAM CHIEU
I. Giéi thié¢u:
1. Khai quat vé dv toan va goéi thiu.
1.1. Khai quat vé du toan:

- Tén dy toan: Céc nhiém vu, dé an thudc nguén khong tu chi nam 2025
(Pot 2) cia Cyc Thuong mai dién tir va Kinh té so;
- Tén Chu dau tu: Cuc Thuong mai di¢n tir va Kinh té s6

- Pia diém thyc hién: Thanh phd Ha Noi
- Thoi gian thuc hién: Nam 2025
1.2. Géi thau:

- Tén goi thau: Trién khai xay dung, tich hop cac hé thong chuyén doi sd
ho trg cac doanh nghiép ban budn, ban 1¢ va doanh nghiép cong thuong

- Tom tit cong viée chinh ctia goi thau: Trién khai xay dyng, tich hop céc
hé thong chuyén doi so ho trg cac doanh nghiép ban budn, ban 1€ va doanh nghiép
cong thuong

- Linh vuc: Tu vén

- Gia goi thau: 1.672.800.000 VND

- Chi tiét ngudn von: Sy nghiép kinh té

- Hinh thirc LCNT: D4u thau rong rai

- Phuong thie LCNT: Mot giai doan hai tiii ho so
- Loai hop dong: Tron goi

- Thoi gian thuc hién géi thau: 60 ngay

- Muc tiéu: H6 trg doanh nghié€p ban budn, ban 1¢, doanh nghiép cong
thuong chuyén doi so thanh cong.

- Két qua dat duoc:

+ Hb tro cac doanh nghiép ban budn ban 18, .doanh nghi¢p cong thuong tiép
can cac giai phap nhanh chong thong qua phan mém.

+ Théng ké theo dbi hiéu qua cac tng dung cong nghé sb.
2. Muc dich tuyén chon nha thau.

Lua chon nha thau c6 da nang luc va kinh nghiém can thiét trong vi¢c Trién
khai xay dung, tich hop cac h¢ thong chuyén doéi s6 ho tro cac doanh nghiép ban
budn, ban 1¢ va doanh nghi¢p cong thuong.

I1. Pham vi cong viéc:
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1. Mé ta chi tiét pham vi cong viéc d6i véi nha thau, ngudn von, tén co quan
thwe hién du an/du toan mua sam, thoi gian, tién do thuc hién, ) thang -
ngudi hodic ngay — ngudi cin thiét (néu co).

1.1. Pham vi cong viéc ddi véi nha thau:

Trién khai xay dung, tich hop cac hé thong chuyén d6i s6 hd tro cac doanh
nghiép ban budn, ban 1€ va doanh nghi¢p cong thuong

1.2. Ngudn von: Su nghiép kinh té.

1.3. Tén co quan thwe hién dw toan: Cuc thuong mai dién tir va Kinh té sd.
1.4. Thoi gian thyc hién: 60 ngay.

1.5. Tién dd thwe hién: 60 ngay.

2. Céc nhiém vu cu thé do nha thau phai tién hanh trong thoi gian thuc hién
g6i thau tu van:

- Thuc hién cac cong viéc theo quy dinh tai Khoan 1, Khodn 5, Khoan 6,
Khoan 7, Khoan 8, Khoan 9, Khoan 10, Khoan 11 Piéu 4 Théng tu sd
16/2024/TT-BTTTT ngay 30 thang 12 nam 2024 cua B Thong tin va Truyén
thong. Cu thé:

- Lp bang tién do thyc hién chi tiét trudc khi trién khai theo quy dinh vé
quan 1y tién do thuc hién du an tai Biéu 33 Nghi dinh s6 73/2019/ND-CP.

- X4c dinh yéu cau xdy dung phan mem Phan mém duoc xay dung phai
dap ung theo cac yéu cau theo thiét ké chi tiét duge Chu dau tu phé duyét. Cu thé:

2.1. P6i v6i phin mém ndi bo: Noi dung md ta yéu ciu ky thuit bao gom:
* Cdc quy trinh nghigp vu can dwoc tin hoc héa

- Quan ly va Cung cép giai phap chuyén d6i s6 cho doanh nghiép

- Quan ly cac doanh nghi¢p ban budn, ban 1¢

- Lya chon giai phép phu hop véi doanh nghiép

- Panh gia va téng hop thong tin danh gai giai phap

- Tu vén hd trg doanh nghiép

- Cung cp kién thirc thong tin cho doanh nghiép
* Cdc doi twong tham gia vao quy trinh nghiép vu va moi lién hé giiva chiing

Ghi
chu

TT Tén tac nhan M6 ta tac nhan Phéan loai tac nhan

Giao dién d6 hoa nguoi dung
1 | Quan tri vién (Graphical User Interface - | Phuc tap
GUI)

Giao dién 13p trinh Ung dung
(API)

2 | APIkét ndi Pon gian
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TT Tén tiac nhan M0 ta tac nhan Phan loai tic nhan gll::
n .| Giao dién dd hoa nguoi ding
3 DOAa nh nghiép bdn (Graphical User Interface - | Phuc tap
buén GUI)
Giao dién d6 hoa nguoi dung
4 | Doanh nghi¢p ban 1¢ | (Graphical User Interface - | Phuc tap
GUI)
A Giao dién d6 hoa nguoi dung
5 Doanh nghiép cong (Graphical User Interface - | Phuc tap
thuong GUI)
Nhi cune cAp oidi Giao dién do hoa nguoi dung
6 . £ cip & (Graphical User Interface - | Phuc tap
phdp GUI)
Giao dién dd hoa nguoi dung
7 | Khach vang lai (Graphical User Interface - | Phuc tap

GUI)

Khach Iang lai

%4,

Cung cép théng tin
kién thirc cho doanh |«
nghiép

Y

Bang ky

+| Béang ky nha cung
> cp

A

Cung cép giai phap

A

Panh gia giai phap > |

Quén {rj vién

v

A

Doanh hghiép
(ban budn , ban lé)

* Danh sdch cdc yéu cdu cua nguwoi s dung

Tur vén giai phap

F Y

Cac giai phap chuyén |
dsi s6 I

h

A

Nha cung cip

STT

Tén Use-case

Quan Iy Danh muc Giai phap Chuyén dbi sd

Quan Iy Nha cung cép Giai phap

Gan thé & Tu khoa Giai phap

Paénh gia & Xép hang nha cung cap

Tao hd so doanh nghiép ban

budn

Tao ho so doanh nghiép ban

1é

N | Q|0 R W -

Tao ho so doanh nghiép cong thuong
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STT Tén Use-case

8 | Tao ho so doanh nghiép nha cung cap

9 | banh gia mtc ¢ san sang chuyén doi s6

10 | Quan ly tiéu chi muc d6 san sang

11 | Goiy giai phap phu hop

12 | Két n6i doanh nghiép véi nha cung cép
13 | Quan Iy yéu cau tu van & hd trg

14 | Thong tin kién thirc chuyén d6i sé

15 | Thong tin cong dong doanh nghiép

16 | APItich hop

2.2. Céc yéu ciu vé tieu chuén ky thuit

Tiéu chuan k¥ thuat dap tmg Thong tur sO 39/2017/TT-BTTTT ngay 15
thang 12 nam 2017 cua B Thong tin va Truyén thong. Cu thé:

Tiéu chuan ve két noi

Ky higu Quy dinh 4
TT | Loai tiéu chuan tiéu Tén day di cia tiéu chuan y dl P
2 dung
chuan
1 | Truyén siéu vian | HTTP Hypertext Transfer  Protocol | Bét budc 4p dung
ban vl.l version 1.1
2 | Truyén tép tin FTP File Transfer Protocol Bit budc ap dung
HTTP Hypertext  Transfer  Protocol mot P oac ca hai
. tiéu chuan
vl.1 version 1.1
3 | Truyén thu dién | SMTP/ Simple Mail Transfer | Bét budc 4p dung
tur MIME Protocol/Multipurpose  Internet
Mail Extensions
4 | Cung cap dich vu | POP3 Post Office Protocol version 3 Bit budc ap dung
truy cép hop thu ca hai tiéu chuan
dién tu d6i voi may cha
IMAP Internet Message Access Protocol
4revl version 4 revision 1
5 | Truy cap thu myc | LDAP v3 | Lightweight Directory Access | Bat budc ap dung
Protocol version 3
6 | Dich vu tén mién | DNS Domain Name System Bit budc ap dung
7 | Giao van mang c6 | TCP Transmission Control Protocol Bit budc ap dung
két noi
8 | Giao van mang | UDP User Datagram Protocol Bit budc 4p dung
khong keét noi
9 | Lién mang | [Pv4 Internet Protocol version 4 Bit budc ap dung
LAN/WAN IPv6 Internet Protocol version 6 Bét bugc ap dung
doi voi céc thiet
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, | [ hicu ; ; Quy dinh 4
TT | Loai tiéu chudn | tiéu Tén diy dii ciia tiéu chuén y cinh ap
Z dung
chuan
bi ¢6 két ndi
Internet
10 | Truy cap Internet | WAP Wireless Application Protocol | Bit budc ap dung
v6i thiét bi khong | V2.0 version 2.0
day
11 | Dich vu Web SOAP Simple Object Access Protocol | Bit budc ap dung
v1.2 version 1.2 mot, hai hoaig ca
ba ti€u chuan
WSDL Web Services Description
vl.l Language version 1.1
UDDI v3 | Universal Description, Discovery
and Integration version 3
12 | Dich vu d(‘?)ng bo | NTP v3 Network Time Protocolversion 3 | Bét budc ap dung
thoi gian
Tiéu chuan vé tich hop dir ligu
TT| Loaititu chufn | KYDUGeU | po 33y di cia tieu chuin | QWY dinh 4p
: chuan dung
1 | Ngon ngit dinh dang | XML v1.0 (5" | Extensible Markup | Bit budc ap
van ban Edition) Language version 1.0 (5% dung
Edition)
XML vl.1 Extensible Markup
Language version 1.1
2 | Ngén ngit dinh dang | TCVN ISO/TS | Ngon ngit danh ddu mé rong | Bt budc ap
van ban cho giao dich | 15000:2007 | kinh doanh dién tir (ebXML) dung
dién tur
3 D‘inh nghia cac lugc | XML Schema | XML Schema version 1.0 Bit budc ap
do trong tai li¢u XML v1.0 dung
4 | Bién doi dit lidu XSL Extensible Stylesheet | Bit budc ap
Language dung phién
ban moi
nhat.
5 | Trinh dién bo ky tu UTF-8 8-bit Universal Character | Bt budc ap
Set (UCS)/Unicode dung
Transformation Format
6 | Khuon thirc trao ddi GML v3.3 Geography Markup | Bit budc ap
thong tin dia ly Language version 3.3 dung
7 | Truy cép va cap nhat | WMS v1.3.0 | OpenGIS Web Map Service | Bit budc ap

cac thong tin dia ly

version 1.3.0

dung
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TT| Loaitiu chudn | XY PUGEU | po 33y di cia tieu chun | QUY dinh ap
: chuan dung
WFS v1.1.0 | Web Feature Service version | Bat budc ap
1.1.0 dung
8 | API tich hop va trao API tich hop vao truc lién | Bit budc ap
d6i dit liéu (ban giao thong tich hgp LGSP dung
ma  chuong trinh API tich hop véi cdc hé
nguon) thong c6 san va h¢ thong méi
sau nay
Tiéu chuén vé truy cip thong tin
TT Loai Eleu Ky h“‘:l:l tieu Tén day di ciia tiéu chuin Quy dinh dp
chuan chuan dung
1 |Chuan  noi | HTML v4.01 | Hypertext Markup Language version | Bit budc ap
dung Web 4.01 dung
2 | Chuan  noi XHTML Extensible Hypertext Markup | Bit budc ap
dung  Web vl.1 Language version 1.1 dung
mé rong
3 | Giao di¢n CSS2 Cascading Style Sheets Language | Bitbudc ap
nguoi dung Level 2 dung mot
XSL Extensible  Stylesheet Language trong hiu teu
; chuan
version
4 | Van ban (.txt) Dinh dang Plain Text (.txt): Danh cho Bit budc ap
cac tai liéu co ban khong c6 cau trac dung
(rtf) v1.8, | Binh dang Rich Text (.rtf) phién ban Bit budc ap
v1.9.1 1.8, 1.9.1: Danh chp cac tai liéu c6 the dung
trao doi gitra cac nén khac nhau
(pdf) v1.4, | Pinh dang Portable Document (.pdf) | Bit budc ap
vl.5,v1.6, |phiénban 1.4,1.5,1.6,1.7: Danh cho | dung mdt, hai
v1.7 cac tai liéu chi doc hoac ca pa
(.doc) binh dang van ban Word cua tiéu chuan
Microsoft (.doc) phién ban Word
1997-2003
(.odt) vl.1 | Dinh dang Open Document Text
(.odt) phién ban 1.1
5 | Bang tinh (.csv) Pinh  dang Comma eparated | Bit budc ap
Variable/Delimited (.csv): Danh cho dung
cac bang tinh can trao doi gilta cac
ung dung khac nhau.
(xls) Dinh dang bang tinh Excel cia| Batbudc ap
Microsoft (.xIs) phién ban Excel dung mot
1997-2003 hoac ca }}ai
(.ods) vl. |Dinh dang Open  Document tiéu chuan
Spreadsheets (.ods) phién ban 1.1
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pr| Leaititu | Ky hicu titu Tén ddy dii ciia tiéu chudn Quy dinh ap
chuin chuan dung
6 | Trinh dién (-htm) Dbinh dang Hypertext Document Bit budc ap
(.htm): cho cac trinh bay dugc trao doi dung
thong qua cac loai trinh duyét khac
nhau
(.pdH) Dinh dang Portable Document (.pdf): | Bit budc ap
cho céc bai trinh bay Ivu dudi dang | dung mdt, hai
chi doc hodc ca ba
(-ppt) binh dang PowerPoint (.ppt) cua tiéu chuan
Microsoft phién ban PowerPoint
1997-2003
(.odp)vl.l |Pinh dang Open Document
Presentation (.odp) phién ban 1.1
7 | Anh d6 hoa JPEG Joint Photographic Expert Group | Bit budc ap
(.jpg) dung mot, hai,
. . . ba hoac ca
GIF v89a | Graphic Interchange (.gif) version 8§9a bén ticu
TIFF Tag Image File (.tif) chuan
PNG Portable Network Graphics (.png)
8 | Anh gin v6i | GEO TIFF | Tagged Image File Format for GIS | Bit budc ap
toa d¢ dia ly applications dung
9 | Chudn ndi| WML v2.0 | Wireless Markup Language version | Bit budc ap
dung cho 2.0 dung
thiet bi di
dong
10 | Bo ky tu va ASCII American  Standard Code for | Bit budc ap
ma hoa Information Interchange dung
11 | B6 ky tu va TCVN TCVN 6909:2001 “Cong ngh¢ thong Bit budc ap
ma héa cho | 6909:2001 | tin - Bd ma ky tu tiéng Viét 16-bit” dung
tieng Viét
12 | Nén dit liéu Zip Zip (.zip) Bit budc ap
. . dung mot
.gzv4.3 GNU Zip (.gz) version 4.3 hodic ca }}ai
tiéu chuan
13 | Ngon  ngit | ECMA 262 | ECMAScript version 3 (3™ Edition) Bit budc ap
kich ban phia dung
trinh khach
14 | Chia sé¢ ndi| RSSv1.0 | RDF Site Summary Bit budc ap
dung Web version 1.0 dung mot
- — - trong hai ti€u
RSSv2.0 | Really Simple Syndication version chuin
2.0
18 | Chuan két nbi JSR 168 Java Specification Requests 168 | Bat budc ap
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pr| Leaititu | Ky hicu titu Tén ddy dii ciia tiéu chudn Quy dinh ap
chuin chuan dung
img dung (Portlet Specification) dung
cons tl}ong WSRP v1.0 | Web Services for Remote Portlets | Bit budc ap
tin dién ti s
version 1.0 dung
Tiéu chuin vé an toan thong tin
S6 Loai Ky hiéu Tén day di ciia Quy dinh
TT tiéu chuin tiéu chuin tiéu chuin ap dung
1 | An toan thu di¢n | SSMIME v3.2 Secure Multi-purpose Internet | Bit budc ap
tur Mail Extensions version 3.2 dung
2 | An toan ting | SSHv2.0 Secure Shell version 2.0 Bit budc ap
giao van dung
SSL v3.0 Secure Socket Layer version | Bit budc ap
3.0 dung mét
- trong hai ti€u
TLS v1.2 Transport Layer Security chuin
version 1.2
3 | An toan truyén | HTTPS Hypertext Transfer Protocol | Bit budc ap
tép tin over Secure Socket Layer dung
4 | An toan truyén | SMTPS Simple Mail Transfer Protocol | Bit budc ap
thu dién tir over Secure Socket Layer dung
5 | An toan dich vu | POPS Post Office Protocol over | Bt budc ap
truy cap hop thu Secure Socket Layer dung mot
IMAPS Internet Message  Access }»:i?ccc}? 2?11
Protocol over Secure Socket e
Layer
7 | An toan tang | IPsec - IP ESP Internet Protocol security véi | Bat budc ap
mang IP ESP dung
8 | Antoan thongtin | WPA2 Wi-fi Protected Access 2 Bit budc ap
cho mang khong dung
day
9 | Giai thudt chirky | TCVN Cac ky thuat mat mé - Chir ky Bit budc ap
sO 7635:2007 SO dung
10 | Giai thuat truyén | RSA-KEM Rivest-Shamir-Adleman - | Bt budc ap
khoa KEM (Key Encapsulation dung
Mechanism) Key Transport
Algorithm
11 | An toan trao d6i | XML Encryption | XML Encryption Syntax and | Bit budc ap
ban tin XML Syntax and | Processing dung
Processing

XML Signature
Syntax and

XML Signature Syntax and
Processing

Bit budc ap
dung
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Sé Loai Ky hié¢u Tén day di cia Quy dinh
TT tiéu chuan tiéu chuin tiéu chuan ap dung
Processing
Cu phap thong | PKCS#7  v1.5 | Cryptographic message syntax
di€p mat ma cho | (RFC 2315) for file-based signing and
ky va ma hoa encrypting
Cu phap thong | PKCS#15v1.1 Cryptographic token
tin thé mat ma information syntax
Giao dién thé | PKCS#11v2.11 | Cryptographic token interface
mat ma
Giao  dién | PKCS#12 v1.0 Certificate import/export
nhap/xuat ching interface
thu
Khuén dang | TCVN Cong ngh¢ thong tin - Khudn
danh sach ching | 8067:2009 dang danh sach ching thu so
thu so thu hoi bi thu hoi
Khuon dang | TCVN Cong ngh¢ thong tin - Khudn
chung thu s6 8066:2009 dang ching thu so
Yéu céu chung | PKCS#10 v1.7 | Certification request
thuc (RFC 2986)
Giao thuc trang | RFC 2560 On-line  Certificate  status
thai chung thu protocol
truc tuyén
Giao thuc gin | RFC 3161 Time stamping protocol
tem thoi gian
Dich vu tem thoi | TCVN 7818- | Cong nghé thong tin - K¥ thuat
gian 1:2007 mat ma - Dich vu tem thoi gian
TCVN  7818- | - Phan 1: Khung tong quat
2:2007 - Phén 2: Co ché token doc 1ap
TCVN 7818- | _ Phan 3: Co ché tao thé lién
3:2010 két
12 | Giao thtc quan | MQTT Message Queuing Telemetry | Bit budc ap
ly thiét bi Transport dung

2.3. Yéu cau vé nén tang cong nghé

Microsoft SOL server

STT Tén gidi phap cong nghé Luwa chon
1 Hé diéu hanh H¢ diéu hanh Windows Server hodc CentOS
2 Ngon ngir 1ap trinh Ngon ngir lap trinh PHP hogc C#.
3 He quin trj co s dit lidu Hé¢ quan tri co so dir lieu MySQL hodc

2.4. Yéu cau phi chirc niing
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TT Cic hé 6 Yéu cau

I Hé s6 KT-CN

(TFW)

1 | Xt ly phan tan 3= Yéu cau xir Iy phan tan, dir liéu duoc truyén theo
mot chieu (dir liéu duge xur 1y tai mot 16p/thanh phan
cua h¢ thong va dugce truyén qua 1&p/thanh phan khac
cua hé thong xu 1y tiép).

2 | Muc d6 quan trong 3=Yéu cdu cy thé hiéu nang trong toan b thoi gian tac

cua hiéu nang nghiép. Khong c6 yéu cau thiét ké riéng biét vé str dung
tai nguyén h¢ thng dé dap ng yéu cau hiu nang, yéu
cau cu thé vé thoi gian phan hoi d6i vai cac giao dich
duoc xir 1y v6i cac hé thdng (tich hop) khac.

3 | Hiéu qua sir dung cho | 3= Yéu ciu dap tng tir 6 tiéu chi néu tai cot ghi chu trd

nguoi dung 1én.

4 | Bo phuc tap ciia xir 1y | 5= C6 5 yéu cau trong cac tiéu chi néu tai cot ghi chi.

bén trong

5 | Kha nang tai sit dung | 5= Yéu cau ting dung phai duoc dong géi riéng va/hodc

ma nguon tai liéu hoa nham tao diéu kién cho viéc tai sir dung lai.
Co yéu cau co thé tuy chinh ung dung dé tai su dung
bang cach thay do6i tham s6 ma khong can dic¢u chinh
ma nguodn.

6 | DE cai dat 4= Yéu cau cung cap cong cu hd trg cai dit tu dong
trén hai moi truong van hanh phan mém (h¢ diéu hanh
mdy chu, may tinh, thi€t bi di dong,...), yéu cau thiét
1ap thong s6 khi cai dat trén hai moi trudng va co yéu
cau phai xay dung tai liéu hudng dan cai dat.

7 | D& van hanh 5= Viéc van hanh hé thong thuc hién ty dong, c6 nghia
la khong can su can thi¢p cia con nguodi dé€ van hanh
hé thong ngay ca khi c6 161 xay ra, trir viéc khoi dong
hodc tat hé thong. Hé thong c6 chure nang tu khoi phuc
khi c6 106i.

8 | Kha nang chuyén d6i | 5= C6 yéu cau hé théng van hanh dwoc trén nhiéu moi
truong phan mém hodc phan cirng khong dong nhat.

9 | Dé dang bao tri 5= C6 yéu cau vé viéc chinh sira hé thdng trong tuong
lai ma khong can lap trinh lai, chi can cau hinh lai hé
thong.

10 | Xt 1y dong thoi 5= Gom céc yéu cau trong truong hop “Gia tri xép
hang” = 4 va thiét ké phai dé xuét cong cu kiém soat
viée xur 1y truy cap dit liéu dong thoi.

11 | Muc dd hd trg bio 3= Yéu cau bao mat mtc 3.

mat
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TT Cic hé 6 Yéu cau
12 | Sy phy thuoc vao ma | 5= Khong sir dung ma 1énh sdn co6 dé phat trién tng
Iénh cua bén thi ba dung.

13 | Mirc d6 hd tro ddo tao | 5= GOm céc yéu cau trong truong hop “Gia tri xép
nguoi su dung hang” = 4 va yéu cau hd tro ciia hé théng vé dao tao
cho nhiéu dbi twong ngudi sir dung véi cac ndi dung
dao tao khac nhau.

2.5. Yéu ciu vé my thuit, ky thuit can dat dwoc ciia cic giao dién chwong
trinh

STT Yéu cau

1 | Hé théng s€ cung cép giao dién tryc quan, than thié€n véi nguoi st dung va phu
hop do6i véi cac nhom nguodi st dung khac nhau.

2 | Giao dién v6i nguoi su dung dau cudi dua trén nén tang web, hd tro ngudi st
dung cudi str dung thiét bi cdm tay thong minh (vi du: dién thoai thong minh,
may tinh bang...).

3 | Giao dién ung dung phai than thién v6i nguoi sit dung va dé ding. HS tro t6i
da str dung céc churc nang bang ban phim may tinh.

Céc man hinh nhép va cédp nhat dir liéu v€ co ban phai thong nhat vé cac thao
tac trén ban phim ciing nhu vé mau sac, fonts chir.

Céc man hinh tra ctru di€u kién loc bao cao cling phai thong nhat véi nhau.

Céc biéu tuong va phim ndng phai dugc thng nhét trong toan b chuong trinh

4 | Cac giao dién thiét ké mot cach don gian nhung hiéu qua cao vé thao tac, giam
thiéu viéc md qué nhiéu tab, hién thi va xtr Iy hinh anh nhanh, mau sac khong
gay cam gidc nham chan cho nguodi st dung va theo mgt chuan giao dién thong
nhat.

5 | Heé théng s€ cho phép luu trix tat ca dit liéu theo dinh dang Unicode, chép nhan
tat ca cac ky tu tieng Viét c6 dau.

Giao dién man hinh, cac théng bao 16i va tro giup 1a ngdn ngir tiéng Viét theo
chuan TCVN6909:2001 dya trén bang ma Unicode dung san (ISO 10646), voi
tro gitip cua cac bo gd Unikey, Vietkey.

Giao dién chuong trinh dung cac Font chuan cta hé thong nhu Arial hay Times
News Romans. Nguoi dung khong phai cai thém bat cir font chir nao.

6 | Cac chirc ning phan mém duogc xay dung véi mot co ché thong bao 15i than
thién va rd rang. Thong bao 18i phai duogc Viét hoa tdi da, gitip cho ngudi sir
dung biét duoc 1y do giy ra 15i dé tranh lap lai cac trudng hop twong ty. Hé
thdng bao 16i xac dinh o rang dau 1a 16i do nguoi sir dung gay ra va dau 1a 15
do hé thong phan mém gy ra va chi ra hudng khic phuc.
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STT Yéu ciu

7 | Véi cac 16i do phan mém/hé théng gay ra, phai thong bao cho nguoi dung biét
nguyén nhan va phuong phap xtr 1y. C6 cac bién phéap tw dong phuc hoi trong
cac truong hop xac dinh. Tat ca céac 15i loai nay phai duoc ghi lai thanh log
phuc vu cho muc dich bao tri phﬁn mém, hé thé)ng.

8 | C6 tin hiéu thé hién trang thai hé théng dang xir Iy thong tin. Tin hiéu nay phai
dugc stir dung thong nhat trong toan by man hinh xtr Iy ciia H¢ thong (tin hi¢u
c6 thé 1a hinh quay tron, dong ho cat,...).

9 | Tuan tha cac quy dinh vé chuan ndi dung web theo Thong tu §6 39/2017/TT-
BTTTT ngay 15/12/2017 cua B truong B Thong tin va Truyén thong.

2.6. Yéu cau ve nang luyc ctia can by tham gia xay dwng, phat trién, nang cap,

mé rong phan mém

TT

Cic hé sb tac dong
moi trueong

Ghi chu

1

Co ap dung qui trinh
phat trién PM theo
mau RUP va c6 hiéu
biét vé RUP

0= Dudi 10% céc thanh vién nhom phat trién co kinh
nghiém tham gia dy an c6 ap dung quy trinh phat trién
phan mém.

C6 kinh nghiém vé
ung dung tuong tu
(application
experiences)

1= Yéu cau it nhat 10% thanh vién nhom phét trién c6
kinh nghi¢m phat trién rng dung tuong tu.

Co6 kinh nghiém vé
huong doi tuong
(Object Oriented)

3=Y¢éu cau it nhit 30% thanh vién nhom phat trién c6
kinh nghi¢m vé€ hudéng doi tugng.

Kinh nghiém cua
truong nhoém lap
trinh

5=Yéu cau truong nhom 1ap trinh di ¢6 kinh nghiém
lam trudéng nhom 14p trinh 5 dy d&n/nhiém vu.

Tinh chu dong

5= Khéng yéu cau nhom phat trién thuc hién bao céo
theo cac mdc cong viéc/san pham trong ké hoach thuc
hién.

bd on dinh cua cac
yéu cau

2=D0 6n dinh yéu cau muec 2.

St dung cac nhan
vién lam béan thoi
gian

0= Khong str dung nhan vién lam ban thoi gian.

Kinh nghiém sir
dung ngoén ngtr lap
trinh

5=Yéu cau tat ca cic thanh vién trong nhom 1ap trinh
c6 kinh nghiém 1ap trinh.

2.7. Yéu ciu bio dam an toan théng tin dw 4n
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Phan mém quén 1y can d4p tmg yéu cau Cap d6 2 theo Quyét dinh 742/QD-
BTTTT ngay 22/04/2022 cua Bo truong B Thong tin va Truyén thong véi cac

yéu cau chi tiét nhu sau:

TT

Yéu cau ky thuat

M0o ta yéu cau

1.

Xac thue

1.1

Cé6 chuc nidng xac thuc nguodi st
dung khi truy cap, quan tri, cau
hinh Phan mém.

a) Co giao dién quan ly tai khoan nguoi su
dung.

b) Yéu cau xac thyc ngudi st dung khi truy
cap quan tri, cau hinh Phan mém.

¢) Yéu cau xac thuc ngudi sir dung khi truy
truy cap su dung Phan mem.

1.2

Cé chitc nang cho phép luu trit ¢o
ma hoa thong tin xac thuc h¢ thong.

Thong tin xac thuc dugc luu trir c6 ma hoa
trén Phan mém st dung thuét toan hash tir
SHA-256, SHA-512, SHA-3 va céc thuat
toan tuong duong

1.3

C6 chuce nang cho phép thiét 1ap
chinh sdch méat khau nguoi st
dung.

a) C6 chic niang yéu cau nguoi ding dit
mat khau méi khi dang nhap lan dau st
dung mat khau méc dinh.

b) C6 chirc ndng cho phép thiét 1ap quy tac
dat mat khau ve so ky tu, loai ky tu.

¢) C6 chirc nang cho phép thiét 1ap thoi gian
yéu cau thay doi mat khau.

d) C6 churc nang cho phép thiét 1ap thoi gian
mat khau hop €.

d) Khoa tai khoan va yéu cau nhap mat khau
moi khi mat khau cua tai khoan do hét han
thoi gian hop 1€.

¢) M6 khoa tai khoan khi thay doi mét khau
thanh cong doi voi truong hop mat khau hét
han thoi gian hop 1€.

1.4

C6 chirc nang cho phép han ché s6
lan dang nhap sai trong khoang
thoi gian nhat dinh véi tai khoan
nhét dinh.

a) C6 giao dién cho phep thiét 1ap chinh
sach vé gidi han s6 lan dang nhép sai trong
khoang thoi gian nhat dinh.

b) Co chirc nang canh bao tdi nguoi st dung
khi vi pham chinh sach.

c¢) C6 chure nang tu dong ngan can vi¢c dang
nhép tu dong khi vi pham chinh sach trén.

Kiém soat truy cap

C6 chuc ning cho phép thiét 1ap
gidi han thoi gian cho (timeout).

a) C6 chirc nang cho phép thiét 1ap gidi han
thot gian cho (timeout) dé dong phién ket
n6i khi Phan mém khong nhan duoc yéu cau
tor nguoi dung.
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b) Hién thi thong bao, dong phién két ndi da
hét han thoi gian timeout va yéu cau dang
nhép lai.

khong Iuu trlr thong tin xac thuc,
thong tin bi mat trén ma nguon Gng
dung.

2.2 C6 chirc nang cho phép gi6i han | a) Co giao dién cho phép quan tri vién quan
dia chi mang quan tri dugc phép | Iy chinh sach v€ gidi han dia chi mang quan
truy cap, quan tri Phan mém tr xa. | tri dugc phép truy cap, quan tri Phan mém

tur xa.

b) C6 chirc nang thuc thi chinh sach vé gidi
han dia chi mang quan tri dugc phép truy
cap, quan tri Phan mém tr xa & trén.

3. Nhat ky hé thong

3.1 Co chjlc nang cho phép ghi nhat ky | a) Phan mém cung cip chic niang ghi nhat
hé thong gom nhitng thong tin. ky hé thong.

4. An toan rng dung va ma nguﬁn

4.1 Cé chuc ning cho phép kiém tra | C6 chirc ning thuc thi viéc kiém tra tinh hop
tiph hop 1€ cta thong tin, dir liéu | 1¢ cta thong tin, dir liéu dau vao trudc khi
dau vao trudce khi xtr ly. xu ly

4.4 Co6 chiic nang cho phép bdo dam | a) Thong tin xac thuc, bi mat khong duoc

dua tryc tiép vao ma ngudn tng dung ma
phai duogc thiét 1ap thong qua giao dién cau
hinh h¢ thong.

2.8. Yéu cau vé tinh sin sang véi IPv6 (néu hoat dong trén mdi truwong

Internet)

STT

Yéu cau

1 Pam bao phﬁn mém hd tro IPv6;

2 | Pam bao dudng truyén két ndi Internet cho Webserver hd tro IPv6

3 | Khai bdo Webserver ling nghe dugc cac két nbi qua mang IPv6

4 | Khai bao ban ghi cho tén mién trén hé thong DNS Hosting

5 | Pam bao may chu DNS Hosting hd trg IPv6

6 | San sang hd tro dia chi Internet thé hé méi IPv6, DNSSEC. Trién khai HTTPS str
dung giao thirc TLS v1.2 trd 1€n vdi cac b ma hoa an toan trong xac thuc nguoi dung
va truyén nhan cac thong tin nhay cam (thong tin ca nhan, thong tin thanh toan).

2.9. Yéu cau chi tiét vé viéc dao tao hwéng din sir dung

Pio tao, chuyén giao cong nghé, hwéng din sir dung

- Pao tao van hanh va hudng dan su dung 1a nd1 dung quan trong ciia nhi¢ém
vu gitip cho viéc trién khai thuc hién hoat dong img dung CNTT, ti€p nhin quan
1y van hanh dat hi¢u qua cao nhat.

- Yéu cau trién khai, cai dat phan mém:
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+ Pham vi trién khai: Trién khai hé théng, c4u hinh, cai dat dam bao phén
mém hoat dong 6n dinh.

+ Muc dich:

o Lap ké hoach va 1am cong tac chuén bi chu d4o dé cong tac trién khai
thu duogc hi€u qua cao nhat.

o Phéi h0’p qhaflt c‘hé gi?ra chi dau tu va cac don vi thy huong phén mém,
cong ty cung cap phan mém dé thuc hién ding ké hoach dugc phé duyét.

o Thuc hién nghiém tuc sy trao d61 thong tin gitta nha cung cap phan mém
va don vi st dung dé c6 nhitng thong tin bo ich phuc vu cho viéc dép ing cac yéu
cau cua nguoi dung sau nay.

o Céu hinh hé thdng, cai dit phan mém.

+ Két qua dat dwoc: Cai dit phan mém 1én may chu dam bao phan mém
phai hoat dong dugc ngay sau khi nhan vién ky thuat ctia Cong ty trién khai roi
don vi.

+ Noi dung cong viéc trién khai tai don vi:
o Kiém tra ha tﬁng;
o Céu hinh hé théng phan mém;
o Hiéu chinh giao dién;

o Thu thap ¥ kién dong gdp trong qua trinh dao tao tai chd va chuyén giao
cong nghé tai cho;

o Hb trg van hanh thu nghiém céac phan hé;
o Thu thap y kién dong gop trong qua trinh van hanh;
o Bao cao van hanh thur nghi¢m.
- T4 chirc dao tao chuyén giao cong nghé, dao tao hudng dan nguoi sir dung:

+ Nbé thau thi cong s€ lap ké hoach dao tao cho cac d6i tuong do Chu dau
tu cung cap danh sach cac nguoi sir dung hé thong;

+ Nha thau s& cung cip ndi dung va tai liéu huéng dan sir dung cho cac ddi
tuong tham gia dao tao;

+ Poi twong dao tao:
o Quan trj hé théng phan mém
o Can bd nguoi st dung.
+ Dia diém dao tao: tai tru so don vi
+ 86 16p: 05 (tbi da 25 ngudi/16p)
+ Pham vi dao tao:

o Thyc hién viéc chuyén giao phan mém va huéng dan sir dung tap trung;



83
o Hop théng nhét tién do trién khai dao tao, chuyén giao;
o Chuén bj va cung cép du tai liéu hudng dan su dung;

o Chuén bi phong hoc, phuong tién ky thuat phuc vu cong tac dao tao
(may tinh, may in, projector...);

o Thyc hién huéng dan sir dung phan mém.
+ Pao tao can bd quan tri hé thong:

o Noi dung:
v/ M6 hinh nghiép vu;
v So d6 dong luu chuyén dir lidu;
v" Céc churc nang su dung cia cac phan hé;
v Chtrc ning thiét 14p mau bao céo;
v Két ndi va van hanh k¥ thuat gitta cac phan h¢;
v/ Tai liéu phén tich thiét ké;
v/ M6 hinh cai dat vat Iy caa CSDL;
v’ Céch thirc quan tri md ngudn;
v K§ thuat quan tri hé théng phan mém.

o Yéu cau:
v Nam viing cac ho so lién quan dén hé théng phan mém;
v/ Nim vimng t6 chirc CSDL;
v Nam viing cac qui trinh quan 1y, qui trinh van hanh cta phan mém;
v’ C6 thé hd trg duoc cho nguoi st dung cudi;

v C6 thé quan tri dugc cac yéu cau thay ddi hay cac yéu cau moi dbi
voi tung phan hé hay toan bo hé thong.

+ Dao tao can bo nguoi st dung:

Hinh thtrc dao tao: Xay dung tai liéu video, tai liéu infographic dé nguoi
dung d¢€ hi€u va st dung, tai li€éu duoc bién soan day du dé hi€u, dé su dung hé
thong, dugc dua lén h¢ thong.

o Noi dung:
v’ Quy trinh luan chuyén va xt 1y nghiép vy;
v’ Céc chirc nang thao tac co ban cia phan mém;
v Quy tic cap nhat dit liéu, xu 1y dir liéu;
v Quy tic xtu 1y thong tin va khai thac thong tin;
v Tim kiém, bao cdo va téng hop trén cac mau biéu;
v Cai dat va xir 1y 16i k§ thuat;
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v" Khai thac thong tin;

v’ Thuc hanh tryc tiép trén mdy tinh;

v Thyc hanh trén sd liéu thuc té;

v’ Chuyén giao mé hinh thuc té.

o Yéu cau:

v/ Hiéu biét day du vé tat ca cac chiic nang ctia phan mém c6 lién quan;

v’ Str dung thanh thao phan mém;

v/ Biét cach tuan thu cac quy tic st dung;

v’ Biét cach sir dung hudng dan truc tuyén.
- Tai liéu ban giao:
Nha thau thi cong c6 trach nhiém ban giao:

+ Céc tai liéu cua timg giai doan trong qua trinh x4y dung, phat trién hoic
nang cap, mé rong phan mém theo ndi dung hop dong da ky két;

+ B0 chuong trinh cai dat phén mém;
+ M4 ngudn thue thi cua chuong trinh;
+ Tai liéu dac ta chiic nang;

+ Tai liéu phan tich thiét ké hé théng;

+ Céc tai liéu huéng dan sir dung, quan tri, van hanh; tai liéu phuc vu dao
tao nguoi su dung, quan tri, van hanh; tai liéu quy trinh bao tri (néu co); huéng
dan vé k¥ thuat va tiéu chuan, quy chuan (néu co).

+ Tai liéu k¥ thuat phuc vu két ndi theo quy dinh (néu co).

2.10. Céc yéu ciu (néu can thiét) vé kiém thir hoiic van hanh thi, bio hanh,
bao tri
* Y¢u ciu vé vin hanh

Str dung nhan su ctia don vi ¢6 cc k§ ning dap tmg yéu cau ctia myc 2.6

Céac nhan sy tham gia dao tao ddy du theo dung yéu cau va sb luong, thoi
luong.

Phwong 4an quan ly van hanh hé thong sau khi trién khai dwa vao vén
hanh:

Sau khi trién khai thanh cong, doi du an s€ hudng dan, chuyén giao cong
nghé cho chu dau tur vé hé thong vira trién khai. Dong thot khi ¢6 yéu cau, doi du
an s& ctr nguoi xudng stra cac 161 xay ra trong hé théng vira trién khai.

Khi viéc hd tro dd dam bao hé thong da hoat dong t6t, s& tién hanh ky cac
bién ban nghiém thu k¥ thuat, nghiém thu hgp dong.

Nhén sy tham gia vao giai doan nay bao gdom:
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- Nhém phan tich - thiét ké, nhom phat trién: chuyén giao cong nghé vé cac
tai li¢u thiét ké, tai liéu thong so cau hinh, tai liéu huong dan van hanh, tai liéu
hudng dan quan tri gidm sat,...;
- Nhém dio tao - trién khai: chuyén giao cong nghé vé cac tai lidu quy trinh
cai dat cau hinh, stra cac 161 xay ra;

- Quan tri du an: lam dau moéi nhan céac yéu cau, phan hoi cia khach hang,

ghi nhan cac 1an ho trg.

STT Téc vu San pham Trach nhiém | Ming viée
HS raldihe | .. .. .« Nhém phét trién o
1 y tro' stra 101 A€ | Bisn ban hd tro . .| Giai phap
thong Nhom trién khai
) Chuyén giao cong | Bién ban chuyén | Nhom phat trién Giai phap
ngh¢ giao cong nghé | Nhom trién khai
; |Ban giao tai liéu, | Bién ban ban | Nhom phat trién Gidi pha
san pham giao tai liéu Nhém trién khai i
e LA . | B0 céo két thi N
4 Bao cao két thuc da‘?c? C?go ot ttrigr(i Nhom dao tao, Dio tao
dao tao, trién khai . Nhom trién khai :
khai
5 Téng két dy an Bao, cdo tong ket Can’ b quan tri Quan tri du én
du an du an

* Yéu ciu vé bao hanh, béo tri

- Thot han bao hanh: 12 t‘héng‘ké tur ngay nghiém thu ban giao. Sau thoi gian
bao hanh, néu phat sinh 10i phan mém lién quan dén nha thau thi nha thau s€ chiu
trach nhiém stra chira, khac phuc.

- Phuong thtc bao hanh: Truc tiép ngay khi tiép nhan thong tin vé 16i hoac
kho khan trong qua trinh sir dung thong qua dién thoai, email, hodc cac phan mém
ho tro truc tuyen tir xa. Truong hop khong khic phuc dugc s& bao hanh tan noi
trong vong 48 tleng.

3. Du kié’l} thoi gian chuyén gia bit dau thwe hién DVTV: Ngay sau khi hop
dong ky két c6 hiéu luc.

I1I. Bao cao va thoi gian thuc hién:

1. Cac bao cio phai ndp: Cac bao céo trong qua trinh Xay dung phdn mém

2. Tién dd ndp bao cao: Trong vong 60 ngay ké tir khi Hop dong co hiéu luc.
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STT Ho so xAy dung phin mém Tién do ndp

Tai liu cua tung giai doan trong qua trinh phat
trién phan mém theo quy dinh tai Thong tu s

1 16/2024/TT-BTTTT ngay 30 thang 12 nam 60 ngay
2024 cua B truéng BO Thong tin va Truyén
thong.

2 | Bo chuong trinh cai dit phan mém. 60 ngay

3 | Tai liéu huéng dan sir dung, quan tri, van hanh. 60 ngay

4 Tfu ll?u phuc vu dao tao nguoi sir dung, quan tri, 60 ngdy
van hanh.

IV. Kinh nghiém va nhan sy ciia nha thiu:

Kinh nghiém va nhan sy ctia nha thau phai dap tng theo yéu cau tai Muc 2
Chuong I1I ciia E-HSMT.

V. Trach nhiém cia chi dau tu:

- Cur can bo ho trg trong qua trinh tiép cén cac tai li€u co lién quan dén
nhiém vu cda tu van;

- Cung cap cac tai liéu c6 lién quan, ké ca cac tai liéu nghién ctru lién quan
hién ¢6 nham tao di€u kién thuan loi cho nha thau thuc hién nhiém vu ctia minh.



