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Chuong V Yéu cau vé k¥ thuét

Chuong V. Yéu cu vé k¥ thuit
Muc 1. Yéu ciu vé ky thuit

1.1. Gi6i thi¢u chung vé di dn, géi thiu

- Tén Ké hoach mua sim tép trung: M rong ha ting Cloud CCDV CNTT cho khach hang nam 2025-2026 tai VNPT-IT.

- Tén g6i thau: Phan 5: Cung cip lap dat thiét bi hé thdng backup.

- Muc tidu: Mua sam thiét bi ning cip, md rong tai nguyén hé théng cung cip dich vu VNPT SmartCloud phuc vu Public

Cloud va Dedicated Private Cloud.
- Pham vi g6i thau:

TT Danh muc thiét bi Don vi tinh | S6 lugng
Hé théng Backup
Hé théng Backup loai 1 Hé thong 2
2 | Hé théng Backup loai 2 Hé thong 1

- Dia diém thuc hién: Tai TP. Ha Noi, TP. H6 Chi Minh, TP. Pa Ning
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1.2. Yéu ciu vé ky thudt

Phan 5: Cung cip Itfp dit thiét bi hé thong backup

TT

Yéu cau dap ing

A

Yéu cau chung

1

khong dap tng.

Trong HSDT, Nha thau phai chao don gia chi tiét tbi thiéu cho céc hang muc sau:

Déi v6i hé théng backup, cac thiét bi thanh phan: méy chi, thiét bi luu trix, thiét bi mang, ban quyén phin mém (néu cé);
Trong trudng hop ban chio gia chua du chi tiét, Chu du tu s& ¢6 van ban yéu ciu nha thau bd sung. Néu Nha thiu khong
cung cp ban chao ¢ don gi chi tiét (nhu quy dinh néu trén), Chit diu tu s& xem xét, danh gid HSDT ctia Nha thau la

Bén mua c6 thé chia ra nhiéu don hang (PO) khéc nhau trong Pham vi cung cdp thong qua van ban dit hang theo nhu cau
thuc té. Bén mua c6 thé thanh ly hop ddng ma khong nhét thiét phai 1iy toan bo 100% sb hang héa thudc pham vi cung cép

ndy. Bén ban phai dap tmg vo diéu kién theo nhu cau vé s lugng hang hoa thuc té ciia Bén mua.

w

Dap tng cac diéu kién cu thé cua hop dong

Théng s6 ky thuit, chit lrgng thiét bi.

H¢ thong backup loai 1/ Hé théng backup loai 2

1.1

Kién tric giai

phép

Giai phap dam bao toan bd cac dir liéu sau khi dugc Backup/Archive duge luu & it nhét 2 site, dé dam

bao an toan dir liéu.

Giai phép cho phép dong bo toan bd céc ban Backup/Archive loai & site Ha Noi va TP.HCM (Céc Hé
théng Backup loai 1) vé site tip trung & Pa Ning (Hé thoéng Backup loai 2). Ban Backup/Archive tai Da
Néng phai khéi phuc dugc thanh cong tai Da Ning va céc site & Ha Noi, TP.HCM. Nha thau cung cép

license cho tinh ndng nay (néu co).
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TT

Yéu cau dap ing

Giai phép cho phép dong bo thong tin Backup (metadata, catalog, ...) gilta cac site, dam bao khi mot
site bi thim hoa thi hé théng c6 kha nang khoi phuc sang céc site con lai. Nha thau cung cép license cho

tinh ning nay (néu co).

Céc thiét bi/phan mém trong gidi phap phai c6 day du ban quyén, khong gigi han thoi gian su dung.

Phan ctrmg va phan mém phai hoan toan twong thich véi nhau va duge x4c nhan boi ca hing san xuét

phén cirng va hang san xuét phan mém.

Giai phap phai bao gém thiét bi/phu tro cho toan bo cac két ndi cia cac thanh phan trong hé thdng v6i
nhau. Céc két ndi vao ha tAng mang ctia VNPT chi phuc vu sao luu va giam sét hé théng (out-of-band)

Két néi vao ha tang mang ctia VNPT phuc vu sao luu phai ¢6 t6i thiéu 4 két ndi quang mdi ving, sir
dung port 25GbE SR multimode cho mdi Hé théng backup loai 1, port 10GbE SR Multimode cho hé
thong backup loai 2

Giai phap dam bio khong c6 diém chét don (single point of failure) v& ngudn, két ni, thiét bi mang.

1.2

Tinh toan ven dir

liu

Giai phap backup ¢6 sin co ché trr dong kiém tra tinh toan ven dit liéu dam bao restore thanh cOng.

1.3

Tinh nang bao vé
dir liéu khoi

Ransomware.

Giai phép backup c6 co ché bao vé dir liéu da dugc backup khdi Ransomware (Immutable
storage/Retention lock hoac tuong duong)

Giai phap c6 san co ché quét malware cho dir liéu Backup

Giai phap c¢6 san tinh ning cho phép dong bd dir lidu backup t6i mot moi truong co 14p (Isolation),
dong thoi c6 kha ning kiém soat moi truong nay nhu: quét malware dir liéu backup, phat hién ra cac bat

thuong clia hé théng backup nhung vin dam béo tinh ¢d 1ap (Air Gap).
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TT Yéu cau dap tmg

1.4 | Khoang thoi gian | Thoi gian hoan thanh backup (backup windows time) < 8 tiéng cho 102 TB Backup
thye hién backup

1.5 | Backup ra tape, Co tinh nang backup dir li€u ra tape, cloud, gitip da dang hoa hinh thac luu trit, ting tinh du phong di
cloud liéu.

C6 sin kha ndng backup cédc dir liéu, ng dung chay trén Public Cloud (AWS, Google Cloud Platform,
Microsoft Azure) vé trung tim dir liéu cia VNPT. Céc dir liéu backup nay duoc restore 1én cloud va
restore tai trung tam dir liéu.

1.6 | Kha nang khir Hé thong c6 kha nang nén/khir triing lap tai nguon va dich, v6i kha nang khir tring lap lén t&i 30 lan
trung lap (30:1).

1.7 | Backup cho moi C6 tinh ning ting tdc backup trong méi trudng co sd lugng file 16n, st dung change-tracking dé phat
trudng c6 sb hién ra cac thay ddi ma khong can doc lai toan bd dir liéu trén client, va chi gui di nhitng dir 1i€u thay
lugng file lon. d6i t6i may cha backup, gitp giam tai client, tang tdc qua trinh backup.

1.8 | Backup cac loai C6 kha nang sao Iuu online dugce cac CSDL: SQL Server, MySQL, Oracle DB, PostgreSQL, MongoDB
co sO dir liéu

1.9 | Backup cac nén Sao luu dugce cho cac nén tang nhu: Windows Server 2016/2019/2022, Red Hat Enterprise Linux 8/9,
tang hé diéu hanh | Oracle Linux 8/9, Ubuntu 20/22/24, CentOS 8/9...

1.10 | Backup cho nén Sao luu dugc cho nén tang 40 hoa: VMware, Hyper-V, Community OpenStack (phién ban 2023.1), Red
tang a0 hoda, cloud | Hat OpenStack, Kubernetes

1.11 |Mahoadirliéu | Hé thong phai ¢ sin co ché ma hoa dir liéu

1.12 | Tinh ning quan C6 phan mém quan tri hé théng Backup tép trung

tri, giam sat

C6 phan mé&m quan tri hé théng luu trir Archive tap trung
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TT Yéu ciu dap ing
C6 sén tinh nang multi-tenant, cho phép ngudi ding quan tri tai nguyén va céc job backup riéng
C6 san chirc ning giam sat, bao cdo, thdng ké cho toan bd hé théng va cho mdi ngudi dung
C6 kha ning giam sat phan cting va phin mém thong qua mét trong cac phuong thire SNMP, API, CLI
C6 kha ning canh béo trang thai phan cting, phan mém, trang thai cac job backup thong qua e-mail va
web hook
1.13 | Tinh ndng t6i vu | Di liéu backup dong b giita céc site la dir liéu da dugc khir tring lap dé tiét kiém bing théng duong
dudng truyén khi | truyén.
dong bo dit liéu
backup
1.14 | Yéu cau h¢ thong | Luu trit Archive phai c6 tinh ning WORM (Write-Once-Read-Many) dé chdng cac hoat dong thay déi

Iwrru trir Archive

dit liéu.

Luu trir dit liéu Archive phai ho tro giao thirc S3

Cé tinh nang ma hoa dir liéu

Cé tinh nang Object Lifecycle tw dong x6a cac Object da hét han

Cho phép thiét 1ap han mtrc theo ngudi dung va nhém nguoi dung (Tenant)

C6 API tuong tac v6i hé thong

1.15

Ban quyén phan
mém Backup cua
mot Hé théng
backup loai 1

Ban quyén phan mém Backup t6i thiéu 1696 may ao hodc 102 TB dit liéu, cho phép dong bo cac ban
Backup ctia Hé théng backup loai 2
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TT Yéu cau dap tng

1.16 | My chti quan tri | Tdi thiéu 02 may chu quén tri Backup tép trung chay & ché d active-active hoic active-standby, str
backup cho mot dung port uplink téi thiéu 25GbE. Qua trinh hoat dong tai may cht (CPU, RAM, Storage, bing
Hé thong backup | thong...) khéng vuot qua 70%
loai 1

1.17 | Toc dod Téc d6 sao luu toan hé théng dat > 23 TB/hr
backup/archive/re | Throughput méi thiét bi Archive > 1 GB/s
store Hé théng
backup loai 1 tai
mdi site

1.18 | Ha tang hé thong | Dung luong kha dung lwu trit backup > 265 TiB va dam bao du dung lugng dé Iuu tdi thiéu 4 ban full
luu trir backup backup + 6 ban incremental. Str dung luu trit backup chuyén dung, kha nang khir triing 13p cao, ty 1& >
thudc Hé thong 30:1, két ndi Ethernet > 25GbE.
backup loai 1

1.19 | Ha ting hé thong | Dung luong kha dung luu trir archive > 1277 TiB. St dung luu trit Object, két ndi Ethernet > 25GbE,
luu trir Archive bao gdm cac hé théng nho vei dung lugng khong qua 500 TiB
thudc hé théng
backup loai 1

1.20 | My chii quan tri | T6i thiéu 02 may chii quan tri Backup tap trung chay & ché do active-active hodc active-standby, sur
backup Hé thong | dung port uplink téi thiéu 25GbE. Qua trinh hoat dong tai may chii (CPU, RAM, Storage, bing
backup loai 2 thong...) khong vuot qua 70%
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TT Yéu ciu dap ing
1.21 | Hatang hé théng | Dung luong kha dung luu trit backup > 530 TiB. Str dung Iuru trit backup chuyén dung, kha nang khur
Iuu trit backup Hé | triing 13p cao, ty 1& > 30:1, két ndi Ethernet > 25GbE, bao gém cac hé théng nhé véi dung lrgng khong
théng backup loai | qua 500 TiB
2
1.22 | Ha tang hé théng | Dung lugng kha dung luu trit archive > 2554 TiB. Sir dung luu trit Object, két ndi Ethernet > 25GbE,
luu trit Archive bao gdm cac hé théng nhé véi dung lwgng khong qua 500 TiB
Hé thdng backup
loai 2
1.23 | Dung lugng luu | C6 san t6i thiéu 15% dung lugng du phong véi mai thiét bi luu trir khi hoat dong, khong tinh vao dung
trir du phong lwong luu trit kha dung cua hé thong.
1.24 | Nam san xuat San xuét tlr nam 2025 trd vé sau.
1.25 | Ho tro k§ thuat | C6 bao hanh, hd trg k§ thuat 24x7 tbi thiéu 03 nam ké tir thoi diém nghiém thu hop dong.
HO trg nang cap cac phién ban phan mém, OS méi trong it nhat 03 nam.
Thay thé phan ctmg 16i trong 12h ké tir thoi diém bao 16i.
1.26 | PBao tao Khéa hoc chinh hang (do hing sin xuét dao tao) cho 3 ngudi vé quan tri, van hanh hé thdng Backup va
Archive

Luu y: Tai ligu chirng minh Yéu ciu ky thudt ciia hang héa:
Ngoai viéc gidi thiéu va trinh bay téng thé, chi tiét vé hang hoa va dich vy, nha thau phai tra 161 mire do dap ng cac yéu cu ky

thuat theo miu sau day:

TT

Murc d6 dap tng (chon Dat/Khong

Dén chirng trong E-HSDT
Dat)

Yéu cau

7




Chuong V — Yéu ciu vé ky thuét

[Yéu cau trong E- | Yéu ciu: [dua phan mo ta yéu cau tir
HSMT] E-HSMT]

Chi dan t6i din chimg trong E-
HSDT

Nha thau phai néu rd da giai thich/din chig tai phdn nao, muc nio, tai liéu nao ctia E-HSDT dép ting yéu cdu ky thuét gi trong
E-HSMT, dé bén mdi thau dé dang tham chiéu khi xem xét E-HSDT.
Trudng hop nha thau chi din, dén chiéu khong ding, hoic thong tin trong E-HSDT dugc trich din khong chinh xéc, va thong tin
trong E-HSDT khong dugc tim thiy trén cac dia chi chinh thirc ctia hing san xut san pham du thau dap Gng yéu ciu k§ thut trong E-
HSMT thi yéu cau dé coi nhu tra 10 khong hop 18 va chdm khéng dat.
Cung cép tai liéu k¥ thuat (catalogue, datasheet, huéng dan st dung...) dé chimg minh tuyén b dap tng, ciing nhu néu ro ngudn
gdc cia céc tai liéu nay. Trong trudng hop tai liéu k¥ thuat nha thu cung cip c6 ndi dung khac véi tai liéu ky thuat trén website chinh
thirc ctia Hang san xuét thi bén moi thdu s& cin cir theo tai liéu ky thudt trén website chinh thirc ciia Hang san xuét dé danh gia vé kha

ning dap g yéu ciu k¥ thuat ctia hang hoa chao thau.
Muc 2. Ban vé
Khong c6 ban vé.
Muc 3. Kiém tra va thir nghiém
Céc kiém tra va thir nghiém theo quy dinh tai Hop dong.
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