PHAN 2. PIEU KHOAN THAM CHIEU
CHUONG V. PIEU KHOAN THAM CHIEU

l. GIOI THIEU

1. Vé hé thong héa don dién tir cia BIDV

Hé théng hoa don dién tir cia BIDV hién gdm 05 cau phan chinh

(i) Téng hop dit liéu tao hoa don tu dong

(ii) Phan mém hoa don dién tir (danh cho can bo BIDV sir dung quan 1y, phat
hanh héa don, chung tir khAu trir thué thu nhép ca nhan dién tr)

(iii) Thiét bi bao mat (HSM) va phin mém quén 1y ky sb

(iv) Truyén nhan dir liéu hoa don dién tir truc tiép voi Cong thong tin héa don
dién tir Téng Cuc thué

(v) Céng tra ctru hoa don (danh cho khach hang tra ctru hoa don, chimg tir khau
trir thué thu nhap ca nhan dién tr)

Trong d6: Toan bd cac ndi dung lién quan dén hoa don, chimg tir dién tir do
Téng Cong ty Dich vu vién théng (VNPT) xay dung, cac ndi dung vé chimg thu sb,
thiét bi HSM do Cong ty CP Cong nghé Savis thuc hién.

2. Tém tit, yéu ciu chung vé chinh sira, ning cip hé thong

(i) Nha thau da timg trién khai thanh cong cau phan truyén nhan truc tiép thong tin
héa don cua doanh nghi¢p véi cong thong tin hoa don dién tir co quan thue hoac la don
vi cung cip giai phap truyén nhan dugc cong khai trén website tong cuc thué:
https://hoadondientu.gdt.gov.vn/danh-sach-tvan

(ii) Nha thau phai thué danh gia bao mat doc 1ap (1a t6 chirc duge co quan ¢ tham
quyén cap phép vé dich vu danh gia bao mat) theo hinh thirc Whitebox va dam bao khic
phuc toan bo cac 10 héng bao mat tim duoc (néu c0) trudc khi trién khai. Toan bo chi
phi thué danh gia bao mat do nha thau chi tra.

(iii) V& kién trac:

- Cau phan duoc phat trién can phai téi wu hoa kha nang sir dung va téi sir dung
lai cac thanh phan cua ang dung (chirc ning, service, job, script,...), trong d6 cac
thanh phan va dit liéu hé thdng s& duoc tai sir dung lai tir cac hé théng khac néu co
thé

- Dt Iiéu‘phéi dugc thiét ké tdi vu, giam thiéu luu trir chdng chéo, du thura. Str
dun‘g cac nguon dir liéu tap trung cho nhitng thanh phan dir liéu dung chung cho
nhiéu hé thong nhu Kho dit liéu BIDV-MIS, CSDL log tap trung...

- Cau phan phat trién méi can duoc thiét ké d¢é dam bao kha ning mé rong:

+7Dé dang phat trién thém méi va/hoic phat trién thém cac tinh ning cho céac
san pham dich vu theo nhu cau cua ngan hang.

+ D& dang mo rong dé tang kha nang xir Iy khéi lugng giao dich.

+ Dé dang ma rong dé tang khoi lugng luu trit dir ligu.

- Chuong trinh phai tich hop ghi log vao hé thong log tap trung.

(iv) Nha thau can c6 kha nang tiép nhan cong nghé va phat trién trén hé thong hién
thoi cua BIDV:


https://hoadondientu.gdt.gov.vn/danh-sach-tvan

SERVER NOTE
STT NAME OS FUNCTION
| | Cau phan héa don dién tir
Windows Cai dat V\_/eb portal phl,Alc vu chq
1 Web server Server -1IS viéc tra ciru thong tin hoa
Portal 2019 -. Net4.6.1 don danh cho khach hang
phién ban 64bit
Cai dat Web phuyc vu can by BIDV
: - 1IS dung dé quan ly thong tin
Web server | Windows | 'Njet 4.6.1 phién | don vi phat hanh héa don,
2 | Invoice Server , : p X1, A
Core 2019 ban ,64b,|_t thao tac xuat hoa don, dieu
- Két noi module | chinh/thay thé hoa don.
ky sb
Oracle il
3 | Server DB Database Cai dat: Oracle
Rac
19c
; Windows | Cai dat Tool téng hop dﬁ: ligu hoa
4 Tool Tor_lg Server - 1IS - dgn tu dong .(Cua cac giao
hop dir liéu -.Net4.6.1phién | dich phat sinh truéc 01
2019 , . X PR
ban 64bit ngay so vai ngay hién tai)
Il | Cu phan ky so tap trung (Signing server)
1 | Bidv-app RHEL 8.2 | Cai dat Phuc vu ky hda don va tai
- Apache HTTP | liéu lién quan dén hoa don
Server (bang k&, bang tong hop dix
-.Net Core 3.1 | liéuhoa don dién tu, to khai
phién ban 64bit | dang ky st dung hoa don
- Java 8 dién tir). Ngoai ra, hé théng
2 | Server DB RH 7.8 Cai dat: Oracle nay con dugc st dung cho
19¢ mot s6 yéu cau khac cua
BIDV.
Il | Cau phan truyén nhan dik ligu héa don dién tir truc tiép véi Co' quan
thue
1 | Application | RHEL 8.6 | Cai dat - Phuc vu truyén dir liéu
server -JDK 1.8.0_202 | héa don dién tu sang Co
(c6 thé dung quan thué.
version cao hon, |- Du kién 15/11/2025,
mién 1a 1.8) BIDV hoan thanh chuyén
- Wso02am 4.0.0 | ddi tir JDK sang OpenJDK
2 | Kafka + RHEL 8.6 | Cai dat
MongoDB - JDK 1.8.0_202
(c6 thé dung
version cao hon,
mién 13 1.8)
1. -
Kafka &

Zookeeper 2.13-
2.7.2




SERVER NOTE
STT NAME OS FUNCTION
2. -
MongoDB 4.4.15
3 | Nginx RHEL 8.6 | Cai dat
- Nginx 1.23.1

Trong pham vi 1an chinh sira, nang cp nay, BIDV can chinh stra di v6i 02 cau
phan:

- Tong hop dit liéu hoa don;

- Phan mém hoa don dién tir (str dung cho can bo BIDV);

Trong do:

(il) Dbi v6i yéu cau chinh stra, nang cp ciu phan “Tong hop dit liéu héa don™:
BIDV cung cip ra kho dif liéu trung gian cac dit liéu thd, san c6 tai cac bang dit liu
nghiép vu ctia hé théng BIDV. Nha thau chiu trach nhiém toan bd vé viée xir Iy, tinh
ché dir liéu thong tin khach hang, thong tin giao dich BIDV di déy trén kho dit liéu
trung gian (dit liéu dau vao tir core PROFILE va cac phan mém tng dung tich hop
vao PROFILE) dé tao/gom/gdp hoa don dién tir tur dong theo chi nhanh, ding ky lay
hoa don khach hang da dang ky. Hién tai, BIDV can bd sung, chinh stra quy tic
tao/gdp hoa don mic dinh véi khach hang ca nhan, khac hang véng lai; chinh stra/bd
sung cac tool tong hop dir liéu dbi voi mot sd nghiép vu duge dé cap chi tiét tai phan
Il dudi day

(v) Di voi yéu cau chinh sira phan mém hoa don dién tir: BIDV can b6 sung,
chinh stra mot s6 chirc ning ctia phan mém hoa don dién tir, Cong tra ciru hoa don
dam bao cap nhat, pht hop v6i nhu ciu sir dung, dap tng quy dinh méi vé hoa don
ching tir theo “Nghi dinh 70/2025/NB-CP ngay 20/03/2025 sira d6i, bd sung mot sb
diéu cua nghi dinh s6 123/2020/ND-CP ngay 19/10/2020 ctia Chinh phu quy dinh vé
héa don ching tir’; “Thong tu 32/2025/TT-BTC hudéng dan thuc hién mot s6 diéu
cia Luat Quan Iy thué ngay 13/06/2019, Nghi dinh 123/2020/ND-CP ngay
19/10/2020 ctia Chinh Phi1 quy dinh vé hoa don, chimg tir, nghi dinh s6 70/2025/ND-
CP ngay 20/03/2025 sira d6i, b sung mot sé diéu ciia nghi dinh s6 13/2020/ND-
CP”, “Quyét dinh 1306/QD-CT ngay 13/06/2025 ctia Cuc thué quy dinh vé thanh
phan chira dit liéu nghiép vu hoa don, ching tir dién tir va phuong thirc truyén nhan
v6i co quan thué”, chi tiét tai phan IT dudi day.

(vi) Cac yéu cau chung cta chuong trinh hoa don dién tir duoc thuc hién theo
dung hién trang chuong trinh dang trién khai tai BIDV, ddi vé6i toan bd cac ndi dung
chinh stra, bo sung, nang cap, nha thau ban giao ma ngudn cho BIDV, dio tao dé can
bd BIDV c6 kha nang chinh stra, phat trién chuong trinh.

II. PHAM VI CONG VIEC

TT Noi dung Yéu ciu chi tiét Ghi chu

Yéu ciu k¥ thuit

Kién trac thong tin h¢ | - He théng duoc cai dat, van hanh tap trung.
théng - Chuong trinh, CSDL dugc cai dat tai Trung
tam xu 1y chinh va trung tam dy phong cua
BIDV




Noi dung

Yéu cau chi tiet

Ghi chu

H¢ quan tri co s¢ di
liéu

Nha thau phai cung cap cac chirc ning/cong cu
ho tro luu trtr dit liéu, don dep dur li¢u, gidm
thiéu vi€c quan tri thu cong.

Hi¢u néng

(1) Véi tng dung ndi bo (BACK):
Hé théng quan ly ndi by phai dat cac muc ti€u
Sau:
- Hb tro t6i thiéu 10,000 user dang ky st dung —
tang trudng 10%/mnam
- Cho phép 500 user truy cap dong thoi vao hé
théng — tang trudng 10%/niam
- Cho phép tdi thiéu 200 thao tac truy xuit, tac
nghiép dong thoi (TPS) — tang trudng 10%/nam.
- Quan ly, phat hanh t6i thiéu 200 triéu hoa don
1 nam — ty trong tang trudng khoang 30%/nam.
- Can nang cép hé théng hién tai dam bao chiu
tai v6i s6 lwong hoa don trong ngdy ting manh
sau khi ap dung nghi dinh 70/2025/Nb-CP (xuét
hoéa don tirng giao dich cia khach hang ¢4 nhan,
vang lai):
+ Hién tai:
o Binh quan: 13.000 hoa don/ngay.
0 Ngay cao diém: 150.000 héa don/ngay
+ Dy kién s lugng héa don sau khi 4p dung

nghi dinh 70/2025/ND-CP:

o Binh quan: 600.000 héa don/ngay.

o Ngiy cao diém: Khoang 3.000.000 -
5.000.000 hoa don/ngay.

o Udc tinh tang trudng: 20 - 30%/nam.
- Pam bdo hiéu ndng chuong trinh, thuc hién ky
s6 hoan thanh trong ngay
(ii) Véi cau phan tra ciru théng tin hoa don cia
khach hang (FRONT): 200 khach hang truy
xudt, tim kiém hoa don dong thoi
(i11) H¢ thong c6 kha nang mo rong theo chiéu
rong: Khi can nang cdp hiéu ning, c6 thé bo
sung thém may chil, ma khong anh huong dén
hoat dong cua hé théng

Kha ning can bang tai

- Hé thong phai hd trg kha nang can bang tai véi
nhiéu ché d¢ khac nhau, t6i thiéu:

- Can bang tai phan cing

- Can bang tai phan mém

- Ngoai ra, hé thong phai hd tro kha ning can
bang tai theo cum (clustering) bao gdm nhiéu
may chil hodc hé théng trong cing cluster, khi
mot may chu trong cluster qué tai thi toan bo
cong viéc may chu nay dam nhan sé dugc chia
sé tai cho cac may trong cung cluster ma khong
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Noi dung

Yéu cau chi tiet

Ghi chu

lam cho hoat dong ctia hé thong bi ngat hay gian
doan. Viéc can béng tai doi hoi su can thi¢p tbi
thiéu ctia con ngudi, va khong anh huéng dén
tinh toan ven dir li¢u va giao dich.

C6 thé chu dong mo rong ning luc xtr 1y theo
yéu cau ctia nghiép vu.

Mang, truyén théng

Hé thong quan 1y hoa don dién tir phai ph hop
v6i ha ting truyén thong hién tai (mang
WAN/LAN) ctia BIDV véi cac dic diém co ban
sau.

- Mang truyen thong theo giao thirc TCP/IP.

- Puong truyén két ndi gitra chi nhanh va Tru so
chinh 14 dudng truc tuyén (online) véi toc do toi
thiéu 12 64Kbps hodc kénh VPN qua Internet

Sao luu du phong,
don dep dir liéu

Hé thong phai cung cap cac phuong phap sao
luru:

- Sao luu dinh ky hang ngay;

- Sao luu tai mot thoi diém bat ky;

- Sao luu day du;

- Sao luu céc thay doi.

Hé thng phai cung cép cac chirc ning don dep
dinh ky sau khi sao luu dé nang cao hiéu ning
ctia hé théng.

Pam bao tinh san
sang cao

Kha ning san sang ctia hé thong doi hoi phai dat
99,9% tré lén trong thoi gian hoat dong va
khong c6 sy cham tré dang ké do bat ky su cd
nao dbi voi nguoi st dung cudi cung.

Hé thdng phai dam bao tinh dy phong va tinh
san sang cao (khong dugc phép dung hoat dong
qua 30 phut trong ngay/gio lam viéc).

Giai phap cung cap phai bao gdbm hé thong du
phong tai Trung tam xu 1y (High Availability)
va Trung tdm dyu phong (Data Center Disaster
Recovery), véi giai phap nhu tai Trung tam X
1y nham dam bao tinh sin sang cao trong trudng
hop hé théng chinh gip su cd.

Hé théng duoc thiét ké c6 it nhat hai thanh phan
cung thyc hién & mét chiic nang, Hé thong phai
c6 kha nang tiép tuc van hanh sau khi mot thanh
phan khong con hoat dong.

An toan va toan ven
dir liéu

C4c yéu cau dudi ddy nham muc dich bao dam
sur an toan va toan ven cua dir li€u cua hé théng:
1. Thuat toan ma hoa st dung phai la cac thuat
toan ma héa tuan theo cic chuan bao mat tién
tién duoc su dung hién nay.
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Noi dung

Yéu cau chi tiet

Ghi chu

2. Cac tham s6 cdu hinh quan trong ctia hé
théng, mét khau truy nhap vao CSDL, Host luu
trén file config phai dugc ma hoa.

3. Bao dam kiém soat cac truy cap cua ngudi str
dung:

- Tich hop véi hé théng quan 1y, phan quyén
nguodi dung cia BIDV

- Luu nhat ky (log) toan bd cac thao tac cua
nguoi st dung. Bao gém cac su kién:

o Login, logout

o Poc, ghi, stra, x6a dit li€u, ghi nhat ky, duyét,
huy giao dich ...

o Céc thao tac quan tri hé thong (quan 1y nguoi
dung, xem thong tin ngudi ding, phan quyén
truy nhap, v.v...)

- Nhéat ky phai 10 rang, thuén tién cho cong tac
tra ctru.

4. Giai phap bao mat dua ra phai tuan theo cac
chuan bao mat tién tién, nhu:

- M3 hoa dbi xtng: AES do dai khoa 128, 192
hoac 256 bits; 3DES d6 dai khoa 56, 112 hoac
168 bits.

- M3 hoa phi dbi xtmg: RSA d6 dai khoa tir 512
-> 4096 bits.

- Bam dit liéu: Chuan SHA-256

- Bao mat duong truyén SSL 128 hodc 256 bits.
5. Hé théng hd tro mot kién trac bao mat toan
dién, bao gom nhung khong gi6i han:

- Bao mat co s¢ dir liéu

-Bao mat khi trién khai trén méi trudng
internet.

6. Cac noi dung chinh sira, bd sung trong pham
vi hop d6ng nay can dap tng phu hop mét 50
yéu cau bao mat theo tiéu chuan dang ap dung
tai BIDV, chi tiét theo Phy luc "Tiéu chudn an
ninh bao mat" cua BIDV dinh kém.

Yéu cau nghlep vu

Yéu cau vé viée xtr Iy
dur licu

Bo sung, chinh stra cach thirc khai thac dir liéu
so v6i hién trang do thay do6i cac bang dit liéu
(tir nguon) theo mé ta ciia nghiép vu. Tir cac dir
lidu tho lién quan dén viéc xuat hoa don cia cac
giao dich thu phi, 13i, ban ngoai t&¢ dugc BIDV
tap hop ra kho dit li€u trung gian, chuong trinh
hoa don dién tir (cAu phan tong hop dit liéu) xir
1y, tinh ché dé tao ra hoa don theo danh muc
nghi¢p vu dinh kém. Trong qua trinh thuc hi¢n,
truong hop c6 thay d6i hoidc phat sinh thém
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Noi dung

Yéu cau chi tiet

Ghi chu

nghiép vu hodc ¢ sy thay ddi trong mo ta dir
liéu cua mét trong s6 cac nghiép vu dan dén Nha
thau phai thyuc hién code lai, Chu dau tu va Nha
thau s& phdi hop ra soat, thong nhat murc 40, chi
phi phat sinh. Yéu cau cu thé dbi voi viée xur 1y
dir liéu nhu sau:

1.1

Nguyén tac chung

- Viéc xuat hoa don phu hop véi thu nhap tai
don vi (theo ma sd thué).

- Pon vi hach toan thu nhap 1a don vi xuat hoa
don

- Hoa don tu dong gom/gdp theo ky hoa don
khach hang da dang ky (c6 tach hoa don theo tai
khoan khach hang, theo loai tién, theo thué suéit)

1.2

Chinh stra nguyén tic
g6p hoa don

* Hién trang:
- Pbi véi cac khach hang co CIF tai BIDV:
+ Pdi v6i cac khach hang (CIF) di dugc ding
ky lay hoa don (bao gdm ca khach hang c4 nhan
va doanh nghiép):
v Dbi véi khach hang dang ky 1ay hoa don
theo ting giao dich: xuat hoa don theo ting
giao dich.
v Dbi v6i khach hang dang ky 1ay hoa don
dinh ky (ngay/thdng), cac giao dich phat
sinh trong ky (ngay/thdng) s€ dugc gdp
chung vao 01 hoa don, tach theo tai khoan,
thué suét va loai tién té.
+ Pdi v6i cac khach hang chua dugc dang ky
1y hoa don dinh ky:
v/ Néu 1a khach hang doanh nghiép: S&
dugc xuit hoa don doi véi gop theo timng
khach hang vao cudi ngay;
v’ Néu 1a khach hang ca nhan: Céc giao dich
cua khach hang ca nhan s€ dugc gop chung
vao hoa don tong cudi ngay.
- Pdi v6i cac khach hang khong cé théng tin
(khong co CIF tai BIDV —khach hang vang lai):
Cac giao dich cua khach hang véng lai duoc Xuat
g0p chung vao héa don tong cudi ngay.
=> Theo do:
- Cac giao dich cua khach hang doanh nghiép co
CIF tai BIDV s&€ mac dinh dugc chuong trinh
xuat hoa don (du chua dang ky ldy hoa don).
Trong d6, néu khach hang da dang ky xuét hoa
don (theo tirng giao dich, theo thang, theo ngay)
thi ky xuat hoa don sé& 4p dung theo ding ky cua
khach hang. Néu khach hang chua diang ky xuat
hoa don hoidc chua dang ky ky xudt hoa don cu
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Yéu cau chi tiet

Ghi chu

thé s& duoc mic dinh xuat héa don gdp theo
ngay.

- Cac khach hang ¢4 nhan néu nhu cau 1ay hoa
don can phai dang ky lay hoa don (theo ting
giao dich, theo thang, theo ngay) mudn nhat la
trong ngay dau tién phat sinh giao dich muén lay
hoa don.

- Céc giao dich cua khéach hang ca nhan khong
dang ky ldy hoa don va khach hang ving lai
(khéng c6 théng tin):

+ Hién tai dugc chuong trinh gop vao hoa don
tong cudi ngdy cua cac khach hang khong iy
hoéa don. Theo do, trong truong hop khach hang
vang lai, hoac khéach hang c4 nhan (chua dang
ky lay hoa don) muén 1ay hoa don 1é thi GDV
phai thue hién xuit hoa don online ngay trong
ngay phat sinh giao dich.

+ Chinh stra cho phép tham s6 hoa, tuy chinh
nguyén tic gdp phu hop quy dinh hién hanh (khi
BIDV/Co quan thué c6 yéu cau): Ddi véi cac
khach hang c4 nhan khong/chua ding ky lay hoa
don va khach hang véng lai, xuat hoa don theo
tung giao dich khong thyuc hién gop; Pdi véi cac
khach hang da dang ky ky 14y hoa don, giit
nguyén nhu hién tai.

1.3

Nguyén tic xu ly dir
liéu/xudt hoa don
online (xudt hoa don
ngay trong ngay phat
sinh giao dich)

- Hoa don online chi ap dung d6i véi hoa don 1
giao dich, khong gom, gop. Khi phat sinh nhu
cau xuat hoa don online, GDV vao menu “Xuéat
hoa don online” trén chuong trinh Hoa don dién
tur, nhap b tham chiéu dé tim kiém giao dich da
duoc hach toan thanh cong trén hé théng goc cuia
BIDV, chuong trinh héa don cho phép ldy thanh
cong thong tin giao dich tir cac bang dir li¢u
online BIDV cung cép tai kho dif liéu trung gian.
- Cac giao dich da dugc “phat hanh thanh cong”
hoa don online sé bi loai khoi hoa don téng cudi
ngay hodc hoa don dinh ky cta khach hang. Céc
giao dich da dugc GDV tim kiém nhung chua
dugc “phat hanh thanh cong” hda don online s€
van dugc xuat hoa don tong cudi ngay, hodc hoa
don dinh ky tu dong.

1.4

Nguyén tac xir ly dir
ligu/xuat hoéa don
offline (xuat hoa don
sau ngay phat sinh
giao dich)

Khi nhan dir li¢u thdé tor DB trung gian cua
BIDV, Hé thong quan 1y hoa don dién tir cho
phép tu dong tao cac hoa don dién t ddi véi
toan bd cac giao dich chua duogc xuét hoa don
online, loai trir cac giao dich duoc danh dau
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“Giao dich nghi ngd, khong xuat hoa don”,
trong do:

a. P6i vai cac giao dich khach hang da dang ky
xuét hoa don theo timg giao dich:

Khi hé théng BIDV hoan thanh khau chay dir
liéu cua ngay giao dich (T-1) (thuong la vao
khoang 5-7h sang ngay T), hé thong hoéa don
dién tir tién hanh x 1y céc thong tin san c6 theo
cac nd1 dung mo ta dir li¢u cua tung nghi¢p vu
do BIDV cung cép tir cac bang dit liéu offline
da duoc BIDV déy ra kho dir li€u trung gian; tao
du thao hoa don (hoa don tam, chua cép sb va
cho phép chinh stra 1 sd thong tin (thong tin
khach hang). Pé c6 thoi gian cho BIDV ¢6 thé
cap nhat 1 so thong tin can thiét (VD: Can sira
lai tén viét tit cua khach hang, cap nhat thong
tin khach hang dbi véi cac giao dich vang lai,...,
danh dau giao dich nghi ngd, giao dich xuat hoa
don ndi bd), hé thdng s& chd dén khoang 14h
chiéu hang ngay méi tién hanh chdt thong tin
hoa don, ky va cap sé thr tu hoéa don cho hoa
don va tlen hanh ky s6 (hoa don khi da chét dir
lidu va cap s thi khong cho phép chinh sira).

- D6i v6i cac dir thao hoa don can sira thong tin,
chuong trinh cho phép nguoi dung stra va cap
nhat thong tin trén giao dién chuong trinh hoa
don dién tu.

- Pén thoi diém chdt dir liéu, ky va cip sb hoa
don (14h trua ngay T), chuong trinh s& sur dung
dir liéu san c6 trén cac ban ghi hoa don tam (sau
sira) dé xuat hoa don. Pbi véi cac giao dich vang
lai khong c6 thong tin khach hang, s& duoc xuét
hoa don véi thong tin Khach hang vang lai, d6i
v6i cac khach hang thiéu thong tin MST, dia chi,
néu khong duoc bo sung trudce thoi diém chét
dit liéu hoa don thi s& dugc xuat hoa don véi
thong tin “khong cung cdp dia chi, mi sb
thué,...)

b. Bdi véi cac giao dich khach hang dang ky 1ay
hoéa don dinh ky hodc mac dinh gop theo ngay:

Céc giao dich ctia khach hang di dang ky lay
hoa don dinh ky hoac mac dinh gop sé dugc hé
thong tu dong danh dau riéng va gom chung vao
héa don dinh ky ctia khach hang (khong bao
goém céac giao dich nghi ngo, khong xuat hoa
don, giao dich xuat hoa don thu cong).
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Luu y: D6i voi cac khach hang da ding ky hoa
don dinh ky. Trong truong hop KH mudn lay
hoa don gitra ky de hach toan trudc: KH sé néu
yéu cau vé viéc xuit hoa don glu’a ky (VD: vao
ngay T). GDV s¢ thao tac trén giao dién chuong
trinh hoa don dién tir vé viéc “léy hoa don gitra
ky” cta khach hang. Pén dau ngay T+1, hé
thong s& ty dong xuét hoa don cac ngay tu dau
thang dén ngay T. Sau khi xuat hoa don giira ky
nay xong, chuong trinh van tiép tuc gom céc
giao dich chua dugc phat hanh héa don trong
thang cua khach hang nhu binh thuong.

c. Cac giao dich bi danh du “giao dich nghi
ngd, khong xuat héa don” s& khong dugc tu
dong xuat hoa don. Trudng hop mudn xuét hoa
don, nguoi dung su dung chirc nang xudt hoa
don thu cong dé xuat.

1.6

Danh sach cac nghiép
vu nang cép, chinh
sua, bd sung yéu cau
téng hop dit liu tao
hoéa don

Bao gom céc nghiép vu thu phi, thu 1ai sau:

- Chinh stra tong hop tu dong ddi véi cac nghiép
vu thu i tién vay theo quy dinh méi tai Nghi
dinh 70: Thoi diém xudt héa don ldi vay: Phi
hop ky han thu 1di tai hop dong tin dung va diéu
chinh héa don twong ing/cé canh bdo khi dén
ky han thu 1di khong thu dwoc, chuyén theo déi
ngoai bang. Pong thoi, trong treong hop tra ldi
truée han theo hop dong tin dung thi thoi diém
ldp hoa don la thoi diém thu ldi truéc han.

- Ra soat, chinh stta URD/code tong hop hoa
don voi cac nghi€p vu ban ngoai t¢/vang, nghiép
vu xudt héa don tir ban trdi phiéu, t6 chirc tin
dung”

-B6 sung xuét hoa don diéu chinh tu dong cho
cac but toan hoan phi thé ty dong quy dinh tai
tiét d, khoan 4, diéu 19 Nghi dinh 123/2020 sira
d6i boi diém 13/diéu 01/Nghi dinh 70/2025

- Nghiép vu trén ERP/BPM:

+ MJdi 1 bat toan hach toan chi thué hang hoa
biéu ting phat hanh 1 hoa don, khong thuc hién
gop

+ Xuat hoa don khuyen mai tu dong (gia tinh
thué =0d, theo dau hiéu nhan biét tir chuong
trinh nguon)

Yéu cau vé chirc nang
phan mém

Day la cac module tich hgp hién da co trén
chuong trinh hoa don dién tir, nén cac chirc nang
can tich hop vao truc dd ¢ va tiéu chuan tham
chiéu theo tiéu chuan hé théng hoa don dién tir
san co.
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TT Noi dung Yéu ciu chi tiét Ghi chu
2.1 |Chinh stra t& khai |- Piéu chinh cic thong tin di ¢ trén to khai, bo
dang ky str dung hoa | sung cac thong tin dép tng yéu cau stra d6i/bd
don dién tir sung tai nghi dinh 70/2025/ND-CP (sau day goi
la Nghi dinh 70) va Quyét dinh 306/Qb-CT
(sau day goi la Quyet dinh 1306) ngay
13/06/2025 ctia Cyc thué ban hanh quy dinh vé
thanh phan chira dir liéu hoa don, chimg tir dién
tir va phuong thirc truyén nhan véi co quan thué,
bao gém nhung khéng gidi han cac nodi dung
sau.
+ Thong tin nguodi dai dién theo phap luat
+ Hinh thuc gtri dir li€u héa don
+ Loai hoa don
+ T chuc cung cép dich vu
+ Thong tin don vi truyén nhan
+ Thong tin don vi hach toan phu thudc
+ Thong tin d& nghi tam ngimg héa don
+ Thong tin tich hop hop hda don vdi ching
tu
2.2 | Cap nhat dinh dang | Cap nhat dinh dang (cac thong tin XML) hoa
hoa don, to khai, bang | don, to khai dang ky str dung hoa don dién tu,
téng hop dit liéu hoa bang tong hop dit liéu hoa don dién tir, cac biéu
don dién tr, cac biéu | mau bao cdo, thong diép giri/nhan thong tin véi
mau bado cdo, théng | Co quan thué theo Nghi dinh 70/2025/ND-CP
diép guri/nhan thong | va Quyét dinh 1306/QD-TC.
tin v6i Co quan thué
theo quy dinh tai
Nghi dinh
70/2025/ND-CP  va
Quyét dinh 1306/QP-
TC
2.3 | Bo sung dai hoa don | - B6 sung hoa don, nhom hoa don str dung va
dang ky phat hanh quy tic sinh ky hiéu tuong tng vai loai hoa don
sir dung d6i véi: Hoa don thong thudng, hoa don
mua ban xe
2.4 |Bo6 sung théng tin B?) sung truong thong tin (khong bat budc nhap)

khach hang str dung
dé xuat héa don thu
cong

doi vé1 man hinh Thém mé1 khach hang va
Upload khéch hang theo 16:

- B6 sung truong thong tin Ma don vi quan hé
ngan sach (BVQHNS): Chudi ky tu, do dai toi
da 7.

- B6 sung truong théng tin S6 CCCD/ dinh danh
c4 nhan: Chudi ky tu, do dai ti da 12.

- B6 sung truong thong tin s6 HO chiéu/Gidy to
xuét nhap canh: Chudi ky tu, d6 dai tdi da 20.

11
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2.5

Xuat héa don Thu
cong/ Online/ Offline

- Sap xép lai vi tri hién thi cac truong thong tin
v6i ban thé hién PDF/HTML ciia hoa don

- B6 sung truong s6 CCCD/dinh danh c4 nhén,
ma DVQHNS trén ban hién thi héa don

- Cho phép sir dung mé sb thué 12 ky tu theo
quy dinh mai

- B6 sung nhap liéu truong s6 CCCD/dinh danh
ca nhan, ma DPVQHNS, s6 ho chiéu (truong hop
khach hang nudc ngoai) dbi vai chirc ning xuat
héa don thu cong; xuét hoa don online; chinh
sta ban nhéap (draft) hoa don offline trude khi
ky s6 hoa don.

2.6

Bo sung diéu kién d6i
v6i nguyén tac ky so
phat hanh hoa don

- Cho phép cai dait, tham s6 hoa ngay t6i da
(khong phan biét ngay nghi, ngay lam viéc) cho
phép hoan thanh ky phat hanh hoa don.

- Nhom quyén thuc hién: KT QTUD (Quan tri
ung dung tai TTCNTT)

- Tham s 4p dung ddi vdi toan bd cac nghiép
vu

2.7

bong XML bang
tong hop giri CQT doi
v6i1 cac hoa don cii

Diéu chinh XML héa don cii, bang tong hop tao
moi d6i v6i cac ky dit liéu cii sau thoi diém hiéu
luc ciia Nghi dinh 70 va Quyét dinh 1306 (thém
thong tin nguoi ban, ngudi mua, tinh chit hoa
don...)

2.8

V6 hi¢u chuc néng
hay hoa don/huy hoa
don

- V6 hi¢u churc ndng huy hoéa don/hily hoa don
theo 16 hién c6 cua chuong trinh.

2.9

Mau biéu thong bao
hoa don dién tir da 1ap
sai

Tao mau thong bao 04/SS theo quy dinh, cho
phép nguoi st dung tai vé (du phong phuc vu
theo nhu cau cua s it khach hang, khong thuc
hién ky sd).

2.10

Piéu chinh/Thay thé
hoa don

- B6 sung chirc niang 01 hoa don diéu chinh/thay
thé cho nhiéu héa don cta cing 01 ngudi mua
trong cung 01 thang va cung sai thong tin

- Ty dong tao bang ké 01/BK-DCTT theo mau
tai Nghi dinh 70, ky sd bang ké

- Tao héa don, bang tong hop, bang ké vdi cac
thé XML theo quy dinh Nghi dinh 70 va Quyét
dinh 1306.

2.11

Portal tra ctru hoa don

- Hién thi bién ban dinh kém (néu c6) khi tra ciru
hoa don, cho phép xem va tai vé.

- Thong bao nguodi mua ci nhan vé viée diéu
chinh hoa don trén website: Thuc hi¢n cong bd
cac thong tin co ban ctia héa don bi diéu chinh
nhu: MST ngudi ban, Mau s6, ki hiéu hoa don,
s6 hoa don, ngay hoa don trén 01 tab thong bao
(Tao mdi) trén portal tra curu.
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TT Noi dung Yéu ciu chi tiét Ghi chu

2.12 | Bang tong hop - Piéu chinh hién thi, trudng thong tin XML ciia
bang tong hop theo mau 01/TH-HDDT méi theo
quy dinh tai Nghi dinh 70 va Quyét dinh 1306:
B sung thong tin sd bang ké ¢o lién quan, ngay
bang ké co lién quan d6i voi bang ké thay
thé/diéu chinh nhiéu héa don...

2.13 | Lich su giao dich - B0 sung thong diép gui hoa don diéu
chinh/thay thé nhiéu hoa don kém bang ké toi
co quan thué
- Thong di¢p thong bao 107, 108

2.14 | Xuat héa don dai|Diéu chinh chi cho phép xuat hoa don cham nhat

TDA ngdy 07 cta thang tiép theo ddi véi kho sé TDA
(hién tai dang la ngay 10)

2.15 | Diéu chinh hoa don | B6 sung truong hop tac nghiép thu cong diéu
chinh hoa don ddi véi cac giao dich hoan phi the
tu dong, khong can chi rd héa don lién quan

2.16 | Tac nghiép theo 16 | Cho phép diéu chinh/ thay thé theo 16: mdi dong

didu chinh/thay thé | dir liéu trong file import vao chwong trinh s&

phat sinh hoa don cung cip thong tin héa don bi diéu chinh/thay
thé va cac ndi dung diéu chinh/thay thé (ddi véi
diéu chinh c6 thé chi diéu chinh 1 s chi tiéu)

2.17 | Tac nghiép theo 16 | Cho phép diéu chinh thong tin theo 16 d6i véi

didu chinh khéng | cic hoa don dé dinh chinh théng tin. Ty dong
phéat sinh hoa don loai trir ky tu "xudng dong" trong ndi dung dinh
chinh khi ghi dit liéu vao DB

2.18 | Tac nghiép theo 16 | Cho phép xuat hoa don theo 16 véi dai s6 TDA

phat hanh hoéa don | trong vong 7 ngay dau tién cta thang hién tai
TDA
2.19 | Giri bang tong hop | Chinh sira chitc ning giri toan b Bang tong hop
hoa don dién tur chua giri/Bang tong hop da chon theo nguyén
tac: Giri cac bang trang thai Moi/Huly trudc, sau
d6 moi gii cac bang trang thai Thay thé/diéu
chinh
2.20 | Tao bang tong hop | - Cho phép tham s hoa, cai dat cac Ma s6 thué
héa don dién tir cu thé dé day thong tin vao truong thong tin
khac (khong day thong tin vao the MST) khi tao
bang téng hop glri co quan thué

2.21 | B6 sung diéu kién | Tham s6 hoa do dai toi da cia toan bd cac chi

tham sd hoa d6 dai tdi
da gia tr1 truong dir
liéu trén hoa don

tieu truong dir licu XML hoéa don theo ti€u
chuan k¥ thuat ciia co quan thué (hién tai theo
Quyét dinh 1306).

Truong hop c6 bat ky dit liéu ndo trén héa don
tu dong, hoa don online, hoa don thu cong (bao
gom ca diéu chinh/thay thé) vuot qua d6 dai quy
dinh da cai dat => Khéng cho phép phéat hanh
hoa don
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2.22

Bang tong hop hoa
don dién tir

B6 sung menu cho phép tim kiém 01 héa don cu
thé c6 dang ton tai trong bang téng hop nao
khong.

(Pham vi tim kiém cdn c@r theo chi nhanh phat
hanh, thang phat hanh hoa don)

2.23

Cap nhat mau ching
tir thué thu nhap ca
nhan (TNCN) dién tr
phu hop quy dinh tai
Nghi dinh
70/2025/ND-CP

Chinh stra, bo sung mau chung tir hién tai:

* Pbi voi chung tir khau trir thué TNCN

- Chinh stra tiéu dé trong thong tin chimg tir theo
mau quy dinh méi

- Bo truong thong tin S6 thu nhap ca nhan con
duoc nhan

- Tach truong nhap liéu dia chi va dién thoai

- B6 sung trudong ghi chu (remarks)

2.24

Cap nhat dinh dang
chtng tir thué TNCN
di¢n tur, to khai, bang
tong hop, cac biéu
mau bao cdo, thong
di€p gui/nhan thong
tin voi Co quan thué
theo quy dinh tai
Nghi dinh
70/2025/ND-CP  va
Quyét dinh 1306/Qb-
TCT

Cap nhat dinh dang chimg tir khau trur thué
TNCN, to khai dang ky st dung, bang tong hop
dir, cac biéu miu bao cdo, thong di€p guri/nhan
thong tin voi Co quan thué theo Nghi dinh
70/2025/ND-CP va Quyét dinh cta 1306/QD-
TCT, bao gdm nhung khong gidi han cac noi
dung sau:

- Chinh sira mau to khai dang ky sir dung chung
tir dién tur, chimg tur khau trir thué TNCN theo
biéu mau, thanh phan dit liéu quy dinh tai Nghi
dinh 70, Quyét dinh 1306

- Pong XML to khai dang kytruyén/nhan dir
liéu v6i co quan thué- Nhan phai hoi tir co quan
thué theo mau quy dinh

2.25

Dai ky hiéu ching tur

Diég chinh/ b sung dai chimg tir theo quy dinh:
- Mau s6 chung tur
- Ky hiéu ching tu

2.26

Phat hanh chung tu
theo 16

Piéu chinh/B6 sung file upload phat hanh chimng
tir theo 16, bd sung cac truong dir lidu mai, dir
liéu bat budc, loai bo trudng thong tin sé thu
nhdp ca nhan con dugc nhan

2.27

Phat hanh va gui
thong tin ching tu
dién tr vé Co quan
thué

bong XML ching tir theo quy dinh ky thuét va
truyén nhan 1én CQT (ngay trong ngay ky sb
chtng tir, c6 thé giri ty dong vao cac khung gio
hodc gui theo tac nghi€p phat hanh chiing tir cua
can bo)

2.28

Thong bao sai sot

- Tao m&i thong béo sai sot ddi voi chimg tir goc
- Danh sach thdng bao chang tir sai sot

- Piéu chinh théng bao sai sot theo mau 01/TB-
SSPT

- Poc két qua tiép nhan thong bao sai sot theo
mau

- Upload theo 16 thong bao sai sot ching tir dién
tu
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2.29 | Xt ly chung tur - Thém méi chirc ning tao chimg tir diéu chinh
cho chung tir gbc

- Thém moi chirc ning tai file bién ban diéu
chinh/thay thé dinh kém chtng tir, ky s6 bién
ban
- Chinh sira chirc ning tao chang tir thay thé
2.30 | Lich sur giao dich gui | - Bo sung tinh ning lich st giao dich guri chung
chung tu tir t6i co quan thué (cac thong tin lich st truyén
nhan, thoi gian luu trir tuong ty nhu cau phan
hoa don)
2.31 | Danh sach chimg tir | - B6 sung truong trang thai giri co quan thué trén
danh sach ching tur
I11 | Yéu ciu trién khai
3. Yéu cau chung Viéc trién khai hé thong phai dam bao khong
lam anh huéng dén hé thdng chirc ning chuong
trinh hoa dosn dién tir cia BIDV va cac hé thong
khac
4, Yéu cau vé pham vi | Nha thau phai ban giao tai liéu, phdi hop, hu’ong
trién khai dan chuyén giao cho BIDV thyc hién cai dat,
cdu hinh phan mém va tich hop vao chuong
trinh héa don dién tir, ddm bao duy tri dich vu
cung cp trén toan bd hé thong.
S. Yéu cau vé an toan | Trién khai hé thong dép tmg cac yéu cau vé bao
bao mat mat, che ddu/ma hoa theo quy dinh hién tai cta
BIDV (Phy lyc Yéu cau bao mat kém theo)
6. Yéu cau vé két ndi, | * Yéu cau vé tich hop:

tich hop

- Viéc bo sung, chinh sira cic chirc ning phai
dam bdo tinh tuong thich, khong dugc lam anh
huong dén hiéu suit va tinh 6n dinh ctua hé
thong hién tai. Uu tién st dung cac nén tang
cong nghé hién co6 cua hé thong

- Cac chirc nang bd sung néu c6 phan quyén theo
user can tich hop hé théng quan 1y, phan quyén
nguoi dung cua BIDV (IDM).

* Yeéu cau vé két noi:

- Viéc chinh stra, bd sung chtrc nang khi c6 két
ndi t6i cac hé théng khac can phai ma hoa cac
thong tin nhu tén nguoi dung, mat khau va céac
thong tin nhay cdm khéc. Thuat todn ma hoa s
dung phai la cac thuat toan ma hoa tuan theo cac
chuan bao mat tién tién dugc sir dung hién nay.
Chi tiét tai muc 8. An toan va toan ven dit liéu
(myc 1.8 néu trén).

Doi véi cac ndi dung nang cap, can tuan tha
nguyén tac tich hop sau:

- Hé thdng Hoa don dién tur tich hop véi tmg
dung/ddi tac bén ngoai hodc cac ung dung/dbi
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tac bén ngoai tich hop vdi cac tng dung Hoa
don dién tir qua dudng internet/Leased line phai
thong qua L&p tich hgp bén ngoai (External
Integration) theo mdt trong cac phuong thuc
sau.

+ API phat trién theo chuan RESTful (chuén rest
over http).

+ Theo co ché bat déng bo theo su kién hoac
truyén tin (Event/Message)

+ Trao dbi tép (File Exchange)

- Hé thdng Hoa don dién tir tich hop véi cac tmg
dung trong mang ndi by BIDV thong qua Ldop
tich hop bén trong (Enterprise Integration) theo
mdt trong cac phuong thirc sau:

+ API theo chuan RESTful (chuan rest over
http) v6i co ché bao vé bang token hoic
user/pass.

+ Truc tich hop ESB theo chuin SOAP/JMS
(SOAP over JMS) trén nén tang cong nghé cua
Tibco

+ Thong qua co ché bat dong bd theo su kién
hoic truyén tin (Event/Message)

+ Tich hop dir li¢u (Data Integation) theo 16 (su
dung ETL) hodc tich hgp theo thoi gian thuc

+ Tich hop truc tiép véi hé thong thé thong qua
tiéu chuan ISO8583

Déi véi viée tich hop/ldy dit liéu da duoc tong
hop, xtr 1y tir nhiéu ngudn, can tich hop dir liéu
tr cac vung dir licu thude Tﬁng quan ly dir liéu
trong Kién truc dir liéu ctia BIDV (hé théng
MIS, ODS, Datahub, Hadoop)

Yéu cau vé ha tang

- Cung cap day du mo hinh kién trac giai phap.
- Cung cép thong tin chi tiét vé mo hinh trién
khai, cac thong tin vé ha tang may chi, phan
mém cai dat

Yéu cau vé kiém thu
va cai dat

- Moi trudng: Nha thau phai phoi hop BIDV
thiét 1ap mai truong thir nghiém cho cac hoat
dong kiém thtr trén hé thong BIDV (vi du: kiém
thir tich hop, kiém thir hé théng: kiém thir nguoi
dung, kiém thr tai v.v.)

- Ké hoach klem thir: Nha thau phai lap ke hoach
kiém thir chi tiét v6i di cac ndi dung goém: ké
hoach kiém thir hé thong, an toan bao mat, hiéu
nang, dich vu.. cac cong cu st dung trong viéc
quan 1y kiém thr.

- Thue hién kiém thtr mac hé théng: Nha thau
phai thuc hién kiém thir chirc nang, tich hop hé
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théng, hiéu nang xu Iy h¢ théng, bao mat, kha
nang can bang tai va chiu 18i, kha nang phuc hdi
tham hoa...

- Kiém thir mtrc ngudi dung: Nha thau phai xay
dung kich ban kiém thir (test case), va thu tuc
kiém thir (test script) cho cong tac klem thur cua
ngu’m dung. Mo ta cach tlep can chi tiét ddi véi
viéc thyc hién UAT, bao gdm cach phdi hop voi
ngan hang, quan ly qua trinh kiém thir, quan ly
16i bao cao trong kiém thir, qua trinh kiém thir
lai, cac mAu biéu hodc cong cu sin co.

v

Pao tao va chuyen

giao tai liéu

Yéu cau ve dao tao

- Nha thau phai dé xuét ké hoach dao tao hoan
chinh, bao gém nhiéu loai hinh dao tao cho cac
nhom dbi twong st dung khic nhau (nhém ki
thuat chuyén giao céng nghé, k¥ thuat quan tri
van hanh hé théng, nhém nguodi st dung chu
chét) dé ngan hang lam chu hé thong quan 1y
hoa don dién tu

- Phai trién khai cac khoa dao tao cho nhén vién
ngan hang vé hé thdng, cac cau phan, va trang
bi cho nhan vién ngan hang nhitng kha ning sau:
+ St dung chuong trinh (nhoém ngudi dung 1a
can bd ddu mbi quan 1y chuong trinh)

+ Quan tri hé thong

+ Thong thao khi st dung cac cong cu cua hé
thong

+ Lam chu Source Code, c6 kha ning tily bién
chuong trinh theo yéu cau riéng ciia BIDV

- Cung cip video huéng dan sir dung (capture
cac thao tac trén man hinh).

10.

Yéu cau vé chuyén

giao kién thuc

Nha thau phai xdy dung, cung cap va chuyén
giao cac tai liéu bang tiéng Viét, bao gom tbi
thiéu tai liéu huéng dan s dung, quy trinh vén
hanh, hudng dan cai dit, cau hinh chi tiét, quy
trinh khac phuc su ¢d va xir 1y 16i thuong gap
cho BIDV.

Chat lugng dao tao

Phai dam bao cac yéu to vé chat lugng dao tao:
bao gdom su tham gia cua cac chuyén gia, cac
thong 18 t6t nhat, trinh ty cong viéc, cac bicu
mau san c6, tai liéu va cong cu hd tro.

Tai liu nguoi
dung truc tiép

su

1. Phai cung cap mot bo tai liéu phuc vu cho dao
tao nghiép vu/ky thuat t6i thiéu bao gom

- Cung cép tai liéu cai dit hé thong, bao gdm cai
dat img dung, CSDL; Can cu vao tai liéu va
chuyén giao k¥ thuat, BIDV tu cai dat hé théng
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1T

Noi dung

Yéu cau chi tiet

Ghi chu

mAay cha, phan mém theo tai liéu hudéng dan.

- Tai liéu hudng dan quan tri hé théng cho cac
cAu phan giai phap;

- Tai liéu hudng dan luu trir, khoi phuc hé thong;
- Tai liéu danh cho ngudi phat trién hé
théng/ing dung, dé c6 kha niang phat trién,
customize hé thong.

- Tai liéu hudng dan nguoi dung sir dung cac
chtrc nang cua hé théng HDDT (tai liéu HDSD)
- Tai liéu phan tich thiét ké hé thong (d6i voi cAu
phan bd sung, nang cap)

2. Tt ca nhiing tai liéu nay s¢ dugc cung cap
bang tiéng Viét.

3. Céac tai li¢u khac (da phuong tién, video,
audio, dya vao may tinh) c6 thé dugc sir dung.

11.

Yéu cau vé chuyén
giao h¢ thong

Nha thau phai chuyén giao mot bd hoan chinh
cac thanh phan va céng cu ma Ngan hang di
mua bao gdm bo cai dat -setup, Source Code
chuong trinh quan Iy héa don dién tur, cac thanh
phan nay can duoc kiém tra trudc khi cai dat,
chuyén giao dé dam bao chung van & trang thai
t6t trude khi duge chuyén cho BIDV.

Yéu cau bao hanh

Thoi gian bao hanh

12 thang ké tir thoi diém nghiém thu tong thé
hop dong

13.

bam bao duy tri hoat
dong lién tuc

Nha thau phai dam béo phoi hop, ho trg BIDV
duy tri hoat dong lién tuc, 6n dinh ctia hé thong.

14.

Nang cip va cap nhat

Nha thau phai dam bao kha ning sira chira, nang
cap va cap nhat cac ban chinh stra/va 161 lién
quan dén phan mém.

15.

Chi phi bao hanh

Nha thﬁu phai chiu chi phi vé cong tac bao hanh
bao gom chi phi nhan cong, nang cap/chinh sira
phan mém.

16.

Yé&u cau vé dich vu ho
tro tai dia diém trién

Khai

Nha thau phai cung cap dich vy hd tro tai dia
diém trién khai toi thleu 01 nam ké tir thoi diém
nghiém thu. Bao gdm téi thiéu cac ndi dung
cong viéc sau day:

- Cai dathé théng va chinh stra cac 16i lién quan
dén phan mém

- Phan loai su ¢d, thoi gian tiép nhan yéu cau va
phan hoi nhu sau:

+ Thoi gian tiép nhan thong bao sy ¢b cua nha
thau: 24/7

+ P6i véi 161 mire do khan cip (Phan mém/hé
thong c6 18i phat sinh nghiém trong, anh hudng
dén hau hét cac dich vu/tinh ning dang co cta
ph?m mém/hé théng; va/hodc cac 18i/sy ¢b lién
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1T

Noi dung

Yéu cau chi tiet

Ghi chu

quan dén van dé bao mat, cac 18i/sy c¢b gdy anh
huong dén uy tin, thuong hiéu cuia BIDV): Ngay
khi nhan dugc thong bao tir BIDV, nha thau phai
thuc hién diéu tra, xt 1y va lién tuc hd tro BIDV
dén khi su ¢6 duoc giai quyét (hoac dugc BIDV
chap nhan). Trong moi trudng hop, nha thau
phai cur can bd c6 mat trong vong 2h dong hd va
thoi gian dé khic phuc hoan toan su ¢ khong
qua 24h.

+ Pbi voi 16i mire do trung binh (Phan mém/hé
thdng co 18i phat sinh, anh huéng dén mot sb
dich vu/tinh ning quan trong dang c6 cta phan
mém/hé thdng): Cham nhat 13 sau 12 tiéng ké tir
khi nhan dugc théng bao tir BIDV, nha thau phai
thue hién diéu tra, xir 1y va hd trg BIDV dén khi
su ¢b dugc giai quyét (hoic dugc BIDV chip
nhan). Trong moi truong hop, thoi gian dé khic
phuc hoan toan sy c¢d khong qua 5 ngdy lam
viéc.

+ Pdi v6i 16i mirc d6 thap (Phan mém/hé thong
c6 151 phat sinh khac): Cham nhat 13 sau 24 tiéng
ké tir khi nhan dugc thong bao tir BIDV, nha
thau phai thuc hién diéu tra, xu Iy va hod tro
BIDV dén khi su c¢b duoc giai quyét (hoic duoc
BIDV chap nhén). Trong moi truong hop, thoi
gian dé khic phuc hoan toan su ¢6 khong qua 10
ngay lam viéc.

Vi

Yéu cau bao tri

Nha thau cam két cung cap dich vu bao tri phan
mém rng dung khi BIDV ¢6 yéu cau.

I11. KINH NGHIEM VA NHAN SU CHU CHOT

STT

Vi tri
cong viéc

S6
lwgng

Nghiém vu -
Yéu cau cong
viéc

Kinh nghiém trong
cac cong viéc twong
tu ()

Chirng chi/ trinh
do chuyén mon

Truong
nhom k¥
thuat

01
nguoi

- Chiu trach
nhiém chinh
trong vi¢c thuc
hién bo sung,
chinh stra, nang
cap chuong trinh
hoa don dién tu,
quan tri va van
hanh hé théng.

- Cam két onsite
tai BIDV theo
tung giai doan,

- Pa ¢6 kinh nghiém
trien khai giai phap
héa don dién tir: It nhat
05 nam hodc tdi thiéu
03 hop dong, trong do:
+ C6 kinh nghiém trién
khai cho ngan hang:
toi thiéu 02 nam kinh
nghiém hodc 02 hop
dong;

+ Co kinh nghiém thuc
hién, trién khai truyén

Trinh do chuyén
mon tbi thiéu: Tot
nghiép dai hoc tré
1én mot trong cac
chuyén nganh:
Cong ngh¢ thong
tin; Pién tir vién
thong hodc tuong
duong
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STT

Vi tri
cong viéc

S6
lugng

Nghiém vu -
Yéu cau cong
viéc

Kinh nghiém trong
cac cong viéc twong
tu (%)

Chirng chi/ trinh
do chuyén mon

nhan hoéa don, bang
téng hop v6i Cuc thué
(trude day 1a Tong cuc
thué): it nhat 01 hop
ddng/bién ban nghiém
thu/tai  liéu ching
minh;

- C6 t6i thiéu 03 nim
kinh nghi¢m st dung
cac ngdn ngir 1ap trinh,
cong nghé sau day:
C#, framework .NET,
CSDL Oracle;

- C6 kinh nghiém lam
viéc VOl CSDL
Mongo, Kafka, trién
khai tng dung web
trén Window server,;

Thanh
vién nhom
ky thuat

Toi
thiéu 03
nguoi

- Chiu trach
nhiém phdi hop
thuc hién bo
sung, chinh stra,
nang cap chuong
trinh héa don
dién tu.

- Yéu cau can bd
lam toan thoi
gian  (fulltime)
toan bg thoi gian
thuc hién du an.

- Ba c6 kinh nghiém
trién khai giai phap
hoa don dién t&r hoac
giai phap trong linh
vuc tai chinh ngan
hang: It nhat 02 nim
hodc tdi thiéu 01 hop
déng;

- C6 t6i thiéu 01 nam
kinh nghiém st dung
cac ngdn ngir 1ap trinh,
cong nghé sau day:
C#, framework .NET,
CSDL Oracle;

- C6 kinh nghiém lam
viéc VOl CSDL
Mongo, Kafka, trién
khai Ung dung web
trén Window server;
lam viéc vd1 cong cu
GIT.

T6t nghiép dai hoc
tr¢ 1én, chuyén
nganh ¢ lién quan
dén linh vuc cong
ngh¢ thong tin.

Phan tich
nghiép vu

01
nguoi

- Chiu trach
nghiém thu thap,
phan tich va
chuyén doi yéu
cau nghiép vu
(tr khach hang,

b3 c6 kinh nghiém tai
vi tri phan tich nghiép
vu du an CNTT thudc
linh vyc ngan hang:
Toi thiéu 01 ndm kinh
nghi¢m.

- Trinh d6 chuyén
mon tbi thiéu: Tt
nghi¢p dai hoc tré
1én mot trong céc
chuyén nganh
CNTT, bi¢n tu
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Vi tri

STT| . ‘n
cong viéc

S6
lugng

Nghiém vu -
Yéu cau cong
viéc

Kinh nghiém trong
cac cong viéc twong
tu ()

Chirng chi/ trinh
do chuyén mon

nguoi dung hodc
bén lién quan)
thanh cac giai
phap ky thuat cu
thé dé phat trién
phan mém

- C6 cam két
onsite tai BIDV
theo tung giai
doan.

vién thong, kinh
té, tai chinh ngan
hang, quan tri kinh
doanh hoac tuong
duong;

4 Phé}n t[ch
thiét ké

01
nguoi

- Thuc hién phén
tich, thiét ké hé
thong

- C6 cam két
onsite tai BIDV
theo tung giai
doan

ba co6 kinh nghiém tai
vi tri phan tich thiét ké
hé thong CNTT trong
linh vuc ngan hang:
T6i thieu 01 ndm kinh
nghiém hodc 01 hop
dong

- C6 t0i thiéu 01 ndm
kinh nghiém st dung
01 trong s6 cac ngon

ngtt lap trinh CH#,
framework NET,
CSDL Oracle

Trinh d§ chuyén
mén: Tot nghiép
dai hoc tro 1én,
chuyén nganh co
lién quan dén linh
vuc cong nghé
thong tin.

5 Quan tri
du an va
dam bao
chat lugng

01
nguoi

- Quan tr1 du an
va dam bao chat
luong

- C6 cam két
onsite tai BIDV
theo tung giai
doan

ba c6 kinh nghiém
quan 1y du an trién
khai hé thong, giai
phap CNTT: Téi thiéu
01 nam kinh nghiém
hoic 01 hop dong

Trinh d§ chuyén
mén tdi thiéu: Tt
nghi¢p dai hoc tr&
Ién;

6 Kiém thir

02
nguoi

Kiém thu phan
mém
- C6 cam két
onsite tai BIDV
theo tung giai
doan.

ba c6 kinh nghiém
kiém thtr du én CNTT
trong linh vuc ngin
hang: C6 kinh nghiém
t0i thiéu 01 nam hodc
01 hop dong

- Trinh d0 chuyén
moén toi thiéu:

+ Yéu cau c6
chung chi IST/QB
cap d6 co ban trd
Ién  (Foundation
Level)

+ Tot nghiép dai
hoc tré 1én

(*) Thoi gian tinh kinh nghiém bang tong thoi gian thuwc hién cdc cong viéc
twong ty (cong don theo thang).
IV. TRACH NHIEM CUA BIDV
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1. San sang can bd k¥ thuat dé hd tro/thuc hién theo huéng dan ciia Nha thau
vé viéc cai dat, thiét 1ap, cap nhat hé théng

2. San sang giai dap, tra 101 cac yéu cau phat sinh tir Nha thau lién quan t6i san
pham, nghiép vu trong viéc chinh stra, nang cép...

3. Sén sang cung cap cac tai liéu hién tai cuia hé théng (theo mtrc @0 bdo mat
chap nhan) khi Nha thau yéu cau dé phuc vu vi¢c nang cap, chinh stra h¢ thong...
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PHU LUC

YEU CAU BAO MAT

STT

Noi dung yéu cau

Yéu ciu chung

1.1

Cac thanh phﬁn, thu vién, modules, frameworks, platform, os, ... sit dung
trong hé thong phai 1a phién ban dam bao an toan, khong ton tai cac 10 hong
muc cao tr¢ 1én (tinh theo thang diém CVSS 3.1 hoac méi hon).

1.2

Nha thau cam két khic phuc cac 16 hong bao mat tim dugc trong sudt qua
trinh st dung cua BIDV khi hop dong con hi¢u luc.

1.3

Cam két thuc hién céc yéu cau lién quan dé dam bao tuan thu Nghi dinh sO
13/2023/ND-CP ngay 17/04/2023 ve€ vi¢c bao vé dir li¢u cd nhan va Nghi
dinh 53/2022/ND-CP vé Luat An ninh mang.

Xac thuc (Authentication)

Nguoi dung chi dugce phép truy cép cac chirc nang va cac nguon tai nguyén
cua phan mém sau khi da thuc hién xac thuc.

2.2

Mat khau nguoi dung phai duoc luu dudi dang ham bam ma hoa manh (tir
SHA-256, SHA-512 tro Ién).

2.3

D6i véi cac tai khoan khong tich hop LDAP, giai phap phai ¢ chinh sach
mat khau nguoi dung manh:

- B0 dai mat khau: tir 12 (mudi hai) ky tu tro 1én.

- CAu tao gé)m cac ky tu s6, chit hoa, chit thuong va céac ky tu dac biét.

- Yéu cau thay d6i mat khau sau t6i da 90 ngay.

- Mat khau khi thay d6i khong duogc dit gidng 06 (sau) mat khau cii gan nhat.
- Khoa tai khoan nguoi dung sau t6i da 6 1an thir va thoi gian khéa tbi thiéu
30 phut.

- Cho phep thay d6i theo yéu cau cua nguoi su dung.

Khuyén khich giai phap cho phep c4u hinh chinh sach mat khau theo nhu cau
v6i cac tham s6 nhu: Do dai t6i thiéu ctia mat khau, Do phirc tap cua mat
khau, S6 1an dang nhép sai, Thoi gian khoa tam thoi (Lockout), s6 1an mat
khéu gan nhét khong dugc tring (Password history), thoi han sir dung cta
mat khau.

Quadn ly phién lam viéc (Session Management)

3.1

Phién 1am viéc (Session) phai duoc sinh ngau nhién, duy nhat sau mdi lan
dang nhap thanh cong, huy bo ngay sau khi nguoi dung sir dung chirc ndng
logout dé dang xuét ra khoi ung dung va ty dong timeout sau mot khoang thoi
gian khong str dung.

3.2

Session-id luu trong cookie phai dam bao an toan va st dung cac co
“HttpOnly” va c¢ “Secure” moi khi truyén cac thong tin vé session-id va cac
thong tin khac lién quan dén x4ac thyc phién.

Kiém soat truy cip (Access Control)
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STT

Noi dung yéu ciu

4.1

Quyen/cac nhoém quyen ctia nguo1 dung trén irng dung phai dugc xac dinh ro
rang. Quyén/nhdm quyén chi r6 ngudi dung dugce truy cap dén cac chiic ning
va tai nguyén cu thé.

4.2

Trang quan tri cua img dung web phai dugc tach biét voi trang web cua nguoi
dung cudi/ khach hang va chi co thé truy cap tir dia chi IP ndi bo, tl’lIO’l’lg hop

khong tach duoc can co co ché gidi han truy cap chi tir dia chi IP noi bd hoic
tu IP Public cia BIDV

Kiém soat dir liéu diu vao (Malicious input handling)

Pam bao tat ca gid tri dau vao img dung phai duoc kiém tra tinh dGing dan va
phu hop, khong x4y ra cac 161 dugc néu trong ti€éu chuan cuia OWASP nhu
SQL Injection, LDAP Injection, OS Command injection, XXE, XXS, SSTI.

Vi¢c kiém tra, ki€m soat cac dir li€u nhap vao phai dugc thuc hién phia
server.

Str dung ma héa an toan (Cryptography)

6.1

C6 cac bién phap ma hoa str dung theo quy chuan ki thuit qudc gia vé ma
hoa dir liéu sir dung trong linh vye ngan hang (QCVN 4:2016/BQP) hodc
tuan thu theo khuyén nghi ciia cac bo tiéu chuan quéc té da duge cong nhan
(Vi du: FIPS 140-2, NIST 800-107, OWASP, PCI-DSS, GDPR,...).

6.2

Tai san thong tin thudc loai thong tin bi mat phai dugc ma hoa hodc cé bién
phap bao vé dé bao mat thong tin trong qua trinh tao 1ap, trao d01 luu trir. Cac
thong tin bi mét s& dugc lam rd trong qua trinh trién khai thyc té

Kiém soat 16i, ghi log su kién (Error handlmgrand logging)

7.1

Dam bdo log g dung dugc quan 1y an toan, chong truy cép, stra doi trai
phép, khong ghi lai cac thong tin nhay cam (session-id, thong tin phién ban
phan mém/h¢ thong, thong tin ca nhan nguoi dung,...).

7.2

Moi thay dbi trén hé thong phai dugc luu nhét ky, san sang cho kiém tra,
kiém toan khi can thiét. Tdi thiéu bao gdm céc thong tin: thoi gian, dia chi IP,
user thuc hién, hanh vi thuc hién, két qua hanh vi.

7.3

C6 tich hop véi hé thong log tap trung cla BIDV. Thiét ké hé thong phai dam
bao dir liéu nhat ky phai dugc luu tryc tuyén t6i thiéu 03 thang theo hinh thirc
tap trung va sao luu toi thiéu mot nam.

Bdo vé dir liéu (Data protection)

8.1

P6i voi cau phan c6 xtr 1y di liéu theé phai tuan thu cac tiéu chuan bao mat
cua PCI DSS

Bio mit dwdng truyén

9.1

Str dung https (mé hoa dudng truyén) cho tat cac cac théng tin giri nhan giita
client va server, st dung giao thirc TLS v1.2 trd 1én. Pbi v6i ciu phan trién
khai ra Internet thi khong duogc sir dung cac chimg thu s6 tu sinh (self-
certificate).

9.2

Ap dung HTTP Strict Transport Security (header) d6i véi cac service quan
trong trén moi truong Internet dé ddm bao két nodi téi service ludn duge ma
hoa va giam nguy co bi phishing ¢ phia ngudi dung.

10

Kiém soat truy cp tai nguyén (Files and resources)
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STT Noi dung yéu cau
101 | Hé thong c6 phuong 4n phat hién va tir choi file khong hop 1& do nguoi dung
' upload dya trén ndi dung va phan mé rong.
10.2 | Thu muc chira files upload khong duoc phép c6 quyén execute.
10.3 | C6 ho trg gidi han kich thudc file tai 1én.
11 Bio mit cau hinh (Configuration)
Thong tin cau hinh tmg dung chira dit liéu nhay cam nhu khoa bi mat (secret
111 e 1A . <12
keys), mat khau ing dung phai dugc ma hoa.
User dé két ndi cac thanh phan tng dung, vi du giira database va application
11.2 | chi duoc thiét 1ap céac quyén han ché du dé thuc hién chic nang can thiét,
khong str dung user quyén cao nhat.
CAu hinh hé thong phai tuan thu theo mot trong cac cac bo tiéu chuan
11.3 | hardening pho bién nhu: OWASP, CIS Benchmarks,... ap dung t6i thiéu cho
Hé diéu hanh, Database, Web server, Container.
12 Dich vu trién khai (Installation)
Nha thau phai cam két khic phuc toan bd cac 16 hong bao mat mirc Cao (néu
12.1 | co) trong qua trinh cai dt, trién khai truéc khi hé thong di vao van hanh

chinh thue.
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