Phan 2. YEU CAU VE KY THUAT
Chwong V. YEU CAU VE KY THUAT
1. Gi6i thiéu chung vé dy an/dy toan mua sim, goi thau:

- Tén gbi thau: PTV3 8-2025: Cung cap dich vu giam sat dam bao an toan thong
tin cho céac dia chi IP va tén mién cong khai trén Internet.

- Bén moi thau: Cong ty nhiét dién Thai Binh.
- Hinh thirc Iyra chon nha thau: Chao hang canh tranh qua mang.
- Loai hop d6ng: Hop dong tron goi

- bia diém thuc hién: Cong ty Nhiét dién Thai Binh, dia chi: thon Chi Thi¢n, xa
Dong Thai Ninh, tinh Hung Yén

- Thoi gian thuc hién hop doéng: 365 ngay
- Ngudn vén: Von san xuat kinh doanh
2. Muc tiéu cong viéc:

Giam sat an toan thong tin (ATTT) tir bén ngoai dugce trién khai tu dong, tap
trung vao cac dai dia chi IP Public, nham kip thoi phat hién, phong chong, d6i pho cac
nguy co mat an toan thong tin trong cac h¢ thong thong tin ctia Cong ty Nhiét dién Thai
Binh.

Panh gi4 an toan thong tin cho img dung (HTTT): Kiém thtr Gray box.

Do tao vé k¥ nang dao bao an toan thong tin hé théng OT cho can bd quan tri,
van hanh hé thong.

3. Yéu cau k¥ thuét cia goi thiu:

Nha thau phai c¢6 phuong an thuyét minh cu thé d6i véi cac dich vu.

3.1. Giam sat an toan thong tin cho cac dia chi IP/Domain cong khai.

- S6 lwong: ti da 10 IP/Domain

- Thoi gian thue hién: 365 ngay

- Phat hién cac diém yéu trong hé théng, ung dung hoac thiét bi c6 thé bi tin tic
khai thac dé tan cong.

- Canh bao ma ddc, phr:fm mém ddc hai: Phat hién hoat dong hodc tap tin nghi
ngo chtra ma doc (virus, trojan, ransomware. . .) trong h¢ thong.

- Canh béo tan cong c6 chu dich (APT): Nhan dién hanh vi tan cong tinh vi, ¢6
ke hoach va muc ti€u rd rang nham xam nhap hodc chiém quyén kiém soat hé thong.



- Canh bdo ro ri dir li€u: Phat hién dir li€u nhay cam (tai li¢u, thong tin ndi bo,
dir li¢u khach hang...) bi truy xuat, sao chép hodac truyén ra ngoai trai phép.

- Canh bao 10 lot tai khoan: Phat hi¢n thong tin tai khoan ngudi dung (username,
mat khau) bi r0 ri trén internet, dark web hodc qua kénh phi chinh thong.

- Canh bao hé thdng nhidm ma doc: Xac dinh may cha, may tram hodc thiét bi
dau cudi da bi ma doc xam nhap va hoat dong trong moi truong mang ndi bo.

- Canh bao port mé bat thuong: Phat hién cong mang (port) mo khong dung cau
hinh, tiém an nguy co bi khai thac hodc phuc vu cho két noi trai phép.

- Tu van hd trg xtr 1y cac 16 hong, diém yéu va sy cd ATTT.
- Hd trg canh béao tirc thi khi c6 thong tin vé an toan an ninh mang qua Email.

- C6 chuyén gia hd trg va tng ctru, xr 1y toi da 01 sy ¢6 tn cong mang nghiém
trong.

- B4o c4o tong hop két qua giam sat dinh ky hang thang.

2.2. P4nh gia an toan thong tin cho ng dung (hoiic hé thong thong tin)
-S6 luong: 1 hé théng

- Thot gian thyc hién: 60 ngay.

- Hinh thirc danh gia: Gray box

- Don vi danh gia s€ thyc hién danh gia h¢ théng khi dugc chu dau tw/quan trj hé
thong, img dung cung cap thong tin mo ta vé hé thong va cac tai khoan theo cac mirc
quyén tir thap dén cao dé danh gia, tim ra nhiéu diém yéu nhat.

- Phat hién cac dlg:m yéu, 16 hong trong hé thong, phan tich mirc d6 anh hudng
cua cac 16 hong, diém yéu.

- Tu van phuong an khac phuc doéi véi ting diém yeéu, 160 hong (néu co).
- B4o cdo chi tiét vé cac diém yéu, 10 hong da tim thay.

2.3. Pao tao an toan thong tin ddi twong cin bd quan tri van hanh hé thong,
to irng ciru sw co ATTT.

- Tén khoa dao tao: Dao tao vé k¥ nang phong chdng tan cong website cho can
bo quan tri van hanh hé thong, t6 tmg ciru sy ¢ ATTT.

- Thoi gian dao tao: 01 ngay.
- Hinh thirc thuc hién: Truc tuyén
-S6 lugng hoc vién: Tbi da 15 nguoi

- No1 dung khoa hoc: Pao tao an toan thong tin hé théng OT, cu thé:



+ TCVN 14423:2025 an ninh mang - yéu cau d6i véi hé théng thong tin quan
trong.

+ Quy dinh 717/QD- EVN ngay 31/5/2025 dam bao an ninh mang va an toan
thong tin trong Tap doan Dién luc Viét Nam.

+ Céc rui ro an toan thong tin phod bién véi hé thong cong nghé thong tin cia
nganh dién lyc Vi¢t Nam.

+ Cac giai phap k§ thuat nghiép vu an toan thong tin chuyén sau (t6i thiéu 03
giai phap) can trién khai dé ddm bao an toan thong tin vdi h¢ thong cong ngh¢ thong tin
cta nganh dién lyc Viét Nam.

+ Hudng dﬁp cach phat hién va cach khéc phuc t6i thiéu 03 su ¢b an toan théng
tin (Case study) dién hinh da xay ra voi hé thong cong nghé thong tin nganh dién luc.

4. Giai phap va phuong phap luén:

Nha thau chuan bi dé xuét giai phap, phuong phap luan tong quat thuc hién dich
vu theo cac ndi dung quy dinh tai Chuong nay, gdm cac phan nhu sau:

1. Giai phap va phuong phép luén;

2. Ké hoach cong tac.

5. Quy dinh vé kiém tra, nghiém thu san pham:

5.1. Giam sat an toan thong tin cho cac dia chi [P/Domain cong khai

- B4o céo hang thang két qua giam sat do 1anh dao don vi thyc hién giam sat,

ra quét ky (ban cung).

- Pé xuat giai phap va hd trg xtr Iy cac 16 hong bao mat (néu c¢6) khi phat

hién 16 hong bao mat cta Cong ty.

5.2. DPénh gié an toan thong tin cho ung dung

Bio céo chi tiét vé cac diém yéu, 16 hong da tim thay, tu vin phuong an

khic phuc d6i véi timng diém yéu, 16 hong (néu co).

5.3. Bao tao an toan thong tin

- Chimg nhéan cac hoc vién tham gia khoa hoc.

- Bao cdo téng két khoa dao tao.

6. Yéu cau vé ban quyén phian mém sir dung trong qua trinh kiém tra

danh gia an toan thong tin

- Nha thau cung cap chimg nhan ban quyén cac phan mém str dung trong qua

trinh kiém tra danh gia ATTT. Cac cong cu nha thiu str dung trong cong tac, kiém
tra danh gia ATTT phai c6 chting nhan ban quyén hoic twong duong.

7. Cac yéu cau Cam két vé viéc tuin thit quy dinh



Nha thau phai cam két dap tmg cac yéu cau vé dam bao an toan bao mat thong
tin d6i v4i toan bod cac hé théng, dich vu cua hé théng trong pham vi goi thau khi
thuc hién trién khai.

Nha thau phai cam két chiu hoan toan trach nhiém vé moi thiét hai phat sinh
do viéc khiéu nai ctia bén tht ba vé viée vi pham ban quyén sO hiru tri tu€ lién quan
dén dich vu do nha thau cung cap cho Bén moi thau.



