Phin 2. YEU CAU VE KY THUAT
Chwong V. YEU CAU VE KY THUAT

Muc 1. Yéu cau vé ky thuit

1.1. Gi6i thiéu chung vé dw toAn mua sim, géi thau

- Tén du toan mua sam: Trang bi hé thdng sao luu tip trung

- Tén goi thau: Trang bi hé thong sao luu tap trung

- Chu dau tu: Trung tdm Thong tin tin dung Qudc gia Viét Nam

- Ngudn vén: Quy phat trién hoat déng su nghiép cua CIC

- Hinh thtrc lua chon nha thau: Dau thau rong rai, lya chon nha thau trong nu
6c, qua hé thong mang déu thau qudc gia; phuong thirc mot giai doan mot tai hd
SO.

- Thoi gian t6 chirc Ira chon nha thau: 90 ngay

- Thoi gian bét dau t6 chic lua chon nha thau: Quy IV/2025

- Loai hop dong: Hop dong tron goi

- Thoi gian thuc hién goi thau: 150 ngay

- bia diém thyc hién:

+ Trung tdm dit liéu chinh cta CIC (DC) tai Trung tdm dit liéu Fornix, S6 10
Pham Vian Bach, Phuong Cau Giéy, Thanh phé) Ha Noi.

+ Trung tAm dir liéu du phong cua CIC (DR) tai Toa nha CMC, Sé 17 Duy
Tan, Phuong Cau Gidy, Thanh phd Ha Noi.

1.2. Yéu cau vé k¥ thuit

Thong s6 k¥ thuat ctia hang héa va dich vu lién quan phai tuan thu cac thong
sO k¥ thuat va céc tiéu chuan sau day:

a) Yéu cau vé ky thuat chung:

- Hang hoa co dﬁy du ky ma hi¢u, nhan mac san phélm, dugc dong goi theo
quy dinh ctia nha san xuat.

- Hang hoa phai 13 san pham chinh hing, mé&i 100%, chua qua st dung,
duoc san xuat khong qua 12 (mudi hai) thang tinh dén thoi diém déng thau, cé
ngudn goc xuat xi rd rang, hop phap.

- Nha thau c6 cam két cung cap day di CO, CQ khi hang héa dugc ban giao
dén dia diém quy dinh.

b) Yéu cau vé k¥ thuat cu thé:

S6 | Pon vi

TT H Thong s6 k§ thuat
ang muc ong so ky thua lwrong | tinh

1 | Phin mém sao lwu dir liéu 1 Bo

Pam béo thuc hién duogc theo chién
1.1 |Kién trac lugc backup 3-2-1: ba ban copy cua
dir 1li¢u (mot ban dir li¢u chay chinh
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va hai ban backup) — luu trir trén hai
thict bi khdc nhau — c6 it nhat mot
ban nam & khac dia diém véi cic ban
con c6 tinh ndng
lockdown/immutable backup hoac
tuong duong.

lai -

12 Panh gia bén thir | Ndm trong top leader Backup and
T3 Recovery cua Gartner.
Sao luu duoc cac CSDL: Oracle DB,
13 Backup cac loai | SQL Server, MySQL, Mongo DB,
| co sOdir liéu PostgreSQL, Sybase, IBM Informix,
Cassandra, Greenplum.
Backup cac nén | Sao luu dugc cho cic nén tang nhu:
1.4 |tang hé diéu | Windows Server, RedHat, Oracle
hanh Linux, Solaris, AIX.
15 Backup cho nén | Sao luu dugc cho nén tang: VMware,
" | tang 4o hoa Hyper-V.
16 Backup cho mdi | Sao luu duge cho méi truong K8S
| truong K8S container.
Backup . C(’)' tinh nang backup | ,dﬁ: lidu ra
. Object, Cloud, Tape giup da dang
1.7 | Object, Tape, |, ,~ .., , o .
Cloud hoa} hm}i thAu:c luu trit, tang tinh du
phong dit li¢u.
Cho phép dong bo dit liéu dén mot
Tinh nang céch mﬁéi truc‘)’n‘g co liflp (Afr Gal?s) dé, dén}
1.8 . bdo an toan. Méi truong dich c6 kha
ly Air Gap y o 1 1A A et A
nang chu dong kéo dit li¢u veé tir moi
truong nguon.
19 HO trg tdi wu cac | Full,  Incremental,  Differential,
" | dang backup Synthetic Full.
Tu dong theo lich dinh ky, theo su
1.10 | Lap lich backup |kién, hodc theo thay d6i (change-
triggered).
HO tro tao ban sao dit liéu tai thoi
1.11 | Snapshot backup | diém ttrc thoi, khong gian doan dich
vu.
| 1o | Backup Linh hoat tiy loai thiét bj hodc khoi

agentless hodc

luong cong viéc (workload).




agent-based

1.13

Tinh nang quet
malware

Co6 san tinh ning cho phép quét
malware cho dir li¢u backup.

1.14

Tinh nang phat
hién bat thuong

C6 san tinh ning cho phép phat hién
bat thuong dir liéu backup.

Ty dong phat hién va canh bao 1i.

1.15

Tinh ning diéu
phbi khoi phuc

C6 san tinh nang diéu phdi khoi phuc
cho phép xdy dung ké hoach khoi
phuc (recovery plan).

1.16

Tinh nang khoi
phuc chi tiét
Granular restore

Khoi phuc ting ddi tugng, tép tin,
muc dit liéu cu thé trong tmg dung.

1.17

Tinh nang khoi
phuc toan bd hé
thong Bare-
Metal Recovery
(BMR)

Phuc hdi ca hé thdng tir dau 1én mot
may moi (hodc may cli da bi xo6a
sach), khong can cai lai hé diéu hanh
hay phan mém truéc.

1.18

Tinh nang khoi
phuc tic  thi
Instant recovery

Cho phép chay may 4o tam thoi truc
tiép tir hé thong backup ma khong
can thuc hién restore.

1.19

Tinh nang phuc
hoi dit lidu da
nén tang Cross-
platform restore

Phuc hdi dit liéu sang nén tang khac
(physical — virtual, cloud).

1.20

Tu dong kiém
tra phuc hoi (test
restore)

Co6 tinh nang verify backup hoac
sandbox test.

1.21

Tinh
replication

nang

HJ trg thyc hién dong bo DC-DR.

1.22

Tinh ndng quéan
tri

Cho phép quan trj thiét bi thong qua
giao dién dd hoa GUL

1.23

Ma hoa dir liéu

H¢ thong phai c6 san co ché ma hoa
dir lidu.

AES-256 hodc cao hon, & ca trang
thai luu trir (at-rest) va truyén tai (in-
transit).
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Xac thuc va phan

Kiém soat truy cap dua trén vai trd
RBAC (Role-Based Access Control),

1.24 quyén Xac thuc da yéu t6 MFA, ghi lai cac
su kién logging audit.
125 Tinh ning report, | Hé thong back‘up dua ra dugc cac bao
canh bao cao quan tri vé Backup.
126 Bé}n quyén phan [> 110TB dung lugng front-end
mém Backup backup 1 ndm subscription
2 | Thiét bi sao lwu dir liéu chuyén dung Bo
2.1 |Kiéu dang Rack Mount.
2.2 | Dung luong Téi thiéu 240TB kha dung.
23 | Dy phong 6 dia ﬁig ;,O‘l[l(;' thiéu 1 spare disk moi
24 | Tilechonguring | oo,
lap dir liéu
Kha nang duy|C6 tinh nang dy phong (High
2.5 . o
phong Availability).
26 Kha nang md | Co kha ndng mé rong dung luong
rong kha dung déap ting 1.5PB kha dung.
Tbéi thiéu 12 cong 10/25 Gbps
2.7 | Kétndi Ethernet optical.
Téi thiéu 8 cong 32Gbps FC.
Nang luc backup
pg |(Khong st dung | o5 p,
chong trung lap
tai nguodn)
T6i vu san vé bao mat nhiéu 16p,
ngan chin cac hudng tan cong tir 16p
29 | An toan dir iy | "8UC1 dung, mang, ung dyng, fuu i
va hé diéu hanh.
Co6 tinh nang lock down, ngan
ransomware ma hoa dir liéu da backup.
HO tro cai dat may chu sao luu, phan
2.10 | Kha nang hd tro | mém sao luu dir liéu trén cung thiét
bi sao luu dit li¢u chuyén dung.
3 | Dich vu trién Khai Goi
31 Khao sat chi tiét vi tri lap dat dé lam co s¢ xdy dung

phuong an va kich ban trién khai.
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Phan tich yéu cau vé trién khai: phén tich cac hé thong tai
DC, DR dé xay dung phuong an, kich ban trién khai chi
tiét.

Xay dyng kich ban trién khai chi tiét, trién khai tranh anh
3.2 | hudng to1 hoat dong cua hé théng hién tai, c6 phuong an
du phong hé théng.

Xay dung ban v¢€ va tai li¢u hoan cong, kich ban kiém
3.3 | thu, tai li€u van hanh, quan tri hé théng, tai liéu huong
dan.

3.4 | Pao tao van hanh cho quan tri h¢ théng.

Nha thau phai soan mot bang twong ty dé chimg minh hang hoa do nha thau
chao tuan tha theo céc yéu cau néu trén theo mau sau:
TUYEN BO PAP UNG CAC YEU CAU KY THUAT
STT | YéuciuciaE- | DPéxuatcia | Khaning dap | Tham chiéu

HSMT nha thiu ung (Pap wng/ | tai li€u trong
Khong dap E-HSDT
rng)
| I
2 |
3

Ghi chi: D6i v6i thong tin tham chiéu, nha thau phai ghi rd tham chiéu dén
tai liéu nao, trang nao, muc nao trong bd tai li€u dinh kem theo E-HSDT.
Cung cép tai liéu k¥ thuat (catalogue, datasheet, huéng dan st dung,...) dé

chirng minh tuyén bd dap tng, ciing nhu néu rd ngudn gbc ciia cac tai liéu nay.
Trong trudng hop tai liéu k¥ thuat Nha thau cung cip c6 ndi dung khac véi tai liéu
k¥ thuat trén website chinh thirc ciia Hing san xuat thi Chil dau tu s& cin cr theo
tai lidu k¥ thuat trén website chinh thirc ctia Hang san xudt dé danh gia vé kha
nang dap tmg yéu cau ky thuat ctia hang hoa chao thau.

1.3. Cac yéu cau khac

1.3.1. Yéu ciu vé dao tao va chuyén giao cong nghé

Chu dau tu tiép nhan hudng dan sir dung va chuyén giao cong nghé sau khi
trién khai hé thong. Yéu cau t6 chirc huéng dan st dung va chuyén giao cong nghé
nhu sau:

- Thoti gian: 02 ngay.

- S lugng hoc vién: 03 hoc vién.

- Dia diém thyc hién: Ha Noi.

- No61 dung:



6

+ Hudng dan st dung va chuyén giao cong nghé.

+ So dd, nguyén 1y hoat dong ctia hé thong.

+ Cai dit, cau hinh hé thong.

+ Quy trinh khai thac co ban (van hanh hang ngay, kiém tra performance, xtr
1y su ¢ thong thuong...)

1.3.2. Yéu cau vé kiém thir sao Iwu va kiém thir khéi phuc dir liéu

Nha thau chiu trach nhiém trién khai hé théng sao luu theo phuong 4n k¥
thuat duoc théng nhét sau khi khéo sat trién khai.

Nha thau c6 trach nhiém xay dung céc kich ban kiém thtr, kich ban sao luu,
kich ban khéi phuc dir liéu hé thong voi téi thiéu 5 mau client backup theo danh
sach ctia Chu dau tu dua ra.

1.3.3. Yéu cau vé bao hanh va hd tro ky thuit

Bdo hanh

Nha thau c6 trach nhiém:

- T6 chire khic phuc, stra chira, thay thé ngay sau khi c6 yéu cau ctua Chu dau
tu, don vi quan 1y, sit dung san pham ctia goi thau va phai chiu moi phi tén khic
phuc, stra chira, thay thé.

- Tir chdi bao hanh trong cac trudng hop: Hu hong khong phai do 18i ctia Nha
thau gy ra; Chii dau tu vi pham quy dinh quan 1y nha nudc bi co quan nha nuéc
¢6 tham quyén budc g& bo; Str dung san pham ctia goi thau sai quy trinh van hanh.

- Nha thau phai boi thuong thiét hai do 16i cia minh gay ra: hu hong, su cb,
sai hong d6i v6i san pham ctia goi thau ké ca sau thoi gian bao hanh, tiry theo mirc
dd vi pham con bi xir 1y theo quy dinh cta phap luat.

- DBéi véi thiét bi, thuc hién bao hanh chinh hang va tuan thua theo céc quy
dinh hién hanh.

+ Pbi voi tat ca cac san pham trong danh muc thiét bi chao thau, yéu cau sé
thuc hién ché d6 bao hanh chinh hang dbi véi cac thiét bi va yéu cau déi tac thuc
hién ché d¢ bao hanh tai chd theo cam két bao hanh ctia ddi tac.

+Khi ¢6 su ¢b xay ra can by k¥ thuat cua ddi tac phai thuc hién viéc bao hanh:

o Tainoi lap dat sir dung thiét bi.

o HOb tro ky thuat 24x7 (24 gid trong 1 ngay, 7 ngay trong 1
tuan). Nha thau c6 mit tai dia diém xay ra su ¢ cham nhat 2h ké tir khi dugc thong
bdo.

Hb trg ky thuat

Trong thoi gian van hanh hé thong, khi c6 yéu cau hd trg ki thuat tir phia
Chu dau tu, don vi thi cong phdi hop hd trg ki thuat cho can bo nhan vién ctia Chu
dau tu dé giai quyét van dé phat sinh. Hinh thirc hd trg c6 thé thong qua lién lac
béng dién thoai, két ndi tryc tuyén thong qua mang internet hodc cé thé dén truc
tiép dia diém dé hd trg. Néu trong thdi gian bao hanh, viéc hd tro nay sé khong
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duoc tinh phi. Ngoai thoi gian bao hanh hé thdng, tiy vao mirc 46 yéu cau cua
Chu déu tu, hai bén c6 thé dam phan vé chi phi hd tro néu co.

Thoi gian bao hanh, hd tro ky thuat

Nha thau dam bao san pham phan mém dugc bao hanh va hd tro ki thuat
chinh hang 01 nam, san pham phan cimg dugc bao hanh va hd tro ki thuat chinh
hang 03 nam ké tir ngdy nghiém thu ban giao (gia tri hang muc bao hanh da bao
gdm trong gia hang hoa chao thau).

1.3.4. Yéu cau vé bao mat thong tin

Nha thau phai tudn thu cac quy dinh vé an toan thong tin cta CIC trong qua
trinh trién khai, thyc hién goi thau nay. Nha thau phai dam bao rang (c6 cam két)
thiét bi, phan mém cung cép trong chao thau khong bi nha san xuat/nha thau hoic
bén thir ba ¢d ¥ cai cac phan mém gian diép hoidc phan mém c6 muc dich x4u nhu:
liy cap thong tin khach hang, truy cap trai phép... Truong hop Chu dau tu phat
hién duoc nhitng van dé néu trén, Cha dau tu c6 quyén tra lai hang héa va Nha
thau phai chiu moi rti ro, chi phi lién quan, d@)ng thot chiu trach nhiém trudce phap luat.

1.3.5. Yéu ciu khac

Piéu kién cung cap thiét bi, dich vu, ha ting k¥ thuat

- Thiét bi mua sdm phai dam bao cac yéu cau vé phong chdng chay nd va an
toan van hanh.

- Thoa mén yéu ciu vé chirc nang st dung, tinh chat nghiép vu dbi véi thiét
bi va phan mém, bao dam my quan.

- Tién nghi, v¢ sinh, ddm bédo stc khoé cho nguoi st dung, nguoi dung, quan
tri hé théng.

- Trong qué trinh thi cong céc hang muc can thiét phai c6 ndi quy dam bao
an toan duogc thong nhét gitra Chii dau tu va Pon vi trién khai, trong d6 néu rd
pham vi, ché tai xir phat d6i véi cac hanh vi cau thd, c6 nguy co mat an toan, an ninh.

Yéu ciu vé phong chdng chay no

- V& an toan lao dong, lép dat hé théng: bam bao chéng chay, nd, dién giat,
sét, tranh roi hong, roi rét thiét bj xuéng mat dat 1am hu hai thiét bi, ddm bao an
toan cho nguoi khi xay ra su cd.

- V& an toan phong, chdng chay nd: Phai dam bao tdi da kha nang chéng chay
tai cac phong dat may chu, noi lam viée, tranh céc két ndi gay cham, chap dién co
thé phat chéy.

-Qua trinh thiét ké, thi cong, ldp dit can tudn tha cac quy dinh PCCC cia toa
nha, clia cac co quan chuc nang.

Yéu ciu an toan lao dong khi 1am viéc trén cao

- Trong qué trinh thi céng cdn nghiém chinh chap hanh qui tic an toan lao
dong ctuia nha nudc. Pac biét can luu y khi lam viéc trén cao, ding trén thang, khi
dau nbi dién, khi dao ranh chon cap dién va day dat, khi lam viéc dudi duong dién
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Yéu ciu an toan lao dong khi 1am viéc & khu vuce c6 dién

- Khi t6 chirc thi cong ¢ khu vire c6 dién luc phai chip hanh day du quy pham
k¥ thuat an toan dién cua Nha nudc.

- Cong nhan dugc phan cong 1am viée & khu vuc ¢ dién phai dugc huan
luyén k¥ thuat an toan dién, st dung cac trang bi, dung cu an toan dién va hiéu
biét phuong phap ctru chita ngudi bi dién giat.

- St dung dién va nhitng coéng viéc lién quan dén dién phai c6 dung cu bao
ho dién.

Yéu cau an toan lao dong trong vin chuyén, boc dé nguyén, vat liéu va
dung cu thi cong

- Phai kiém tra, xac dinh d6 bén viing ctia phuong tién van chuyén trudce khi
su dung.

- Nghiém chinh chip hanh luat 1¢ giao thong trong khi van chuyén.

- Hang hoa xép trén phuong tién van chuyén gon gang, chang budc chic chén.

Muc 2. Ban vé

Khong c6 ban vé.

Muc 3. Kiém tra va thir nghiém

Céc Kiém tra, thir nghiém hang hoa can co:

+ Kiém tra tinh trang bén ngoai ctia hang hoa.

+ Kiém tra Part Number; Serial Number; CO/ CQ cua thiét bi.

+ Kiém tra thong ) ky thuat cua thiét bi.

+ Kiém tra hoat dong, tinh ning cta thiét bi (thuc hién sau khi nha thau trién
khai chuyén d6i, tich hop hé thong).

+ Céc thiét b, phﬁn mém quan tri can dugc kiém thir cac tinh nang theo kich
ban kiém thtr duoc Chil dau tu phé duyét; van hanh thir 07 ngdy (bao gdm ca Thu

7 va Chu nhat) trude khi nghiém thu téng thé.
sksksksksk



