Chuong V. YEU CAU VE KY THUAT
Muc 1. Yéu ciu vé ky thuat
1.1. Gi6i thiéu chung vé du toAn mua sim

- Tén du toan: Trang bi phan mém phuc vu kiém thir xam nhap va gia lap tan cong
APT.

- Pon vi mua sam: Cong ty Cong nghé Thong tin VNPT — Chi nhanh Tép doan
Buu chinh Vién théng Viét Nam.

- Nguon vén: Chi phi SXKD cuia Trung tim ATTT.
- Thoi gian thuce hién: 2025 - 2026.
- Dia diém thuc hién: Thanh phé Ha Noi.

- Quy m6 mua sam:

Pon vi S6
TT il fisic M6 ta il s
’ tinh | lwgng

Ban quyén 01 nam st dung phan
mém kiém thir xdm nhép va gia
lap tan cong APT, co céc chic

. . . nang chinh:

Phan mém kiém thu

- Kiém dinh danh gia. kiém tra

1 xam nhép va gia 1ap License | 01

tn cong APT nhitng nguy co mat an ninh an
toan mang, may tinh

- Gia lap tan cong co chu dich;
cac cudc tan cong phuc tap gay

rui ro cho céc co quan, to chure

1.2. Yéu cau ky thuit ciia hang hoa

STT Yéu ciu ky thuat
I | Nhém tinh ning kiém thir xAm nhap

Phan mém phéi c6 kha nang thu thap thong tin mang va xdy dung ho so hé

1 5

thong.
5 Phan mém phai c¢6 kha ndng xac dinh hé¢ diéu hanh, thiét bi. dich vu va tng
~ | dung.

3 | Phan mém phai c6 kha nang thu thap thong tin xac thuc va bam.

Phan mém phai c6 kha ning su dung céc thong tin dinh danh da thu thép
dugc nhu mdt phan cua bai kiém tra tan cong.




STT

Yéu ciu ky thuat

Phan mém phai ¢6 kha nang kiém soat hé théng thong qua 18 xéc thuc yéu

: theo céch thu cong hodc tu dong
Phin mém phai c6 kha nang hd tro chure ning xac minh céc 16i da khac

6 | phuc dé kiém tra lai cac 16 hong duoc tim thay. dénh gid hiéu qua khic
phuc.

Phan mém phai ¢ kha nang nhap két qua tir nhiéu chuong trinh do quét 16
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héng mang va xac nhan két qua vé kha nang Khai thac.

8 | Phan mém phai hd tro REST APL.

Phan mém phai c6 kha nang nam gitta ngudi dung va cac trang web thuc té

g
dé chup bit thong tin trao déi.

10 Phan mém phai c6 kha nang ty dong ghi lai ngudi dung trong bai kiém tra
nhén thuec.

11 | Phan mém phai hd trg kha nang bao cdo toan dién va c6 thé tiy chinh.

II | Nhém tinh niing gia lap tin cong APT.

| Phan mém phai co chirc ning tao payload, 6 hd trg céc co chét vuot qua
cac giai phap antivirus hodac EDR.

5 Beacon ho trg thuc thi cac tap lénh PowerShell scripts, logs keystrokes,
takes screenshots, downloads va chuyén tiép phién sang cac payload khac.
Phan mém phai hd trg nhap vao mot C2 profile dé trong gidéng nhu mot tac
nhén khéc. Str dung HTTP, HTTPS va DNS dé di ra ngoai mang va chong

3
lai viéc bi chan. Str dung cdc named pipe dé diéu khién agent, peer-to- -peer,
qua giao thirc SMB.,

4 | Phan mém phai hd tro thiét 1dp may chu C2
Phan mém phai hd tro sira doi cac chi bao mang dé hoa hop véi luu lugng

5 | truy cép binh thuong hodc che gidu cac hoat dong ciia n6 bang cach mo
phong céc loai phan mém doc hai khac nhau.

Phan mém phai hd trg hoat dong nhom, trong do cac thanh vién trong

6 nhém c6 thé clng dang nhap dugc vao mot phién may chu, nho do cac
thanh vién trong nhom c6 thé chia sé thong tin v6i nhau nhu cac host, dit
liéu thu thap dugc. '

7 Phan mém phai ho tro encode dir li¢u trong luu lugng trao doi gitra beacon
Va server.

8 | Phan mém phai hd tro Beacon Object Files (BOFs)

9 Phan mém phai hd trg thuc hién va c6 kha ndng tinh chinh hoat dong cta
ki thuat Process Injection.

10 | Phan mém phai hd tro thue hién ki thuat "Sleep" cho beacon

11 | Phan mém phai c6 thé hd tro ghi nhat ky tét ca cac hoat dong.

1.3. Cac yéu ciu khac:




TT Néi dung yéu cau
Dich vu hd tro k¥ | Nha thau cam két dich vu hd tro ky thuét 24/7 toi thiéu
thuat 12 thang ké tir thoi diém nghiém thu dua vao su dung.
Nha thau cam két dap ting cac quy dinh tai Chuong VI.
2 | Diéu kién hop dong | Diéu kién chung ciia hop doéng va Chuong VII. Diéu
kién cu thé cta hop déng;

Luwu y: Tai liéu chirng minh Yéu cau ky thudt cia hang hoa:

Ngoai viéc gidi thi¢u va trinh bay tong thé, chi tiét vé hang héa va dich vu, nha
thau phai tra 10i mirc do dap Gng cac yéu cau ky thuét theo mau sau day:
Murc do dap Gng (chon | Dan chimg trong E-
Dat/Khong bat) HSDT
Chi din t6i dan
ching trong E-

TT Yéu cau

[Yéu cau | yay ciu: [dua phan mo

trong  E-| . A, Ao
S ta yéu cau tir E-HSMT
HSMT] HSDT

Nha thau phai néu ro da giai thich/dan ching tai phan nao, muc nao, tai lidu nao
ctia E-HSDT dap g yéu cau ky thuét gi trong E-HSMT, dé bén mai thiu dé dang tham
chiéu khi xem xét E-HSDT.

Truong hop nha thau chi dan, dan chiéu khong dung, hodc thong tin trong E-
HSDT dugc trich din khéng chinh xac. va thong tin trong E-HSDT khéng duge tim thay
trén céc dja chi chinh thirc ctia hang san xuat san pham du thau dap tmg yéu cau k¥ thuat

trong E-HSMT thi yéu cau do coi nhu tra 161 khong hop 1é va chidm khong dat.

Cung cap tai liéu ky thudt (catalogue, datasheet, huéng dan st dung...) dé chung
minh tuyén bd dap ng. cling nhu néu rd ngudn gbe cua cac tai lidu nay. Trong truong
hop tai liéu k¥ thuét nha thau cung cap c6 ndi dung khéac vaéi tai liu k¥ thudt trén website
chinh thuc cia Hang san xuét thi bén moi thau s& can ctr theo tai liéu ky thuét trén
website chinh thirc cia Hang san xuat dé danh gid vé kha nang dap tng yéu ciu k¥ thuat
clia hang héa chao thau.

Muc 2. Ban vé
Khong cé ban vé

Muc 3. Kiém tra va thir nghiém i
Theo Chuong VII. Diéu kién cu thé cua hgp dong - Muc E BKC 21.1.



