Chuong V: Yéu cau ky thuat
I. Giéi thiéu chung vé géi thau
1. Pham vi bao tri

Mua dich vu bao tri cho 04 thiét bi Core Switch caa Agribank trong thoi gian
t6i da 60 thang (05 nim):

Stt Danh muc Chung loai | Serial Number DO:" S0 Dlz} dlefn
: ‘ vi luwgng bao tri
Dich vu hé tro k§
thuat chinh héng
cho 04 thiét bj ..
! Core Switch Cisco Goi 01
N9K-C9504 trong
thoi gian 60 thang
Thiét bi Cisco N9K- 2 Trung tam dir liu tai
! Core Switch Cos0a | TOX2BL7PRES | Chice | 01 | "™ b iong  Ligt,
Thiét bi Cisco N9K- . phuong Phuong Liét,
2 | Core Switch Cosp4 | FOX2OI7PFGR | Chicc | O1 | s 'oné Ha Noi
Thiét bi Cisco N9K- y Trung tam du licu tai
3 Core Switch C9504 FOX2517PF6U | Chiec 01 Khu dit A5_T|_!CT%
Khu do ghl maéi Lé
Thiét b Cisco N9K- y Trong - Tan, xa An
4 Core Switch Cosos | FOX2517PF6W | Chiée | 01 Er)gnh, Thanh phé Ha
oi
Dich vu bdo tri cia
nha thau cho 04
thiét bi Core ..
| switch Cisco N9K- Goi | 01
C9504 trong thoi
gian 60 thang
Thiét bi Cisco N9K- 2 Trung tam dix liéu tai
. Core Switch Cosoa | TOX2BL7PRES | Chice | 01 | "% b ione  Lict,
Thiét bi Cisco N9K- . phuong Phuong Liét,
2 | Core Switch Cosp4 | FOX2OL7PFGR | Chicc | O1 | s oné Ha Noi
Thiét bi Cisco N9K- y Trung tam di li¢u tai
3 Core Switch C9504 FOX2517PF6U | Chiec 01 Khu dat A5_T|_!CT%
Khu do6 ;h; moi Lé
Thiét bi Cisco N9K- i’ Trong Tan, xa An
4 Core Switch C9504 FOX2517PF6W | Chiéc 01 Khanh, Thanh pho Ha

N

2. Thoi gian thuc hién bao tri
_ Thoi gian thyc hién bao tri 1a toi da 60 thang (bao gom ca ngay nghi, ngay
I€) ké tur ngay hop dong co hiéu luc.
3. Dia diém trién khai
Tai cac trung tam dir liéu cua Agribank, gom: Trung tam dix liéu tai C3,
phuong Phuong Liét, Thanh pho Ha Noi va Trung tam dix li¢u tai Khu dat A5-
THCT?2, Khu d6 thi mai Lé Trong Tan, X8 An Khanh, Thanh pho Ha Noi (Chi tieét
theo dia diém bdo tri tai Khoan 1 Muc I Chirong nay).




4. Muc tiéu cong viéc
- Pam bao cac thiét bi Core Switch hoat dong an toan, 6n dinh, giam thiéu
cac sy ¢b ky thuat do dugc cap nhat cac ban va 13i, phién ban hé diéu hanh mai,
duoc hd tro ki thuat Kip thai tir cac chuyén gia chinh hang, dugc bao tri dinh ky,
thay thé, sira chita trong trudng hop hong hoc.
- Pam bao két néi cho cac hoat dong nghiép vu 24x7 cua Agribank.

- Tuén tha cac quy dinh, chinh sach cé lién quan cua phap luat, cia Ngéan
hang nha nudc va caa Agribank vé dam bao an toan hé théng thong tin.

I1. Yéu cau k§y thuat caa goi thau

1. Danh muc thiét bi thudc pham vi dich vu bao tri

a) Danh muc céc thiét bi thuéc pham vi bao tri gom:

Danh muc bao

Stt i Serial Number | Sé lwong Vi tri bao tri thiét bj
FOX2517PE6S Trung tér'nA do I‘iéu tai C3
L FOx2517pF6R | 0% | Phuong Ligt, phuong Phuong
Thiét bi Core Liét, Thanh pho Ha Noi
1 Switch Cisco Trung tam dit liéu tai Khu dat
N9K-C9504 FOX2517PF6U 02 A5-THCTZ Khu d6 thi méi Lé
FOX2517PF6W Trong Tan, xa An Khéanh,

Thanh phé Ha Noi

b) Cau hinh thiét bi thuoc pham vi bao tri.

STT

Noi dung

Théng s6 ky thuit

Thiét bi Core Switch Cisco N9K-C9504

- Rack Mounting

1. | Architecture - Modular architecture
- Number of line card slot: 04 slots
2. | Supervisor Module
Processor - 04 core, 8 thread
- 16 GB DRAM
Memory
- 64 GB SSD
- 02 USB ports
Interface - 01 Serial port
- 01 10/100/1000 -Mbps Management port
- 04 Fabric Modules
3. | Fabric module | + Capacity (per slot): 800 Gbps

+ Maximum flow size: 100 Gbps




STT

Noi dung

Thong s6 k§ thuat

Line card 01

- 48 ports 1/10/25 Gigabit Ethernet SFP and 4 port 40/100
Gigabit Ethernet

- Transceiver module:

+ 25-SFP-10G-SR transceiver module
+ 01-SFP-10G-LR transceiver module
+ 01-SFP-10G-ER transceiver module

- Number of longest Prefix Match (LPM) route entries IPv4:
up to 1 million

- Number of IP host entries Ipv4: up to 1 million
Number of MAC address entries: up to 512,000
Number of VLANS: up to 4096

Number of port channels: up to 512

Number of port channel links: up to 32

Number of Equal-Cost MultiPath: up to 64

Line card 02

48 ports 1/10/25 Gigabit Ethernet SFP and 4 port 40/100
Gigabit Ethernet

- Transceiver module:

+ 25-SFP-10G-SR transceiver module
+ 01-SFP-10G-LR transceiver module
+ 01-SFP-10G-ER transceiver module

+ 25 Gigabit Ethernet SFP transceiver module for Category 5
copper wire.

- Number of IP host entries Ipv4: up to 1 million
- Number of MAC address entries: up to 512,000
- Number of VLANS: up to 4096

- Number of port channels: up to 512

- Number of port channel links: up to 32

- Number of Equal-Cost MultiPath: up to 64

Software

- Essentials

- VPC+HSRP

- VRRP: Virtual Router Redundancy Protocol

- HSRP: Host-Standby Router Protocol

- ARP: Address Resolution Protocol

- DHCP: Dynamic Host Configuration Protocol

IP Multicast

- PIM: Protocol Independent Multicast
- IGMP: Internet Group Management Protocol
- SSM: Source-Specific Multicast




STT

Noi dung

Thong s6 k§ thuat

IP Routing

RIPv2: Routing Information Protocol version 2
IS-1S: Intermediate System to Intermediate System
OSPF: Open Shortest Path First

BGP: Border Gateway Protocol

EIGRP: Enhanced Interior Gateway Routing Protocol

IP Switching

vPC: Virtual Port-channel

ECMP: Equal-Cost MultiPath

Rapid per VLAN Spanning Tree

LACP: Link Aggregation Control Protocol
VLAN Trunking: 802.1Q

MSTP: Multiple Spanning Tree Protocol
VXLAN: Virtual Extensible LAN

MPLS: Multi-Protocol Label Switching

Network
Management

SPAN: Switched port Analyzer

Authentication, authorization, and accounting (AAA) and
TACAS+

SNMP v3: Simple Network Management Protocol version 3
SSH v2

FAN module

03 FAN Module
Host-swappable fan trays support front-to-back cooling

Power supply
and Accessory

03 Power supply

200V to 240V AC Power supplies
Host-swappable Power supply
Power cord C19 to C20

USB cable management

2. Thoi gian cung cap dich vy bao tri
Thoi gian thuc hién bao tri ti da 1a 60 thang (bao gom ca ngay nghi va ngay
18) ké tir ngay hop ddng bao tri ¢d hiéu luc, trong do:

Stt Thiét bi Chung loali S0 Thoi gian thuc hién bao tri
lwgng
. Thiét b Cisco N9K- o | TOi da 60 thang, ké tir ngay
Core Switch C9504 hop ddng bao tri ¢6 hiéu luc
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3. Y&u cau vé cung cap va trién khai dich vu bao tri

3.1. Dich vu hd tro ky thuat chinh hing

Cung cap dich vy hd trg caa chinh Hang san xuét cho cac thiét bi thuoc pham
vi bao tri trong sudt thoi gian bao tri, bao gom:

a) Ho tro k¥ thuat:

- Tiép nhan hd tro xir Iy cac van dé vé thiét bi, ciu hinh va su ¢6 tir doi ngii
chuyén gia ho tro ky thuat cua chinh Hang (Trung tam hd tro ki thuat (TAC) cua
Cisco) 24/7 (24h/ngay, 7 ngay/tuan)

- Thoi gian phan hoi:

+ D4i véi cac sy cd cd mie dd nghiém trong (LA cac su ¢b phan ctiing, phan
mém lam cho thiét bi nging hoat dong hoic hoat dong khéng du coéng suat/hiéu
nang): Phan hoi trong vong 1 gio.

+ DAi vai cac su cd khac: Phan héi trong vong 1 gio néu nhan dugc yéu cau
hd tro ky thuat trong gio 1am viéc hoac phan hoi vao ngay lam viéc ké tiép néu
nhan dugc yéu cau hd tro ki thuat ngoai gid 1am viéc.

b) Cung cap quyeén truy cap truc tuyén

- Cung cip quyén truy cdp trang web Cisco.com va thu vién phan mém
Software Central dé tai va sir dung cac ban va I8i, ban cap nhat hé diéu hanh, cac
tai liéu chinh héng.

¢) Thay thé thiét bi 16i hoac hong:

Truong hop thiét bi bi 16i hodc hong, Hang phai thay thé bang thiét bi tuong
duong hoic ¢6 cAu hinh cao hon, c6 du ban quyén.

3.2. Dich vu bao tri cua nha thau

Nha thau (Pon vi cung cip dich vu bao tri) phai cung cap dich vu hd trg ky
thuat caa chinh hdng san xuat theo yéu cau tai Khoan 3.1 Muc 11 cia Chuong nay
va to chirc thuc hién bao tri cac thiét bj trong pham vi bao tri dap ung cac yéu cau
sau:

3.2.1. Y@u cau vé cong viéc kiém tra, bao tri dinh ky

a) binh ky kiém tra: Téi thiéu 03 thang/01 lan hozc khi c6 yéu cau cua
Agribank.

b) Cac cong viéc can thuc hién gom:

- Kiém tra moi truong hoat dong cua thiét bi, ngudn dién, nhiét do.

- Kiém tra day cap, dau két néi mang. Sap xép gon gang va cb dinh céac day
cap két ni mang trén thiét bi.

- Kiém tra trang thai cac cong két ndi trén thiét bi, hiéu niang hoat dong, tinh
san sang cua thiét bi: kha ning dap (ng tai nguyén caa bo vi xir ly (CPU) va b
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nhé (RAM), phét hién cac 16i cua thiét bi (gdm 13i phan cing hoic hé diéu hanh),
tir d6 dé xuit sira chira hoic thay thé cac bo phan, thiét bi do.

- Kiém tra phién ban phan mém hé diéu hanh, tién hanh cap nhat, nang cap
(néu co).

- Ra soét cac cau hinh va két ndi mang duoc thiét 1ap trén thiét bi, phan tich,
danh gia va toi wu cau hinh, két ndi mang (néu can thiét).

¢) Trén co s& két qua kiém tra, Nha thau phai néu rd céc I15i hoac rai ro (néu
c6), phuong an dé xuat va té chic xur 1y 161, toi wu cau hinh trén cac thiét bi nham
dam bao hé thdng hoat dong 6n dinh, thong sudt va tuan thu cac quy dinh va
khuyén nghi cua hang san xuat va cia Agribank.

3.2.2. Yéu cau vé thay thé cac linh kién/bo phan, thiét bi 16i hoac hong.

Nha thau phai chiu trach nhiém 1a ¢au méi 1am viéc véi hang va té chie thay
thé cac linh kién/bo phan, thiét bi 18i hodc hong trong thoi gian bao tri ¢am bao:

- Xay dung va dé xuat phuong an, ké hoach thay thé cac linh kién/bd phan,
thiét bi 15i hoac hong.

- Tryc tiép thuc hién viéc thay thé céc linh kién/bd phan, thiét bi 16i hoic
hong dam bao cac linh kién/bd phan, thiét bi sau khi thay thé hoat dong 6n dinh,
thong subt.

- Chiu trach nhiém vé céc linh kién/bo phan, thiét bi thay thé:

+ Cung cap cé4c giay to chung nhan chat lugng san pham nhu: Giay to ching
nhan chat luong, tai liéu ching minh tinh twong duong hodc cao hon (ching loai,
thong so ky thuat) dbi vai cac bo phan, thiét bi thay thé.

+ Thoi han bao hanh d6i véi linh kién/bo phan, thiét bi duoc thay thé s&
duoc tinh tiép tuc, khdng bao hanh lai tir dau. Di véi cac b phan, thiét bi thay
thé trong ky bao tri cudi ciing phai dugc bao hanh téi thiéu 03 (ba) thang ké tir
ngay thay thé theo tiéu chuan cua hang san xuat.

+ Chiju moi chi phi vé viéc thay thé va dam bao Agribank khdng chiu bat ky
chi phi nao lién quan dén viéc thay thé cac linh kién/bo phan, thiét bi 18i hong.

- Ban giao cho Agribank dé thuc hién hay ddi véi céc linh kién/bd phan,
thiét bi chira dit liéu bi hong nhu: bo nhd (RAM), 6 ciing (Flash),v.v...

3.2.3. Y&u cau vé nang cap, cap nhat d6i véi phan mém hé diéu hanh, ban
va.

- Nha thau phai thuc hién viéc nang cip, cap nhat ban va 15i, phan mém hé
diéu hanh trén cac thiét bi theo khuyén nghi cua cac co quan quan 1y nha nudc
hoic theo yéu cau cia Agribank hay khuyén nghi cia hang san xuat.

- Viéc nang cap, cap nhat d6i voi phan mém, thay thé céc linh kién/bd phan
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hoac thiét bi 16i, hong phai c6 ké hoach, duoc kiém thir va chap thuan cua
Agribank trudc khi thuc hién.

3.2.4. Y&u cau vé hd tro ki thuat va xi ly, khéac phuc su cd.

a) Yéu cau vé thong bao, lién lac hd tro k¥ thuat

- Trong thoi gian hiéu lyc cua hop dng bao tri, Nha thau phai cung cap cho
Agribank mot dau méi lién lac, hd trg ky thuat tap trung duy nhat (single point of
contact) dé thong béo tat ca cac van dé lién quan, dau méi nay phai dam bao lién
lac 24x7.

- Viéc thdng bao 15i hoidc su ¢d cua Agribank cé thé dién ra dudi cac hinh
thire nhu: dién thoai, email, fax, v.v...

- Nha thau phai 1a ¢au méi lién hé vai hang hd tro ki thuat, gdm ca hd tro
vuot cp (escalation process) dé dam bao xur ly cac sy ¢ nhanh chéng.

b) Yéu cau vé thoi gian hd tro ki thuat va xa ly, khic phuc sy ¢6

- Déi vai cac su cd nghiém trong (Su cd nghiém trong ¢ day duogc hiéu l1a
cac 18i hoic su ¢d lién quan dén phan cing hoidc hé diéu hanh 1am cho thiét bi
khéng hoat dong duoc binh thudng véi day da cong suat/hiéu nang): Trong vong
02 gio ké tir khi nhan duoc thong béo cia TTCNTT, Nha thau phai cir can bo dén
lam viéc truc tiép tai dia diém lap dat thiét bi dé hd tro ki thuat, xur Iy va khac
phuc su cé.

- Ddi vai cac sy c¢b khong nghiém trong (Su c6 khong nghiém trong ¢ day
duoc hiéu 1a cac 15i hoac su ¢6 lién quan dén phan ciing hoic hé diéu hanh nhung
chua anh huong ngay dén kha nang hoat dong binh thuong véi day du cong suat
cua hé thong): Trong vong 04 gio ké tir khi nhan duoc thdng bao cua TTCNTT,
Nha thau phai cir can bo dén 1am viéc truc tiép tai dia diém lap dat thiét bi dé hd
tro ki thuat, xt Iy va khic phuc su ¢d.

- Xac dinh va xt Iy su ¢b

+ Nha thau 1a ¢au moi phéi hop cung Agribank xac dinh nguyén nhan va dé
xuat phuong an xt Iy va khac phuc su ¢6. Phuong an phai duoc can bo ky thuat
Agribank xac nhan, chap thuan truéc khi to chic xu Iy khac phuc su cb.

+ Truong hop Nha thau khong xac dinh duoc nguy@n nhan va cach xt ly 16i,
Nha thau phai théng bao, yéu cau trung tm hd tro ki thuat cua Cisco (TAC) xir
y.

+ Truong hop su ¢6 can c6 thoi gian dai dé xar Iy nhu: Nang cap phan mém
(Hé diéu hanh, Firmware,v.v...) hoac thay thé cac linh kién/bo phan, thiét bi 15i
hoac hong, Nha thau phai cd phuong an dé xuat xt Iy, bao gdom ca viéc cung cap
thiét bi thay thé tam thoi dé hé théng mang hoat dong théng sudt trong thoi gian
xu ly sy cb.
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3.2.5. Y&u cau veé ho so k¥ thuat bao tri

Nha thau dich vu bao tri phai cung cap cho Agribank tdi thiéu cac loai tai
lieu, ho so nhu sau:

- Ké hoach bao tri tong thé trong d6 bao gdm tbi thiéu cac noi dung: Co cau
nhan su t6 chtc bao tri, phuong thire lién lac, quy trinh xt Iy 18i/sy ¢b, quy trinh,
kich ban thuc hién bao dudng dinh Ky, danh gia tong thé.

- Bién ban tung lan xir ly 18i (hoic su ¢b) kém theo mé ta sy ¢d, phan tich
va phuong an chi tiét xir ly; tong hop cac khuyén nghi (néu cd).

- Bién ban tirng lan thay thé linh kién phan ciing; Bién ban ting 1an nang
cap, cap nhat phan mém hé diéu hanh cho thiét bi

- Bién ban thyc hién kiém tra, bao dudng dinh ky (kém check-list kiém tra
d6i vai ting thiét bi va cac thay di téi wu cau hinh caa thiét bj).

- Béo céo tong két thuc hién cong tac bao tri va danh gia tong thé cac thiét
bi bao tri hang quy va hang nam.

- Bién ban nghiém thu két qua thuc hién bao tri.

I11. Giai phap va phwong phap luan

Nha thau chuan bi dé xuat giai phap, phuong phap luan tong quat thuc hién
dich vu theo c4c noi dung quy dinh tai Chuong nay, gdm cac phan nhu sau:

1. Giai phap va phuong phap luén

Nha thau trinh bay giai phap k¥ thuat va phuong phap bao tri cua Nha thau
dap tng cac yéu cau ky thuat. Nha thau phai trinh bay, md ta rd cac noi dung:
Céch thirc cung cap va ndi dung dich vu hd tro cua chinh hang san xuét; Cac cong
viéc kiém tra, bao tri dinh ky va phuong phap Nha thau thuc hién; Phuong phap
va quy trinh thuc hién bao tri, nang cap/cap nhat/va I5i phan mém, hd tro ki thuat,
xt Iy su cd, thay thé linh kién/bo phan/thiét bi 15i, hong.

2. K& hoach bao tri

Nha thau trinh bay ké hoach t6 chac thuc hién bao tri trong suét thoi gian
bao tri, trong d6 co tdi thiéu cac noi dung: Ké hoach thuc hién, co cau nhan su
thuc hién, phuong thtc lién lac, ddu mdi thuc hién bao tri.

IV. Quy dinh vé kiém tra, nghiém thu

- Trong qua trinh bao tri, Nha thau thuc hién bao tri dinh ky, hd tro ki thuat,
xtr Iy khac phuc su ¢ va c6 cac bao céo, bién ban theo quy dinh vé hd so k¥ thuat
bao tri tai Khoan 3.2.5 Muc Il cia Chuong nay.

- Agribank thuc hién kiém tra, danh gia chat luong dich vu bao tri caa Nha
thau dua trén céc tiéu chi sau:

+ Két qua thuc hién kiém tra, bao tri dinh ky;

+ Duy tri lién lac 24/7,;

+ Chat lugng hd trg ky thuat, thoi gian xu 1y su ¢6;

+ Chat lugng cua linh kién/thiét bi/bd phan thay thé.



