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Phian 2. YEU CAU VE KY THUAT
Chwong V. YEU CAU VE KY THUAT
1. Gi6i thiéu chung vé dv an/dy toan mua sim, goi thiu:

- Tén goi thau: Goi thau s6 02: Thué don vi kiém tra danh gia an toan thong
tin do1 v41 hé thong thong tin cap do 3 ctuia thanh pho Hai Phong.

- Dy toan: Thué don vi kiém tra danh gia an toan thong tin ddi v6i hé thong
thong tin cap do 3 cua thanh pho Hai Phong.

- Chua dau tu: Cong an thanh phd Hai Phong.
- Nguédn vén: Kinh phi dia phuong cap nam 2025.
- Hinh thtrc lya chon nha thiu: Chao hang canh tranh trong nuéc, qua mang.
- Phuong thtic d4u thau: Mot giai doan, mdt tai hd so.
- Thoi gian bét dau t6 chirc lya chon nha thau: Quy IV nam 2025.
- Loai hop dong: Tron goi.
- Thoi gian thyc hién hop dong: 20 ngay
2. Muc tiéu cong viéc:
~ Nha thau phéi hoan thién kiém tra danh gia an toan thong tin d6i v6i hé
thong thong tin cap do 3 cua thanh pho Hai Phong.

Noi dung dich vy danh gié, kiém tra, ra quét an toan thong tin ddi véi hé thong
thong tin dat cap do 3 cua thanh pho.

Thoi
S6 gian | SO hé
lwong | thwe | thong
hién

TT Noi dung Pon vi tinh

Chuyén gia thuc hién danh dam bao
I | an toan théng tin cho 02 hé thong
thong tin cap do 3

Khao sat thong tin chung:

- Théng tin chung vé ddi tugng danh

gia: Tén ddi tuong, muc dich su dung,

mo ta vé ddi tugng can danh gia.
nguoi/hé

théng/ngay

- Thu thap thong tin vé& don vi cht quan
va van hanh: t6 chtc, ngudi dung tng
dung, co ciu to chire, don vi/ca nhan
van hanh, nang luc,...

- Thong tin v& cac chinh sach an toan
thong tin; bao vé h¢ théng,...
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TT

N¢i dung

S6
lwgng

Thoi
gian
thuc
hién

Don vi tinh

- Cac bi¢n phap bdo ddm an toan thong
tin va bao dam hoat dong hién c6 cua
hé théng

(3 ngueoi * 2 ngay * 2 hé thong)

Khao sat thong tin vé hé thong

- Thu thap thong tin public véi mang
Internet: vé danh sach tén mién, danh
sach dia chi ip public ra mang Internet,
may chu webserver, may chu Proxy
V.V....

- M6 hinh két ndi chung ciia hé thong
- Thu thap thong tin nén tang hé théng
can danh gia: Hé diéu hanh, may chu
Web, cac cong dich vu dang chay, cong
nghé phat trién, don vi phat trién v.v...
- Hé théng may chu ha téng phuc vu hé
thong: Danh sach cic may chu; loai
may chu (vat ly; do; cloud); churc nang
cua may chu; dia chi IP cia may chu.
(3 ngudi * 3 ngay * 2 hé thong)

nguoi/ngay

Kiém tra, danh gia trién khai phuong
an quan ly d6i voi HTTT (3 nguoi * 12
ngay * 02 hé thong)

12

Nguoi/ngay

Kiém tra, danh gia viéc thiét ké hé
thdng theo phuong an bao dam an toan
thong tin dugc phé duyét (3 nguoi * 5
ngay * 2 hé thong)

Nguoi/ngay

Kiém tra, danh gia cac tiéu chi bao dam
an toan mang (3 nguoi * 10 ngay * 2 hé
thdng)

10

Nguoi/ngay

Kiém tra, danh gia cac tiéu chi bao dam
an toan may chu (3 nguoi * 10 ngay *
2 hé théng)

10

Nguoi/ngay

Kiém tra, danh gia cac tiéu chi bao dam
an toan ung dung (3 nguot * 8 ngay *
2 hé théng)

Nguoi/ngay
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TT

N¢i dung

S6
lwgng

Thoi
gian
thuc
hién

Don vi tinh

Kiém tra, danh gia cac tiéu chi bao dam
an toan dir liéu (3 nguoi * 5 ngay * 2
hé théng)

Nguoi/ngay

Téng hop, hoan thién bao cao danh gia
(3 ngudi * 5 ngay * 2 hé thong)

Nguoi/ngay

1T

Chuyén gia thwc hién ra quét 16
hong, diém yéu, sin ling mdi nguy
hai trong h¢ thong

Thuc hién ra quét, 16 héng diém yéu
cho ung dung, thiét bi trong hé théng
thong tin (5 nguoi * 20 ngay)

20

Nguoi/ngay

Thuc hién kiém tra, ra quét phat hién
cac nguy co tur cac ung dung, dich vu
trén internet, cdc nguy co tur bén ngoai
(5 nguoi * 9 ngay)

Nguoi/ngay

Thuc hién kiém tra, ra quét phat hién
nguy co trong mang ndi bd (5 nguoi *9
ngay)

Nguoi/ngay

Tu vin cac bién phap khic phuc: xéac
dinh céac bién phap khac phuc thich hop
cho céc su ¢b bao mat va xac dinh mirc
do wu tién dé xur ly céc su ¢ bao mat
nghiém trong. (5 nguodi * 7 ngay)

Nguoi/ngay

Ra soat, kiém tra lai hé théng sau khi
thue hién cac bién phap khic phuc (5
nguoi * 10 ngay)

10

Nguoi/ngay

Tong hop, hoan thién bao céo chi tiét
(5 nguoi * 5 ngay)

Nguoi/ngay

I1I

Cong tac phi cho chuyén gia thuc
hién nhiém vu

Chuyén gia thwe hién danh gia
phwong an bio dam an toan thong
tin di khao sat hé thong (3 chuyén
gia/hé thong*2 hé thong)
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Thoi

N So6 gian | SO hé .
TT Noi dung lwong | thuc |th 5 ng Don vi tinh
hién
1.1 | Chi phi di lai (6 nguoi * 5 ngay) 30 Nguoi/ngay
1.2 | Tién phong nghi (6 ngudi * 5 ngay) 30 Ngudi/ngay
1.3 | Chi tién n (6 ngudi * 5 ngay) 30 Nguoi/ngay
Chuyén gia thuwe hién kiém tra, ra
2 | quét phat hién nguy co trong mang
noi bo
2.1 | Chi phi di lai (6 nguoi * 9 ngay) 45 Nguoi/ngay
2.2 | Tién phong nghi (6 ngudi * 9 ngay) 45 Nguoi/ngay
2.3 | Chi tién an (6 ngudi * 9 ngay) 45 Nguoi/ngay

Thué phin mém phuc vu danh gia

v (bao gdm cai dit, thiét 1ap cau hinh)

Phan mém danh gia 16 hong bao mat
1 | cho hé théng may chu, may tram (Phan 1 g0oi
mém Nesus hoic twong duong)

Cong cu hd trg khai thac, tan cong 15
2 |hong an toan thoéng tin (Phdn mém 1 goi
Burpsuite hodc tuong duong)

Phan mém dénh gia an ninh Gmg dung

3 | (Phin mém Acunetix hodc tuong 1 g0oi
duong)
4 | May chu 1 g0oi

3. Yéu ciu ky thuit clia g6i thau:
‘ Cac n6i dung thugc pham vi cung cap cuia goi thau phai dap Gmg nhimg yéu
cau k¥ thuat cu thé nhu sau:
3.1. Ndi dung kiém tra
Viéc thué dich vu kiém tra, danh gia an toan thong tin ddi véi 02 hé thdng
thong tin cap do 3 cua thanh phd Hai Phong nham c6 cai nhin toan dién hon vé
cac mbi nguy hai ton tai trong hé thdng, c6 cac giai phap khac phuc nhing 16 hong
béo mat thong tin do sai sot trong qua trinh cu hinh, 1ap trinh, van hanh va giam



118
thiéu dugc céc rui ro bao mat thong tin co thé bi khai thac trén cac thiét bi va ung
dung gy hai cho hé théng thong tin trong yéu.
3.2. Quy m kiém tra:
Thué kiém tra, danh gia riii ro an toan thong tin d6i véi 2 hé théng thong tin
cap do 3 cuia thanh phd Hai Phong:
- Heé thdng thong tin giai quyét hanh chinh thanh phd
- Heé thdng thong tin dién tir thanh phd
Pham vi thuc hién: Kiém tra danh gia an toan thong tin mang ddi véi ha téng
mang, ha tAng may chu, tmg dung ctia 02 hé thdng thong tin cap d6 3 cta thanh phd
Hai Phong.
3.3. Yéu ciu ddi v6i dich vu danh gia, kiém tra, ra quét an toan thong
tin:
Dich vu danh gia, kiém tra, ra quét an toan thong tin d6i voi hé thdng thong
tin cap do 3 bao gdm céac ndi dung sau:

Thue hién kiém tra, danh gia phwong an dam bio an toan thong tin doi
véi hé thong thong tin cap d 3

Khao sat thong tin chung:
- Thong tin chung vé d6i tugng dénh gia: Tén dbi twong, myc dich sir
dung, md ta vé ddi tugng can danh gia.
- Thu thap thong tin vé don vi chii quan va van hanh: t6 chirc, ngudi
dung tng dung, co cAu t6 chure, don vi/ca nhan van hanh, nang lyec,...
- Thong tin vé céc chinh sach an toan thong tin; bao vé hé théng,...
Céc bién phap bao dam an toan thong tin va bado dam hoat dong hi¢n c6 cua
hé théng

Khao sat thong tin vé hé thong
- Thu thap thong tin public voi mang Internet: vé danh sach tén mién,
danh séach dia chi ip public ra mang Internet, may chu webserver, may chu
Proxy v.v...
- Mo hinh két ndi chung cta hé théng
2 - Thu thap thong tin nén tang hé thong can danh gia: Hé diéu hanh,
may chu Web, cac céng dich vu dang chay, cong ngh¢ phat trién, don vi
phat trién v.v...
- Hé thong may chu ha ting phuc vu hé théng: Danh sach cic may
chu; loai may chu (vat ly; 4o; cloud); chirc nang cua may chu; dia chi IP
cua may chu
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Kiém tra, danh gia trién khai phuong an quéan ly d6i véi HTTT:

- Kiém tra tinh ddy du va phu hop ciia Quy ché bao dam an toan thong tin
theo phuong 4n bao dam an toan thong tin vé& quan Iy

- Panh gia viéc tuan thu cac quy dinh, quy trinh trong Quy ché bao dam an
toan thong tin trong qua trinh van hanh, khai thac, két thiic hodc hity bo hé

3 thong thong tin

- Kiém tra tinh ddy du va phu hop cta Quy ché bao dam an toan thong tin
theo phuong 4n bao dam an toan thong tin vé& quan Iy

Panh gia viéc tuan thu cac quy dinh, quy trinh trong Quy ché bao dam an
toan thong tin trong qua trinh van hanh, khai théc, két thuc hodc huy bo hé
thdng thong tin

Kiém tra, danh gia viéc thiét ké hé théng theo phuong an bao dam an toan
thong tin dugc phé duy¢t

Kiém tra, danh gia céac tiéu chi bao dam an toan mang

Kiém tra, danh gia céc ti€u chi bao dam an toan may chu

Kiém tra, danh gia céc tiéu chi bao dam an toan di li¢u

5
6
7 Kiém tra, danh gia céc tiéu chi biao ddm an toan tmg dung
8
9

Téng hop, hoan thién bao cao danh gia

II | Dich vu ra quét 16 hong, diém yéu, siin ling m&i nguy hai trong hé thong

Thuc hién kiém tra, danh gia, ra quét 16 héng an toan bao mat trén cac ing
dung, thiét bi trong h¢ thong thong tin.

Thuc hién kiém tra, ra quét phat hién cic nguy co tir cac Gmg dung, dich vu
trén internet, cadc nguy co tur bén ngoai

3 Thuc hién kiém tra, ra quét phat hién nguy co trong mang noi bo.

Tu van céc bién phap khac phuc: xac dinh cac bién phap khac phuc thich hop
4 cho céac su ¢b bao mat va xac dinh mirc d wu tién dé xu 1y cac su cd bao mat
nghiém trong

Thuc hién ra soat, kiém tra, danh gia lai hé thong sau khi thyc hién cac bién
phap khic phuc.

6 Téng hop, hoan thién bao cao kiém tra, danh gia chi tiét

3.4. Yéu ciu vé pham vi danh gia, kiém tra, ra quét an toan thong tin:
Trién khai danh gia, kiém tra an toan thong tin cho 2 hé théng quan trong

ctia thanh ph6 Hai Phong, bao gom:
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- Hé thdng thong tin giai quyét hanh chinh thanh phd.
- Hé thong thong tin dién tir thanh phd.
3.5. Cac yéu ciu vé dich vu:
Thue hién kiém tra, danh gia phuong 4n dam bao an toan thong tin dbi voi
hé théng thong tin cap d6 3.
3.1. Khdo sdt thong tin hé thong thong tin can thuc hién danh gid:
* Khao sat thong tin chung:
- Thong tin chung vé d6i tugng danh gia: Tén ddi twong, muc dich st dung,
mo ta vé ddi tuong can danh gia.
- Thu thap théng tin vé don vi chil quan va van hanh: t chuc, ngudi dung
ung dung, co cAu to chtrc, don vi/ca nhan van hanh, nang luec,...
- Thong tin vé cac chinh sich an toan thong tin; bao vé hé théng,...
- Cac bién phap bao dam an toan thong tin va bao dam hoat dong hién c6
ctia hé théng.
* Khéo sat thong tin vé hé thong
- Thu thap thong tin public v6i mang Internet: vé danh sach tén mién, danh
sach dia chi ip public ra mang Internet, may chu webserver, may chu Proxy v.v...
- M5 hinh két ndi chung ctia hé thong
- Thu thap thong tin nén tang hé thdng can danh gia: Hé diéu hanh, may
chu Web, cac céng dich vu dang chay, cong nghé phat trién, don vi phat trién
V.V...
Hé théng may chu ha tﬁng phuc vu h¢ théng: Danh sach cac may chu; loai
may chu (vat ly; 4o; cloud); chirc nang ctia may chu; dia chi IP ciia may chu.
3.2. Kiém tra, danh gid trién khai phwong dn quan iy doi véi HTTT

a. Kiém tra tinh day du va phu hop cta Quy ché bao dam an toan thong tin
theo phuwong an bao dam an toan thong tin vé quan 1y dugc phé duyét:

- Céc quy dinh trong Quy ché: (1) Thiét lap chinh sach an toan thong tin;

(2) T6 chtic bao dam an toan thong tin; (3) Bao dam ngudn nhan luc; (4) Quan
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ly thiét ké, xay dung hé théng; (5) Quan ly van hanh hé théng;

- Céc quy trinh kém theo Quy ché: (1) Quy trinh tuyén dung can bo; (2)

Quy trinh chdm dut hodc thay doi cong viéc; (3) Quy trinh thir nghiém va nghiém
thu hé théng; (4) Quan Iy an toan mang; (5) Quan 1y an toan may cha va ung
dung; (6) Quan Iy an toan dit liéu; (7) Quan Iy an toan thiét bi dau cudi; (8) Quan
ly phong chong phan mém doc hai; (9) Quéan 1y giam sat an toan hé thong thong
tin; (10) Quan 1y diém yéu an toan thong tin; (11) Quan 1y su ¢ an toan thong
tin; (12) Quan 1y an toan ngudi st dung dau cudi; (13) Quan Iy rai ro an toan
thong tin; (14) Két thic van hanh, khai thac, thanh 1y, huy bo.

b. DPéanh gia viéc tuan thu cac quy dinh, quy trinh trong Quy ché bao dam
an toan thong tin trong qua trinh van hanh, khai thac, két thuc hodc hity bo hé
thdng thong tin, cu thé:

- Thiét 14p chinh sach an toan thong tin trong quy ché, chinh sach bao dam

an toan thong tin mang hé thong

- Tb chirc bao dam an toan thong tin trong quy ché, chinh sach bao dam

an toan thong tin mang hé thong

- Béo dam ngudn nhan luc trong quy ché, chinh sach bao dam an toan

thong tin mang hé théng

- Quan ly thiét ké, xay dyng hé thdng trong quy ché, chinh sach bao dam

an toan thong tin mang hé théng

- Quan 1y van hanh hé thdng trong quy ché, chinh sach bao dam an toan

thong tin mang hé théng

- Phuong an Quan 1y rti ro an toan thong tin

- Phuwong an Két thiic van hanh, khai thac, thanh 1y, hiy bé.

3.3. Ddnh gid viéc thiét ké hé thong theo phwrong dn bdo dam an toan thong
tin :

- Kiém tra tai liéu thiét ké, xay dung, van hanh hé théng

- Kiém tra, xac minh tinh tuan tha cta cdu hinh thuc té theo thiét ké

3.4. Kiém tra, danh gia cac tiéu chi vé dam bao an toan mang
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- Kiém tra thiét ké phan ving hé thong:
+ Thiét ké phan tach ving mang ndi bd
+ Thiét ké phan tach ving mang bién
+ Thiét ké phan ving DMZ
+ Thiét ké phan ving may chii ndi bd
+ Thiét ké phan viing may chii co so dir liéu
+ Thiét ké phan ving quan tri thiét bi hé thong
+ Thiét ké phan ving mang quan tri
+ Thiét ké phan ving mang khong day

- Kiém tra, danh gia hé théng c6 phuong an thiét ké bao dam an toan thong
tin theo yéu cau cua HTTT cap d6 3

+ Phuong an quan 1y truy cap, quan tri hé thong tir xa an toan

+ Phwong 4n quan 1y truy cip giita cac ving mang va phong chéng xam nhap
+ Phuong an cén bang tai va du phong nong cho céc thiét bi mang chinh
+ Phuong an bado dam an toan cho may chu co s¢ dit licu

+ Phuong an chén loc phén mém doc hai trén méi truong mang

+ Phuong an phong chéng tan cong tir chdi dich vu

+ Phuong an phong, chdng tin cong mang cho tmg dung web

+ Phuong 4n bao dam an toan thong tin cho hé thdng thu dién tir

+ Phuong an quan ly truy cap 16p mang

+ Phuong an giam sat hé thong thong tin tap trung

+ Phuong 4n giam sat an toan hé thong thong tin tap trung

+ Phuong an quan ly sao luu dy phong tap trung

+ Phuong an quan 1y phan mém phong chéng ma doc trén cac may chii/may
tinh nguoi dung tap trung

+ Phuong 4n phong, chdng that thoat dir lidu.

+ Phuong an duy tri it nhat 02 két ndi mang Internet tir cac ISP st dung ha
tang két ndi trong nude khac nhau.

+ Phuong an bao dam an toan cho mang khong day

- Kiém tra, ddnh gia céu hinh tuong lira thiét 1ap cac yéu cau vé kiém soat

truy cap tir bén ngoai mang
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+ Thiét 1ap hé thong chi cho phép sir dung cac két ndi mang an toan khi truy
cap thong tin ndi bd hoac quan tri hé théng tir cac mang bén ngoai va mang Internet.
+ Kiém soét truy cap tir bén ngoai vao hé théng theo ting dich vu, img
dung cu thé; chan tat ca truy cap tdi cac dich vy, tng dung ma hé théng khong
cung cap hoidc khong cho phép truy cp tir bén ngoai
+ Thiét 1ap giéi han thoi gian chd (timeout) dé dong phién két nbi khi hé
théng khong nhin duoc yéu cau tir ngudi dung.
+ Phan quyén va cip quyén truy cip tir bén ngoai vao hé théng theo timg nguoi
dung hodc nhom nguoi ding cin cir theo yéu cau nghiép vu, yéu cau quan 1y
+ Gi6i han sd luong két ndi doéng thoi tir mot dia chi ngudn va téng sb
lwong két ndi ddng thoi cho timg tng dung, dich vu duoc hé théng cung cap theo
nang luc thuc té ctia hé théng
- Kiém tra, danh gia cu hinh tuong lira thiét 1ap cac yéu cau vé kiém soat
truy cédp tur bén trong mang
+ Chi cho phép truy cép cac tmg dung, dich vu bén ngoai theo yéu cau
nghiép vu, chan cac dich vu khac khong phuc vu hoat dong nghiép vu theo chinh
sach cua to chic
+ G161 han truy cép cac ing dung, dich vu bén ngoai theo thoi gian
+ Phuong an kiém soat truy cdp ciia ngudi ding vao cac dich vu, cac may
chi ndi bo theo chirc nang va chinh sach cua t chirc
- Kiém tra cdu hinh luu log hé théng trén cac thiét bi mang/bdo mat
(Router, Switch, Firewall, NIPS,...): Thiét 1ap chtrc ning ghi, luu trir nhat ky hé
théng trén cac thiét bi hé thong
- Kiém tra cau hinh déng bod thot gian trén céc thiét bi mang/bao mat
(Router, Switch, Firewall, NIPS,...): Sir dung may chui thoi gian trong hé théng dé
ddng b thoi gian
- Kiém tra cau hinh luu trit va quan 1y tap trung nhat ky hé thong cia cac
thiét bi mang/bdo mat (Router, Switch, Firewall, NIPS,...)
+ Luu trit va quan 1y tip trung nhat ky hé théng

+ Luu trit nhat ky hé théng cia thiét bi t6i thiéu 03 thang
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- Ra soat viéc dinh ky cap nhat CSDL dau hiéu phat hién tan cong mang

trén san pham IPS

+ Phuong 4n phong chdng xdm nhdp dé bao vé cac ving mang trong hé

thdng
+ DPinh ky cap nhat co s dit li¢u d4u hiéu phat hién tAn cong mang

- Ra soat vi¢c dinh ky cap nhat CSDL dau hiéu phat hién tan cong mang

trén san pham c6 tinh nang phong chéng mi doc trén moi truong mang
+ C6 phuong an phong chéng phan mém doc hai trén méi trudng mang
+ Pinh ky cap nhat dit liéu cho hé théng phong chéng phan mém doc hai

- Ra soat, kiém tra cau hinh quan tri ddm bao yéu cau vé bao v¢ thiét bi hé

théng trén cac thiét bi mang
+ CAu hinh chtrc niang xac thuce trén céc thiét b
+ Chi cho phép sir dung cac két ndi mang an toan khi truy cap, quan tri thiét
bi tur xa
+ Han ché cac dia chi mang co thé két ndi, quan tri thiét bi tr xa
+ Han ché duoc sd 1an dang nhép sai
+ Phéan quyén truy cép, quan tri thiét bi
Ra soat chinh sach ATTT vé xur 1y thiét bi mang trude va sau khi st dung:
Nang cip, xir Iy diém yéu an toan thong tin cta thiét bi hé théng trude khi dua
vao su dung.
3.5. Kiém tra, ddnh gid cdc yéu cau vé dam bdo an todn mdy chii
- Kiém tra, d4nh gia cau hinh hé thdng trén cac may chii theo yéu cau vé
xac thuc
+ Thiét 14p chinh sach xé4c thyuc trén may chu
+ Thay doi céc tai khoan mac dinh trén hé théng hoac vo hiéu hoa
+ Thiét 1ap chinh sach mat khéu an toan

+ Han ché s 1an dang nhap sai
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+ V6 hiéu hoa tai khoan néu tai khoan dé dang nhap sai nhiéu lan vuot sb
lan quy dinh

- Ra so4t, kiém tra cdu hinh vé viéc két ndi, quan tri tir xa trén may chu

+ Chi cho phép sir dung cac két ndi mang an toan khi truy cap, quan tri may
chu tur xa

+ Thiét 1ap gii han thoi gian chd (timeout)

+ Thay d6i cong quan tri mic dinh cia may chu

+ G161 han dia chi mang dugc phép truy cap, quan tri may chu tur xa

- Ra soat, kiém tra cdu hinh vé viéc luu trit nhat ky hé théng trén may chu

+ Thiét 1ap 1ap chirc ning ghi nhat ky hé thong trén cac may chu

+ Pong bo thoi gian gitta may cha v6i may chu thoi gian

+ Gidi han du dung luong luu trit nhat ky hé thong dé khong mat hodc tran
nhat ky hé théng

+ Quan 1y va luu trit tip trung nhat ky hé théng thu thap duogc tir may chi

+ Luu nhat ky hé thong trong khoang thoi gian tdi thiéu 1a 03 thang

- Ra so4t, kiém tra cdu hinh hé thdng vé phong chdng x4m nhap trén may

chu

+ Loai bo cac tai khodn khong sir dung, cac tai khoan khong con hop 1€ trén
may chu

+ Str dung tudng lira ctia hé diéu hanh va hé thong dé cim cac truy cép trai
phép té1 may chu

+ V6 hi€u hoa cac giao thirc mang khong an toan, cac dich vu hé théng
khong stir dung

+ Thyc hién nang cip, xt 1y diém yéu an toan thong tin trén may cha trude
khi dua vao sur dung

- Kiém tra Quy ché an toan thong tin vé quy trinh ddnh gia may chu trudc

khi dua vao str dung
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- Ra soat viéc cai dat phan mém phong chong ma doc trén tat ca may chi

+ Cai dat phén mém phong chéng mi doc va thiét lap ché do tu dong cap nhat

+ Kiém tra, do quét, xtr Iy phan mém doc hai cho cac phan mém trudc khi

cai dat . ‘ )

+ Quan Iy tap trung cac phan mém phong chong mé doc cai dat trén may chu

- Kiém tra tinh ndng quan 1y tip trung trén cac san pham AV, EDR

- Kiém tra quy trinh, chinh sach vé viéc xtr Iy may chu khi chuyén giao:
Phuong 4n x6a sach thong tin, dir liéu trén may chu khi chuyén giao hoac thay
d6i muc dich st dung

- Ra soat chinh sach sao Iuu du phong dir li¢u may chua: Sao luu du phong
thong tin, dit lidu trén may chu, ban du phong hé diéu hanh may cha trudce khi
thuc hién x6a dit liéu, hé diéu hanh

- Ra soat quy trinh x06a, hiy dir liéu trén cac thiét bi: Bién phéap kiém tra,
bao dam dir liéu khong thé khoi phuc sau khi x6a

3.6. Kiém tra, ddnh gid cdc yéu cau vé dam bdo an vmg dung

- Kiém tra, danh gia cAu hinh hé théng trén img dung/dich vu web theo
yéu cau vé xac thuc

+ Thiét 1ap cAu hinh tng dung dé xac thyc ngudi sir dung khi truy cap, quan
tri, ciu hinh ung dung

+ Han ché s6 lan dang nhap sai trong khoang thoi gian nhat dinh véi tai
khoén nhét dinh

+ Luu trit ¢6 ma hoa thong tin xac thuc hé théng

+ Thiét 13p cAu hinh tmg dung dé dam bao an toan mat khau ngudi sir dung

+ Ma hoa thong tin xac thuc trudce khi g qua moi truong mang

- Kiém tra ciu hinh kiém so4t, phan quyén va gi6i han truy cap, quan tri
ung dung/dich vu

+ Thiét 14p cu hinh tmg dung dé dam bao an toan mat khau ngudi sir dung

+ Thiét 1ap gi6i han thoi gian chd (timeout) dé dong phién két ndi khi ing
dung khéng nhan dugc yéu cau tir ngudi ding

+ Gid1 han dia chi mang quan tri duoc phép truy cap, quan tri tng dung tir

Xa
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+ Phan quyén truy cdp, quan tri, sit dung tai nguyén khac nhau ciia ing
dung voi ting nguoi/nhém st dung

~ +Gi6i han 56 lugng cac ket n6i dong thoi (két ndi khoi tao va da thiét lap)
doi véi cac ung dung
- Ra soat, kiém tra viéc cAu hinh ghi nhat ky hé théng trén Gmg dung
Ghi nhat ky hé thong bao gdm nhiing thong tin co ban sau:
(1) Thong tin truy cap ung dung
(2) Thong tin dang nhap khi quan tri tng dung;
(3) Thong tin cac 16i phat sinh trong qua trinh hoat dong
(4) Thong tin thay d6i cau hinh tng dung
Quan 1y va luu trir nhat ky hé thdng trén hé théng quan 1y tap trung
Nhat ky hé thong phai duoc luu trit trong khoang thoi gian tdi thiéu 1a 03 thang
- Kiém tra tinh ning mi hoa thong tin, dit liéu quan trong trudc khi truyén
thong tin qua mang: Ma hoa thong tin, dir liéu (khong phai 1a thong tin, dit ligu
cong khai) trude khi truyén dua, trao d6i qua méi truong mang; sir dung phuong
an ma hoa theo quy dinh vé bao vé bi mat nha nudc dbi voi thong tin mat: St
dung két n6i mang an toan, bao dam an toan trong qué trinh khi tao két ndi kénh
truyén va trao doi thong tin qua kénh truyén

Ra soat phuong an sir dung chir ky sd cho hé thong tng dung/dich vu: Str
dung chit ky s khi trao d6i thong tin, dir liéu quan trong.

3.7. Kiém tra, ddnh gid cdc yéu cau vé dam bdo an diF liéu

- Rasoat quy trinh luu trit dit liéu bao dam dit liéu dugc luu cing mé kiém
tra tinh nguyén ven

- Kiém tra viéc luu trir c6 ma hoa cac théng tin khong cong khai trong hé
thong CSDL

Ra soat quy trinh, chinh sach vé viéc sao luu du phong dir li¢u

Kiém tra viéc sao luu du phong dit liéu thuc té duoc thuc hién nhu thé
nao.

Ra soat quy trinh, chinh sach vé phén loai dit liéu.

Kiém tra phuong an trién khai hé thong SAN & phan ving riéng voi cac
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may chu

3.6. Kiém tra, danh gia, ra soat cac nguy co, 16 hong bao mit trong h¢
thong thong tin:

Thuce hién kiém tra, danh gia, ra quét 16 hong an toan bao mat trén cac ing
dung, thiét bi trong hé thong thong tin.

Thuc hién kiém tra, ra quét phat hién cac nguy co tir cac tmg dung, dich vu
trén internet, cdc nguy co tr bén ngoai

Thuc hién kiém tra, ra quét phat hién nguy co trong mang ndi bo.

Tu van cac bién phap khic phuc:

Phan tich chi tiét cac diém yéu va 16 hong bao mat da duoc xac dinh;

Danh gi va phan loai cac 16 hong theo muc d6 nghiém trong, xac dinh nhiing
16 héng c6 nguy co cao va anh huong 16n dén hoat dong, can wu tién xur 1y;

Do xut cac giai phap va bién phap cu thé dé dong hoic giam thiéu cac 16
hdng, dam bao phu hop véi dic diém cua hé théng, tinh cht va mirc do nghiém
trong cua ting 16 hong.

T?n_rc hién ra soat, kiém tra, danh gia lai hé théng sau khi thuc hién cac bién
phap khac phuc.
Téng hop, hoan thién bao céo kiém tra, danh gia chi tiét
3.7. Yéu cau don vi cung cip dich vu:
- Nha cung cap dich vu phai c¢6: Gidy phép kinh doanh sdn pham, Dich vu
an toan thong tin mang dugc don vi c6 tham quyén cap.
4. Giai phap va phuwong phap luan:

Nha thau chuéan bi dé xuét giai phap, phuong phap luan téng quat thyc hién
dich vu theo cac ndi dung quy dinh tai Chuong nay, gdm cac phan nhu sau:

1. Giai phép va phuong phap luan;
2. Ké hoach cong téc.
5. Quy dinh vé kiém tra, nghi¢m thu san phim:

Muc nay quy dinh vé quy trinh kiém tra, nghiém thu san pham, trinh tu giao
ndp san pham (néu co)... dé phuc vu cong tac thanh, quyét toan hop dong.



