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Phian 2. YEU CAU VE KY THUAT
Chuong V. YEU CAU VE KY THUAT

1. Gi6i thiéu chung vé dv an/dy toan mua sim, goéi thau:

1.1. Gi6i thiéu vé du toan mua sim

- Tén du toan mua sim: Trién khai nang cap, mé rong “Hé théng dam bao
an toan thong tin theo mé hinh “4 Lop” cua S¢ Tai chinh”;

- Quyét dinh phé duyét Ké hoach lwa chon nha thiu: Quyét dinh sb
14029/QD-STC ngay 06/11/2025 ciia S¢ Tai chinh Ha Noi vé viéc phé duyét ké
hoach lua chon nha thau trién khai nang cép, mo rong “Heé théng dam bao an toan
thong tin theo mo hinh “4 L&p” cuia S& Tai chinh”.

1.2. Gi6i thiéu vé géi thiu

- Chii ddu tu: S¢ Tai chinh thanh phd Ha Noi

- Tén géi thau: Trién khai nang cap, mé rong “Hé thong dam bao an toan
thong tin theo mo hinh “4 L&p” ciia S& Tai chinh”.

- Hinh thirc Iya chon nha thau: Pau thau rong rdi trong nudc, qua mang.

- Phuong thitc lIwva chon nha thau: Mot giai doan, mot tai ho so.

- Ngudn von: Ngan sach Nha nudc

- Thoi gian thue hién hop dong: Quy IV/2025

- Loai hop dong: Tron goi . 7 ’ ’

- Noi dung cong viéc goi thau: Trién khai ndng cap, m¢ rong “H¢ thong
dam bao an toan thong tin theo mo hinh “4 L&p” cua S& Tai chinh”

2. Muc tiéu cong viéc:

- Nang cao nhan thirc ATTT cua nguoi dung cudi, gitip hoc vién naim duoc
cac kién thire co ban v€ An toan thong tin dé tu bao dam ATTT trong cong viée
thuong ngay va cudc song so.

- C6 nhan thirc ding déq va st dung hop 1y cac ngudn tai nguyén CNTT
tranh gap phai cac sy co6 gay mat ATTT.

- Nhafu} biét cac hiém hoa va rii ro ATTT thuong truc de doa hoat dong va
tai san cua to chure trong hoat dong thuong ngay, sir dung ngén sach hop ly hon
cho viéc dam bdo An ninh thong tin va hoat dong thong sudt cua to chuec.

- Phéi h()p tdt hon véi cac bo phan lién quan khi dé xuat, phé duyét, trién
khai cac du an vé ATTT.

+ Cung cp céc tri thuc, thong tin:

- Cac kién thirc nén tang vé an toan thong tin

- Str dung internet an toan

- Phong chéng tan cong mang.
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3. Yéu cau Ky thuat ciia géi thau:

Chi tiét khdi lugng cong viée va yéu cau ki thudt cua goi thau: Bat ky thuong hiéu, ma hiéu (néu c6) trong bang yéu cau k¥
thuat duoi day dé minh hoa cac tiéu chuan chat lugng, tinh ning k¥ thuat yéu cau, nha thau c6 thé Iya chon du théu hang hoéa c6
ngudn gdc, Xuat xtr, nha san xuat, thwong hiéu, ma hiéu phu hop voi diéu kién cung cap nhung phai dam bao yéu cau c6 tiéu chuan
ky thuat, dic tinh k¥ thuat, tinh nang sir dung "twong duong" hodc "uu viét hon" so vdi cac yéu cau t6i thiéu.

str| Panh M ta Pham vi PVT So Ghi chii
muc : lwgng

- Khao sat hi¢n trang an toan thong tin: Khao sat
hé théng thuc hién dién tap thuc chién va cac hé
thdng, thong tin lién quan.
- Xay dung méi truong dién tap cho viéc dién tap
va phai phan anh gan ding nhat méi truong dang
van hanh thyc té ciia So (it nhat phai bao gom
céc nghiép vu, hé théng quan trong cua S¢ va
phai gia lap duoc cac goi tin giao dich thong
thuong ciia nguoi dung cudi vi du: goi/ nhan thu
dién tu, duyét web, truy cdp Ung dung...).

T6 chuc dién tap mo
phong lai cac tinh
hudng, kich ban tan cong
trong thuc té nham trang | T6 chuc dién tap cho can bd cla
bi cac ki nang ung ctru | don vi.

Dich vu Ao s oA i ol . - Yéu cau mdi truong co6 diy di may work-

.x_ .. | su cO va nang cao hiéu | - Pham vi: 1 ing dung/website .
1 dién tap 14 phdi hop xit 1V sita | - Thue hien theo hinh thire: Tn Goi 1 stations, laptops, hé théng mang, cac thiét bi
ATTT |%4P op Y& j i ’ mang, firewall, thiét bj bao mat, hé thong

cac thanh vién trong d¢i | cong phong thu.

ngil an toan thong tin tai | - Thoi gian dién tap: 01 ngay
Sé. Dién tap theo hinh
thirc tan cong phong thu.

email...dang dugc sur dung tai So.

- Xay dung tai liéu phyc vu dién tap (x@y dung
moét kich ban chi tiét bao gdm céc tinh hudng phu
bao gdm dién tap, quy trinh dién tap, hudéng dan
dién tap, danh gia rui ro va phuong an xur 1y rii
O trong dién tap).
- Chuan bi ky ludng, bai ban, sin sang céc
phuong an bao vé nham giam thiéu rii ro, bao
dam hé thong ludn duoc an toan trong qua trinh
dién tap.
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syr| Danh Mo té Pham vi pvr | S0 Ghi chi
muc : lwgng
- Xéc dinh r6 hé thong 1a muc ti€u dién tap, cong
cu, k¥ thuat dugc sir dung dam bao khong gay
hau qua hoac hdu qua xay ra trong gidi han cho
phép. ) )
- Cac can bd doi tuong :[ham gia truc ti€p thuc
hién tmg pho khi c6 sy c6 xay ra trén moi trudng
gia 1ap ma nha cung cap xay dung theo kich ban,
quy trinh dien tap de xuat.
- Giam sat, canh bao 24/7 truc nhimng sy ¢b an
toan thong tin;
A ., , , - Thyc hién cac dié€u tra, truy vét nguon tan
Neén tadng giam sat, quan A ia 2R,
, : R LR cong triét de;
ly an toan thong tin ho ] = LA f X s . ,
..z | - Router: 2 - Gilp don vi toi uu hoa vé thoi gian, cong strc
trg cho doanh nghiép, to . NP A .  n .
A e e T s | - Switch: 2 va chi phi cling nhu hi¢u qué trong viéc quan tri
Goi dich | chuc; kip thoi phat hién, ] Y
Gigm | xtt Iy, tmg ctru cc riiro |~ CD- 1 EPS/ an toan thong tin; :
2 vu AT X X o -FW L4: 1 , 497 | - Xay dung va hé thong qua céc chi so an toan
sit ATTT | gdy mat an toan thong | _ IDS/IPS: 2 thang thong tin (security index) gitip t6 chirc nam bat
MSS | tin, 16 lot dit liéu, trude ' E Y EItP

cac cudc tan cong tu
trong va ngoai to chirc.

- Server monitor (Windows +
Sysmon + Web server): 9

duoc hién trang va xu hudng an toan thong tin.
- Bao céo chi tiét theo tuan/thang/quy

- Hb tro xtr Iy sy ¢6 an toan thong tin

- Dashboard tong hop tinh hinh giam sat an
toan thong tin
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2.1

Thiét bi
tuwong Iira

Thiét bj phong chdng
tan cong xam nhap IPS
(Hodc tuong duong)

(1) FG 120-BDL-950-12-Hardware
plus FortiCare Premium and
FortiGuard Unified Threat
Protection (UTP) - 18 x GE RJ45
ports (including 1 x MGMT port, 1
X HA port, 16 x switch ports), 8 x
GE SFP slots, 4 x 10GE SFP+ slots,
SP5 hardware accelerated, dual AC
power supplies;

(2) FC-10-F120G-585-02-12 (1
nam)'- FortiAnalyzer Cloud: cloud-
Based central logging & analytics.
Include All FortiGate log types,
IOC Service, Security Automation
Service and FortiGuard Outbreak
Detection Service;

(3) FC1-10-AZCLD-1118-01-DD-
'Generative Al powered security
service utilizing large language
models (LLMs) for real-time
assistance in  SOC analysis,
incident investigation, triage and
response for 5 GB/Day
subscription;

Thiét bi
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(4) FCI1-10-AITAZ-1089-02-DD-
FortiAl Assistant upgrade license
for adding 500,000 Al tokens
Hoac tuong duong
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2.2

Thiét bi
Sensor

Thiét bi dé thu thap log
16p mang (network)

Single AMD EPYC™ 4004 /
Ryzen™ 7000 Series Processors
Dual Channel DDRS5 ECC/Non-
ECC UDIMM, 4 x DIMMs
2 x 1Gb/s LAN ports via
Broadcom® BCM5720
4 x 3.5"2.5" SATA hot-
swappable bays
1 x M.2 slot with PCle Gen4 x4
interface

1 x FHFL PCle Gen5 x16 slot
1 x FHHL PCle Gen4 x4 slot
1+1 550W 80 PLUS Platinum
redundant power supplies
1 x AMD Ryzen™ 9 7900
(12C/24T , 3.8GHz)
2 x RAM Kingston Fury DDRS5
8GB 5200MHz UDIMM ECC
2 x Samsung PMS893 960GB
SATA3 for Enterprise
1 x LSI 9361-8i, RAID Level
0,1,5,6

Hodc tuong duong

Thiét bi




108

STT

Danh
muc

Pham vi

bVT

S6
lwong

Ghi chu

2.3

Thiét bi
EC
(Event
collector)

Thiét bi dé thu thap log
tir cac thiét bi, may
chu,...

Dual 2nd/1st Gen Intel® Xeon®
Scalable Processors
6-Channel DDR4
RDIMM/LRDIMM, 16 x DIMMs
2 x 1Gb/s LAN ports via Intel®
1210-AT

4 x 3.5"/2.5" SATA/SAS hot-
swappable bays
1 x 2.5" SATA Internal fixed bay
2 x 2.5" SATA Internal fixed bays
(optional)

2 x SATA DOMs supported
2 x M.2 slots with PCle Gen3 x4
interface

2 x FHHL PCle Gen3 x16 slots
Single 550W 80 PLUS Platinum
hot-swap power supply
1 x Intel® Xeon® Silver 4216
(16C/32T , 2.1GHz)
1 x Samsung DDR4 2Rx4 16GB
2666 ECC RDIMM
2 x Samsung PM893 960GB
SATA3 for Enterprise
1 x LSI 9361-8i, RAID Level
0,1,5,6

Hodc tuong duong

Thiét bi

Dich vu
kiém thir
xam nhap

Hinh thtrc danh gia: moét
trong 03 hinh thtrc:

Cac ung dung, website cua sd Tai
chinh: Cong thong tin dién tu; Co
so dit liéu vé gia; Co sd dir li€u tai

Trang
web

- Thye hién 1 lin
- Muc

trong

1

nam
ticu:

+ Tén cong, kiém thtr phat hién cac diém yéu
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syr| Danh Mo té Pham vi pvr | 50 Ghi chi
muc : lwong
danh gia | GrayBox, BlackBox, san cong linh vyc hanh chinh sy bao mét ton tai bén trong hé thong thong tin va
ATTT WhiteBox. nghi¢p thanh pho Ha Noi; Co s¢ ung dung thong qua cac dich vu duogc tuy bién

Kiém tra biao mat img
dung Wep App

+ Kiém thtr xam nhap
theo OWASP Top 10
cho Web

- Al: Injection

- A2: Broken
Authentication

- A3: Sensitive Data
Exposure

- A4: XML External
Entities (XXE)

- A5: Broken Access
Control

di li€u van ban quan ly nha nudc
nganh tai chinh; H¢ thong co quan

dién tu.

theo timg diéu kién khach hang bao gdbm : Panh
gia diém yéu, kiém thir xam nhap.
+ Ra soat cac 16 hong, diém yéu trong cac hé
thong phan mém, mg dung web, ... cia Chu dau
tu, nham giam thiéu ti da céac 10 hong ton tai
trong h¢ thong trude khi bi ké xau loi dung.
+ Tu van cho khach hang cac phuong phap l1ap
trinh phan mém an toan, cach bao vé ma nguon
phan mém trudc viée dich nguoc mi ngudn.
- Thuwc hién mét trong cac phwong phap:
+ Kiém thir hop den - Black box: Khong duoc
cung cap bat ctr théng tin nao vé muc tiéu kiém
thu, dong vai tro nhu mét hacker bén ngoai ->
RO quet, tim kiém mot phan 16 hong hé thong
+ Kiém thir hop xam - Gray box: Bugc cung cap
mot phan thong tin vé muc tiéu kiém thir (tai
khoan nguoi dung, thong tin hé thdng), dong vai
tro nhu nguoi dung thong thuong -> Ro quét, tim
kiém mot phén 16 héng hé thong
Pénh gia cac 16 hong leo thang, vugt quyén trén
Umg dung, h¢ thong
+ Klem thir hop trang - White box: Duge cung
cap day du thong tin (ma ngudn, tai khoan quan
tri, thong tin chi tiét hé thong), dong vai trd nhu
quan tri hé thong -> RO quét, tim kiém tdi da 15
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- A6: Security
Misconfiguration

- A7: Cross Site
Scripting (XSS)

- A8: Insecure
Deserialization

- A9: Using
Components with
Known Vulnerabilities

- A10: Insufficient
Logging & Monitoring

+ Kiém thir xAm nhap
céc 16 hong khéc, st
dung cac k¥ thuéat thu
cong va tu dong

hong hé thong -> Panh gia toan dién vé céc 16
hong bén trong va bén ngoai
- Phwong thire trién khai:
1. Chu dau tu cung cép thong tin lién quan dén
hé théng/website/ img dung can danh gia an toan

thong tin.
2. Pon vi cung cap dich vu thuc hién danh gia
an toan thong tin lan 1.

3. Chu dau tu thyuc hién va, khic phuc 16 héng,
diém yéu bao mét do don vi cung cép dich vu tim
ra.

4. Pon vi cung cap dich vu thyc hién danh gia
lai.

5. Pon vi cung cap dich vu giri két qua tai danh
gi4 (va cdp chung nhan cho Chu dau tu néu hé
thong d6 dwoc danh gia bang phwong phap
whitebox).

- Céc bude kiém thir xAm nhiap theo OWASP
cho ng dung web:

+ Thu thdp thong tin Ung dung

+ Kiém tra cAu hinh (SSL/TLS, CSDL, ciu
hinh may chu web, )

+ Kiém tra phan Xac thuc

+ Kiém tra quan ly phién giao dich

+ Kiém tra cap quyén

+ Kiém tra phé chuan dit litu dau vao

+ Kiém tra viéc s dung mat ma

+ Kiém tra cic 15i business logic
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Danh A e . 0 c o
STT M ti Pham vi pvr | SO Ghi chi
muc : lwong
Cac tinh nang chinh:
- Phat hién, cach ly, x6a bo cac loai ma doc:

crs 1 1A a vi ma doc ma hoa tong tien (ransomewar

Giai phap phat hién va s, d(:)C ma hoa tong te (ransomeware),

. , X 2R Z. Itra ddo (phishing), thu rac....

ung cuu su co dieém cudi o Y S A ir
NP 1 - Giam sat cac sy ki€n, tién trinh, phan tich

toan dién cho phép bao . S LA K A
A . hanh vi trén may tinh, phat hién bat thuong.

vé may chi, may tram .2 A , . X R
£ , . ~ - Kiém soat tuan thu cac quy dinh an toan thong

chong céc loai virus, ma P NP
N FORRTS tin tai may tinh nguoi dung.

ddc; ho trg truy van, dicu S A

. z R Ay - Giam sat viéc cai dat, st dung phan mém
Sin phim | tra nguyén nhan va img License/ duge phép/khong duge phé
4 ATTT | cuu kip thoi khi c6 sy ¢o | SO lugng: 242 may tram N 242 0¢ pheprriiong ¢uoce pacp. - .
A \ N o nam - Cho phép chia sé thong tin, dir liéu thong ké
Smart IR | vé an toan thong tin;

giam sat viéc cai dat
phan mém trai phép va
giam sat viéc tuan thu
cac chinh sach bao mat
cta cac to chuc, doanh
nghiép.

tinh hinh lay nhiém ma doc voi hé thong ky
thuat ctia co quan chtic nang c6 tham quyén.

- Phat hién va phan hoi cac mdi nguy hai tai
diém cudi (Endpoint Detection & Response —
EDR).

- Quan 1y tap trung, quan tri nguoi dung va thiét
bi dau cudi.

- Hd tro cai dat trén cac hé diéu hanh:
Windows, Linux
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4. Giai phap va phuong phap luan:

Nha thau chuan bi dé xudt giai phdap, phirong phdp ludn tépg quat thyc hién
dich vu theo cac ngi dung quy dinh tai Chuong nay, gom cac phan nhu sau:

1. Giai phap va phwong phap ludn;

2. Ké hoach céng tdc.

5. Quy dinh vé kiém tra, nghiém thu san pham:

Muc nay quy dinh vé quy trinh kiém tra, nghiém thu san phdm, trinh ty giao
nép san pham (néu c6)... dé phuc vu cong tac thanh, quyét toan hop dong.



