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Dau twe xdy dung hé thong CNTT & VIDR nim 2026 BCKTKT

NOI DUNG BIEN CHE HO SO

Béo cdo kinh t& k§ thuat (BCKTKT) dau tu xdy dung cong trinh “Péu tw xay
dung hé thong CNTT & VTDR nim 2026” duoc chia ra cac tp nhu sau:

Tap 1: Thuyét minh - Liét ké - Tong ké.
Tap 2: Cac ban ve.
Tap 3: Béo cdo khao sat.

Tép 4: Téng muc dau tu cong trinh.

Pay 1a Tap 1: Thuyét minh - Liét ké - Tong keé.
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CHUONG1 TONG QUAN

1.1 CAN CU LAP

Luat Pau tu cong, Luat s6 58/2024/QH15 ngay 29/11/2024 ciia Qudc hoi ban hanh
ngay 29-11-2024, c6 hiéu luc tir ngay 01/01/2025.

Luat Pién luc, Luat s6 61/2024/QH15 ciia Quédc hoi ban hanh ngay 30/11/2024, c6
hiéu lyc tir ngay 01/02/2025.

Luat Xay dyng, Luat ) 62/2020/QH14 cua Quéc hoi ban hanh ngay 17/6/2020,
stra ddi bo sung mot s6 diéu cua Luat Xay dung, c6 hiéu luc tir ngay 01 thang 01 nim
2021.

Nghi dinh s 175/2024/ND-CP cia Chinh phi ban hanh ngay 30/12/2024 quy
dinh chi tiét mot s6 diéu va bién phap thi hanh Luat X4y dung vé quan 1y hoat dong xay
dung.

Nghi dinh s6 10/2021/ND-CP cua Chinh phu ban hanh ngay 09/2/2021 vé viéc
quan 1y du 4n dau tu xay dung.

Nghi dinh s6 62/2025/ND-CP ngay 04/3/2025 ctia Chinh phi Quy dinh chi tiét thi
hanh Luat dién luc vé bao vé cong trinh dién lyc va an toan trong linh vuc dién luc.

Thong tu s6 18/2024/TT-BTTTT ngay 30/12/2024 cta Bd Théng tin va Truyén
thong vé quy dinh 1ap va quan 1y chi phi dau tu ing dung cong nghé thong tin, thué dich
vu cong nghé thong tin sir dung ngudn von ngin sach nha nude, co hiéu luc tir ngay
14/02/2025.

Quyét dinh s6 55/QD-DTPL ngay 22/08/2017 ciia Cuc Diéu tiét dién luc vé viéc
ban hanh Quy dinh yéu cau k¥ thuat va quan 1y vin hanh hé théng SCADA.

Quyét dinh sb 32/QD-EVN ngay 19/02/2019 cia Tap doan Pién luc Viét Nam
V/v phé duyét va banh hanh bo dinh mtrc dy toan cong tac thi nghiém hi€u chinh tin hi¢u
hé thong SCADA.

Quyét dinh sb 980/QD-EVN ngay 10/11/2014 cua Tap doan Dién luc Qudc gia
Viét Nam V/v yéu cau diéu hanh, van hanh mang vién thong dung riéng. Theo d6, rut
ngan thoi gian xtr Iy sy ¢d (su ¢b nang 1a < 6 gid va su ¢d nhe 1a < 72 gid).

Quyét dinh S6 717/QP-EVN ngay 31/5/2025 vé viéc ban hanh Quy dinh Pam bao
An ninh mang va An toan thong tin trong Tap doan Dién luc Viét Nam.
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Quyét dinh s6 178/QD-HDTV ngay 14/3/2024 vé viéc ban hanh Quy dinh Tiéu
chuin ky thuat vat tu thiét bi luéi dién 0,4-110kV trong Téng cong ty DPién luc mién
Trung.

Quyét dinh sb 809/QD-HDTV ngay 10/11/2023 V& viéc ban hanh hiéu chinh, bd
sung thong ) ky thuat ctua thiét bi truyén dan trong Ti€u chuan ky thuat vat tu thiét bi
luéi dién 0,4-110kV ap dung trong Tong cong ty Dién lyc mién Trung.

Quyét dinh s6 494/QD-HDTV ngay 01/6/2025 ciia Tong cong ty Dién lyc mién
Trung V/v ban hanh Quy ché quan ly, khai thac Hé thong thong tin trong Tong cong ty
Dién lyc mién Trung.

Quyét dinh 1688/QD-BTTTT ngay 11/10/2019 ctia B6 Thong tin va Truyén thong
vé viée stra doi, bd sung Quyét dinh s6 2378/QD-BTTTT ngay 30/12/2016 cua Bo truéng
Bo Thong tin va Truyén théng cong bd Dinh muc chi phi quan 1y dy 4n, chi phi tu van
dau tu tmg dung cong nghé thong tin str dung ngan sach nha nudc.

Quyét dinh 168/QD-EVN ngay 23/02/2023 ctia EVN vé viéc phé duyét Pé an
"Pam bao an toan thong tin cho hé thong thong tin cua Tap doan Pién lyc qubc gia Viét
Nam giai doan 2023-2028".

Thoa thuan giao viéc sé 44/TTGV-GLPC&PEC ngay 28/8/2025 da ky giita Cong
ty Dién luc Gia Lai va Cong ty Tu van Dién mién Trung vé viéc thuc hién tu van thiét ké
cong trinh “Pau tw xy dung hé thong CNTT & VTDR nim 2026”.

Cong vin sd 2474/TB-GLPC ngay 12/9/2025 cua Cong ty Dién luc Gia Lai vé
viéc théng bao Két qua hop kiém tra chat lugng hé so BCKTKT XD 110KV va Cong
ngh¢ thong tin ndm 2026- Co s 2.

Tinh hinh két ciu lu6i hién trang tai khu vuc Cong ty DPién luc Gia Lai quan ly.

1.2 MUC TIEU DU AN

Cong trinh “Pau tr xay dung hé thong CNTT & VTDR niam 2026 nhim muc
tiéu:

+ Pap tng yéu ciu diéu hanh, van hanh mang vién thong dung riéng cta Tap
doan Dién lyc Qubc gia Viét Nam theo quyét dinh sé 980/QD-EVN ngay
10/11/2014 theo d6 rit ngan thoi gian xir 1y sy ¢b (su ¢d ning 1a < 6 gio va
su ¢d nhe 1 < 72 gio).

+ DPap ung Quy dinh Dam bdo An ninh mang va An toan thong tin trong Tap
doan Pién lyc Viét Nam theo Quyét dinh S6 717/QD-EVN ngay
31/5/2025.

+ Pap tmg Dé an "Pam bao an toan thong tin cho hé thong thong tin ctia Tap
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doan Pién luc qubc gia Viét Nam giai doan 2023-2028" theo Quyét dinh
168/QD-EVN ngay 23/02/2023 cia EVN.
+ Nang cao do on dinh, tin cdy van hanh hé théng SCADA cua Cong ty Dién
lirc Gia Lai va ciia Tong Cong ty Dién lyc mién Trung.
+ Dam bao an toan thong tin cho hé théng IT va OT tai PC Gia Lai, gop phan
hoan thanh cac muc tiéu SXKD ctua Cong ty Dién luc Gia lai.
+ Bo sung nang luc van hanh an toan hé théng ha téng CNTT & VTDR, gop
phan hoan thanh cac muc tiéu san xuat kinh doanh va chuyén dbi sé cua
Cong ty Dién luc Gia Lai.
1.3 QUY MO DU AN
a) Piu tw cho hé thong mang IT
- Péu tu 01 phan mém quén 1y truy cap Network Access Control (NAC).
- Pau tr 01 bo KVM (Chuyén ddi tin hiéu cta chudt, ban phim va man hinh cua
nhiéu may tinh khac nhau) tdi thiéu 8 cong két ndi dé quan tri hé théng IT.
b) Piu tw cho hé théng mang OT
- Pau tr 02 may tinh xach tay phuc vu cong tac quan 1y van hanh dam bao ATTT
cho hé théng OT.

- Pau tu 02 Firewall thay thé cho Firewall hién hitu (Pang lap tai ting 5 Nha diéu
hanh PC Gia Lai). T4n dung cac Firewall cii dé lam tuong lira cho 16p LAN phu
trg (camera, bao chay...).

- Pau tu 08 Firewall thay thé cho Firewall tai TBA110 Dién Héng, An Khé,
Kbang, Chu S€, AyunPa, buc Co, Chu Prong va Mang Yang. Tan dung cac
Firewall cii dé 1am tudng Itra cho 16p LAN phu tro (camera, bao chay...).

- Péu tu License (tdi thiéu 3 nam) cho 05 Firewall tai TBA 110kV Dk Doa, Chu
Puh, Krong Pa, Ia Grai va Pleiku.

¢) Pau twr h¢ théng canh bao va camera giam sat cho cic phong may CNTT
- Pau tu 03 hé théng canh bao giam sat cho 03 phong may, gom:
+ Phong may CNTT tai ting 3 Nha diéu hanh PC Gia Lai co s& 2, s6 66
Hung Vuong, phuong PleiKu.

+ Phong may SCADA tai tang 5 Nha diéu hanh PC Gia Lai co so 2, s6 66
Hung Vuong, phuong PleiKu.

Tap 1: Thuyét minh - Liét ké - Téng ké Trang 6



Dau twe xdy dung hé thong CNTT & VIDR nim 2026 BCKTKT

+ Phong may CNTT tai tang 2 Trung tdm diéu khién Gia Lai 2, s 02 Ly
Thai T6, phuong Dién Hong.
- Pau tu 01 hé théng camera giam sat cho 03 phong may, gdm:
+ Phong may CNTT tai tang 3 Nha diéu hanh PC Gia Lai co s& 2, s6 66
Hung Vuong, phuong PleiKu.
+ Phong may SCADA tai tang 5 Nha diéu hanh PC Gia Lai co so 2, s6 66
Hung Vuong, phuong PleiKu.
+ Phong may CNTT tai tang 2 Trung tdm diéu khién Gia Lai 2, s 02 Ly
Thai To, phuong Dién Hong.
d) Dich vu va dao tao
- Lép dat, cAu hinh, hiéu chinh phﬁn cung va phén mém.
- Nghiém thu, ban giao va bao hanh h¢ thong.
1.4 DIA PIEM CONG TRINH

- Nha diéu hanh PC Gia Lai co s6 2, sb 66 Hung Vuong, phuong PleiKu, tinh Gia
Lai.

- Trung tim diéu khién Gia Lai 2, s6 02 Ly Thai T6, phuong Dién Hong, tinh Gia
Lai.

- Cac TBA 110kV khong nguoi truc trén dia ban toan tinh Gia Lai.
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CHUONG 2 HIEN TRANG VA SU CAN THIET PAU TU

2.1 HIEN TRANG HA TANG HE THONG VICNTT MANG IT
- GOm hé théng mang LAN-WAN cuta Cong ty Dién luc Gia Lai (PC Gia Lai) va
cac don vi truc thudc; hé théng may chu phuc vu san xuét kinh doanh; hé théng
wifi tap trung (thiét bi quan 1y va cac bd truy cdp); may tinh cac loai, may in,
tivi, may scan, router firewall va hé théng camera quan sat.

- Vi sb luong ngudi dung 16n, ngoai nhitng may tinh cac loai hién c6 thi con c6
rat nhiéu thiét bi truy cép vao hé thong mang PC Gia Lai tir CBCNV ciing nhu
ddi tac dén lam viéc nhu dién thoai di dong, may tinh xach tay cd nhan,... Véi sb
lwrong ngudi dung va thiét bi truy cip nhiéu nhung hién tai PC Gia Lai chua
dugc trang bi giai phap quan 1y truy cap mang khién viéc giam sat va quan 1y tro
nén kho khin, tiém an nhiéu rui ro nhu: Kho kiém soat truy cip, khong thé xac
dinh chinh xé4c ai dang truy cép vao hé thdng, tir dau va bang thiét bji nao. Kho
phat hién cac hoat dong bat thuong, kho phat hién cac hanh vi xdm nhap, lay
nhiém ma ddc hodc ro ri thong tin. Khong thé kiém soat va cau hinh cac thiét bi
mot cach tap trung.

2.2 HIEN TRANG HA TANG HE THONG VICNTT MANG OT

- Quan ly van hanh hang tram kilomet cap quang, cac hé théng mang WAN cung
cap duong truyén s liéu cho cac don vi vé Cong ty va cac node truyén dan dat
tai Cong ty, tai cac TBA 110kV. Hé thong VTDR cung cip kénh truyén dan
phuc vu két ndi cac TBA 110kV khong ngudi truc dén Trung tdm diéu khién,
Trung tdm giam sat EVNCPC va Trung tim diéu d6 hé théng dién mién Trung
(CSO).

- Hién trang thiét bj firewall tai TTPK Gia Lai 2 va cac TBA 110kV:

+ Tai PC Gia Lai (Tang 5 nha diéu hanh PC Gia Lai co s¢ 2) dang sir dung 2
Firewall Cisco ASA5508-X khong duoc trang bi license va da hét vong doi
(EOL) vao ngay 01/02/2022.

+ Tai 8 TBA 110kV Dién Héng, An Khé, K’Bang, Chu S€, Ayun Pa, DPuc
co, Chu Prong va Mang Yang dang st dung Firewall Cisco ASA5506-X
khong dugc trang bi license va di hét vong doi (EOL) vao ngay
01/02/2021.

+ Tai 5 TBA 110kV bak Poa, Chu Puh, Krong Pa, Ia Grai, Pleiku da dugc
trang bi firewall Fortinet FGR-60F nhung chua dugc dau tu license.
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- Hé théng mang OT chua duoc trang bi phin mém quan tri tdp trung cho
Firewall/Endpoint security.

- May tinh xach tay phuc vu coéng tic quan Iy van hanh cho hé théng OT chua
duoc trang bi diy du din dén nguy co mét an toan thong tin trong qua trinh van
hanh.

2.3 SU CAN THIET PAU TU
- Viéc trang bi cac phﬁn mém, thiét bi cho hé théng IT va OT nhu dé xuit 1a hét
strc can thiét va cap bach, gitip nang cao hon vé cong tic an toan thong tin, khac
phuc nhitng nhugc diém hién tai cta hé théng, giai quyét duoc cac han ché vé
tinh van hanh, bao mat.

- Su cép bach va can thiét dau tu thé hién & cic nhiém vu sau:
a) Chong lai cac cudc tin cong tir chdi dich vu (DoS/DDoS)

- Céc tan cong DoS/DDoS (Denial of Service/Distributed Denial of Service) ngay
cang pho bién va 1a mot trong nhiing tin cong trén mang kho phong chong nhét.
Céac tin cong DoS/DDoS ciing bao gdm nhiéu loai: c6 thé 1am nghén dudng
truyén, c6 thé tin cong truc tiép vao mot may chu cung cap dich vu cu thé nao
d6, nhu 13 lién tuc tao cac két ndi nhung khong hoan thanh quy trinh tao két ndi
dan dén may chu s€ bi tran bd dém, hoac co thé gui yéu cau dich vu véi sd lugng
16n, hau qua 1a may chu s& khong thé cung cap dich vu duoc cho nhitng ngudi
dung hop phéap. DoS/DDoS 1a mét trong nhitng loai tin cong phd bién va khod
phong chdng nhit hién nay.

b) Chéng Nghe trém trén duong truyén dir liéu

- Mot trong nhitng phuong thirc danh cap thong tin hiéu qua nhéat 1a danh cap
thong tin trén duong truyén. Néu thong tin trao dbi gitra cac don vi véi hoi s,
gifra nguoi dung véi trung tam dit liéu trén dudng truyén khong duoc ma hoa thi
cac thong tin d6 s& chiu mot rui ro 12 bi nghe trom trén dudng truyén. Voi cac
phan mém sniffer, mot hacker cé thé bat dugc tat ca cac goi tin trén mang, phan
tich va tir d6 rat ra duoc nodi dung géi tin. Thém nita, cac nhiéu trén dudng
truyén ciing c6 thé giy ra cac sai léch thong tin trong qua trinh truyén dan, tic 1a
ndi dung giri va ndi dung nhan 1a khac nhau. Diéu nay dic biét nguy hiém dbi
v6i cac giao dich sb liéu quan trong nhu thong tin do ludng, didu khién trong hé
thong SCADA.

- Tan cong pha hoai hé théng SCADA str dung ma doc va cac phén mém doc hai
dac thu.
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- Phan 16n hé théng may tinh phuc vu van hanh hay SCADA c6 kha ning bi lay
nhidm boi cac loai md doc thong thudng. Sdu may tinh Kido, hay con dugc biét
dén dudi cai tén Conficker, mic du khong dugc thiét ké cho cac hé thong van
hanh, nhung di duoc tim thiy trong cic thiét bi y té chuyén dung. Cac nha
nghién ctru nghi ngd chung duoc str dung dé mé cira hau (backdoor) nham danh
cip thong tin chira trong cac thiét bi nay.

- M6t mdi nguy hiém khac dén cac hé thong SCADA chinh 1 ransomware. Chiing
nhan rong va phat trién khong ngimg tir nim 2015 va di gy ra nhitng thiét hai
dang ké. Khi lay nhidém vao cac h¢ thong van hanh, chiing c6 thé dugc thiét ké
dé khong ma hoa dir 1i€u ma cé thé duoc dung dé vo hiéu hoéa céc hoat dong cua
thiét bi hodc chin truy cip vao cac tai nguyén quan trong.

- Ngoai nhitng mdi de doa dén tir ma doc thong thuong, hé théng SCADA con la
muc tiéu cua céc tin cong c6 chu dich vao cac hé théng SCADA cua cac ma doc
“chuyén dung” nhu Stuxnet, Citadel, Enerrgetic Bear/Havex, Miancha,
BlackEnergy, Irongate, PLC Blaster. Cac cudc tan cong cia Stuxnet va Black
Energy dé cho thdy, chi cAn mot dia USB hay mot email gia mao 1a du dé xam
nhap va tan cong cac h¢ théng duoc cach ly va bao vé dac biét.

¢) Tén cong khai thac 16 hong

- Cac thiét bi SCADA do dic thu phai hoat dong 24/7 khong cho phép thoi gian
cap nhat phdn mém dam bao chdng cac 16 hong da dugc cong bd boi hang, khi
dua 1én SCADA IP hé théng SCADA ciing nhu hé thong IT ¢6 nhiéu 15 hong
hacker ¢ thé khai thac dugc. Theo bao cédo ciia NSSLab thi s6 lwong 16 hong
bao mat cho hé théng SCADA duoc cong bd hang nam ting gip 6 theo chu ky 5
nam, va cac hang 1é6n nhu Siemens, GE, Rockwell, ABB déu c6 18 héng ¢6 thé bi
khai thac duoc khi chay trén nén tang IP.

- T4n cong truy cap bat hop phap.

- Céc thiét bi SCADA hau hét khong co co ché xac thuc hodc quan 1y truy cip, do
vay hacker khi xam nhap vao duoc hé théng mang SCADA c6 thé gui tin hiéu
t61 thiét bi co két ndi SCADA dé ra 1énh thuc thi hodc iy thong tin ma khong
can xac thue.

d) Riii ro bio mat hé thong tir cac tai khoan diic quyén

- Céc tai khoan dic quyén (dugc phép) co thé truy xudt va thao tac trén bat ky hé
théng nao cia SCADA, Céc tai khoan nay c6 thé duoc chia sé giira cac nhom
nguoi ding din dén kho khan trong viée kiém soét truy cap va kiém soat sira
do6i/thay doi trén hé thong dich.
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- Tai khoan dac quyén co toan bo quyén trén hé théng dich, do d6 ho c6 thé thuc
hién cac hanh dong xAu trén hé théng dich nhu: stop dich vu, restart dich vu, x6a
file, lay cap dir liéu quan trong,... gdy anh huong dén hoat dong cua hé théng
cling nhu tai san, cong viéc kinh doanh ciia to chirc.

- Nguoi ding dic quyén co thé xéa dau vét logs/events lién quan dén cac hanh
dong cua ho (ciing nhu nhitng nguoi dung khéac), dan dén su kho khin trong diéu
tra khi co su c¢b xay ra lién quan.

- Nhing nguoi dung duoc phép co thé thuc thi cau hinh sai, thyc thi 1énh vuot qua
quyén cho phép trén hé thong.

- Nguoi ding dic quyén thuong hay luu trit password trén may tram (file word,
excel, ghi vao sd,...) dan dén nguy co 10 password 1a rit 16n, hon nita viéc chua
ap dung chinh sach password khé, dinh ky thay ddi cling 1a cac nguyén nhan din
dén cac tai khoan dic quyén dé dang bi 16, str dung bat hop phap.

e) Giai phap phong chéng tin cong

- Hién nay, hé théng an ninh cho mang SCADA hién chua dugc quan tdm diung
mirc. Hé thong con nhiéu diém yéu vé an ninh va bao mat:

+ Chua c6 h¢ théng tuong Itra c6 kha nang phan tich sau cac gobi tin dac thu
ctia hé théng SCADA.

+ Chua c6 hé théng thu thap va phén tich log tip trung (SIEM) hd trg trong
cong tac giam sat an ninh hé thdng, phan tich nguyén nhan, phan tich cac
hudng bi tan cong khi khi cac hacker da vugt qua tuong Itra hoac cu thé
hon phan tich cac su kién tac dong dén hé thong theo phan cép cia User,
ctia cac chirc nang trong hé thé Scada nham hd tro khic phuc nhiing sai sot

xay ra va rut kinh nghi€ém cho nhirng thao tac sau nay.

+ Céc phan hé Gmg dung, thiét bi mang, may chu,... twong tic voi nhau phirc
tap trong ha taing SCADA doi hoi mot hé thong phan tich thong tin tong
hop dé nguoi quan tri ndm bat ddy du hién trang, nhanh chéng phat hién

cac van dé an ninh truéce khi bung phat gay thiét hai.

+ Trong hé thong thuong xuyén c6 cac tai khoan dugc sir dung dé hd tro
quan tri nhu tai khoan cua hang, tai khoan ddi tic trién khai hay tai khoan
dé thuc hién céc khau van hanh, ciu hinh mé rong cac hé¢ théng, néu khong
duoc quan 1y va cp phat hop 1y s& tao ra 15 hong an ninh trong hé thong.
Bén canh d6, khi mot ngudi quan tri nghi viéc hay cac quan tri chia sé cac

tai khoan dac quyén véi nhau cling rat nguy hiém néu cac tai khoan nay
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khong dugc kiém soat trong qua trinh st dung.

- Nhu vy co thé thcfy dé dau tw toan dién ATTT cho mang OT sé can cé mirc dé
dau tw I6n va ton chi phi khd cao, do dé can phdi phan ki dau tw giai doan va
chon cdc platform phii hop dé mdc dit phan ki dau tw nhung van dam bdo tot cho
viéc an toan van hanh cua hé théng.
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CHUONG 3 GIAI PHAP KY THUAT VA CONG NGHE

3.1 DPAUTU CHO HE THONG MANG IT
Nhu mo ta & phan trude, cong trinh nay dau tw 01 phan mém quan 1y truy cap
Network Access Control (NAC) va 01 bo KVM tdi thiéu 8 cong két ndi dé quan tri hé
thong IT.
3.1.1. Phat hién, giam sat truy cap
- Giai phap NAC cho phép giam sat sy xuét hién cua cac thiét bi moi ngay tai thoi
diém chung duoc két ndi vao hé thong mang bang cac cong nghé chu dong hodc
bi dong (active/ passive) dé quan tri toan bo hé thong lién tuc theo thodi gian
thuc. Giai phap c6 kha ning gidm sat sy hién dién cua tit ca cac chung loai
Assets (thiét bi, may 40) bén trong hé thong.
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3.1.2. Diéu khién truy cap

- Giai phap NAC cho phép xay dung nhirng chinh sach an ninh tinh vi dé quan ly
cac thiét bi bén trong hé théng va tu dong thuc hién gidi han truy cép dua trén
nhirng chinh sach dd duoc xay dung, tim kiém va khic phuc cac 16 hong an ninh
trén may tram bén trong hé thong. Khi phat hién cac vin dé vé bao mat tir cac
thiét bi, NAC tu dong thuc thi nhitng phan tng dua trén mirc d6 vi pham. Cac vi
pham nhe s& kich hoat hé thdng giri nhitng canh bao dén ngudi st dung. Nhimng
vi pham nghiém trong s& dan dén nhing chinh sach manh hon nhu déy thiét bi ra
khoi hé théng, cach ly thiét bi vao vung an toan, ép cai dat lai cac ing dung bao
mat, khoi dong lai céac tién trinh theo quy dinh, hodc cac chinh sach khac nham
giam thiéu mtrc do de doa tir thiét bi vi pham.
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- Giai phap cung cap tinh niang cho phép, tir chdi hodc gidi han truy cap dua trén

dic tinh cua thiét bi va cdc chinh sach an ninh cta td chire. Béng viéc danh gia
muc d6 va khic phuc cac thiét bi khong dam bao an toan trong hé théng, NAC
giam thiéu t6i da nhiing rui ro va cac vi pham trong hé théng. Thém vao do,
bang viéc lién tyc gidm sat hién trang an ninh ciia cac thiét bi ciing nhu cac luu
lwong dit liéu trong hé thdng, nd giup dam bao hé théng cua to chirc tun theo
cac quy chuan qudc té vé an ninh mang. Giai phap NAC thu thap cac thong tin
trong hé thong va dam bao nhitng thiét bi va ing dung khong dugc phép khong
ton tai trong hé théng cua t6 chirc. Nhiing thiét bi hoat dong bén trong hé théng
ludn gilr trang thai an ninh tot nhat duoc cai dat, hoat dong va update, cac 16
héng duoc va, dir liéu dugc ma hoa,...

PAU TU CHO HE THONG MANG OT

Nhu mé ta & phan trudce, cong trinh nay dau tu hé thong bao mat, an toan thong tin

(ATTT), chong xam nhép tai TTDK va tai cac TBA 110kV thudc hé théng dién Cong ty
Pién luc Gia Lai. Ngoai ra con dau tu 02 may tinh xach tay phuc vu cong tac quan Iy van
hanh dam bao ATTT cho hé théng OT.

3.2.1 Giai phap phong chong tin cong

- Hién nay, hé théng an ninh cho mang tai cac TBA 110kV cua PC Gia Lai nhiing

nim gan ddy da dugc ddu tir nhidu nhung céac thiét bi dwoc dau tu trude day
nhiéu nim, dang dan tré nén 18i thoi va khong con dap ung dugc nhu cau phat
trien ATTT ciing nhu nhu cdu ngdy cang cao cta nguoi ding. Hé thong con
nhiéu diém yéu vé an ninh va bao mat:

+ Chua c6 hé thong tudng lia c6 kha ning phan tich sdu cac goi tin dic thu
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ctia hé thong.

+ Chua tich hop vao hé thdng thu thap va phan tich log tip trung, kiém soat
user dic quyén hd tro trong cong tac giam sat an ninh hé thong. Van dé nay

s€ dugc giai quyéet néu co6 thém tai nguyén ve Server.

+ Céc phan h¢ ung dung, thiét bi mang, may chd,... twong tdc vdi nhau phuc
tap trong ha ting mang doi hoi mot hé théng phan tich thong tin tong hop
dé nguoi quan tri ndm bt ddy du hién trang, nhanh chong phat hién cac

vAn d& an ninh trude khi bung phat gay thiét hai.

+ Trong hé thong thudong xuyén c6 cac tai khoan dugc sir dung dé hd tro
quan tri nhu tai khoan cta hiang, tai khoan ddi tac trién khai hay tai khoan
dé thuc hién cac khau van hanh, ciu hinh mé rong cac h¢ théng, néu khong
duoc quan 1y va cp phat hop 1y s& tao ra 15 hong an ninh trong hé thong.
Bén canh d6, khi mot nguoi quan tri nghi viéc hay cac quan tri chia sé cac
tai khoan dic quyén vé6i nhau ciing rat nguy hiém néu cac tai khoan nay

khong duoc kiém soét trong qua trinh str dung.

- Nhu vay c6 thé thdy dé dau tu toan dién ATTT cho mang OT s& can c6 mirc do
dau tu 16n va ton chi phi kha cao, do d6 can phai phan ki dau tu giai doan va
chon cac platform phu hop dé mic du phan ki dau tu nhung van dam bao tét cho
viéc an toan van hanh cua hé théng.

- Viéc nhan dién cac goi tin chira ma doc la rt can thiét, dic biét 1a phai can thiép
duge vao viée kiém soat ndi dung thong tin trao doi trong ca hé thong. Ciing nhur
vi€c cap nhat cac ma nhan dang mdi cua hang mot cach kip thoi nhét va nhanh
nhét co thé.

- Viée dau tu tudong lira thé hé tiép theo (Next Generation Firewall/NGFW) lan
nay s& mang lai nhitng vu diém vuot trdi nhu sau:

+ Tuong la thé hé méi (NGFW) loc luu lwong mang dé bao vé to chire khoi
cac mdi de doa bén trong va bén ngoai. Cling véi viéc duy tri cac tinh ning
cua tuong ltra nhu loc goi, hd trg IPsec va SSL VPN, giam sat mang va
tinh niang anh xa IP, NGFW c6 kha ning kiém tra noi dung sau hon.
Nhirng kha ning nay cung cép kha ning xac dinh cac cudc tin cong, phan
mém doc hai va cac mdi de doa khac va cho phép NGFW chin cac mbi de

doa nay.

+ NGFW cung cip cho cac doanh nghiép/td chirc kha ning kiém tra SSL,

kiém soat rng dung, ngdn chan xam nhédp va kha nang hién thi nang cao
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trén toan b bé mat tan cong. Khi mdi de doa nhanh chong lay lan do cac
doanh nghiép/td chirc phat trién cac tru sé vin phong, mé rong hé thong dé
dap Gmg nhu cdu ngdy cang cao cua khach hang, tuong ltra truyén thong
ngay cang tut hau, khong thé cung cap kha ning bao vé trén quy mé 16n va

dan dén trai nghiém nguoi dung kém va bao méat yéu.

+ NGFW khong chi chan phﬁn mém ddc hai ma con bao gém cac duong dan
cho céc ban cap nhat trong tuong lai, mang lai su linh hoat dé phu hop voi
moi de doa va gilt cho mang an toan khi cac mdi de doa méi phat sinh.

NGFW la mot thanh ph'?ln quan trong dé thuc hién bao mat mang.

+ NGFW la tudong lra mang hoat dong boi cac don vi xur Iy bdo mat (SPU)
bao gdm NP7 (Network Processor 7) méi nhat. Chung cho phép két ndi
mang theo hudng bdo mat va la tuong lra mang ly tudng cho céc trung tam
dir liéu hon hop va siéu cap.

+ NGFW giam chi phi va d6 phirc tap bang cach tip hop céac tinh ning vao
cung 1 phan ctng va cing c¢d cac kha ning bao mat hang dau nhu kiém tra
16p 6 ciam bao mat (SSL) bao gébm TLS1.3 méi nhat, loc web, hé thong
ngan chin xAm nhap (IPS) dé cung cip kha ning hién thi day du va bao vé
thanh phan trong mang. NGFW dap tng mét cach doc ddo nhu cau hoat
dong cua cac hé thdng mang hdn hop va siéu cip, cho phép doanh nghiép/
t6 chirc mang lai trai nghiém ngudi dung t6i wu va quan 1y ri ro bao mat

dé hoat dong kinh doanh lién tuc tot hon.

+ Tuong ltra thé hé tiép theo thuc hién kiém tra luu lwong truy cap ¢ cip do
siéu cap khi truy cép vao va ra khoi mang. Nhimng kiém tra nay dién ra voi
tbc d6, quy md va hiéu suit cuc cao dé dam bao rang chi luu luong truy
cap hop phap méi duoc phép, tat ca déu khong 1am giam trai nghiém nguoi

dung hoic tao ra thoi gian chét tén kém chi phi

+ NGFW c6 cac thanh phan c6 thé twong tac trong pham vi toan dién vé bao
mat cua hang cling nhu cac giai phdp bao mat cia bén thr ba trong moi
truong ¢ da dang chung loai thiét bi. NGFW tich hop 1ién mach véi tri tué
nhan tao (Al)-driven va céac dich vu dién toan dadm may dé bao vé chéng lai
cac 16 héng bao mat di biét va chua duge biét dén, giip cai thién hi¢u qua

hoat dong thong qua tich hgp véi1 Fabric Management Center.
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3.2.2 M0 hinh trién khai

- Mo hinh hién nay dang trién khai chi thuc hién theo mé hinh té chirc mang don
thuan Layer 3, chu yéu dinh tuyén dir li€u chua c6 tinh nang bado mat, viéc bao
mat an toan thong tin dua vao hoan toan cac chirc nang bao mat cia hé diéu hanh
Windows trén cdc may tinh. Cac vung dit liéu van chua dugc chia theo chuc
ning nén khong thé ngin viéc truy cdp qua lai gitta cac vung khac nhau. Tuy
nhién mo hinh trén chua c6 hé thong bao mat ATTT va ghi log cac dit liéu trong
qua trinh trao d6i cia tin hiéu, co nhiéu 16 hong c6 thé gy nguy hiém cho hé
théng.

- Can cu vao hién trang h¢ théng mang tai cic TBA 110kV cua Cong ty Dién luc
Gia Lai, giai phéap thiét ké hé théng an ninh cho cac TBA110kV 14 x4y dung hé
thong tuong lira thé hé méi (NGFW) bao vé cac 16p mang cho hé thdng thong tin
tai tram va khi trao d6i dit liéu véi cac hé théng khac. Thiét 1ap hé théng mang
tai TBA 110kV thanh cac vung chuyén biét, xdy dung céc chinh sach (hay con
goi 1a policy) ap cho cac luu luong (Flow) trong ddi gitta cac vung dit liéu. Cu
thé cac vung dugc chia thanh ving nhu sau:

+ Vung Gateway: may tinh Gateway.
+ Vung Camera: Hé thong camera va Access Control tai TBA.

+ Vung Engineer: May chu truy xuat cac thiét bi Relay (1a May tinh ky thuat

Engineer).

+ Ving WAN_SCADA: Két ndi voi hé thdng Network ciia TTPK PC Gia
Lai.

+ Vung két néi APN/VPN: Két ndi véi hé thong truyén din Mobile néu co.

- Hé théng tuong lura thé hé méi duoc lép dat, cAu hinh hoat dong tai vi tri két ndi
16i ctia TBA 110kV, phuc vu cac chirc nang chuyén mach, dinh tuyén va tudong
Itra bao mat; déng thoi, van hanh theo co ché du phong, ddm bao tinh san sang,
6n dinh.

- Véi hé théng tuong lra s& hd tro tinh ning phat hién, ngin chin xdm nhap
(IPS/IDS), phong chdng virus-mi doc (anti-virus/anti-malware), hd trg biao mat
2 chiéu (BSG) c6 kha ning kiém tra cac giao thuc trong trong hé théng
ICS/SCADA nhu IEC 60870-5-104, 60870-6 (ICCP), IEC 61850, Modbus, ...

- Thyc hién phan vung hé théng mang tai caic TBA 110kV theo céc chuc niang,
nhiém vy cu thé nhu phan ving van hanh, phan ving may cha, phan ving quan
1y, giam sat,...
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- Giam sat luu luong hé théng mang theo thoi gian thuc cac huéng két ndi ra/vao
cac TBA 110kV bao gém hudng két ndi dén cac thiét bi, hudéng két ndi dén cac
TBA 110kV khac, huéng két ndi dén TTDK.

(Dé dam bao tinh bdo mdt ciia hé thong, trong ho so ndy sé khéng néu ra cac ddi
dia chi IPv4 cu thé. Khi duw dn tién hanh t6i budc trién khai thi cong, PC Gia Lai cung
cdp triee tiép cho don vi thi cong).

3.3 PAU TU HE THONG CANH BAO GIAM SAT
- Pau tu 03 hé théng canh bao gidm sat cho 03 phong may. Cu thé:
+ Phong may CNTT tai tang 3 Nha diéu hanh PC Gia Lai co s& 2, sb 66
Hung Vwong, phudng PleiKu: 01 hé thdng canh bao giam sat.
+ Phong may SCADA tai tang 5 Nha diéu hanh PC Gia Lai co so 2, s6 66
Hung Vuong, phuong PleiKu: 01 hé théng canh bao giam sat.
+ Phong may CNTT tai ting 2 Trung tdm diéu khién Gia Lai 2, s6 02 Ly
Thai T6, phudng Dién Hong: 01 hé théng canh bao giam sat.
- Yéu cédu cac chirc ning co ban sau:
+ Giam sat nhiét do;
+ Gidm sat do am;
+ Giam sat ro ri nudc;
+ Canh bao khoi;
+ Giam sat dién ap va nguon;
+ Canh béo ra vao phong may;
+ Giam sat tir xa qua Internet;
+ Va cac chire ning khac (néu cd).

- Hé théng canh bao giam sat bao gém tu lip dit véi 01 B xtr 1y trung tAm tich
hop man hinh cam tmg, ddy di cac input digital, output digital dé két ndi tin hi¢u
cac cam bién, diéu khién theo nhu cau. Bo xir 1y trung tAm co chirc nang thu thap
dir liéu cac cam bién va 1ap trinh theo nhu ciu nguoi dung; H tro giao tiép day
dir liéu 1én cloud server.

- Nha thau cung cdp hé thdng canh bao giam sat cung cp tron bd, véi cac bd
Giam sat nhiét d6, Giam sat do Am, Giam sat ro ri nuée, Canh bao khoi, Giam
sat dién ap va ngudn, Canh bao ra vao phong may, Giam sat tir xa qua Internet,
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Va cac chirc niang khac (néu co). Nha thau cung cip diy du cap két nbi, cac vt
tu khac dé 1ap dat hoan chinh tron b hé thng; Ban vé thiét ké chi tiét, hudng
dan lap dat cau hinh va hudng din str dung hé thong canh bao giam sat.

- Phuong 4n 1dp dat: Tai cac phong may trén, to giam sat trung tim dwgc gin
tuong. Cap ngudn, cap mang va cap tin hiéu/diéu khién duoc di ndi, phu hop véi
ha tdng hién hiru tai cic phong may.

- Ngudn cung cap: Str dung ngudn 220VAC (1+1) hién c6 tai cac phong may.

3.4 PAUTU HE THONG CAMERA GIAM SAT

- Pau tu 01 hé théng camera giam sat cho 03 phong may. Cu thé:

+ Phong may CNTT tai ting 3 Nha diéu hanh PC Gia Lai co sé 2, s6 66
Hung Vwong, phuong PleiKu: 01 ddu ghi hinh (bao gém phan mém) logi
16 kénh tich hop 6 cing 8TB; 01 Switch 08 ports PoE; 01 IP Camera cé
dinh; 02 IP Camera Speed Dome PTZ.

+ Phong may SCADA tai tang 5 Nha diéu hanh PC Gia Lai co so 2, s6 66
Hung Vwong, phudng PleiKu: 01 Switch 08 ports PoE; 02 IP Camera c¢é
dinh; 03 IP Camera Speed Dome PTZ.

+ Phong may CNTT tai tang 2 Trung tdm diéu khién Gia Lai 2, s 02 Ly
Thai To, phuong Dién Hong: 01 Switch 08 ports PoE; 01 IP Camera c6
dinh; 02 IP Camera Speed Dome PTZ.

KHOI LUONG
STT | HANG MUC PAC TiNH D%N TEIEG
* | T3/66HV | T5/66HV | T2/02LTT
I | THIET BI
Kha ning két
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(bao gdm phan | kha ning két ndi
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lwu trit dit liéu | kha ning dong
camera) bo dit lidu vé
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trung tam tai
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inches, ban
2 | phim diéu khién Bo - - 0
hé thong
camera quan sat
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KHOI LUQONG
PON TONG

VI U r3eenv | 15660V | T2/02LTT | KL

STT | HANGMUC | DAC TiNH

Switch camera, | =08 Port POE
3 adapter cap > 02 Cong Bo 1 1 1 3
nguon di kém module SFP

IP Camera cb
dinh: 1ip dat
trong nha kém
4 |gia d3, phan
mém cai dat,
adapter cap
nguon di kém.

Lép tran
nha/tuong nha

IP Camera
Speed  Dome
PTZ : lip lip
dat trong nha | Lip tran
kéem gia 4o, | nha/tuong nha
phan mém cai
dat, adapter cip
ngudn di kém.

3.4.1 Yéu ciu chung vé Camera
- Hién trang, trén mdy tinh Server camera tai TTDK Gia Lai hién dugc cai dat
phan mém quan 1y tdp trung Hé théng Camera, bao chdy, chdng dot nhap dam
bao két ndi cho tat ca cac Camera clia cac hang khac nhau (Chuan ONVIF).

- H¢ thong camera dugc thiét ké voi chirc nang chinh 1a gidm sat an ninh, c6 thé
phoi hop véi hé thong canh bao xam nhdp dé nang cao hiéu qua trong cong tac
giam sat an ninh.

- Sir dung giai phap Camera IP (Network camera) cho phép quan 1y va hién thi
hinh anh trén bat ctr may tinh nao theo giao thirc mang thong qua cac phan mém
quan ly hinh anh chuyén dung hoac trinh duyét web.

- Hé théng camera giam sat co thé quan sat dong thdi hinh anh khac nhau theo
thoi gian thue. Co thé tich hop cac chtc ning phan tich hinh anh, canh bao sy
kién tao thanh mot hé quan sat hi€éu qud, thong minh va théng nhéat.

- D6 6n dinh va tin cdy cao, gidm chi phi van hanh, bdo tri stra chira. Camera c6
kha nang quan 1y va ciu hinh tir xa.

- Céc camera c6 toc do ghi va chét lugng hinh anh cao, tdi thiéu dat chuin HD.
Camera c6 kha ning phat hién chuyén dong, cac tin hiéu canh bao input dé thyc
hién cac chirc nang video thong minh.

- Cac camera cho phép thiét 1ap mat khau dé truy cép.
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- Hé théng cho phép luu trit hinh anh truc tiép trén 6 dia clng cua thiét bi ghi hinh
tai Phong may CNTT tai ting 3 (66 Hung Vuong) va dong bo dir liéu vé Server
Camera trung tdm tai TTDK (02 Ly Thai T6). Chét luong hinh dnh khong bi suy
hao trén duong truyén va luu tri.

- Camera phai ¢ chirc niang hong ngoai (hong ngoai tich hop sin hodc gan dén
hong ngoai roi) dé hd tro quan sat ban dém.

- Tuy vao dién tich thuc té cua tram ma tu van xac dinh sd lugng camera, ching
loai camera (PTZ/cd dinh) phu hop.

- Cac camera va thiét bi ghi hinh dap ung tiéu chuan ONVIF (Open Network
Video Interface Forum), cho phép két ndi véi cac thiét bi ghi ctia hing khéc, c6
kha ning mé rong va twong thich vé6i cac chuan didu khién va thiét bi cua cac
hang thiét bi khac.

- Camera c6 thé quan sat va ghi hinh lién tuc 24/24; Xem truc tiép cac hinh anh va
video tr phong may trén cdc man hinh hoac thiét bi két ndi. Theo ddi hoat dong
ctia Data center tir bat ky dau qua két ndi mang; C6 thé tich hop véi cac hé thong
giam sat va bao mat khac trong phong may. Nhu hé thong kiém soat truy cip va
canh bao; Hd tro tinh ning bao vé va kiém soat quyén truy cap. Dam bao an toan
va bao mat cho dir liéu va hinh anh quan trong.

- Céac thiét bi Adapter kém theo thiét bi phai dap tmg cac chuan cong nghiép.

3.4.2 Céc yéu ciu vé thi nghiém

- Camera phai duoc thi nghiém cho cac chung loai va theo cac yéu cau sau:

+ Thi nghiém truong dién to (EMC): tuan thu theo IEC 62236-4 hoac EN
61000, EN 55024, EN 55022.

+ Thi nghi€ém vé d6 kin IP: tuan thu theo IEC 60529.

+ Thi nghi€m an toan: tuan tha theo IEC 60950-1 hodac EN 60950.

- Pon vi cung cap hang hoa phai cung cip ddy du bién ban thir nghiém dap tng
cac tiéu chuan trén dé chimg minh chit luong san pham.

3.4.3 Cac yéu ciu co ban vé k¥ thuat, lip dit

- Str dung céc chung loai Camera IP dugc lép dat tai cac vi tri nhdm dam béo cho
cong tac gidm sat an ninh va hd tro cho qué trinh van hanh tr xa tai trung tam
diéu khién.

- Camera trong nha phai ddm bao kha niing quan sit, gidm sat an ninh va hd trg
van hanh tr TTPK. Camera dau tu trong cong trinh nay 1a camera IP, loai
Camera c6 dinh va Camera Speed Dome PTZ.
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- H¢ thong camera trong nha phai c6 chirc nang hong ngoai, ddm bao quan sat khi
khong c6 anh sang. Camera cé chirc nang chong nguoc sang dé¢ dam bao chat
luong hinh anh cua camera.

- Tai phong may CNTT tai tang 3 (66 Hung Vuong) co lip dit thiét bi ghi hinh
(Network Video Recorder) nhim dam bao tinh dy phong vé tin hiéu Camera
trong truong hop dudng truyén thong tin vé TTPK (02 Ly Thai Td) bi gian
doan.

- Phan mém camera tai thiét bi ghi hinh phai dam bao kha niang két nbi v6i nhiéu
camera khac nhau thong qua chudn ONVIF ma khong can bd sung license, phan
mém phai hd trg két ndi tbi thiéu 16 camera.

- Liic van hanh binh thudng, mdi mot Camera tai cac phong may s& truyén dir liéu
dong thoi dén thiét bi ghi hinh tai phong may CNTT tang 3 va Camera Server tai
TTDbK.

- Cac IP Camera cd dinh, giam sat an ninh trong phong may, tw dong phat hién va
canh bao kip thoi cac hanh vi xam nhap trai phép vao phong, ghi hinh céc hoat
dong, su viéc dién ra & khu vuc trong tam nhin cua Camera.

- Cac IP Camera quay quét cho phép quay quét zoom gidm sat chi tiét trang thai
clia cac phan tir trong cac tu thong tin trong phong. O ché d6 mic dinh, Camera
tu dong quay dén 1an luot dén cac vi tri ndy, ghi hinh mdi tri 60 gidy.

- Ngudn cung cép: Str dung ngudn 220VAC hién hiru tai cac vi tri lap dat (Ngoai
ra tai cac phong co san bo luu dién UPS).
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CHUONG 4 THONG SO KY THUAT THIET BI

41 CAC YEU CAU CHUNG

4.1.1. Diéu kién méi trwong lam viéc

+ Nhiét d6 mdi truong 16n nhit : 45°C

+ Nhiét 6 méi trudng nhod nhét : 0°C

+ Khi hau : Nhiét d6i, nong am
+ DO 4m cuc dai : 100%

+ D0 cao lép dat thiét bi so v&i muc nude bién  : Dén 1000 m

+ Van tdc gi6 16n nhét : 160 km/h.

4.1.2. Yéu cau ddi véi nha san xuit vat tw, thiét bi
+ C6 kinh nghiém > 05 nam trong linh vuc san xuét vt tu, thiét bj.
+ Dugc ching nhan dat tiéu chuan ISO (con hiéu luc) phu hop véi linh vyc san
xuat hang hod cung cép.
4.1.3. Yéu cau ddi v6i vat tw, thiét bi
+ Phai dugc nhiét déi hoa va phu hop diéu kién moi truong lam viéc.
+ Thiét ké, ché tao va thi nghiém phu hop véi tiéu chuan Viét Nam, IEC, IEEE,
ANSI hoic cac tiéu chuin twong duong.
+ Tiéu chuan k¥ thuat 4p dung twong duong 13 tiéu chuan quy dinh vé thiét ké,
ché tao va thi nghi¢m béng hodc tt hon tiéu chuan duoc trich dan ap dung.
+ C6 day du bién ban thi nghiém xuat xuéng (Routine test report) hodc gidy
chimg nhan thi nghiém xuat xudng.

+ Co diy du catalogue (chimg minh dap tmg cac yéu cau k¥ thuét chi tiét), tai
lidu k¥ thuat bang tiéng Anh va tiéng Viét.
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4.2 BANG THONG SO KY THUAT
TT Hang muc Yéu cau
I Phin mém quén ly truy cip
(NAO)
1 | Nha san xuét Néu cu thé
2 | M4 hiéu san pham Néu cu thé
3 | Loai License License mém
4 | Tinh nang chung
5 | Giai phap co thé duoc trién khai | - Thiét bi vat ly
dudi dang - May do
¢ | Phuong thirc xéc dinh thiét bi
trong mang
- Nmap
Ho tro phuong thire xac dinh chu |- WMI
dong - SSH
- SNMP
- MAC OUI
- DHCP
- TCP
Hb tro phuong thire xac dinh bi - Netflow
dong - IPFIX
- sFlow
- SPAN Port
- HTTP User-Agent
. A gin - Thiet bi [oT
Kha ndng nhan dién _ Thiét bi BYOD
Déanh gia trang thai bao mat cta
7 | thiét bi dau cudi trude khi két ndi
vao hé thong
HO tro danh gia trang thai cua
thiét bi ddu cudi trong nhiéu méi Dép (m
truong: co day, khong day va pung
VPN
HO tro tinh nang dam bao céac
diém cudi dap tmg cac chinh sach Dén
bao mat va cac tuan thi truée khi | P 18
két n6i v6i mang
H trg cung cap nhiéu tuy chon
trién khai linh hoat bao gom: ‘ Dép (mn
Agent va Agentless (khong can p ung
cai agent)
HO tro trién khai agent trén cac hé
diéu hanh: Windows, macOS, Dép tng

Linux
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TT

Hang muc

Yéu cau

HO tro kiém tra Anti-virus,
Firewall, Windows hotfixes trén
cac thict bi cai agent

Dép ung

Tinh ndng dang ky may khach va
BYOD

Cho phép nguoi dung tu dang ky
hoac thong qua sponsor

bap ung

Hb trg cac hé diéu hanh
Windows, macOS, 10S, Android,
Chromebook va Ubuntu

Dép ung

Tu dong cau hinh cai dat mang
cho cac diém cuoi c6 day va
khong day

bap ung

Str dung ho so dé xac dinh loai
thiét bi, nha sdn xuat va ki€éu may

bap ung

Cung cép kha ning hién thi
BYOD va kha nang quan 1y chinh
sach tap trung

bép ung

Tinh nang khac

Ho trg xac thyuc tir nhi€u nguon

- Active Directory
- LDAP
- Radius

Tinh nang du phong

Failover cluster hoac HA

HO tro hién thi cac thong tin trén

Dashboard bap ung
Ho tro quan 1y cac chinh sach tap Pép (g
trung

Ho tro report va alert Dap tng
HJ trg xac thuc thong qua nhiéu

phuong thic: 802.1X, MAC Dép tng

authentication va captive portal

10

Tinh tich hop va tuong thich

Tép 1: Thuyét minh - Liét ké - Téng ké
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TT

Hang muc

Yéu cau

H) tro tich hop véi thiét bi
Wireless Controller Aruba 7205
va Access Point hién hitu dé cung
cap tinh nang phan doan dong lam
don gian hoa hoat hé théng dong
thoi cai thién bao mat bang cach
thue thi cac chinh sach thong nhét
trén cac mang c6 day va khong
day. Diéu nay dam bao rang cac
chinh sach bao mat va truy cap
phu hop duogc phan phdi lién
mach, tu dong ap dung va thuc thi
doc 1ap cho tat ca ngudi dung va
thiét bi

Hoic nha thau chao giai phap
trong duong bao gom thiét bi
thay thé Wireless Controller
Aruba 7205 va Access Point hién
hitu véi day du license dam bao
tich hop v6i phan mém quan ly
truy cdp NAC chao thau cung cap
tinh nang phan doan dong. DPong
thot nha thau dam bao lap dit va
c4u hinh cic thiét bi thay thé
khong lam gian doan hoat dong
ctia hé thong.

bap ung

Hb tro tich hop véi cac giai phap
khac

- Hb trg tich hop voi cac tuong lira: Juniper,
Palo Alto, Checkpoint, Fortinet

- Hd tro tich hop véi cac giai phap SIEM:
IBM Qradar, Splunk, Logrhythm

- Hd tro tich hop véi cac giai phap Guest
Access: Juniper Networks, Cisco Systems,
Ruckus Wireless

- HO tro tich hop véi cac giai phap Endpoint
Security: McAfee, Symantec, Opswat

11

Ban quyén phan mém

Bén quyén cung cap tinh ning
Failover cluster hoac HA

bap ung

Tép 1: Thuyét minh - Liét ké - Téng ké
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TT

Hang muc

Yéu cau

Ban quyén vinh vién cung cép cac
tinh ning quan 1y truy, bao gom:
802.1X Authentication, MAC
authentication, Multi-Factor
Authentication, Web-based user
registration and authentication,
Guest authentication, Standard
endpoint visibility, Dynamic
Segmentation, tich hop v6i cac
gidi phap bao mat cia cac hang:
Juniper, Palo Alto, Checkpoint,
Fortinet, IBM Qradar, Splunk,
Logrhythm

> 1500 thiét bi

Ban quyén vinh vién cung cap
tinh nang d4nh gia trang thai diém
cudi qua cac két nbi khong day,
c6 day, VPN va dam bdo tinh tuan
thu ctia céc thiét bi trude khi két
nbi vao mang

> 1500 nguoi dung

12

Bao hanh va ban quyén sir dung
tinh ndng

Thu cam két ctia hing/ nha san
xuat thiét bi khong chira ma doc

Dap tng

Xac nhan cua hing/ nha san xut
vé ho tro k¥ thuat chinh hang cho
g0i1 thau

bap ung

Dich vu bao hanh, hd tro k¥ thuat
chinh hang

> 1 nam

]
]

May tinh xach tay

M3 hiéu thiét bi

Néu cu thé

Nha san xuat

Néu cu thé

Nudc san xuat

Néu cu thé

San xuat > 2024 (Mé&i 100%)

Dap tng

Man hinh

Kich thuéc > 13.5" FHD

Hé diéu hanh

Ban quyén Windows 11 Pro

B6 vi xur ly (CPU)

> Core 17 13th, >up to 5 GHz, >24 MB
Cache

Dung luong bo nhé trong

>32 GB

O |0 X [N | K ([W(IN|—

Dung luong dia cimg gin trong co
san

>512GB, M.2, PCle NVMe, SSD

[a—
S

Card d6 hoa (GPU)

> Intel®Iris®Xe Graphics hoac NVIDIA > 6
GB GDDR6

11

Wifi hd trg

> Intel® Wi-Fi 6E

Tép 1: Thuyét minh - Liét ké - Téng ké

Trang 27




Dau twe xdy dung hé thong CNTT & VIDR nim 2026

BCKTKT

TT Hang muc Yéu cau
i o > 2 USB Type-A port
12 | Cong két noi >1 HDMI 2.0
> 1 USB Type-C
13 | PIN >3 Cell , 50Wh
14 | Bao hanh > 12 thang
I Fir.exwall tai Trung tim diéu Tai TTPK
khién ‘
2 | Yéu cau chung
Thiét bi tuong lira cung cép cac tinh ning
Tuomg lita cung cip cac tinh nang | Firewall: VPN, IPS, Antivirus, Kiém soat
ung dung, loc URL, Anti-Spam, Anti-bot,
Anti-virus, DNS Security
Hang cung cip duoc danh gid cao | Nam trong nhém dan dau trong bao céo cia
tr cac bén thir 3 uy tin Gartner vé giai phap tuong lira nam 2022
2 | Phan ctng
Thiét ké Phan cimg 1 Rack Unit
Giao dién két ndi > 8 x 1GbE RJ45 ports
> 8x 10GbE SFP+ ports, kém theo 4x SFP+
SR transceivers
> 1x Cong console: RJ45
> 1x Cong HA riéng biét
Phén ctng c6 dang Network Module, c6 kha
nang thay thé hodc nang cap giao dién két
noi.
B nhé RAM >32GB
B6 vi xu ly > 1x CPUs, 4x physical cores, 8 virtual cores
Luu trir >480GB SSD
Nguon dién > 2 ngudn (100-240VAC)
Dy phong ngudn dién Co
3 | Hi€u nang
Thong lugng tuong lra, duoc do
trong moi truong Enterprise Mix
hoéég Enterprise %Fest hi)%c = 60 Gbps
Appmix
Thong lugng IPS, dugc do trong
moi truong Enterprise Mix hodc | >31 Gbps

Enterprise Test hodc Appmix

Tép 1: Thuyét minh - Liét ké - Téng ké
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TT

Hang muc

Yéu cau

Thong lugng tudng lira thé hé méi
NGFW (Bao gdm céc tinh ning
Firewall, Application Control,
IPS), dugc do trong moi truong
Enterprise Mix hodc Enterprise
Test hoac Appmix

> 19 Gbps

Thong luong Threat
Prevention(Bao gdm céc tinh
nang Firewall, Application
Control, URL Filtering, IPS,
Antivirus, Anti-Bot, Zero-Day
Protection), dugc do trong moi
truong Enterprise Mix hodc
Enterprise Test hodc Appmix

> 6.6 Gbps

Thong lugng VPN

> 28 Gbps

S6 két ndi dong thoi

> 7,000,000

S6 két ndi trén gidy

> 250,000

Tinh nang chinh

Tuong Ira cung cap cac tinh nang

IPS, Antivirus, Kiém soét ung dung, loc
URL, Anti-Spam, Anti-bot, Anti-virus, DNS
Security

Tinh ning phong chong xam nhap
(IPS)

- C6 tinh ning phong chdng x4m nhap (IPS)
v6i1 kha ndng phat hién ngan chan thyc thi
cac 10 hong da biét, DNS Tunneling, DoS...

- Phuong thuce phat hién: Vulnerability and
exploit signatures, Protocol validation,
Anomaly detection, behavioral analysis

- C6 kha nang phat hién tin cong tin cong
theo murc d9, tin cong tu chdi dich vu DoS,
tan cong diém yéu ung dung, tdn cong diém
yéu hé didu hanh

Tinh nang Anti-Virus

- Phat hién va ngan chéan Virus trong thoi
gian thuc trén nhiéu loai tap tin khac nhau
(Word, Excel, PowerPoint, PDF, v.v.)

- Ngin chin tai cac phan mém doc hai tir
Internet thong qua ngén chan truy cap vao
cac trang Web doc hai dugc xac dinh trudc.

Tép 1: Thuyét minh - Liét ké - Téng ké
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TT

Hang muc

Yéu cau

Tinh nang Anti-Bot

- Phat hién cac dia chi C&C duoc st dung
dé diéu khién bot.

- Phét hién cac kiéu két ndi cta cac ho
botnet khac nhau.

- Xac dinh hanh vi cta bot: Xac dinh cac
hanh dong cu thé d6i v6i bot, vi du khi may
tinh gui thu rac hoac tham gia vao cac cudce
tan cong DoS.

H§ trg tinh ning loai bo ma doc,
tai cau trac lai tap tin véi céac
thanh phén an toan

- HO tro tinh ning loai bo ma doc, tai cau
trac lai tap tin voi cac thanh phan an toan
voi cong nghé Content Disarm &
Reconstruction (CDR)

- Hd tro cac kiéu tap tin: Microsoft Office
Word, Excel, Power Point, Adobe PDF,
Image files

- Hd tro cAu hinh, loai bo cac loai thanh
phan nhu: Macros and Code; Embedded
Objects Linked Objects; PDF JavaScript
Actions; PDF Launch Actions

Tinh nang Application Control

Nhan dang, kiém soat, han ché bang thong
dua trén toi t~hiéu 10,000 ing dung duogc
dinh nghia san

Kha nang t61 vu chinh sach, quan
tri

- Hb tro Sub-Policy, tap hop céc rules phu
nam trong 1 rule chinh. Néu su kién xay ra
tuong tng v6i rule chinh thi sé tiép tuc kiém
tra bang céc rules phy, néu khong sé bo qua
khong kiém tra.

Tinh san sang cao

H5 trg cac co ché hoat dong:

- Active/Active L2, Active/Passive L2 and
L3

- Cluster, VRRP

Kha nang mé rong

- Hé thong tudng lira phai dap Gng kha ning
mo rong theo nhu ciu trong twong lai, co
kha ning két hop véi cac thiét bi khac coa
cung hing dé tao ra hé théng tuong ltra, co
kha nang tao thanh mot tuong Itra Logic bao
gdm két hop 18n t6i tbi thiéu 28 tudng lira
vat 1y.

Céc tinh niang dinh tuyén Unicas
va Multicast

- HO tro céac giao thic dinh tuyén dong:
OSPFv2 and v3, BGP, RIP

- Static routes, Multicast routes

- Policy-based routing

- PIM-SM, PIM-SSM, PIM-DM, IGMP v2,
and v3
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TT Hang muc Yéu ciu

5 Bao hanh va ban quyén sir dung
tinh ndng
Thu cam két cua hang/ nha san Pép tmg
xuat thiét b1 khong chira ma d(f)(;
Xac nhén cia hang/ nha san xuat
ve ho trg ky thudt chinh hang cho | Dap ng
201 thau i
Bao hanh va ban quyén st dun, “
tinh nang _ " ' g Z 3 nam.
Firewall chuan cong nghiép la .

IV | i ede TBA 110ng SMEP TP | 14j 08 TBA 110kV

1 | Ma higu thiét b Nha thiu néu cy thé

2 Nha san xuat Nha thau néu cu thé

3 Nude san xuét Nha thau néu cu thé

4 | Phan clg thiét bi
Chung loai thiét bi Firewall chuan cong nghiép

o 2 IEC 61850-3, IEEE 1613 hoac twong duong
Ti€u chuan . 14
tro 1én

Nhiét do hoat dong -40°C +70°C
Do am twong dbi 10% + 90% (khong ngung tu)
Kiéu thiét ké (Form factor) Desktop, wall mount, DIN rail
Tan nhiét Khong ¢ co cdu quay (fan less)

5 Nguén
Loai ngudn cung cip: 12VDC - 60VDC
S6 lwong ngudn > 2, hd tro du phong
Phu kién kem theo Day du phu kién

6 Giao dién két ndi (trén cung 01
thict bi)
Giao dién 1GE SFP >2
Giao dién dién 1GE RJ45 >6
SIM 3G/4G/5G >2

7 Nang luc xur ly
NGFW Throughput > 830 Mbps
Threat protection Ehroughput
(Firewall, IPS, Kiém soat ing > 400 Mbps
dung, Anti-malware,...)
Concurent session > 200,000
New session per second > 10,000

8 | Tinh ning thiét b

Tép 1: Thuyét minh - Liét ké - Téng ké

Trang 31




Dau twe xdy dung hé thong CNTT & VIDR nim 2026

BCKTKT

TT

Hang muc

Yéu cau

H? trg Firewall Policy,
Application control, IDS/IPS,
Anti-malware/Anti-virus

Nha thau néu cu thé

HG tro xac dinh giao thic IEC-
60870-5-104

Nha thau néu cu thé

HO trg giao thitc IPsecVPN

Nha thau néu cu thé

Tinh nang mang va du phong

Giao thirec dinh myén hd tro:

H) trg giao thire dinh tuyén tinh

Nha thau néu cu thé

H5 trg giao thire dinh tuyén
dong: OSPF

Nha thau néu cu thé

Tinh nang, giao thirc khac:

HO trg kha nang gop céc thiét bi
thanh Cluster, ho tro du phong va
chia tai theo co ché: Active-
Active hodc Active-Standby

Nha thau néu cu thé

HO trg NTP/SNTP

Nha thau néu cu thé

Hb trg VLAN, Port-aggregation,
NAT

Nha thau néu cu thé

10

Quan 1y thiét b

HO trog quan trj thong qua: CLI va
Web Interface

Nha thau néu cu thé

HO tro giam sat thong qua:
SNMP/Phan mém chuyén dung

Nha thau néu cu thé

H& trg Ghi nhan nhat ky su kién
(Logging)

Nha thau néu cu thé

11

Ban quyén, cam két

Thoi han ban quyén cho 08 tl}iét
bi tuong lira dam bao cung cap
cac tinh nang, bao gom:

- Tinh ndng Firewall

- Tinh nang VPN

- Tinh nang Application Control
bao gdm xac dinh céc giao thirc

SCADA (t6i thiéu IEC 60870-5-
104)

- Tinh nang Intrusion Prevention
System

- Tinh nang Antivirus va Anti-
Bot

> 03 nam

Tép 1: Thuyét minh - Liét ké - Téng ké
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TT Hang muc Yéu ciu
Cam két cua nha san xuét thiét bi
12 | khong chira ma doc (Ban gdc cia | Pap tng
nha san xuat thiét bi)
Xéc nhan cta hing/ nha san xut
13 | vé hd tro k¥ thuét chinh hing cho | Pap ung
20i thau
14 Dic}1 Vi bf"lo hélflh VéAhS tro k¥ > 03 ndm
thudt tr hdng san xuat
License 3 nam cho 05 Firewall .
V' | hién hitu (FGR-60F/Fortinety | 1 21 05 TBA 110KV
1 Nha san xuit Nha thau néu cu thé
2 | M4 hi¢u san pham Nha thau néu cuy thé
3 Loai License License mém
4 License cung cap cac tinh c6 sin:
Tinh ning kiém soat tng dung Dép tng
- Tinh ndng Firewall
- Tinh nang IPS/IDS
. < A - Tinh ndng Application Control bao gom
Tinh ndng bdo vé xac dinh cac giao thirc SCADA nhu: IEC
60870-5-104, Modbus,...
- Tinh ning chbng virus/malware
- Firmware update
Tinh nang khac - Phan héi cac 13i Critical trong vong 1 gid
- Web Support va Telephone Support
bam bao License tuong thich véi
hé thong Firewall FortiGate 60F
dang van hanh tai cac tram bién
ap hé thong dién tinh Gia Lai.
Hodc nha thau chao giai phap
tuong duong bao gém > 5 thiét bi
Firewall trong duong véi
5 FortiGate 60F va License cung Bap
cap cdac tinh nang néu trén thoi pung
han > 3 nim. Ddng thoi nha thau
dam bao lap dit va cau hinh cac
thiét bi Firewall va License méi
vao vi tri cii ctia hé thong dién
tinh Gia Lai nhung khong lam
gian doan hoat dong cta hé
thong.
6 Dich vu bao hanh, ho tro ky thuat

Tép 1: Thuyét minh - Liét ké - Téng ké
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TT Hang muc Yéu ciu
Ban quyén cho phép kich hoat
cac tinh nang: tudng lira, chdng
virus/malware, kiém soat ing > 03 nam
dung, IPS/IDS, xéc dinh giao
thiec SCADA
Dich vu bao hanh va ho tr¢ k¥ <
thilélt it hing san xuat T 2 03 ndm
VI Thiét bi chia sé man hinh, ban
phim, chuot KVM
1 Nha san xut/Nudc san xudt Nha thau néu cu thé
2 | Mahiéu Nha thiu néu cu thé
3 | Hd trg h¢ diéu hanh Windows, Linux
4 H) trg giao tiép USB,PS/2 Cé
keyboard
S6 luong thiét bi can két ndi dé
5 ., r x4 A .2 >8
giam sat va diéu khién
HO tro tinh nang chon lya ting
6 | thiét bi két ndi thong qua cac nat | Co
nhin trén KVM
7 | Kiéu lap dat rack
HG tro chirc nang hot-plug cho
8 phép ngit két nbi dén may tinh Co
ma khéng can tit may
Hb tro hién thi LED d¢ x4c dinh
9 tinh trang 1am viéc cua timg cong | CO
két ndi
10 | Ngudn 100-230VAC
11 | Nhiét o (0°C to 50°C)
12 | Tiéu chuan ap dung FCC, CE, C-Tick, IC
13 | Phu kién f?ﬁy du phu 1’<ién dam bao két ndi dén cung
lic 08 may tinh
14 | Thoi han bao hanh > 01 nam
VII B0 nghich luu Inverter
220VDC/220ACc-50Hz-3kVA
1 Hang san xuat/Nudc san xut Theo cong b ctia nha san xuat
2 | Mahi¢u Theo cong bd ctia nha san xut
3 Loai Chuin cong nghiép
4 | Dién ap vao/ra 220VDC/220VAC-50Hz
5 | Cong suét >3000VA
6 Ché d¢ lam viéc Dy phong noéng
7 Chure nang khac... Theo cong b cua nha san xuat
8 Thoi han bao hanh >01 nam
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TT Hang muc Yéu ciu
VIII Thiét bi Ethernet Switch TBA
110kV Mang Yang
1 Hing san xuat/Nudc san xudt Nha thau néu cuy thé
2 M3 san xuét Nha thau néu cu thé
. - Switch Layer 2 chuan cong nghiép
3 | Loai thiét bi - Pap ung va dam bao moi truong nhiét do
lam viéc tai tram dién.
. . ) - IEC 61850-3, IEEE 1613 hodac tuong
Ti€u chuan ché tao duong.
- Cap bao v¢ IP30 tré lén
Nhiét do hoat dong 0°C +50°C
Do am twong dbi 20% + 90% (khong ngung tu)
Kiéu thiét ké (Form factor) Rack mount
Tan nhiét Khéng ¢ co ciu quay (fan-less)
4 Giao dién két ndi (trén cung 01
thict bi)
. 2 uang hodc dién (Phu hop vai hién trang tai
Loai cong IQBA 110KV Manfg Yango;p e
Téc do > 100 Mbps
z 2 Téi thiéu 02 Optic ports, 16 Ethernet ports
SO Iuong cong
RJ45
5 Giao thirc va tinh ning ho trg
- Giao dién web, NMS, CLI hoac phén mém
Céch thirc cAu hinh, quan tri: chuyén dung .
- Xac thyc bang user va password dé dang
nhdp qudn tri thiét bi
Giao thtrc quan tri HTTP/HTTPS, Telnet/SSH
H3 tro giao thirc SNMP v2c tr¢ 1én, IGMP, RSTP,
i SNTP/NTP
x ] . VLAN, Port Security, Port Mirror,
HO trg tinh ning Backup/Restore v
A1 HO tr¢ ghi nhan, luu va giri nhat ky su kién
Ghi nhatky (Log) thiét l:.)i%Syslo'g) ¢ g
6 Ngudn (Power supply) 220VDC
S6 luong >2 (1+1)
bam bao day du phu kién kem theo (bao
7 Phu kién kém theo va license gbém Adapter nguén néu co) va license cho
tat ca tinh nang cua thiét bi
Tuong thich v6i hé thong thiét bi mang hién
8 Tinh tuong thich hitu (MultiLink) tai TBA 110kV Mang

Yang
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TT Hang muc Yéu ciu
9 Thoi han bao hanh >01 nam
Thiét bi canh bio giam sat
IX \ .
phong may

- Giam sat nhiét do;

- Giam sat do am;

- Giam sat ro ri nudc;

- Canh bao khoi;

- Giam sat dién ap va ngudn;

- Canh bao ra vao phong may;

- Giam sat tir xa qua Internet.

- VA céc yéu cau khac néu co,...

1 Céc yéu cau chung

- Man hinh cdm Gng 7 inch; 16.7 tri¢u mau;
- Do phan giai: toi thiéu 800x480 (pixel)

- Cap bao vé: Tdi thiéu IP65

- 2*USB 2.0, 2*¥*RS232, 1*RS485, 2*RJ45.
- Phan cing: Quad-core 64-bit RISC 1.5
GHz.

- HO tro giao thire MQTT, SQL, FTP két ndi
dén Server.

- 08 input digital; 06 output digital: Dé két
ndi tin hiéu cac cam bién, diéu khién.

* C6 churc nang Thu thap dir liéu cac cam
bién va 1ap trinh theo nhu cau ngudi ding

* HO tro giao tiép ddy dit liéu 1én cloud

Yéu ciu vé Tu Gateway trung
2 tam tich hgp man hinh cdm tGng

server
3 | Cam bién nhiét d6 d6 4m Dap mg
4 | Pau bao nhiét gia tang Dép mg
5 Pau bao khéi hong ngoai Dép tng
¢ |BO di?u khjén bat/tét may lanh Pip (g

hoc Iénh hong ngoai

7 Céanh béo ra vao phong may Dép tng
8 DPdng ho do dién ning dong, ap Dép tng
9 Relay canh bao mat ngudn Dép tng
10 Phan mém giam sat, diéu khién, Pap tmg

thu thap dir li¢u

11 | Bo diéu khién xu 1y gtri SMS Pép ung

Phan mém guri thong bao canh

12 bao qua app dién thoai bap ung

13 Dich vu luu dit liéu 1én cloud T6i thidu 01 nim
server

14 | Thot han bao hanh > 01 nam
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TT Hang muc Yéu ciu
X Hé thdng camera giam sat 03
phong may CNTT
IP Camera, hd trg PTZ (Trong
X.1 R
nha)
1.1 | Nha san xudt/Nudc san xuat Theo cong bd cua nha san xuat
1.2 | Ma hi¢u Theo cong b cta nha san xuat
3 Loai cam bién CMOS hoac MOS
4 | Kich thuéc cam bién >1/3”
5 Quay ngang (Pan)/Quay doc
(Tilt)/Zoom
- Quay ngang Goc quay: 360°
- Quay doc Goc quay: > 90°
- Zoom quang > 15x
- Zoom sd Theo cong bd cua nha san xuét
6 Chue nang hdng ngoai tich hop > 20m
san hodc gin dén hong ngoai roi
7 Chtrc ning chdng nguoc sang Dép tng
8 Do phan giai 4AMP (2560%1440)
9 | Chuan tin hi¢u video H264
10 | Téc do khung hinh > 25 fps
11 | Chirc nang phat hi¢n chuyén Pip tg
dong
Bao mat bang Username va .
12 Password i bap g
13 | Tiéu chuan ket noi ONVIF
Phuy kién dau ndi, bd chuyen doi i
14 | ngudn d4u ndi véi ngudn tai tram, | Pap ung day du
phu kién treo ga...
15 | Thoi han bao hanh > 01 nam
X.2 | IP Camera c6 dinh (Trong nha)
1 Nha san xudt/Nude san xuét Theo cong bd cta nha san xuat
2 Ma hiéu Theo cong bd cua nha san xuat
3 | Loai cdm bién CMOS hogc MOS
4 | Kich thuéc cam bién >1/3”
5 Hé(k)ng ‘ngogi tich hop §5n hoac > 20m
gan dén hong ngoai roi
6 Chtrc ning chdng nguoc sang bép ting
7 | DO phan giai 4AMP (2560x1440)
8 | Chuan tin higu video H264
9 Téc d6 khung hinh > 25 fps
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Béo mat bang Username va .
10 Password l bap ung
11 | Tiéu chuan két ndi ONVIF
Phuy kién dau ndi, bo chuyén doi ‘
12 | ngudn dau ndi véi nguodn tai tram, bép tng day da
phu kién treo gé...
13 | Thoi han bao hanh > 01 nam
X.3 | Switch camera 08 ports PoE
1 Hang san xuat/Nudc san xuét Theo cong bd clia NSX
2 M3 san xuét Theo cong bd ciia NSX

3 Chung loai

- Switch Layer 2 chuan cong nghiép
- Pap ung va ddm bdo moi truong nhi¢t do
lam viéc tai tram dién.

3.1 | Tiéu chuan déap tmg

IEEE 1613 hoac tuwong duong

3.2 | Nhiét d6 hoat dong 0°C + 60°C

3.3 | D6 am tuong ddi 20% + 90% (khong ngung tu)
3.4 | Kiéu thiét ké (Form factor) Rack mount/Din rail

3.5 | Tan nhiét Khéng c6 co ciu quay (fan-less)

4 Giao dién ket noi

4.1 | Giao dién két ndi

Phu hop két ndi camera, thiét bi ghi hinh

4.2 | Toc do truyén tin > 100 Mbps
4.3 | S luong cong > 08 cong PoE
4.4 | Giao dién khic - Theo cong bo cua NSX
- Console/Management

5 Ngudn
5.1 | Loai ngudn cung cip 220 VAC
5.2 | S6 lwong ngudn hd tro >2 (1+1)
5.3 | Phu kién kém theo B'?ly da phu kién

6 Giao thirc va tinh ning hd trg

6.1 | Céch thirc cAu hinh, quan tri

- Giao dién web, NMS, CLI hoac
phan mém chuyén dyung
- X4c thuce bang user va password dé dang
nhap quan tri thiét b

6.2 | Giao thirc quan tri

HTTP/HTTPS, Telnet/SSH

6.3 | Ho tro giao thic

SNMP v2c tr¢ 1én, SNTP/NTP

6.4 | Hb tro tinh ning

VLAN, Port Security, Backup/Restore

6.5 | Ghinhatky (Log)

H6 trg ghi nhan, luu va guri nhat ky su kién
thiét bi (Syslog)

Tép 1: Thuyét minh - Liét ké - Téng ké
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TT Hang muc Yéu ciu
DPam bao day du phu kién kém theo (bao
7 Phu kién kém theo va license gdm Adapter ngudn néu co) Vérlicense cho
tat ca tinh nang cua thiét bi
8 Thoi han bao hanh >01 nam
Thiét bi ghi hinh 16 kénh tich
hop 6 cirng 8TB (Bao gém phan
X4 A \e ax po
meém cai dat, luu trivr dir liéu
camera)
1 | Nha san xuét Néu rd
2 Nudc san xuat Néu 1o
3 Ma hiéu Néu ro
Recording Server Camera/ Dau ghi Camera
4 Chung loai (NVR) tuong thich nhiéu hang camera khac
nhau.
5 Hé didu hanh Day du ban quyén sir dung va nang cip sau
nay (neu c0), néu 1o
o Day du ban quyén su dung, license t6i thiéu
6 Phan mém camera két ndi 16 camera IP qua chuan ONVIF va
nang cap sau nay (néu cd), néu rd
6 S6 kénh camera > 16
7 Ngo ra video HDMI
2 Po phan giai clia ngd ra 2560x1440, 1920x1080, 1280x1024,
j 1280%720, 1024x768
9 | Téc d6 ghi hinh 128Mbps
10 | HJ trg chia man hinh 1/4//9
11 | Chuan nén hinh anh H.264/ MJPEG
12 | S6 6 cing Internal Néu 10
13 | Dung luong luu trix >8TB
14 | Khe cdm mo rong Néu rd
Cong Ethernet (két noi
15 |7 AI\%/W AN) ( RJ-45
16 | HO tro cac giao thirc HTTP, TCP/IP, IPv4/IPv6
17 | Phuong thuc backup dir licu Nha thau néu rd
HG trg chuan két ndi ONVIF, c6 thé két ndi
A X1 A, A- tuong thich hoan toan cac dong IP camera
18 | Tiéu chudn ket ndi va N\gR cua cac nhan hiéu thér?g dung nhu:
Sony, Panasonic, Bosch, Axis, ...
19 | Nguén Input: 100-240V AC, 50/60Hz hodc
220VDC
20 | Lap dat Dang rack
21 | Kha ning xem lai hinh anh Cung cap kha ning xem lg}i hin’h anh qua
mang, xem theo ngay thang
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22 | Diéu kién lam vigc Nha thiu néu cy thé
23 | Thoi han bao hanh >01 nam
X.5 | 1.Cap ngudn M(2x2.5)mm?2
1 Nha sén xuét Nha thau néu cu thé
2 Nudc san xuét Nha thau néu cu thé
i 2 IEC 60502-1, IEC 60332-1, IEC 60332-3-24
Ti€u chuan ap dung <
hodc tuong duong
Cap nguén ha ap 0,6/1kV, rudt déng, nhiéu
161, cach dién va 16p vo boc ngoai lam béng
3 Loai cap vat liéu PVC
cham bt lira (FR-PVC) dung dé cp nguon
ha thé AC, DC
4 bi¢n ap dinh mirc (pha/day) 0,6/1,0 (kV)
5 Rudt dan Soi déng mém, xoin déng tam
¢ | So0ldi/ Tict dién danh dinh moi
16i:
Cép 2x2,5mm? 2x2,5
7 Sb 501 cua mSi 161/ dudng kinh
soi (toi thicu)
Cép 2x2,5mm? 7/ 0,67 (sgi/mm)
2 Pién trd DC 16n nhat cia mdi
rudt & 20°C
Cép 2x2,5mm? < 7,41 (Q/km)
9 | Lép chch dién rugt din Lam bang vat liéu PVC cham bat Itra (FR-
PVO)
10 | Do day céach dién
i véi 2,5mm? > 0,8 mm
11| Vat licu don Lam bang vat héE. PP’herl(': PVC dién day
gitra céc 101
12| Vécap Lam bang vat liéu PVC cham bat Itra (FR-
PVC), mau den.
13 Nhiét do 1am viéc cho phép cua
cap:
Nhiét do 1am viéc dai han cho o
phép ctia rudt dan 70°C
Ngén mach trong 5 gidy 160°C
bién ap chiu dung tan so con
14 ngfliépptrorig 05 pé}{lﬁt ¢ 3,5 kVrms
15 DiépAép chiu dung‘tén $6 cong 2.4 KVrms
nghiép trong 04 gid
16 | Nhiét dd moi trudng cuc dai 50 °C
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17 Dc} am moi truong tuong déi cuc 90 %
dai.
18 | Panh d4u pha Theo mau sic/sd thu ty
XVI | Cap mang loai chéng nhiéu SFTP-CAT6
1 Nha san xuat/ Nudc san xuat Nha thau néu cu thé
2 M3 hiéu Nha thau néu cu thé
3 | Tiéu chuan TIA/EIA 568B.2
4 Béng thong 250Mhz
5 | Do day 15 23-24AWG
6 bién dung 5.6nF/100m
7 Trdé khang 100 Ohm+/-15%
8 Dién tr& day dan Max 9.380hm/100m
9 | P tré duong truyén 536ns/100m Max@250Mhz
10 | Do udn cong Gap 4 lan duong kinh cap.
11 | V6 cach dién PVC hoac LSZH
12 | Nhiét do hoat dong 20-60°C
13 HO trg cac tmg dung Fast Ethernet, Gigabit Ethernet, 155 Mb/s
ATM. Multimedia
14 | Quy cach dong goi Theo cong b cta nha cap hang
XVII | Piu cap mang CAT6
ANSI/TIA-568-2.D
1 | Tiéu chuan ISOEN 50173
/IEC 11801
10 Base-T (IEEE 802.3)
Fast Ethernet (IEEE 802.3u)
100Vg-AnyLAN (IEEE 802-12)
. Token Ring (IEEE 802.5
2| Ungdung TP-PMD (/gXI(\ISI X 3T9.5))
100 Mbps CDDI
ATM 155
Gigabit 1000 Mbps (802.3z)
3 Chan tiép xtic Hop kim dong véi 1(")]3 ma bén ngoai bang
vang
4 Vo Lam béng nhu:a} cao cép, déo chi‘u duoc moi
tuong khac nghiét va do bén cao
5 Nhiét d van hanh -40°C - 70°C
6 Phu hQP v6i chung loai cdp mang Pap tmg
cung cap
XVIII | Aptomat 2 pha 220VAC/10A
1 S6 pha 2 pha
2 Dong dién dinh mure 10A
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TT Hang muc Yéu ciu
3 Cép dién ap 240VAC/ 415VAC
4 Tinh nang Tu dong bao vé qua tai va Ngian mach.
5 Dong cét danh dinh muc (kA) 6kA
6 | Thuong hiéu Nha thau néu cuy thé
7 Trong luong Nha thiu néu cuy thé
8 Loai hang Chinh hang
9 | Bao Hanh Tbi thiéu 12 thang

XIX | Nep ludn diy dién vudng

1 Loai Nep ludn day dién dang vudng
2 Mau sic Tring
3 Kich thudc (mm) 20x10
4 | bo day (mm) 0.7+0.1
5 | Chiéu dai (m/cay): 1.7
6 | Chatli¢u Nhya PVC
7 Thuong hi¢u Nha thau néu cu thé
8 Trong lugng Nha thau néu cu thé
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CHUONG 5 TO CHUC XAY DUNG VA TIEN PQ THUC HIEN

51 CAC PAC PIEM CHINH CUA CONG TRINH
- Lép dat, khai bao, cdu hinh va kiém thir dich vu cho céc thiét bi Firewall dau tu
méi, va cac Firewall hién hitu khi bd sung license tai cac TBA110kV va TTPK
PC Gia Lai co s6 2.

- License cac dich vu hd trg k¥ thuat va cac tinh ning chuyén biét cho thiét bi
tuong lira & trén bao gdm cac tinh ning:

+ HO tro k¥ thuat 24x7

+ Tinh ning Application Control bao gdm xéac dinh cac giao thirc SCADA nhu:
IEC 60870-5-104, Modbus, BACnet,...

+ IPS Service

+ Antivirus

+ Tu dong cap nhat dir liu: IPS, Antivirus.

+ Thoi gian hd tro ki thuat, bdo hanh va cac tinh ning chuyén biét > 3 nam.
- Xay dung cac vung chinh sach (Policy) cho cac vung dir lidu.

- CAu hinh cac thiét bi Firewall, kiém tra cac hudng dir liéu theo céac chinh sach da
dugc ciu hinh.

- Luu y: Sau khi hét han license sé khong dwoc cdp nhit Database Engines va
Signature mdi, con cdc chirc ning va hé thong van hoat dpng binh thuong.
Tuy nhién sé khong nhin di¢n dwoc moi nguy hai va kiéu tin cong mang méi,
c6 thé gdy mit ATTT cho hé théng.

52 TO CHUC XAY DUNG
5.2.1. Co sé lap to chirc xay dung
- Ho s0 bao cao khao sat phuc vu lap thiét ké ban vé& thi cong do Cong ty Tu van
Pién mién Trung thyc hién.
- Pinh mtc du toan chuyén nganh xay lip tram bién 4p va duong day tai dién trén
khong.
- Thong tu s6 12/2021/TT-BXD ngay 31/08/2021 cia Bo Xdy dung vé viéc ban
hanh dinh mtrc xay dung.
- Quy trinh 14p thiét ké t6 chirc xdy dung va thiét ké t6 chire thi cong TCVN 4252-
2012.
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- Quy pham trang bi di¢én 11TCN-18-2006, 11TCN-19-2006, 11TCN-20- 2006,
11TCN-21-2006 cua Bo Cong Nghiép.
- Quy pham thi cong va nghiém thu cong tac dit TCVN 4447-2012.
- Quy pham thi c6ng va nghiém thu két ciu bé tong va bé tong cdt thép toan khdi
TCVN 4453-1995.
- Nghi dinh 62/2025/ND-CP quy dinh chi tiét thi hanh Luat Dién luc vé bao vé
cong trinh dién lyc va an toan trong linh vuc dién lyuc.
- Cac quy trinh, quy pham thi cong hién hanh khac cua Nha Nude.
- Pic diém thuc té cua cong trinh.
- Kha ning thi céng va diéu kién k¥ thuat xe may thi cong cta cac cong ty xdy lip
trong thoi diém hién nay.
5.2.2. T6 chirc cong truong
- Pia diém thi cong cong trinh: Tinh Gia Lai.
5.2.3. Cung cap vt tw va cong tic vin chuyén
- Thiét bi mang, cap quang, cap mang, cic phu kién va céc thiét bi khac dugc
cung cip tdi tan chan cong trinh. Ngudn thiét bi dugc 14y tir cac thanh phé chinh
Ha Noi, TP. H6 Chi Minh, Da Ning.
5.2.4. Bién phap thi cong
- Thi cong bang thii cong va két hop co gidi.
- Trong qua trinh thi cong phai dam bao ATTT tuyét ddi, nha thau thi cong phai
dam bao moi thong tin vé hé thong khong dugc phép ro ri ra bén ngoai.
- C6 phuong 4n phai dam bao han ché tbi da gian doan thong tin trong qua trinh
thi cong.
Cong tic chuan bi
- Trudc khi lap dat, nha thiu phai nghién ciru ky ban vé thiét ké va catalogue cua
cac thiét bi cing véi cac hudng dan lap dat cia nha san xuat, kiém ké day du cac
phu kién.
Lap dit thiét bi
- Cong tac nay dugc thuc hién theo tai liéu hudng din ctia nha ché tao thiét bi, ban
v& thiét ké, cac quy pham thi cong hién hanh va duéi sy theo ddi, kiém tra giam
sat nguoi c6 chuyén mon cua Cong ty Dién luc Gia Lai.

Cong tic cai dit ciu hinh thiét bi
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5.2.5.

5.2.6.

5.3

5.4
5.4.1.

5.4.2.

- Viéc cai dit cau hinh thiét bi phai phu hop véi cdu hinh hién trang ctia hé thong
may tinh tai Cong ty Dién luc Gia Lai va Téng Cong ty Dién luyc Mién Trung.

- Nha thiu s& 14p phuong 4n chi tiét két ndi va t6 chtrc thuc hién ciu hinh thiét b
true khi két ndi vao hé thdng.

Cong tac thu don mit bing

- Sau khi thi cong xong, thu don va lam sach, hoan tra lai mat béng ma trong qua
trinh thi cong 1am hu hai hodc chiém dung. T4t ca cdc may moc hay céc vat dung
thura... trong qaa trinh thi cong dugc don dep sach s€, ddm bao my quan chung
trong khu vuec.

Kiém tra hoan chinh

- Sau khi thi cong xong cac cong doan trén, bén thi cong phai cir can bd k¥ thuat
tién hanh kiém tra va nghiém thu noi bo téng thé toan cong trinh.

TIEN PQ THUC HIEN DU AN

Bang tién dd thwe hién du 4n

Thoi gian thwe hién (Thang)

STT Tén Cong Viéc
1|2(|3(4|5(6(7(8(910[11]12

1 |Lap BCKTKT -
Lap Ho So Thau —
Déu Thau & ky hop dong —

Lap dat thiét bi, thir nghiém tin hi¢u

2
3
4 |Cung cap Thiét Bi
5
6

Nghiém thu

HINH THUC QUAN LY DU AN

Phwong thirc quan ly du an

Quan y A: Cong ty Dién luc Gia Lai.

Cic co quan tham gia quan Iy thue hién du 4n, tw van giam sat

- Quan ly A: Cong ty Pién lyc Gia Lai.

- Tu vAn giam sat: Pon vi quan 1y van hanh.

- Tu vén thiét ké: Cong ty Tu van Dién mién Trung.

- Nha cung cép vt tu thiét bi: Tuyén chon qua hinh thirc ddu thau trong nuée.
- Pon vi xay ldp: Tuyén chon qua hinh thirc dau thau trong nudc.
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5.5 KE HOACH PAU THAU
5.5.1. Tuw vin thiét ké v ‘

Theo k& hoach va giao nhiém vu cua Tong Cong ty Pién luc mién Trung, Cong ty
Tu van Dién mién Trung s€ ddm nhiém cong tac tu van va thiét ké cho cong trinh nay.
5.5.2. Tw van giam sat, quan ly

Bén tu van (Cong ty Tu van Dién mién Trung s& chiu trach nhiém giam sat tac
gia. Bén A (Cong ty Dién luc Gia Lai) s€ chiu trach nhiém quan 1y A.
5.5.3. Cung cip vt tw, vat liéu

Cung cép vat tu thiét bi chinh cho cong trinh s€ dugc thuc hién qua hinh thirc dau
thau rong rai.
5.5.4. Xay lip

Cong tac xdy dung s& dugc thyc hién qua hinh thirc dau thau trong nudc.
5.5.5. Phan chia cac géi thiu

- G6i thau cung cép lp dat VTTB.

- G6i thiu Cau hinh, thu nghiém hé théng cac hé théng giam sat, camera, ATTT.
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BCKTKT

6.1

CHUONG 6 TONG MUC PAU TU

CO SO LAP
Dy toan cong trinh: “Pdu tw xdy dung hé thé’ng CNTT & VTDR nam 2026

dugc lap trén co so:

6.2 TONG MUC PAU TU

Noi dung ctia Tong mirc du tu xay dung cong trinh dugc tinh day du toan bo chi

phi tir thue hién dau tu dén dua cong trinh vao sur dung bao gdm: Chi phi xay dung, Chi
phi thiét bi, Chi phi QLDA, Chi phi tu van PTXD, Chi phi khac, Chi phi du phong.

- GIA TRI § GIA TRI
STT NOIDUNG TRUGC THUE | "HUEVAT | o\ U THUE
Chi phi kiém dém, hd tro
1 thiét hai trong qua trinh
thi cong: 0 0 0
2| CHI PHI XAY DUNG 25,972,957 2,597,296 28,570,253
3| cHI PHI THIET BI 6,519,286,625 | 427,286,362 | 6,946,572,987
4 |CHI PHI QUAN LY DU
AN ’ ‘ 94,903,410 9,490,341 104,393,751
s | CHI P[{I' TU VAN PAU
TU XAY DUNG 189,632,490 13,951,677 | 203,584,168
6 | cHI PHI KHAC 264,043,878 4,230,136 268,274,013
7 CHF PHI DU PHONG 354,691,968 35,469,197 390,161,165
TONG CONG (di 1am
tron) 7,448,531,329 | 493,025,009 | 7,941,556,337
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- CHUONG 7
KET LUAN, KIEN NGHI

Cong trinh Pau tw xiy dung hé thong CNTT & VTDR nim 2026 duoc dau tu la

can thiét va hiéu qua, v6i cac muc dich sau:

+ Pap ng yéu cau diéu hanh, van hanh mang vién théng ding riéng ciia Tap
doan Pién lyc Qubc gia Viét Nam theo quyét dinh s6 980/QD-EVN ngay
10/11/2014 theo d6 rat ngan thoi gian xir Iy su ¢d (su ¢d ning 13 < 6 gid va sy
cb nhe 1a < 72 gio).

+ DPap tng Quy dinh Pam bao An ninh mang va An toan thong tin trong Tép
doan Pién lyc Viét Nam theo Quyét dinh S6 717/QD-EVN ngay 31/5/2025.

+ Pap tng Dé an "Pam bdo an toan thong tin cho hé thdng thong tin cia Tap
doan Pién luc qudc gia Viét Nam giai doan 2023 — 2028" theo Quyét dinh
168/Qb-EVN ngay 23/02/2023 cia EVN.

+ Nang cao do on dinh, tin cay van hanh hé théng SCADA cua Cong ty Pién luc
Gia Lai va cua Tong Cong ty Dién lyc mién Trung.

+ BO sung nang lyc van hanh an toan hé thong ha ting CNTT & VTDR, gop
phan hoan thanh cic muc tiéu san xuat kinh doanh va chuyén doi s6 cua Cong
ty Dién luc Gia Lai.

Vi vdy, Cong ty Tu van Dién mién Trung kién nghi Chu du tu sdm xem xét phé
duyét dé dy an nhanh chong dugc trién khai thuc hién.
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CHUONG 8 BANG KE KHOI LUQONG - PHU LUC
8.1 BANG KE THOI LUQNG THIET BI VAT TU
- Bang 1: KHOI LUQONG THIET BI VAT TU HE THONG VTCNTT.

- Bang 2: KHOI LUQNG THIET BI VAT TU HE THONG CANH BAO GIAM
SAT.

- Bang 3: KHOI LUQONG THIET BI VAT TU HT CAMERA GIAM SAT.
8.2 VAN BAN PHAP LY VA PHU LUC TiNH TOAN

- Thoa thuan giao viéc s6 44/TTGV-GLPC&PEC ngay 28/8/2025 di ky giira
Cong ty Dién luc Gia Lai va Cong ty Tu van Dién mién Trung vé viéc thyuc
hién tu van thiét ké cong trinh “Pau tu xdy dung hé thong CNTT & VTDR
nam 2026”.

- Cong vian sb 2474/TB-GLPC ngay 12/9/2025 cua Cong ty Dién lyc Gia Lai vé
viéc thong bdo Két qua hop kiém tra chat lugng hé so BCKTKT XD 110KV
va Cong nghé thong tin nam 2026- Co s6 2.
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BANG 1: KHOI LUQNG THIET BI VAT TU HE THONG VTCNTT

STT TEN THIET BI VAT TU PVT KL TONG
o 66HV | 02LTT | D.Hdng | A.Khé | K.Bang | Ch.S¢ | AyPa | P.Co | Ch.Prong|M.Yang| 05 TBA khic KL
| THIET BI BO SUNG CHO HE THONG
IT
Mua sim, cai dit phan mém quan 1y truy
cip (NAC)
1 |- Quan Iy i thiéu 1500 thiét bi. Bo 1 1
- Thoi han license tinh ning vinh vién.
- Va cac yéu chu khac theo bang TSKT.
Mua sém 14t dit thiét bi chia sé man hinh,
2 |ban phim, chudt KVM tdi thiéu 8 cong két B 1 1
nbi dé quan trj h¢ théng IT
- THIET BI BO SUNG CHO HE THONG
oT
Mady tinh xach tay
- CPU: core i7 tr¢ 1én. A«
I 1 RAM: 32GB o len. Bo 2 2
- SSD: 512GB tr6 lén.
Mua sim lip dit, cdu hinh Firewall tai
Phong may SCADA, ting 5 s6 66 Hing
Vuong
- Thiét ké 1U Rack Mount.
2 |- Giao dién 10GE SFP+> 8. Bo 2 2

- Giao dién dién 1GE RJ45 > 8.

- Giao dién quan tri IGE RJ45 > 1.

- Ban quyén cho Firewall thoi han > 3 nam.
- Va cic yéu ciu khac theo bang TSKT.




STT

TEN THIET BI VAT TU

bvT

KL

66HV

02LTT

D.Hong

A.Khé

K.Bang

Ch.S¢

AyPa

b.Co

Ch.Prong

M.Yang

05 TBA khiac

TONG
KL

Mua sim lip dit, cAu hinh Firewall
chuén cong nghiép tai cic TBA 110kV

- Firewall chudn cong nghiép.

- Tiéu chuén dép tng: TEC 61850-3, IEEE 1613
hoac twong duong.

- Khéng c6 co chu quay (fan less).

- C6 sin > 2 giao di¢n 1GE SFP.

- C6 sdn > 6 giao dién dién 1GE RJ45.

- Hb trg > 2 SIM 3G/4G.

- Va cac yéu ciu khéc theo bang TSKT.

License cho Firewall FGR-60F/Fortinet
05 TBA: Dik Poa, Chu Pwh, Krong Pa,
Ia Grai va Pleiku

+ HJ tro ky thuat 24x7

+ Tinh ning Application Control bao gdm
xac dinh cac giao thirc SCADA nhu: IEC
60870-5-104, Modbus, BACnet,...

+ IPS Service

+ Antivirus

+ Tuw dong cap nhat dir liéu: IPS, Antivirus.
+ Thoi gian hd trg k¥ thuat, bao hanh va céac
tinh ndng chuyén bié¢t > 3 nam

B6 nghich luu Inverter 220VDC/220ACc-
50Hz-3KVA tai ti Gateway: cip ngudn
HT may tinh TBA 110kV An Khé

- Chuén cbng nghiép.

- bién 4p vao/ra: 220VDC/220VAC-50Hz.
- Cong suét: > 3000VA.

Thiét bj Ethernet Switch TBA 110kV
Mang Yang

- Chuén cbng nghiép.

- Téi thiéu 02 Optic ports, 16 Ethernet ports
RJ45.




STT TEN THIET BI VAT TU DVT _ KL T(I)(I;IJG
66HV | 02LTT | D.Hong [ A.Khé | K.Bang | Ch.Sé AyPa P.Co | Ch.Prong | M.Yang [ 05 TBA khac
III |PHAN THU HOI
1 |Thu hdi céc Firewall Bo 2 - 1 1 1 - 1 1 1 8

IV |PHAN DICH VU
Do thir, Kiém tra, hiéu chinh Firewall lép tai He
Trung tim diéu khién va cac TBA thugc dy o 1
. thong
an

GHI CHU:

* 66HV: Nha Diéu hanh Cong ty Dién lyc Gia Lai, sé 66 Hung Vwong, phudng Plei Ku, tinh Gia Lai.
* 02LTT: TTDK PC Gia Lai, s6 02 Ly Thai T, phudng Dién Hong, tinh Gia Lai.
* 05 TBA khac: TBA 110kV DBak Poa, Chu Puh, Krong Pa, Ia Grai va Pleiku.




BANG 2: KHOI LUQNG THIET BI VAT TU HE THONG CANH BAO GIAM SAT

STT TEN THIET BI VAT TU YEU CAU PVT | KL | GHI CHU
- Giam sat nhiét do;
- Gidm sat d6 Am;
o Pssiarost g mean [mdeinis | i
BAO GIAM SAT PHONG MAY e a een N
- Giam sat dién 4p va nguon; HT
- Canh bdo ra vao phong may;
- Giam sat tir xa qua Internet
T Gateway trung tdm tich hgp man hinh
cam wng
- Man hinh cam tmg 7”; 16.7 tri¢u mau; Do phan
giai: 800x480 (pixel)
- Cap bao vé: IP65
- 2*USB 2.0, 2*RS232, 1*RS485, 2*RJ45.
L1l PhNéAm ctmg: Quad-core 64-bit RISC 1.5 GHz. Bo |
- HO tro giao thire MQTT, SQL, FTP két noi dén i
Server
- 08 input digital; 06 output digital: D& két ni tin
hiéu cac cam bién, diéu khién.
* C6 chire nang Thu thap dit liéu cac cam bién va
lap trinh theo nhu cau nguoi dung
* Hb trg giao tiép day dit liéu Ién cloud server.
1.2|Cém bién nhiét d6 d6 Am Cai 1
1.3|D4u béo nhiét gia ting Cai 1
1.4|Pau bao khoi hdng ngoai Céi 1
| 5|BO dfeu khién bat/tit may lanh hoc 1énh hong Bo 5
ngoai
1.6/Cam bién vio ra phong méy Céi 1
1.7|Ddng hd do dién ning dong, 4p Cai 1
1.8|Relay canh bio mit ngudn Céi 1
19 Pl}ﬁn mém giam sat, diéu khién, thu thap dir PM |
liéu
1.10|B6 diéu khién xtr Iy giri SMS Cai 1
111 th‘in mérp guri thong bao canh bao qua app PM |
dién thoai
1.12|Dich vu luu dir liéu 1én cloud server 1 nam Nam 1
I VAT LIEU
2.1{Cap ngudn M(2x2,5)mm?2 Mét | 20
2.2|Cap mang chéng nhiu SETP CAT 6 Mét 100
2.3|Péu cép mang CAT 6 Céi 10
2.4|Cac vat liéu khac
- Aptomat 2 pha 220VAC/10A Céi 1
- Nep ludn déy dién vudng 20x10mm, d6 day 0.7 = 0.1mm Cay 4 |1.7m/cay
- Bang keo dién 18mm x 18m Cudn 2
- Day rat nhya 8 x 300mm Bich 1 100 cai/bich




BANG 3: KHOI LUQNG THIET BI VAT TU HT CAMERA GIAM SAT

STT HANG MUC PAC TINH PON VI KHOI LUONG TONG KL GHI CHU
* [T3/66HV | T5/66HV | T2/02LTT
I |THIET BI
Mua sim, lip dit, cAu hinh
Thiét bi ghi hinh 16 kénh tich hop & |<hd ndng két ndi déu doc 16 kénh. Tich hp 6
1 |cing 8TB (Bao gbm phan mém cai dit, come ?TB' ;CO khAa nf "8 ket‘Anm Camera IP. Co Bo 1 - - 1 Ldp tii hién hitu
i tn kha nang dong bo dir liéu ve Server Camera trung
luu trir dir liéu camera) {Am tai TTDK
’ Mé..rzl hir}h 6? inches, ban phirr} diéu Bo i i i 0 Hién hitu
khién hé thong camera quan sat
Switch camera, adapter cap nguon di > 08 Port PoE R DT
3 Kém. P P ng >0 Céng module SFP Bo 1 1 1 3 Lap tu hién hitu
IP Camera c6 dinh: 1ip dit trong nha
4 |kém gia do, ph?ln mém cai dat, adapter Lip tran nha/tudng nha Bo 1 2 1 4 Cé dinh
cép ngudn di kém.
IP Camera Speed Dome PTZ: 1ip lip
5 |dat trong nha kém gi4 d&, phan mém cai |Lép trin nha/tuong nha B6 2 3 2 7 Dome PTZ
dit, adapter cip ngudn di kém.
11 [VAT LIEU
1 [Cap ngudn M(2x2,5)mm?2 Mét 100 120 85 305
2 |Cap mang chéng nhidu SFTP CAT 6 Mét 100 120 85 305 1 thung/305mét
3 [Piu c4p mang CAT 6 Céi 20 20 20 60
4 | Vvatliéu phu khac
- Aptomat 2 pha 220VAC/10A Cai 1 1
- Nep ludn déy dién vudng 20x10mm, d6 day 0.7 + 0.1mm Cay 4 4 4 12 1.7m/cdy
- Bang keo dién 18mm x 18m Cudn 3 3 3 9
- Déy rat nhya 8 x 300mm Bich 2 2 2 6 100 cdi/bich
III [KHOI LUQNG PHAN DICH VU 0
i Kiém tra va hiéu chinh hé théng uT 1
camera
Ghi chu:

* Camera trong nha: Sir dung cap mang chong nhidu SFTP CAT 6 dé két nbi. Cap di ndi, nep theo tuong hién trang.




STT

HANG MUC

PAC TiNH

PON VI

KHOI LUONG

T3/66HV | T5/66HV | T2/02LTT

TONG KL

GHI CHU

* T3/66HV: Tang 3, Nha Diéu hanh Cong ty Dién luc Gia Lai, s6 66 Hiung Vuong, phuong Plei Ku, tinh Gia Lai.
* T5/66HV: Tang 5, Nha Diéu hanh Cong ty Dién lyc Gia Lai, s6 66 Hung Vuong, phuong Plei Ku, tinh Gia Lai.
* T2/02LTT: Tang 2, TTDK PC Gia Lai, s6 02 Ly Thai T6, phuong Dién Hong, tinh Gia Lai.




TONG CONG TY CONG HOA XA HQI CHU NGHIA VIET NAM

_DIEN LUC MIEN TRUNG Poc lap - Tw do - Hanh phuc
CONG TY PIEN LUC GIA LAI
S6: 2474/TB-GLPC Gia Lai, ngdy 12 thdng 9 nam 2025
THONG BAO

Két qua hop kiém tra chat lwong hd so BCKTKT XD 110KV va Cong nghé
thong tin nim 2026 - Co s6 2.
(Danh muc cong trinh nhu Phu luc I kem theo)

Sang ngay 10/09/2025, tai Van phong Céng ty Dién luc Gia Lai- Co so 2 (GLPC),
P.GP V& Ngoc Quy — GLPC chu tri cudc hop kiém tra chit lwong hd so BCKTKT XD
110KV va Cong nghé thong tin nam 2026 trude khi trinh thadm dinh, phé duyét. Tham du
cudc hop ¢6 cac thanh vién nhu phu luc dinh kém; Sau khi nghe Pon vi tu van — Cong ty
Tu van Dién mién Trung (CPCPEC) bio cdo ting ho so Béo cdo kinh té-ky thuat DTXD, y
kién tham gia gbp cua cac thanh vién tham dy hop va giai trinh cia CPCPEC; Cac bén di
dén théng nhét dé Pon vi tu vin CPCPEC ra soat, hiéu chinh lai hd so theo cac ndi dung sau:

I. Thuyét minh:

1. Co s¢ phap ly:

- Loai bo cac cin cir hét hiéu lyc:

Quy trinh quan ly dy 4n dau tu xay dung trong Tong cong ty Dién lyc mién Trung
ban hanh kém theo Quyét dinh s6 642/QD-EVN CPC ngay 30/1/2020 cta Tong cong ty
Dién luc mién Trung (thay thé Quyét dinh s 4118/QD-EVN CPC ngay 16/9/2015): hét
hiéu luc theo QP 2996/QD -EVN CPC ngay 08/5/2023 V& viéc bii bo “Quy dinh quan
ly du 4n dau tu xdy dung trong EVNCPC. M3 hiéu EVNCPC-DT/QP.05 ban hanh kém
theo Quyét dinh s6 642/QD-EVNCPC ngay 30/01/2020” va “Quy dinh quan ly chat luong
cong trinh xay dung trong EVNCPC”, Ma hiéu EVNCPC-DT/QD.51 ban hanh kém theo
Quyét dinh s6 10738/QD-EVNCPC ngay 27/11/2019.

Quyét dinh s6 736/QD-EVN ngay 09 thang 6 nim 2021 vé viéc ban hanhQuy trinh
diéu tra sy c6 nha mdy dién, ludi dién va hé thong dién ctua Tap doanDién luc Qudc gia
Viét Nam hét hiéu luc ké tir ngay 01/6/2025 theo Quyét dinhsd: 656/QD-EVN ngay
23/5/2025 vé viéc Cong b Danh muc Quy ché quan lyndi bo do Tap doan Dién luc Viét
Nam ban hanh hét hiéu luc thi hanh (dot 1).

Quyét dinh s6 851/QD-EVN ngay 26/6/2020 vé viéc ban hanh Quy dinhkiém soét
cong tac trang bi, chinh dinh va thi nghiém ro le trong Tap doan Piénluc Qudc gia Viét
Nam: hét hiéu luc thay thé theo Quyét dinh s6 82/QD-EVN Sé: 129/TTBVPC Gia Lai,
ngay 09 thang 09 nam 20252ngay 04/8/2023 vé viéc ban hanh Quy dinh kiém soat cong
tac trang bi, chinh dinhva thi nghiém ro-le bao vé trong Tap doan Dién luc Quéc gia Viét
Nam.

Quy dinh ph01 hop thyc hién cac hoat dong dich vy gitra cac don vi trongTong
cong ty Dién luc mién Trung ban hanh kém theo Quyet dinh s6 8498/QD-EVNCPC ngay
30/9/2020: hét hiéu luc va thay thé theo Quyét dinh s6 2875/QD-EVNCPC ngay
24/04/2024 V& viéc ban hanh “Quy dinh ph01 hop thuc hién cachoat dong dich vu giira
cac don vi trong Tong cong ty Pién luc mién Trung”

Nghi dinh sb 136/2020/ND-CP ngay 24/11/2020 cta Thi tuéng Chinh phi vé quy
dinh chi tiét mot s6 diéu va bién phép thi hanh Luat Phong chay va chita chay va Luat
sira d6i, bo sung mot sé diéu cua Luat Phong chay va chita chay: Hét hiéu luc va thay thé
theo Nghi dinh s6 105/2025/ND-CP ngay 15/5/2025 quy dinhchi tiét mot sé diéu va bién



phép thi hanh Luat Phong chdy, chira chdy va clru nan,ctru hg.

Quyét dinh s6 242/QD-HDTV ngay 20/04/2022 ctia Tong cong ty Dién lycmién
Trung vé viéc ban hanh Quy dinh tiéu chudn k¥ thuat vat tu thiét bi luéi dién 0,4- 110kV
trong Téng Cong ty Pién luc mién Trung va quyét dinh sé 809/QD-HPTV ngay
10/11/2023 V& viéc ban hanh hiéu chinh, bd sung thong s6 ky thudtcua thiét bi truyén dan
trong Tiéu chuan k¥ thuat vat tu thiét bi ludi dién 0,4-110kV ap dung Tong cong ty Dién
lyc mién Trung: hét hiéu luc va thay thé theo Quyét dinh sé 178/QD-HDTV ngiy
14/03/2024 cua Tong cong ty Dién luc miénTrung vé viéc ban hanh Quy dinh tiéu chuan
ky thuat vat tu thiét bi ludi dién 0,4- 110kV trong Tong Cong ty Pién luc mién Trung.

Quyét dinh s6 1142/QD-EVN ngay 16/8/2021 cta Tap doan Pién luc ViétNam vé
viéc ban hanh “Quy dinh vé cong tac khao sat phuc vu thiét ké cdc cong trinh dién ap
dung trong Tap doan Dién luc Quéc gia Viét Nam™: hét hiéu luc ké tur ngay 01/6/2025
theo Quyét dinh sb 656/QD-EVN ngay 23/5/2025 vé viéc cong bé Danh muc Quy ché
quan ly ndi b do Tép doan Pién lyc Viét Nam ban hanh hét hiéu luc thi hanh (dot 1).
(B6 sung cin cir Quy dinh vé cong tac khao sat phuc vu thiét ké cac cong trinh dién ap
dung trong Tdng coéng ty Dién luc mién Trung ban hanh theo quyét dinh s 3948/QD-
EVNCPC ngay 31/5/2025 ciia Tong cong ty Dién luc mién Trung)

Luat Pau tu cong, Luat s6 39/2019/QH14 cua Qudc hoi thong qua ngay 13/6/2019:
hét hiéu luc va thay thé Luat sé: 58/2024/QH15 ngay 29/11/2024 Luat dau tu cong cé
hi¢u lyc ngay 01/01/2025.

Luat Dién luc, Luat s6 24/2012/QH13 ciia Qudc hoi thong qua ngay 25/01/2013:
hét hiéu lyc va thay thé Luat sé: 61/2024/QH15 ngay 30/11/2024 vé Luat Pién lyc.

Nghi dinh s6 15/2021/NB-CP cua Chinh phii quy dinh chi tiét vé quan ly dy 4n
dau tu xay dung ban hanh ngay 03/3/2021: hét hiéu lyc va thay thé theo Nghi dinh
175/2024/ND-CP ngay 30/12/2024 quy dinh chi tiét mot s6 diéu va bién phap thi hanh
Luat Xay dung vé quan ly hoat dong xay dung.

Thong tu 04/2020/TT-BTTTT ngay 24/02/2020 ctia Bo thong tin va truyén thong:
hét hiéu luc va thay thé theo thong tu s6:18/2024/TT-BTTTT ngay 30/12/2024 vé quy
dinh 1ap va quan ly chi phi ddu tu img dung cong nghé thong tin, thué dich vu cong nghé
thong tin sir dung ngudn von ngan sach nha nudc.

Quyét dinh s6 1109/QD-EVN ngay 10/11/2015 cta Tap doan Dién luc Viét Nam
V/v ban hanh Quy dinh Pam bdo an toan, an ninh thong tin trong hoat dong tng dung
Cong nghé théng tin trong Tép doan Dién lyc Viét Nam: hét hiéu luc va thay thé theo
Quyét dinh Sb: 717/QD-EVN ngay 31/5/2025 vé viéc ban hanh Quy dinh Pam bao An
ninh mang va An toan thong tin trong Tap doan Dién lyc Viét Nam.

Quyét dinh 99/QD-EVN ngay 18/01/2021 ciia EVN vé viéc ban hanh Quy dinh
bam bao an toan thong tin trong Tap doan Dién luc Quéc gia Viét Nam: hét hidu luc va
thay thé theo Quyét dinh Sb: 717/QD-EVN ngay 31/5/2025 V¢é viéc ban hanh Quy dinh
Pam bao An ninh mang va An toan thong tin trong Tap doan Pién lyc Viét Nam.

Quyét dinh s6 5594/QD-EVNCPC ngay 14/8/2015 vé viéc ban hanh “Quy dinh
Quan 1y, khai thac hé théng cong nghé thong tin va vién thong ding riéng” trong Tong
cong ty Pién luc mién Trung, ma hiéu EVNCPC-CNTT/QD21 Puoc bii bé theo Quyét
dinh s6 4914/QB-EVNCPC ngay 27/6/2025 cua TGD EVNCPC

2. Su can thiét dau tu:
- C6 thyc hién thu thap s liéu vé dac diém kinh té, xa hoi cua dia phuong; Tuy nhién
hi€u chinh don vi hanh chinh don vi sau sat nhap.
3. Giai phap k¥ thuat, Bién phap thi cong, cit dién:



Cong trinh: Nang cao kha nang van hanh dwong day 110kV khu viec Gia Lai nam
2026 - Khu vuc An Khé, Kbang

- Kiém tra lai khdi luong s tin hidu két ndi tir thiét bi vé man hinh HMI rd rang cho
tung thiét bi dé c6 co s6 1ap du toan.

- Tiéu chuan k¥ thuat VTTB can néu rd ap dung theo Tiéu chuan k¥ thuat VTTB ctia
EVNCPC (Quyét dinh s6 178/QD-HPTV ngay 14/3/2024 ciua Hoi dong thanh vién
EVNCPC).

- Vi duy 4n thay thé thiét bi cii do d6 bd sung kich thudc thiét bi dé phu hop véi ta
hién trang. Tranh tinh trang khi mua khéng pht hop véi ta hién trang dan dén thay ddi cac
thiét bi hién trang khac phat sinh von dy an.

- Khéng dua vao thuyét minh céc Tiéu chuan néu chung chung hozc khéng ap dung
gay kho khin trong qué trinh 1ap H6 so moi thau.

- Thi cong cai tao méng hién hitu can thi cong ca 4 chan yéu cau: -Trudc khi thi cong
dao dat va cai tao méng can co bién phap neo giit toan bo cot bang hé thong day néo DN-
16 (hoac cap thép twong duong) va Méong néo MN20-10 hodc (Mong néo van xoin) dé
c¢b dinh cot. Dy néo mot dau cb dinh vao cac thanh chu cot thép, dau con lai dugc lip
vao thanh neo cia mong néo.

- Str dung méng néo vin xodn MX-D300

- Chuan xac lai sir dung Bé tong mac B15 da 2x4 (Phan ghi chu dang ghi d4 1x2).

Céng trinh: Ning cao KNVH TBA 110kV Chuwr Sé + Chuwr Préng + Dién Hong + An
Khé nam 2026

- Bao vé ngan xuit tuyén thiéu F25.

- Thoi gian thi cong cé cit dién: 4 ngay

- Xem xét st dung dng 10ng gen + muyc in gen.

- Xem x¢ét tinh bd sung khdi lwong rit cap.

- Xem xét tinh toan bd sung khdi lwgng thao d& va lp dat lai cap luc 24kV dau ndi
vao tu.

- B6 sung khdi lugng pha d& va lam kin lai mwong cép luc.

- Xem xét tinh toan bd sung khéi lugng vt tw, nhan cong va hudng di cap.

- B6 sung khéi lugng in lai cac so do van hanh.

- B6 sung thoi gian thi cong cit dién cho viéc cau hinh SCADA.

Céng trinh: Pau tw xdy dung hé thong CNTT & VIDR ndm 2026 (Md du dn:
FO3F04.VTOM.26060).

- Kiém tra, hiéu chinh quy dinh yéu cau ddi véi vat tu, thiét bi.

- Kiém tra, hiéu chinh thong s6 k¥ thuat theo phuong an dugc duyét.

IL. T6 chirc xAy dung:

. - Trong bién phip chung cé néu cac hang muc khong gan dudng 6 t6 thi thi cong
bang bién phap thu cong. Tuy nhién, chua c6 luén chimg ap dung bién phap dao, dap dat
bang thu cépg cho céc vi tri cu thé ?Dé nghi ra soat, bd sung luan chirng cé}c vi tri dao tha
cong (co the 1a hinh anh kem theo, 6 vi tri dao thu cong v.v trong bao cdo két qua khao sat)
de co co so lap du toan.

III. Céac ban vé:

- Luu y ra soat tét, ca cac ban v€; Nhan su cac chuc danh ky tén trong ban vé phai
ding vdi nhan sy chu chot trong thoa thuédn giao vige.

-B6 sung phu luc ban vé.

IV. Du toan:

- Thong nhat tén VTTB giira bang ké, bang tong hop, du toan va ban vé.



- Trong du toan cip nhat bd mi va tén VITB lay theo ERP theo quy dinh Quan ly
vat tu cua CPC.

- Chi phi lap BCKT-KT BTXD lay theo hé s6 dinh mirc nhan véi chi phi xay dyung
va thiét bi trong du todn cong trinh.

- Khéng tinh chi phi 1ap nhiém vu khao sat xay dung ¢ Béng tong hop du toan CPKS.

- Bdi véi Cong trinh 110KV thoi gian thi cong dai, Dbi véi Cong trinh CNTT phai
mua sét thiét bi nhap nudc ngoai thong nhét thoi gian chi phi 14i vay 10 thang.

- Péi v6i cong trinh CNTT va cong trinh 110 Dién Hong: Khéng tinh chi phi khao
sat.

- Pdi v6i cong trinh CNTT cép nhat lai don gid phin mém va thiét bi: Tham khao
trén muasamcong, chuong trinh mau sdm vit tu ctia cpc, bao gid nha san xut. Luu y: Pon
gia vat tu thiét bi, Phan mém phai phi hop véi yéu cau tiéu chuan vt tu. Chi phi mua sim
phin mém khong thué, ap dung dinh murc 1688, 1601 dé 1ap du toan cong trinh.

- Chuyén chi phi thim dinh dy toan, thiét ké qua phan chi phi khac theo Piéu 5-
ND10/2021.

- Béi véi chi phi: Chi phi lap va tham dinh HSMT, chi phi danh gia HSMT va thAm
dinh két qua lua chon nha thau tu van, Xay lip, Mua sdm vt tu....do chu dau tu thuc hién
nén tinh theo Nghi dinh 214/2025/ND-CP va khéng thué.

- Béi véi chi phi chinh dinh role tham khao cic cong trinh di thuc hién co can thiét
dua v6 cong trinh khong.

V. Théa thuin céng trinh:

CPCPEC thdng nhét vé6i P. Piéu do - GLPC c6 van ban thdng nhat véi A3 vé viée
chép thuan cho két ndi tin hiéu tir tam 110KV, Trung tam diéu khién dén A3. (hoan thanh
trude ngay 25/09/2025)

CPCPEC phdi hop véi Phong DPidu do, Xi nghiép luéi dién cao thé dé thdng nhat
phuong an thi cong, thoi gian cat dién. (thong nhat trudc ngay 14/09/2025).

Ban QLDA trén phuong an thi c6ng, thoi gian cat dién duoc lap trong BCKTKT phdi
hop vé6i P. Diéu do va Xi nghiép ludi dién cao thé c6 van ban gui cac Cong ty dién gio,
Thuy dién an khé KaNak...co d4u ndi trén tuyén thi cong théng nhét thoi gian cit dién dé
thuan loi cho viéc trién khai sau ndy. (thoi gian gtri van ban truée ngdy 18/09/2025).

VI. Cac ndi dung chi tiét: Theo céc file gop ¥ cic Phong/Doi-GLPC dugce téng hop
dinh kém.

Pon vi Tu Vin (CPCPEC) ¢6 trach nhiém hiéu chinh, hoan thién H6 so BCKTKT

DBTXD cong trinh theo cac ndi dung trén va cd bang liét ké tung cong viéc da hi€u chinh;
giri H6 so GLPC (Ban QLDA) trwéc ngay 20/09/2025.

Ban QLDA kiém tra vi¢c chinh stra, b6 sung cua cac don vi tu van, 1ap bién ban kiém

tra, trinh thim dinh, phé duyét./. Nl

Noi nhin: KT GIAM DOC
- CPCPEC;

- T6 tham dinh BC KT-KT;

-KT, bb, TC-KT, TT-BV-PC;
-QLDT, KHVT, VT&CNTT;

- Xi nghiép Ludi dién cao thé Gia Lai;
- Luu: VT, QLDA.

Vo Ngoc Quy



Phulucl
DANH MUC CONG TRINH KIEM TRA HO SO BCKTKT DTXD

(Kém theo thong bao ngay....... thang.....nam 2025 cua GLPC)

STT Cﬁng trinh Ghi chu

Néng cao kha nang van hanh TBA 110kV Chu
1 |Sé + Chu Prong + Dién Hong + An Khé ndam
2026 (Ma dy an: FO3F04.T10C.26004).

Nang cao kha nang van hanh duong day 110kV
2 | khu vuc Gia Lai nim 2026 — Khu vuc An Khé,
Kbang (Ma du an: FO3F04.D10C.26001).

Dau tu xay dung hé thong CNTT & VTDR nam
312026 (Ma du 4n: FO3F04.VTOM.26060).




DANH SACH THAM GIA HQP KIEM TRA CHAT LUQNG HO SO BCKTKT

Phu luc 2

(Kém theo théng bao ngay....... thang.....nam 2025 cua GLPC)

STT Thanh phan tham dy Chirc vu Ghi chi
| Cong ty Dién lyc Gia Lai
1 | V& Ngoc Quy P.Giam ddc Chu tri
2 Ngd6 Dinh Tai Trudng phong QLDT
3 Phan Ngoc Thach Pho Ban QLDA
4 Bui Ngoc Hung Phong VT & CNTT
5 | Diép Thé Hung Phé phong TCKT
6 Pham Viét Hoang P phong KHVT
7 | Pang Thé Vii P phong DD
8 L& Van Thién CV phong KT
9 | Tran Duy Hung CV P. QLPT
10 D6 Quang Chién CV Ban QLDA
11 | Lé Thi Anh Tuyét CV' Phong Thanh tra - Bio
v¢ - Phéap ché
| Congty Tu van Dién mién
Trung
1 Tran Ptic Chung P.Giam ddc
2 | LéCéng Vi P. Truong phong Thiét ké 2
3 Dinh Trung Kién CV phong Thiét ké 2
4 | Pd Van Loc CV phong Thiét ké 2
5 Nguyén Tan Trung CV phong Thiét ké 2
6 | Pham Van Thanh CV phong Thiét ké 2
7 | Ta Thién Khanh Tung Trudng phong Thiét ké 1
8 Nguyén Hoang Quang Bao | CV phong Thiét ké 1
9 | Nguyén Vian Mui CV phong Thiét ké 1
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