Phéan 2. YEU CAU VE KY THUAT
Chwong V. YEU CAU VE KY THUAT

Muc 1. Gi6i thiéu chung vé du toan, goi thiu

- Tén gbi thau: Mua sim ban quyén ph.'?ln mém ting cudng an toan thong tin,
an ninh mang TTXVN.

- Dy toan: Kiém tra, danh gia rti ro va tng ph6 mé réng nhim ting cuong
an toan thong tin, an ninh mang va bao vé bi mat nha nudc tai TTXVN

- Chu dAu tu: Trung tAm K§ thuat Thong tin

- Loai hop déng: Tron goi.

- Thoi gian thyue hién hop ddng: 15 ngay ké tir ngay hop ddng c6 hiéu luc.

- Dia diém thyc hién géi thau: Trung tdm K§ thut Thong tin.

- Ngudn vén: Ngan sach Nha nude

Muc 2. Yéu ciu vé k§ thuit:

L. Chi din nha thau:

- Hang héa phai twong thich v6i ha tAng hién c6 ctia don vi st dung. Trong
trudong hop Nha thau can khdo sat hién truong dé cé co sé chuén bi Ho so du thau,
Nha thau can dé xuat dén Chua dau tu bang vén ban trude thoi diém dong thau toi
thieu 03 ngay. Toan bd chi phi di khao sat hién trudong do nha thau ty chi tra.

Chui dAu tur s& cho phép nha thau va céc bén lién quan ctia nha thau tiép cén
hién truong d€ phuc vu muc dich khao sat hién truong vdi dieu kién nha thau va
cac bén lién quan cda nha thau cam két rang Cha dau tu va cac bén lién quan cua
Chu dau tu khong phai chiu bat ky trach nhiém nao doi vdi nha thau va cac bén
lién quan cta nha thau lién quan dén viéc khao sat hién trudng nay. Nha thau va
cac bén lién quan cia nha thau sé tu chiu trach nhiém cho nhiing rdi ro cua minh
nhu tai nan, mat mat hodc thiét hai tai san va bat ky cac mat mat, thiét hai va chi
phi nao khéac phat sinh tir viéc khao sat hién truong.

- Qué trinh trién khai thyc hién géi thiu, néu c¢6 cac hang muc cong viéc phat
sinh dan dén phat sinh thém c6ng viéc, Nha thau bdo cao lai véi Cha dau tu va
cac don vi lién quan cung d€ xuat phuong an trién khai pht hgp nham dam bao
chat lugng, tién do cia goi thau. Trong trudng hop can thiét, Chi dau tu va Nha
thau tién hanh thda thuén va bao céo cap c6 thdm quyén Quyet dinh phuong an
trién khai.

- Nha thau c6 thé chao thdu hang héa cé théng sb ding hodc twong duong
hodc méi hon yéu cau (twong duong dugc hi€u theo dap timg toan b cac théng s
dugc néu ra trong mot hang hoa cua E-HSMT, c6ng nghé mdéi hon duoc hiéu 1a
cong nghé ra sau va cé nhitng thong so tot hon so vdi cac thong s6 dugc yéu cau
cua mot hang muc hang hoéa trong E-HSMT).



- Trong moi truong hop, néu E-HSDT ctia nha thdu cung cip thong tin, tai
lidu lam gid hodc lam sai 1€ch thong tin, khong trung thuc thi E-HSDT cua nha
thau bi loai va Nha thau s& bi coi 13 gian 1an theo quy dinh tai khoan 4 Piéu 16
cia Luat P4u thdu va bj xtt Iy theo quy dinh tai Diéu 133 ctia Nghi dinh sb
214/2025/ND-CP.

Néu Nha thiu cé tinh str dung hang héa clia nu6c ngoai va ké khai, gin nhin,
mac xuat xu Viét Nam trai quy dinh cda phép luat dé tham du thau, ngoai viéc bi
xir ly theo cac quy dinh trén con bi xem xét chuyén vu viéc sang co quan chirc
ning dé xir 1y theo quy dinh cta phép luat vé san xuét, cung cép, budn ban hang
gia, hang nhai.

- Khi 14p danh sach trang thiét bi, hang héa trong Ho so du thau, dé nghi cac
nha thau l4p theo thir tw danh muc thiét bj, hang héa trong Ho so mdi thau.

- Tén hang san xuét, xudt x&r, model, ky ma hiéu cta hang héa (néu c6) néu
trong E-HSMT chi mang tinh chat tham khao.

- Céc ndi dung do nha thau d& xuét chio thau phai thé hién rd rang, day du
théng tin theo yéu cau ctia E-HSMT. Trudng hop nha thiu dé xuit cac ndi dung
mang tinh chung chung, khong cu thé (vi du: Nha thiu cam két dép tmg tit ca cac
yéu cau ctia E-HSMT, .v.v...) thi Cha ddu tu, T chuyén gia s& khong xem xét,
danh gia 1a twong duong so véi yéu cau cia E-HSMT.

IL. Yéu ciu chung: Nha thiu phai dé xuit hodc cam két trong E-HSDT céc
noi dung dap img yéu cau sau:

- Dbi véi noi dung cbng viée cung cap phan mém:

+ Cam két phan mém c6 ngudn gbc rd rang, hop phép, khong vi pham ban
quyén hodc dang c6 tranh chdp vé ban quyén/quyén sé hitu.

+ Nha thiu c¢6 Bang chio k§ thuat cia hang hoa chao thdu véi ddy du cac
ndi dung: Tén hang héa, model (hodc ky m4 hiéu néu c¢6), hing san xuit, xut x
(khong bat budc dbi véi phén mém, phu kién di kém), dac tinh k¥ thuét.

+ Dic tinh, thong sb k¥ thuét ctia hang héa duge chao thiu phai dap tmg
cac yéu cau ctia E-HSMT, c6 diy du céc tai liéu ching minh theo yéu ciu tai E-
CDNT 10.8 Chuong II, quy dinh tai Chuong V (néu c6) va céc yéu cau khac cia
E-HSMT nay.

(Ghi chu:

(i) Truong hop cé sw sai khdc giita bang chao ky thudt hang héa dy thau so
voi Catalogue hodc tai liéu ky thudt ciia hang héa ndp trong E-HSDT thi bang
chao kj thudt ciia nha thau sé lam co sé dé danh gié E-HSDT. Nha thau phdi
cung cdp dady dii cdc tai lidu do nha sén xudt cong bé dé chimg minh tinh ddp ung
cdc thong sé ky thudt chao thau:

+ Truong hop Catalogue hodc tai lidu kjf thudt ciia hang héa do nha théu
ngp trong E-HSDT khéng cé xdc nhdn ciia nhad sén xudt (hodc co quan/don vi ¢d



tham quyén): Néu thong tin trong cdc tai liéu nay khong phi hop voi théng tin
duoc cong bo trén trang thong tin dién tir (website) ctia nha san xuat thi Chu dau
tur 6 quyén thuc hién cdc bién phdp xdc thuc thong tin theo quy dinh tai Muc 23.6
Chuong I cuia E-HSMT nay va c6 quyén yéu cau nha thau cung cap tai liéu chimg
minh hodc cung cap hang hoa thuc té dé kiem tra, doi chiéu.

+ Truong hop Catalogue hodc tai liéu kj thudt ciia hang héa do nha thau
nop trong E-HSDT da dwoc nha san xuat (hodc co quan/don vi c6 tham quyén)
xdc nhgn: Néu thong tin trong cdc tai liéu nay khéng phu hop véi thong tin duoc
cong bo trén trang thong tin dién tir cua nha san xuat thi Chu dau tw sé€ can cie
theo tai liéu da nép trong E-HSDT dé dénh gid.

(ii) Nha thau tham dyw thau cé tréch nhiém kiém tra, déi chiéu va hoan todn
chiu trdch nhiém vé tinh chinh xdc thong tin tai liéu kem theo E-HSDT khi ndp E-
HSDT so véi tai liéu trén website chinh thirc cua nha san xuat).

- Péi v6i ndi dung cong viéc cho thué thiét bj CNTT:

+ Nha thau c¢6 Bang chao k§ thuat cta thiét bi, phin mé&m cho thué véi ddy
du cac ndi dung: Tén thiét bi/phan mém; model hodc ky ma hi€u (néu co), hang
san xuat; xuat xur (néu co); dac tinh k¥ thuat, ti€u chuan ap dung (n€u cd).

+ Dic tinh, thong sb k¥ thut, cac chirc ning cia phdn mém cho thué phai
dap Umg céc yéu cau cua E-HSMT. Trong truong hop can thié€t, Cha dau tu c6 thé
yéu cau Nha thau cung cap tai liéu chiing minh quyén sé hitu thiét bi ciia Nha thau
va tai liéu k¥ thuat hodc catalogue cua thi€t bi, phan mém do Nha san xuat céng
b6 dé chimg minh, néu Nha thau khong cung cap tai liéu hodc tai liéu khéng dap
ung yéu cau thi E-HSDT cua Nha thau sé dugc danh gia la khéng dap tng yéu
cau cia E-HSMT.

- Céc thanh phan hoc c4c phu kién di kém cua hang hoa phai ddm béo tuong
thich vdi hang hoéa chinh.

- Nha thau phai cam két va chiu hoan toan trach nhiém vé viéc hang héa dam
bao khong cai cam firmware, m& dgc hodc cac hinh thirc thu thap dir liéu trai phép
khac.

- Thoi gian bao hanh: t6i thiéu 12 thang cho toan bd hang héa cia géi thiu
(trr cdc hang hoa c6 yéu cau vé thoi gian bao hanh riéng dugc quy dinh tai Chuong
V cua E-HSMT nay).

- Phuong thirc bdo hanh:

+ Toan bd hang héa dugc bao hanh theo tiéu chuin cia nha san xuét. Nha
thau phai ndp khoén béo 13nh bao hanh theo quy dinh 13 5% gi4 tri hop dong.

+ Khi ¢6 yéu cau vé bao hanh, Nha thau phai cir can bd k¥ thuit (nhan su
¢6 chuyén moén phi hop) dén khic phuc su cb khong cham qua 48 gid ké tir khi
duoc yéu cau ctia Chi dau tu. Viée thyc hién bao hanh khi thiét bi cé su ¢b va qua
trinh khic phuc khéng duoc kéo dai qua 7 ngay lam viéc trir truong hop phai dit



hang tir nwdc ngoai. Trong truong hop Nha thiu khong dép tmg duoc viée béo
hanh thi Chu dau tu c6 quyén thué Nha thiu khac thuc hién va toan bo kinh phi
nay s€ do Nha théu chi tra.

+ Nha thau phai cam két cung cép dich vu bao hanh, hd trg k¥ thudt chinh
hang cho toan bo hang héa cia goi thau nay.

- Trir truong hop c6 thoéa thuén khac trong hop dong ky két gitra Chu déu tu
va Nha thau, trudce khi céc bén tién hanh ban giao va nghiém thu hang hoa, Nha
thau phai cung cap cho chi1 dau tu bao gdm nhung khdng gidi han céc tai liéu theo
yé€u cau sau (khong bat budc doi vaoi vat tu ti€u hao, vat tu hodc phu kién lap dat
di kém thiét bi chinh):

+ Tai lidu chiing minh ngudn gbc xuét x& cia hang hoéa (khéng bét budc
doi v6i hang hda dugce san xuat trong nude, phan mém) do co quan ¢6 tham quyén
cap (sau day goi tat 1a “C/O”);

+ Tai liéu chting nhan chét luong hoic ching nhan xuit xudng hop 18 cta
hang hoa, thiét bi do nha san xuat phat hanh (sau day goi tat 1a “C/Q”);

+ Céc tai liéu khéc theo quy dinh ctia hop déng.

- Trong moi truong hop, néu xay ra tranh chip vé ban quyén hoic quyén sé
hitu lién quan dén hang hoéa cua géi thau thi nha thau phai chiu hoan toan trach
nhiém, bao gom boi thuong cac thiét hai xay ra do tranh chap giy ra.

- Ban giao va ldp dit trién khai thiét bi

+ Pia diém ban giao, kiém tra thiét bj: Trung tAm K§ thuat Thong tin.

+ Nha thau chju moi trach nhiém v& ton thit, hu hai di véi cac hang héa
cung cap theo hgp dong trong qua trinh van chuyén, luu kho, giao hang dén diém
giao hang cudi cung va nghi€ém thu; mua bao hiém trong cac qua trinh néu trén
(néu can thiét).

IIL. Yéu cau ki thuét cu thé:

License phan meém
1 | danh gia xam
nhap

Nén tang danh gia

1.
1 xam nhap

Théoi gian ban quyén: 12 thang Goi 01

Phat hién ducjc cic m3 doc tin
cong c6 chu dich (APT), phan tich




hanh vi dga trén cong nghé hoc
may (Machine Learning) véi dit
lidu tir cac tAn céng APT thuc té
trén thé gi6i.

C6 tinh néng quan tri tap trung qua
nén tang web.

C6 tinh ning tim kiém, loc céc
thong tin cda may chu.

Hoat ddng dua trén céch thirc danh
gia rai ro vé cdc tAn cong APT
(risk-based context), tranh cac
canh béo gia.

Phat hién duogc cac hanh vi ddc hai
cua ma ddc nhu: Process-injection,
DLL-sideloading, = Keylogging,
Windows Credential Hash-dump
API, PE Packers

Tim kiém, diéu tra phén tich cac
diu vét lay nhifm véi ma doc:
memory,  process,  network
connection, registry, eventlog,
task scheduler, MBR, WML.

Phat hién céc dich vu khong co
chit ky so hodc gia mao chit ky so.

Phat hién duoc thdi diém ma doc
bat dau phat tan, 1y nhiém.

Hb tro trién khai hé théng theo
hinh thtc ddt may chu tai Thong
Tan Xa (on-premise).

Co tinh ndng cép nhét thém cac
thong tin tinh bdo an ninh mang
(Hash, IP, Domain), cip nhét
YARA rule dé hd tro ra quét.

Co6 tinh ndng ra quét offline
(offline scanning), cho phép ra
quét cac ma doc ma khong can két




noi té1 thanh phén quén ly, phuc vu
cho nhu céu di€u tra truy vét va
ung cuu sy cO.

Phat hién va phan tich duoc céc tAn
cdng dang lay nhiém ngang hang
(Lateral Movement), ddng thoi thé
hién bang biéu d6 két ndi (Graph)

Cé tinh nang tw dong diéu tra phan
tich (auto-investigate) gillp phat
hién cdc nghi van vé nhiém m3
doc, phat hién ngudn gbc lay
nhiém

Thanh phan cai dit trén may tram
(agent) ho trg da nén tang :

- Windows 10, Windows 11,
Windows server 2016, Windows
server 2019

- Redhat 7, Redhat 8

-MacOS 11,12,13 (MacOS 11 and
later)

C6 kha ning phan quyén cho cic
tai khoan trén hé thong.

HoO tro bao cédo, thong ké, tim
kiém.

Hb tro dinh dang bao cdo da dang
nhu PDF, CSV, Dashboard.

HO trg tich hop vé6i hé théng SIEM

Ho trg tich hop véi giai phéap
Threat Intelligence (TT)

License phan mém

1.2 | danh gia xam Thoi gian ban quyén: 12 thang | Node | 1000
nhap/node
License phan mém

2 | Bao vé chong tin

cong be mat




2.1

Nén tang bao vé
chong tan cong bé
mit hd tro toi da
1000 node, bao

gom cac tinh nang:

Thoi gian ban quyén: 12 thang

01

Module quan 1y tdn
cong bé mat

(ASM - Attack
Surface
Management)

Kham pha To chirc va Tai san
(Organizational and  Asset
Discovery):

St dung hé théng phén tan toan
ciu (mang lu6i bot whitehat), xir
ly ngdn ngit tu nhién (NLP) tu
dong, AI doc quyén, cong nghé ma
ngudén mé va didu tra cia chuyén
gia phén tich ¢ kham pha toan b
céu tric kinh doanh ciing vé6i céc
tai san chua duoc biét va chua
dugc quén ly.

Gan thugc tinh (Attribution):
Céc tai san dugc 4nh xa téi td
chirc/céc t6 chirc ma chung thude
vé va dugc minh hoa rd rang, kém
theo chi tiét va bing chimg.

Phan loai (Classification):

Céc dich vu va céng duoc phoi
bay, hé diéu hanh, ngin xép cong
nghé dang st dung, v.v., dugc dnh
xa  toi ting tai san.
Céc dich vu duoc xac dinh theo
loai méi truong (vi du: may chu
web, may chu thu, bo dinh tuyén,
bd can bang tai, v.v.) va nén tang
(vi du: Giao thirc IMAP, Dich vu
FTP Microsoft IIS, Giao thic




SMTP, V.V.).
Bao gdm vi tri, duong din kham
pha, dich vu va cbng, clng céc tai
séan lién quan.

DPanh gia An ninh (Security
grading):

Piém an ninh (A-F) dugc bao gdm
cho mdi tai san.

Dit lieu Nhay cam (Sensitive
data):

Bao gém viéc kham phé dir liéu
nhay cam, k& ca PII (Thong tin
nhén dang ca nhén).

Thu thap Bang chirng (Evidence
collection):

CyCognito cung cip viéc thu thap
bang chimg xuyén subt qué trinh
va cho phép truy cép bing chimg
thong qua giao dién nguoi dung
(D).

Anh xa Ciu tric T6 chire
(Organizational structure
mapping):

Hién thi dd hoa tuong tac vé anh
xa td chirc, bao g(“)m danh gia an
ninh ban dau, hé théng phan cip,
V.V..

Téng quan (General):

Management console: Analytics,
dashboard hanh ddng doc d4o, ché
dd xem tai san va vin dé hoat
dong, bdo cdo, tai san ddm may,
V.V..

API access: Dit liéu nén tang
CyCognito c6 san qua REST API.

Integrations: Vi du bao gbém
SIEM, quan ly su co, tw dong hoa
quy trinh lam viéc, cdng tac, quan




ly taii san, SOAR va
Endpoint/XDR. Hb trg ngoai hop
bao gdm Snow, Splunk, JIRA,
Zendesk, Slack, Gmail, Teams,
0365, va nhiéu hon nita

Module kiém tra
bao mat tu dong
(AST - Automated
Security Testing)

AST la module dugc xay dung
trén ASM, cung cap dir lidu kiém
tra bdo mat trén toan bd mang ludi
40 bén ngoa.

Kiém tra Tai san (Asset
Testing):

Kiém thir chung (General tests):
CVEs (Internet, IoT, OT, v.v.), vé
sinh an ninh (ciu hinh sai; RDP,
FTP bi phoi bay, v.v.), co s& di
lifu bi phoi bay (MongoDB,
Elastic, SQL Server, v.v.), danh
gia dd nhay cam cla cac thu muc
tep bi phoi bay, CVE Thuc thi M3
Tur xa, chiém doat tén mién phu va
tén mién, cAu hinh sai bao mat
email (SPF, DMARC, v.v.).

Kiém thir Ung dung Web (DAST
- Dynamic application security
testing):

Cac rii ro OWASP top 10 (tn
cong Injection nhu XSS, SQLi,
v.v.), vn d& x4c thuc (crypto,
thong tin xac thuc mdic dinh,
bypass), thu vién javascript (JS) d&
bi tan cong, hé théng quén ly ndi
dung d& bi tin cong (vi du:
WordPress), nén tang noi bo bi
phoi bay & céu hinh sai, trang web
bi bé quén va khéng dugc duy tri

Tong quan (General):

Lap két hoach khic phuc: Tinh
nang tuong tac phong phu, xay




dung ké hoach cai thién tu thé an
ninh c¢6 thé hanh dong va hoat
dong.

Cham diém va danh gia lai bio
mat: Chi tiét vn dé an ninh cung
cép chi tiét chdm diém; tiy chon
revalidate issues (t&c 13 kiém tra
ngoai chu ky quét da chon)

Quan Iy rii ro: Quét lién tuc bé
mit tin cong & quy mo 16n (khong
tai san khoéng xac dinh nao bi bo
s6t), bao gdbm ca quét thu dong va
chu dong

Evidence and remediation steps
(Bang chirng va cac bwéce khac
phuc)

Full integration (Tich hop day
dii) voi bang diéu khién ASM,
API va cac tich hop gbe

Module: Exploit
Intelligence (EI-
Exploit
Intelligence)

EI 1a module dugc xay dung trén
AST, cung c4p thong tin chi tiét va
chinh xac hon vao céac rui ro quan
trong nhét cho té chic cia ban
bang cach st dung thdng tin tinh
bao khai thac.

Khuyén nghi v& mdi de doa méi
nbi (Emergent threat advisories):
Nhén 1oi khuyén bao mat chi tiét
tr cac nguon dang tin cay, nhu:
CISA, két hop véi cac nguon clp
dit liéu tinh bdo vé mbi de doa
khéc

Tinh bédo vé mbi de doa va riii ro
(Threat and risk intelligence): Anh
xa théng tin tinh bao v& hoat dong
ctia ké tin cong dang dién ra véi




cac 16 hong dé bi tan cong trén bé
mat tdn cong cla ban

Xac thwe van de am ninh
(Security issue validation):

Hudng dén timg budc dé khai thac
an toan céc 16 hong va moé phoéng
cac vi pham.

Céc nhém bao mat cb thé xéc thuc
rii ro bing céch lam theo huéng
dan khai thac mé phoéng cac cudc
tAn cong mdt cach an toan va thuc
thi cac bién phép dbi ph6 bao mat
cua ban.

2.1

Hb tro k§ thuat

Thoi gian ho tro: 12 thang

Goi

License phan mém
Phat hién va Phan
hoi mé rong XDR
Endpoint Security

Thoi gian ban quyén: 12 thang

User

1000

3.1

o K ” o A .
Kien truc trien khai

- Hé thong quan tri/ phan tich tap
trung clia gidi phap hd trg trién
khai tai chd (On-premise)

- Hb trg trién khai theo md hinh
Cluster;

- C6 co ché kiém tra phan ctng, hé
diéu hanh, phén mém, moi truong
mang trudc trién khai céc thanh
phan ciia hé théng (Deployment
Toolkit) ¢&& dam bao dép tng yéu
cau

3.2

Kha nang tich hgp, mé rong

- Cho phép tich hgp thu thap su
kién véi céc giai phap khac thong
qua giao thac: TCP, UDP,
Netflow, sflow, FTP, NFS, SNMP,




Diode, SQL (Oracle, MS
SQL,Firebird...)

- Giai phap c6 kha ning tich
hop/bd sung céc giai phap cua
cing héng san xut d& nang cao
kha ning bao vé& khi c6 nhu ciu
nhw: chéng tAn céng APT 1dp
mang (NDR), tham b4o an ninh
mang (threat intelligence), dao tao
nhén thic (Security Awareness
Platform), may chi Mail (Mail
Server)...

- Giai phap cho phép tich hop véi
thanh phin quan tri tp trung
Antivirus sin c6 ctia Thong Tén
X3 Viét Nam va thuc hién kha
ning phan hdi ty dong nhu: Cap
nhét co sé dit liéu, do quét ma doc

- Giai phap cho phép dong bd
thong tin tai san (céc thiét bi may
tinh dang dugc quan ly béi thanh
phan quan tri t4p trung Antivirus
sin c6 ctua Théng Tan X3 Viét
Nam) d& ning cao kha ning kiém
soat nhu: Tén tai san, OS, dia chi
MAC, théng tin phin mém dang
cai dit, thong tin phan cimg cia
thiét bi, trang thai Real-time
protection, cic 16 hdng bao mét
cua tai san, trang thai bao mét cua
thiét bi, trang thai ma héa...
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Coéng cu twong quan chéo:

- Két noi cha bén thi ba
+ Kha nang tich hgp véi cac giai
phép bao mat khac (vi du: Tuong
Itra, STEM, EDR ctia nha cung cép
khac) d thu thap dit lidu va thuc
hién hanh dong.




- Quan ly nhat ky & Ho dit liéu
+ Kha nang thu thap, luu trit va xr
1y nhat ky (log) va hd so dit liéu tir
toan bo hé thdng

- Phat hién moi de doa va twong
quan chéo

+ Chtc nang cbt 161 @& xac dinh
cac hoat dong ddc hai bing cach
tim kiém méi lién hé gifra céc su
kién khac nhau.

- Quadn ly tai san
+ Cung cp théng tin v& cic thiét
bi cia hé thong

- Bang dieu khien & Bao cao

+ Dashboards & Reporting Bang
diéu khién & Béo cdo Cung cip
giao dién truc quan dé gidm sat
trang thai an ninh, xu hudng mbi
de doa va tao bao cdo tong hop.

3.4

Ciac thanh phan XDR:

- Quan ly trweong hop (case) bao
mat

- T d9ng héa va diéu phdi phan
héi (s6 tay hwéng dén)
+ Kha ning thiét 1ap cac quy téc tu
dong hoéa dé thuc hién cdc hanh
dong phan hdi ma khéng can can
thiép thu coéng, st dung cac quy
trinh da dinh trudc.

- Pieu tra bio mat
+ Céc cong cu chuyén sau dé phan
tich chi tiét cac su kién bao mat,
tim kiém gdc r& va pham vi cta
mot cude tin cong

- C6 by cong cu trien khai




- Ho tro API mé

3.5

Quaén ly, dieu tra va phan hoi

- Phan hdi théng qua Active
Directory theo mdt trong cac
phuong thirc sau: Tir chi tiét canh
bao, tir sy kién do xa (telemetry
event), tir biéu dd didu tra. Céc
hanh déng c6 thé duogc thuc hién
nhu: kho4, thay d6i mat khau hozic
X04 user.

- Trang bi kha néng phat hién cac
mbi de doa va tuong quan chéo.
HJ tro tdi thidu 300 quy téc tuong
quan c¢6 san, c6 kha ning anh xa
v6i MITRE ATT&CK

- Playbook hd tro cac ché dong
hoat dong nhu: Ty déng, thi cong,
dao tao

May chii lwu triv
log

02 Intel® Xeon®
Scalable
Processors

16 cores; 128 Gb
RAM; 10x1,2Tb

- Cho phép tra ciru thong tin vé
URL, domain, IP address, file hash
thong qua cbng thong tin v& méi de
doa - Threat Intelligence Portal
(ban quyén c6 sin ma khéng can
mua thém)

Thoi gian thué: 12 thang

Chiéc

HDD
S6 luong > 02 bd
Loai thiét bi May chu rack




B6 xtt Iy chinh 02 Intel® Xeon® Scalable

(CPU) Processors

Téc d6 xung nhip 2.0GHz

S6 luong core/CPU | 16 cores

B4 nhé (RAM) 128 Gb

O dia cing 10 Tb HDD

May chi quan ly

irng dung

02 Intel® Xeon®

Scalable v n , <X
Thot gian thueé: 12 thang Chiec

Processors

8 cores; 64 Gb

RAM; 4x480GB

SSD + 4x1Tb HDD

Loai thiét bi May chu rack

B6 x1r 1y chinh 02 Intel® Xeon® Scalable

(CPU) Processors

Tdc d6 xung nhip 2.0GHz

S6 luong core/CPU | 8 cores

B6 nhé (RAM) 64Gb

O dia cting 4 x 480Gb SSD +>4 x 1Tb HDD

Thietbi chuyén | oy ian thué: 12 thang Chiée

mach 10/40Gbps

Loai thiét bi 10/40G Data Center Switches
B0 xtr ly chinh

(CPU) Dual-Core x86

System Memory 4 Gigabytes

Flash Storage .

MeHiory 2 Gigabytes

Packet Buffer

Memory

9MB (Dynamic Buffer Allocation)




Tdc d6 chuyén

mach (Throughput) <2 Jlops
Packets/Second 960Mpps
S6 luong cong

QSFP+ t6i da S pors
S6 lugng cong 48 pors

SFP+ tbi da

S6 lwong bd ngudn

2 (1+1 redundant)

Thiét bi quan Iy va
phan tich lwu
lwrgng mang

Thoi gian thué: 12 thang

Chiéc

Edge Traffic Aggregation and

Logl thict B} Distribution Visibility
Port configurability:
* Full flexibility in selecting ports
as ingress, intermediate,
Network and interconnect, or egress functions
Traffic Access * Unidirectional and bi-directional

ports
* Tunnel termination (e.g. L2ZGRE,
VXLAN)

Core Intelligence

Flow Mapping, including;:
e Aggregation and replication
— Selective any-to-any port
mapping

. Filtering
— Layer 2 to 7 rules
—  Aggregate and  egress

. Load-balancing
— Layers 2 to 4 hashing criteria
— Session stickiness
VLAN port tagging

Device and Link discovery with
ARP

and LLDP

Management

User access:
e Role-based Access Control




(RBAC)
—  Multi-tenant  user  access
— Flexible wuser/role defined
privileges, screen views
and access
 AAA security with local and
remote
authentication (RADIUS,
TACACS+)

Field replaceable . Power supplies

hardware * Fan trays

Téc d6 chuyén

mach (Throughput) 1.2 Tops

S6 luong cong

QSFP+ ti da 52 potts

S6 lwong bd ngudn | 02 load-sharing power supplies

Muc 3. Cac yéu ciu khac

1. Yéu cu vé vén hanh chay thi.

Tét ca hang héa, thiét bi déu phai duoc van hanh chay thtr truée khi nghiém
thu va Nha thau phai chiu tat ca cdc chi phi vat tu tiéu hao trong qua trinh van
hanh chay thi.

2. Yéu céu vé dao tao, hwéng din sir dung.

- Sau khi lap dit hang héa, thiét bi va van hanh chay tht, Nha thau phai ;6
chirc dao tao, h,u’éng dan st dung cho (3h1’1 dau tu tai noi lap dat theo tiéu chuan
cia nha san xuat. Viéc dao tao hudng dan st dung duogc thuc hién béi chuyén gia

clia hdng san xuét hodc nhan su ¢6 trinh do chuyén mon, kinh nghiém cta Nha
thau.

- Trong E-HSDT, nha thiu phai trinh bay ké hoach dao tao cu thé, trinh tu
hu'ong dan str dung/van hanh pht hop véi dé xuét vé k¥ thuét va tién d6 thuc hién
g6i thau. Pdng thoi nha thau phai cam két két thiic qu4 trinh dao tao thi can bo
duogc dao tao s& sir dung thanh thao toan bd hang hoa ctia gbi thau.

Muc 4. Ban vé: Khong cé.

Muc 5. Kiém tra va thir nghiém: Hang héa ctia géi thau phai duoc kidm
tra va thir nghiém theo yéu cau sau day:

- Trude khl dua hang héa vao 1ap dit, hang hoéa phai duoc Chu déu tu nghlem
thu vé& mit sb luong, chiing loai (model, ky ma hiéu, xuit x, hing san Xuét) so




v6i hop déng. Nha thau chiu trach nhiém ban giao cac tai lidu lién quan dén hang
hoéa ¢ phuc vu cong tac nghiém thu.

- Trong qua trinh lép dat, cai dat hang héa, Chu dau tu s& tb chic nghiém thu
cac cong viée thanh phan theo d& xuét ctia nha thiu dam bao phi hop véi cac quy
dinh hién hanh ctia nha nudc.

- Sau khi nha thau hoan thanh toan bd céc cong viéc dugc giao theo hop
dong, Chu dau tu s& tb chirc nghiém thu hoan thanh ban giao dua vao st dung.
Nha thau phai chiu trach nhiém ban giao tAt ca c4c tai lidu c6 lién quan dén hang
hoéa va hoan thién cac ndi dung con tdn tai trude khi duge nghiém thu.

- Trong qua trinh kiém tra va thir nghiém, néu Chu dau tu c6 sy nghi ngd vé
chit lvong hang hoa, san phim cta nha thiu cung cép, Chi1 dau tu c6 thé giao cho
mot don vi doc 14p c6 chirc ning dé tién hanh dénh gia, kiém tra, thir nghiém. Nha
thau s& phai chiu trach nhiém chi tra toan bd cac chi phi ¢6 lién quan néu bi két
luén chét lwong hang héa, san phdm do nha thiu cung cp khong dép tmg yéu cau
theo quy dinh ctia E-HSMT va hop dong d4 ky két



