Phén 2. YEU CAU VE KY THUAT
Chwong V. YEU CAU VE KY THUAT

Muc 1. Gi6i thiéu chung vé dv dn/dy toan mua sim, géi thiu:

- Chu dau tu: Bao Xay dung

- Tén g6i thau: Dich vu ha tang k¥ thuét va cung cip dich vu APP, CMS Bio dién
tor xay dung va 02 chuyén trang.

- Nguédn vén: Ngudn thu hoat déng cua bao.

- Thoi gian thuc hién hop dong: 12 thang.

- Hinh thirc Iya chon nha thau: chao hang canh tranh qua mang.

- bia diém thuc hién: Bao Xay dung, dia chi tai S 1 phé Nha Tho, Phuong Hoan
Kiém, Thanh phé Ha Noi.

Muc 2. Muc tiéu:

Lira chon ky hop dong nha cung cip dich vu ha tang k¥ thuét va cung cip dich vu
APP, CMS Bao dién tir xay dung va 02 chuyén trang theo hudng hién dai, ddm bao an
toan thong tin, dap Gmg nhu cu phat trién trong thoi dai cong nghé 4.0, ting cuong kha
nang tuong tac gitra doc gia va toa soan, ting budc xay dung Bao Xay dung tré thanh mét
t& bao da phurong tién hién dai mang ban sic riéng biét ctia nganh Xay dung.

Muc 3. Yéu cau vé ky thuit:

Yéu cdau vé kj thudt bao gom yéu cdu vé ky thudt chung, yéu cau vé ky thudt chi tiét
vé cdc chire nang va cdc yéu cau khéac déi véi dich vu thudce pham vi cung cdp cia goi
thau, cu thé:

3.1. Yéu cau ve cac chirc nang:
3.1.1 Yéu cau chung:

- Phai dam bao kha nang tich hop cac tai khoan nguoi dung cua Bao dién tir va phan
mém Tda soan hoi ty dé ngudi dung thuan loi trong qua trinh sir dung cac phan mém;

- Cac chirc ning hién tai ciia Béo dién tir phai duoc nang cip dé dam bao kha ning
tich hop véi cac chire ning méi duoc bo sung;

- Giai phéap dau tu phai dam bao phat huy hiu qua t6i da nhung Van tiét kiém t6i da
cho ngan sach nha nudce, pht hop véi hién trang vé nhan lyc, co so ha tang va nghiép vu
cua Bao.

- Sur dung céac nén tang cong nghé tién tién, pht hop véi xu hudng phét trién cong
nghé nhu: Cloud Computing, Al Big Data... dé ap dung vao cac quy trinh san xuét cua
Bao; phan tich dbi trong doc gia, phan phdi san pham to1 doc gia hiéu qua; t61 rru hoa thoi
gian, nguon luc, chi phi... nang cao gia tri san pham va hiéu suét lao dong ctia toa soan.

- Hé thdng can dugc tich hop cac cong nghé Big Data va Tri tué nhan tao (AI) nham
thu thép, luu trir va phan tich dir liéu hanh vi nguoi dung cua Bao, phuc vu phan tich xu
huorng, du bao nhu cau doc gia, ca nhan hoa ndi dung (Al Personalized) va tu dong dé xuét
n6i dung phu hop theo timg nhom/dm tuong nguoi dung; dong thoi hd trg Al trong san
xuit ndi dung nhu goi ¥ chu dé, dé xuét tiéu dé, tom tit, phan loai noi dung, bao dam kha
nang tich hop véi hé thing CMS hién c6 va se:m sang m& rong trong tuong lai.

- Hé thong hoat dong c6 sy backup day du vé mat k¥ thuat, dam bao viéc luu trix
thong tin.

- Khic phuc cac 161 chie ning hodc phin mém gip phai trong qua trinh vn hanh,
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nang cap phién ban mdi nhat khic phuc cac 16i chirc nang, 16i bao mat va dam bao duy tri
hoat dong trang thong tin dién tir téng hop thong sudt véi cac trinh duyét khac nhau.

-Co glal phap xir Iy su ¢ khi bi tin tic (hacker) dot nhap tan cong, xu ly 16i do phat
sinh tir moi trudng truy cap ctia ngudi ding, 16i phét sinh do dirt duong truyén Internet, 16i
phat sinh boi cac chuong trinh phan mém khac cing hoat dong va phuc hoi dir liéu khi bi
tin tic x6a dir liéu hodc thay dbi thong tin.

- C6 céc giai phap xur 1y khi gip su ¢6 mdy chi bat ngd, giai phap dam bao an toan
thong tin khi bi tdn cong.

- Bam bao ky thuat quan ly ndi dung trén trang bao dién tir va cac chuyén trang, sur
dung cong ngh¢ bao mat va xac thyc, c6 nhiing giai phap vé bao mat va an toan dit liéu,
bao gdbm bao mat hé thong va bao mat dit licu.

3.1.2.Yéu cau chi tiét:

< VAN HANH PHAN MEM CMS:

- Pam bao van hanh 6n dinh cac quy trinh nghiép vu san xuét tin bai ctia Béo da duoc
tich hop.

- Phat trién chuyén ddi s6 cac quy trinh dugc Bao yéu cau.

- Xay dung va van hanh module chAm nhusn bit bao gidy, bao dién tir, tich hop trén
dashboard;

- T6i wu, cap nhat module thu thap, phan tich d6i twong doc gia, cap nhat thuong
xuyén Al phan phdi san pham t6i cac nhoém ddc gia nang cao hiéu qua tiép can doc gia.

- Phat trién cac Module tuong tac voi ban doc trén nén tang hién co.

< HA TANG MAY CHU:

- Pam bao hoat dong ctia ha ting may chii Cloud va Pudng truyén phuc vu Website
va Database hoat dong an toan va 6n dinh. Cé phuwong an nang cap cau hinh may chu phu
hop véi lugng Data, luu lugng truy cép voi tang trudng cua Bao.

- bam bao an toan thong tin (an toan va bao mat)

- Ra so4t dinh ky va fix 16 hong bao mat ctia phan mém

< GIAO DIEN:

- Cap nhat giao dién theo yéu cau thay ddi cua Bao.

- Pam bao twong thich trén nhiéu thiét bi, sira 15i giao dién néu co6 phat sinh.

- Cap nhat, ti uu hoa cho nguoi dung, tang tuong tac véi ban doc.

s MOBILE APP:

- Cap nhat, van hanh chirc ning dép g cac yéu cu cua Bao Xay dung

- Pam bao két nbi cung cp day du thong tin ctia ban website v4i ban App va mo
rong cac tinh ning dic thi cuia App trén cac hé diéu hanh Android va IOS.

- Giai phap toan di¢n, van hanh on dinh

- T6i wu trai nghiém cua nguoi ding.

< MOT SO TIEU CHUAN PANG AP DUNG CUA HE THONG:

TT Loai tiéu chuin | Ky hiéu tiéu chuin | Ap dung trong hé thong
Tiéu chuin vé két ndi
1 [Truyén si€u van ban HTTP v1.1, HTTP v2.0 | Ung dung coOng thong tin dién tir
FTP
2 A oA - HTTP v1.1, HTTP v2.0 , A gmqea
Truyén tép tin WebDAV Ung dung chia s& dit liéu
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Truyén phat luong 4am

3 thanhy hinh anh RTSP, RTP, RTCP Ung dung chia sé& dit liéu
4 |Truy cap va chia sé dir liu OData v4 Ung dung chia sé& dit liéu
5 [Truy cép thu muc LDAP v3 Ung dung cong thong tin dién tir
6 | Dich vu tén mién DNS Ung dung cong thong tin dién tir
7 | Giao van mang c6 két noi TCP Ung dung cong thong tin dién tir
8 n((;)r;ao van mang khong ket UDP Ung dung cong thong tin dién tir
9 |Lién mang LAN/WAN IPv4, Ipv6 Ung dung cong thong tin dién tir
SOAP v1.2
10 | Dich vu Web dang SOAP WSDL v2.0 Ung dung cong thong tin dién tir
UDDI v3.0
11 ﬁIl)fCh vy Web dang REST RESTful web service Ung dung céng thong tin dién tur
WS BPEL v2.0
WS-I Simple SOAP
Binding Profile Version
1.0
12 | Dich vu dac ta web WS-Federation v1.2 , 2 N
WS-Addressing v1.0 Ung dung cong thong tin dién tur
WS-Coordination v1.2
WS-Policy v1.2
OASIS Web Services
Business Activity v1.2
13 WS-Discovery vl1.1
WS-Metadata Exchange
14 |Dich vu dong b thoi gian NTPv3 Ung dung céng thong tin dién tir
Ich vu dong bo g NTPv4 g dung cong thong €
II. [Tiéu chuén vé tich hop dir liéu
15 [Ngon ngir dinh dang van ban AML \}/(11\214(5\;[{1 deon)’ Ung dung cong thong tin dién tir
Ngon ngit dinh dang van ban| TCVN ISO/TS . 2 A e aen
16| ho giao dich dién tir 15000:2007 Ung dung cong thong tin dién ti
Dinh nghia céac lugc do , 2 e aen
17 rong van ban XML XML Schema v1.0 Ung dung cong thong tin dién tur
18 [Bién doi dir li¢u XLS Ung dung cong thong tin dién tir
19 M6 hinh hoa doi tugng UML v2.5 Thiét ké chirc nang trang tin di¢n tur
A n ns A 1 e RDF Ung dung cong thong tin dién tir
20 M6 ta tai nguyén dir liéu OWL Ung dung cong thong tin dién t
21 |Trinh dién bo ki tu UTE-8 Ung dung chudn hoa di liéu
Trao doi dir liéu dic ta tai : s
22 liéu XML XMIv2.4.2 Ung dung cong théng tin dién tur
IIL [Tiéu chuan vé truy cip thong tin
N HTML 5 , P
23 |Chuan ndi dung web WCAG 2.0 Ung dung cong théng tin dién tur
24 Chuan ndi dung web mo XHTML v1.1 Ung dung cong thong tin dién tir

rong
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25 |Giao dién nguoi dung CSS2, CSS3, XLS Ung dung cong thong tin dién tir
(.txt)
(rtf) v1.8, v1.9.1
. 1 (.docx, .doc) Dinh dang duoc hd trg trong céng
26 |van ban (pdf) v1.4,v1.5,v1.6, théng tin dién tir
vl.7
(.odt) v1.2
(.csv) . x 2
27 |Bang tinh (xIsx, .xls) Binh dant%g;w;r}ll(égg ttirong cong
(.ods) v12 g hn die
(.htm)
L x (.pptx, ppt) Dinh dang dugc hd tro trong cong
28 [Trinh dién (.pdf) thong tin dién tir
(.odp) v1.2
JPEG
. A GIF v89a Dinh dang dugc hd tro trong cong
29 Anh 46 hoa TIFF thong tin dién tur
PNG
MPEG-1 . x 2
30 |Phim anh, 4m thanh MPEG-2 Dinh dang duoe hO 10 trong cong
MPEG-4 8 Hn gt
MP3
31 AAC
(.asf), ((wma), (wmv) . x 2
32 |Ludng phim anh, 4m thanh |(.ra), (.rm), (.ram). (.rmm) Dinh dang fi e ho .tfq trqong cong
. thong tin di¢n tur
(.avi), (mov), (.qt)
GIF v89a Dinh dang dugc hd tro trong cong
33 |Hoat hoa (.swf) N
. thong tin di¢n tur
(.avi), (.qt), (mov)
34 C_hufm ndi dung cho thiét bj WML v2.0 Dinh dang iiuqc_ ho _tfq trqong cong
di dong thong tin di¢n tur
Ao Ny Ung dung ma héa ky tu, ap dung
35 BOky twr va ma hoa ASCI trong cong thong tin dién tur
A1 N o 1 Ung dung ma hoa ky tu tiéng Viét,
36 B0 Ky rva md héacho  1oyN 69092001 | dp dung trong céng thong tin dién
tieng Viét e
37 [Nén dit licu Zip Ung dung trong cé)ng thong tin dién
' gz v4.3 tur
C A RSS v1.0,RSSv2.0 | Ung dung trén cong thong tin dién
38 |Chia sé ndi dung web ATOM v1.0 t
19 Chudn két ndi (mg dung  JSR 168, JSR 268 Két ndi img dung cho cong théng
cong thong tin dién tir WSRP v1.0 tin dién tu
IV. [Tiéu chuan vé an toan thong tin
SSH v2.0
40 |An toan tang giao van HTTPS Ung dung bao méat hé thong
TLS v1.2
41 |An toan truyén tép tin SFTP Ung dung bao mat hé thong
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FTPS
42 |An toan dich vu DNS DNSSEC Ung dung bao mat hé thong
43 |An toan tang mang IPsec — IP ESP Ung dung bao mat hé thong
TCVN 7816:2007
44 |Giai thuat ma hoa SDES Ung dung bédo mét h¢ thén
o PKCS #1 V2.2 & Qe HACHong
ECC
A A , RSA-KEM , , Ar 1A (A
45 |Giai thuat truyén khoa ECDLE Ung dung bao mat hé thong
46 S&i;phap Xac thyc nguot su SAML v2.0 Xéc thuc nguoi dung
. XML Encryption Syntax
\ 2o ora L and Processing
47 An toan trao doi ban  tin XML Signature Syntax Chia sé dir li¢u
XML
and
Processing
4g (G120 thirc an toan thong tin P3P v1.1 Béo mat tai khoan
ca nhan
49 |An toan cho dich vu web WS-Security v1.1.1 Béo mat cong thong tin dién tir

< DICH VU TRIEN KHAI PHAI TUAN THU CAC THONG SO KY THUAT
VA TIEU CHUAN SAU PAY:

HANG CHI A 2
TT M'U C TIET YEU CAU
I | Van hanh WEBSITE va APP:
1. Ban quyén sir dung hé théng giai phap toa soan hoi tu véi
cac tinh nang va quy trinh dong goi.
License | 2- Van hanh/Nang cAp hé théng IMS va website
vavan |- Thuc hién lap trinh thay dbi giag dién, nang cap phién ban
hanh IMS| IMS theo yéu cau (Yéu cﬁu, thay doi chi,nh sira} nho, thém mai
tinh nang khong pha v& kién trac h¢ thong, cau tric co sé dir
Phi vin licu) . 3
hanh - Tryc k¥ thuat chuyén trach 24/7 (bao gém ca ngoai gio, 1€
ban tet) dé xu ly su co.
1 | Website - Training, hudng dan sir dung cho nhan sy méi ctia Ban bién
(Tinh tap - Chu dau tu.
theo - Nhan sy chuyén trach hd trg giai dap, hudng dan xtr 1y cac
nam) Van hanh tinh hudng sir dung phan mém, xtr Iy cac van dé Bién tap vién
website gip phai nhanh chong, dam bao cong viée dugc thong sudt

3. Van hanh hé théng xtr Iy Media

4. An toan thong tin

- Cap nhap cac bana va 16i phan mém

- Danh gia an toan bao mat hé thng dinh ky (bao gdm ca phan
mém va ha tang server 40).
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Pllln vf:n Ha tang | - 2 server cloud, cau hinh 8 CPU + 8 RAM + 100 HDD.
an

APP SEIVer | - Pam bdo an toan thong tin (an toan va bao mat)
Bao
2 cf‘ay l};‘;‘f}‘l - Truc van hanh dam bao xi Iy vin d& nhanh va én dinh 24/7.
yng App/ | - VOi truong hop 161 APP do sy can thiép cua Bén thir 3 hodc
(Tlnh Pp ~x. , Ty A ~1 s ., . , , . , ,
theo | API data 161 phtre tap, hai bén s€ bado gia chi phi trude khi chinh stra.
nam)
Il | Storage va Serving CDN
- Chi phi luu trir bao gém: luu trir static, file, image, videos,...
Chi phi luu trix file— | - Chi phi Serving co ban: Tinh trén téng CDN data transfer
1 Storage (Bao gom CND, xtr ly anh/video, phan mém player, Plugin
quan 1y file media (QL TNS)...)
- Phi phat sinh’dua trén luu lu(_)‘ng st dung thuc té du’gc ghi
nhén trén h¢ thong sau khi trir di s6 dung lugng dugc mién phi
) C}li phi Serving co | theo ding gia tri goi hop tac.
ban — CDN - Dung lugng mién phi theo gbi giai phap: CDN free 5.000 GB
— Storage free 2.500 GB

3.2. Cdc yéu ciu khdc:
3.2.1.Yéu cdu phi chivc ning, cin ddp teng déi véi co sé di ligu:

- Ty dong hoa qua trinh sao luu dir liéu: HE théng c6 chirc nang sao Iuu dinh ky theo
lich dit sén ctia nguoi quan tri hé thdng nham han ché nhimg mat mat khi hé théng gip
su cb. Khi hé théng bi sup db hoan toan, chiing ta van c6 thé hoi phuc lai s6 liéu gﬁn nhét
c6 thé. Viéc 1ap lich sao luu co s dit lidu duoc thiét 1ap thong qua kha nang 1ap lich manh
me cua h¢ quan tri co s dir li€u, vai kha nang 1ap lich sao luu theo thoi gian, sao luu toan
bo (Full Database Backups), sao luu sy thay doi (Differential Database Backups).

- Hé thong bao mat dugc thyc thi nhiéu 16p dé dam bao an toan dit liéu duoc luu trit
tranh nhitng can thiép tir bén ngoai va khong c6 tham quyén. Bio mat c6 nhiéu mirc do
bao mat khac nhau: bao mat mirc mang, muc ing dung, mic giao thirc va muac vat ly nhu
quy dinh sir dung hé théng.

- Mitte vat Iy: Mie nay 1a mirc co ban cuia an toan bao mat bang viée thiét 1ap cac quy
ché st dung va can thiép cia con ngudi vao hé thong. Hé thng co sé ha ting dé dam bao
an toan, an ninh noi dat cac thiét bi ctia hé thong tranh su can thiép bat hop phap. Mirc an
toan nay bao gom quy ché st dung phong may chu quan tri va can thlep phong may, may
chu, quy ché két ndi mang noi bo. Tat ca cac yéu cau ndy s& duoc cu thé hoa rd rang trong
hop dong thué may cht van hanh phan mém.

- Mirc giao thirc mang: Hé théng dugc trién khai trén méi truong mang. Cac {ng
dung duoc thuc thi trén web. Vi vay, giao thirc bao mat mang can phai dugc thuc thi ap
dung dé viéc trao d6i thong tin bao mat giita may khach va may chii duge dam bao an toan.
Vi vy giao thitc HTTPS s& duoc str dung trong toan bo hé thng khi nguoi ding truy cap,
két ndi vao hé thong.
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- Mirc h¢ quén tri CSDL: M&i hé quan tri CSDL déu c6 mot hé thdng quan tri ngudi
dung va phan quyen riéng. Mot phan mém ung dung trong hé thng dong vai tro nhu mot
ngudi dung dbi véi CSDL va déu c6 han mirc quyén twong tac véi CSDL.

- Mitic g dung: Tai muic ing dung, hé thong st dung phuong thirc dang nhap theo
tai khoan. Nguoi sir dung dugc phép ding nhap vao hé thong véi cac tai khoan duge cép.
Quan tri hé théng s& phan quyén sir dung theo tham quyén murc can thiép va tuong tac hé
thong theo mdi tai khoan, nhom tai khoan duoc thiét 1ap. Cac nhom tai khoan ngudi tmg
dung sau can duoc xac lap:

+ Ngudi quan trj hé thong: Ngudi ding quan tri hé théng phai c6 cac quyén sau: Cdu
hinh hé thong mdy chil, ciu hinh hé thong phan mém, thém va bot nguoi st dung, gén
quyén ngudi st dung, theo doi tinh trang hoat dong cua hé thong.

+Nguoi dung quan tri dir li¢u: Thyc hién cac thao tac Xuét nhdp dir li€u trong cac
truong hop tich hop dit liéu vao hé théng, cip nhat di liéu méi thay thé hodc theo thoi
gian, soan thao cac quy trinh nhap xuét dir liéu pht hop véi yéu cu khai thac. Cung cép
cac dit liéu, tai lidu theo yéu ciu ngudi khai thac da diang ky trén hé théng ma dit liéu
chura c6 sin hodc qua con dudng ban tu dong.

+Nguoi dung khai thac dit 1i€u: La nhom ngudi chi khai thac dir 1i€u, khong cap nhat.
Nhom ngudi nay c6 nhimg quyén sau: Thao tac v6i hé thong dé khai thac dir lidu theo yéu
cau, str dung cac dich vu ban d6 dugc cung cap. Pang ky dit liéu can cung cip truc tuyén.

+ Db véi viée bao mat dich vu Web (WebService) hoic Restful API déu phai ap
dung cong nghé ma hoa va giai mi theo quy dinh tai Thong tu s6 39/2017/TT- BTTTT
ngdy 15/12/2017 cia Bo Thong tin & Truyén thong.

3.2.2. Yéu cdu vé thoi gian ddp iing:

- Pam bao hé thong c6 thoi gian phan hoi trung binh dudi 2,5 gidy (thoi gian phan
hoi dugc tinh tir khi nguoi ding giri yéu cau dap tng t6i hé thdng cho dén khi nhan dugc
dit liéu phan hoi tir hé thong).

- Pam bao hé thdng c6 thoi gian phan hdi cham nhit dudi 30 gidy (bao gdm ca cic
truong hop thuc hién chirc nang bao cdo, thong ké).

3.2.3. Yéu cdu vé tai nguyén sir dung:

- Pam bao hiéu suit 1am viéc trung binh ctia CPU trén may chu dit liéu < 75%.

- Pam bao hiéu suét 1am viéc trung binh ctia CPU trén may chi tmg dung < 75%

3.2.4. Yéu cdu vé truy cdp dong thoi:

- Pam bao hé thong c6 kha ning dap tmg dén 50.000 truy cip dong thoi.

- Pam bao dap Gmg s6 ngudi sir dung hoat dong dong thoi it nhat 200 tai khoan ngudi
dung trong CMS.

3.2.5. Yéu cdu trao doi, tich hop:

- bam bdo kha nang chia sé thong tin, lién két, tich hop voi cac dich vu bén thir ba.

3.2.6. Yéu cdu vé bdo tri phan mém:

- Yéu cau tuy chinh quy trinh hodc bb sung thém quy trinh don vi trién khai phan
mém s& lam viéc voi Bao dé thong nhét quy trinh nghiép vu, cling nhau giai quyét cac van
dé phat sinh va dua ra giai phap phu hop. Sau d6 don vi trién khai phan mém s& thyc hién
trong thoi gian sém nhat.
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- Tuy theo do phtc tap ctia quy trinh, don vi trién khai phin mém s& dua ra chi phi
phu hop.

- Nha thau giri kém thong tin lién hé cta nhan sy phu trach bao hanh bao gdm: ho
tén, sd dién thoai, email. Nhan su phai sin sang tiép nhan yéu cau 24/7, truong hop
thay d6i nhan sy bao hanh phai c6 théng bao trude cho Bao Xay dung tdi thiéu 07 ngay
1am viéc ké tir thoi diém c6 thay doi;

- Nha thau cam két thoi gian khic phuc xir 1y su ¢b phat sinh trong vong toi da 02
gi0 tur khi nhan dugc thong bao. Truong hop 101 san pham khong khic phuc duogc thi
nha thau c6 trach nhiém cho muon san pham céu hinh twong duo’ng dé Bao Xay dung
stt dung trong qua trinh bao hanh. Thoi gian khic phuc triét dé mdi su ¢d phat sinh
khong qua 07 ngay.

Muc 4. Giai phap va phuong phap luan:

Nha thau chudn bi dé xudt gidi phdp, phirong phap ludn tong quat thye hién dich vu
theo cac noi dung quy dinh tai Chuwong nay, gom cac phan nhw sau:

1. Giai phap va phwong phap ludn;

2. Ké hoach céng tdc.

Muc 5. Quy dinh vé kiém tra, nghiém thu sin pham:

Viéc nghiém thu san pham duoc tién hanh theo quy dinh.

Cong viée chi duoc coi 1a hoan thanh khi hai bén ky bién ban nghiém thu thanh ly
hop dong.

84



