Phan 2. YEU CAU VE KY THUAT
Chuong V. YEU CAU VE KY THUAT

1. Yéu cau chung
- Tén g6i thau: Mua sam thiét bi bao mat tuong Ira cho ha tang internet kinh doanh,
Partner va cac ting dung tach biét.
- Thoi gian thuc hién hop ddng: 52 thang ké tir ngay hop dong c6 hiéu luc, bao gom:
+ Thoi gian ban giao, nghiém thu hang hda: 04 thang ké tir ngay hop dong c6 hiéu
luc.
+ Thoi gian bao hanh, cap nhat bao mat va hd trg ki thuat thiét bj bao mat mang cho
TTDL cua BIDV: 12 thang ké tir ngay nghiém thu hang hoa.
+ Thoi gian bao tri, cap nhat bao mat va hd tro ki thuat thiét bi bao mat mang cho
TTDL cua BIDV trong 36 thang (sau khi hét bao hanh 12 thang).
- Dia diém thuc hién: Tai Trung tam dix liéu cua BIDV gdm:
+ Trung tdm di liéu Duy Tan cua BIDV
+ Trung tam dir liéu thué ngoai tai IDC Viettel Hoa Lac cua BIDV (IDC Viettel).
- Pham vi thyc hién:
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2. Y@u cau veé tiéu chuan k¥ thuat chi tiét

STT

Yéu cau toi thiéu

Thiét bi bao mat cho ha ting Internet Kinh doanh

- Threat Prevention/Threat Protection/ (NGTP) Throughput > 24 Gpbs

- NGFW ( Next Gen Firewall) Throughput > 60 Gpbs

- Interfaces:
+ 02 x 40 GbE Fiber interfaces (SR transceiver included, module chuan LC).
+ 04 x 10 GbE Fiber interfaces (SR transceiver included, module chuan LC).

+ 02 x 1 GbE Fiber interfaces
- C6 cac tinh nang bao mat nang cao Threat Prevention/Threat Protection/ (NGTP) toi thiéu

gdm céc thanh phan IPS, Application Control / App-Control/ App-1D , Web/URL Filtering,
Anti-virus, VPN.
- C6 tinh ndng bao mat DNS Security nhu: ngan chan cac domain ddc hai, DNS blacklist,
DNS Sinkhole / DNS trap.
- C6 hd tro giai ma SSL t6i thiéu ddi voi: TLS 1.2, TLS 1.3
- Phin mém/phan cimg c6 tinh ning quan tri tip trung hoat dong & ché do HA (Primary —
Secondary/ Active- Passive). Quan tri tip trung c6 chirc nang thiét lap cac tap luat, cu hinh
va giam sat cac thiét bi bao mat mang (appliance). Pong thoi, giai phap quan tri tap trung cd
tinh nang kiém tra, xac nhan cau hinh trudc khi thuc thi trén giao dién cua giai phap quan
tri.
- Tich hop duoc voi hé théng luu log tap trung IBM QRadar hién tai BIDV dang sir dung.
- Virtual Domains / Virtual Systems/Virtual Contexts (included license): 04
- Rack mountable.
- Redundant Power, Hot swappable.
- Co tinh nang High-availability: active-active; active-passive; session failover; device/link
failure detection.
- C6 céc tinh ning vé két ndi mang:

+ Dinh tuyén: tinh, dong-RIPV2, dong-OSPF, dong-BGP.

+ QoS.




+ Thiét 1ap IPv4 va IPv6.
+ Thiét 1ap t6i thiéu 1024 VLAN.
+ Cho phép trién khai theo co ché L2 (transparent) hodc L3 (routing).
- Quan trj thiét bi: WebUI (HTTPS), Graphical user interface (GUI), Command Line

Interface (CLI)

- Thiét bi c6 st dung SNMP va tuong thich véi cac giai phap SIEM (hé thong BIDV dang
str dung), da cong cu giam sat: SNMP, Netflow/sflow, c6 tinh ning xuét log dinh dang syslog
cho cac hé théng SIEM (hé théng BIDV dang sir dung)

- Bao hanh, cap nhat bao mat va hd tro ky thuat: theo tiéu chuén cua hang san XUAL.

- Yéu cau vé thoi gian san xudt thiét bi va vong doi san pham: San phdm chwa c6 thong bao
ctia hang vé viéc thay thé, chwra c6 thong bao dirng san xuét hodc/va hd trg san pham tir phia
nha san xudt, tinh dén thoi diém ndp HO so dy thau. Thiét bi phai dam bao c6 thoi gian san
xuat khong dugc xa hon nam lién ké trudc, tinh tir thoi diém nop Ho so du thau.

Thiét bi bao mat cho ha ting Partner
- Threat Prevention/Threat Protection/ (NGTP) Throughput > 8.9 Gpbs
- NGFW (' Next Gen Firewall) Throughput > 18 Gpbs
- Interfaces:
+ 04 x 10 GbE Fiber interfaces (SR transceiver included)
+ 08 x 1 GbE interfaces.

- Cé tinh nang bao mat DNS Security nhu: ngin chan cac domain doc hai, DNS blacklist,
DNS Sinkhole/ DNS trap.
- C6 céc tinh ning bao mat nang cao Threat Prevention/Threat Protection/ (NGTP) tdi thiéu
gdm céc thanh phan IPS, Application Control / App-Control / App-1D, Web/URL Filtering,
Anti-virus, VPN.
- C6 hd tro giai ma SSL t6i thiéu ddi voi: TLS 1.2, TLS 1.3
- Phan mém/phan cimg c6 tinh ning quan trj tap trung hoat dong & ché do HA (Primary —
Secondary/ Active- Passive). Quan tri tap trung c6 chirc ning thiét 1ap cac tap luat, cdu hinh
va giam sat cac thiét bi bao mat mang (appliance). Pong thoi, giai phap quan tri tap trung cd
tinh nang kiém tra, xac nhan cau hinh trudc khi thuc thi trén giao dién cua giai phap quan
tri.
- Tich hop dugc véi hé thong luu log tap trung IBM QRadar hién tai BIDV dang sir dung.
- Virtual Domains / Virtual Systems/Virtual Contexts (included license): 04
- Rack mountable.
- Redundant Power, Hot swappable.
- C¢ tinh nang High-availability: active-active; active-passive; session failover; device/link

failure detection.
- C6 céc tinh ning vé két ndi mang:

+ Dinh tuyén: tinh, dong-RIPV2, dong-OSPF, dong-BGP.

+ QoS.
+ Thiét lap IPv4 va IPv6.
+ Thiét lap tbi thiéu 1024 VLAN.
+ Cho phép trién khai theo co ché L2 (transparent) hodc L3 (routing).




- Quan trj thiét bi: WebUI (HTTPS), Graphical user interface (GUI), Command Line
Interface (CLI)

- Thiét bi c¢6 st dung SNMP va twong thich véi cac giai phap SIEM (hé théng BIDV dang
sir dung), da cong cu giam sat: SNMP, Netflow/sflow, c6 tinh ning xut log dinh dang syslog
cho cac hé théng SIEM (hé théng BIDV dang sir dung)

- Bao hanh, cap nhat bao mat va hd tro ky thuat: theo tiéu chuén cua hang san XUAL.

- Yéu cau vé thoi gian san xuét thiét bi va vong doi san phadm: San pham chua c6 thong bao
ctia hiing vé viéc thay thé, chwa c6 thong bao dirng san xuét hodc/va hd tro san pham tir phia
nha san xudt, tinh dén thoi diém ndp HO so dy thau. Thiét bi phai dam bao c6 thoi gian san
xuat khong duoc xa hon nam lién ké trudc, tinh tir thoi diém ndp Ho so dy thau.

Thiét bi bao mat cho cic ing dung tach biét:

- Threat Prevention/Threat Protection/ (NGTP) Throughput > 20 Gpbs

- NGFW ( Next Gen Firewall) Throughput > 50 Gpbs

- Interfaces:
+ 02 x 40 GbE Fiber interfaces (SR transceiver included, module chuan LC).
+ 02 x 10 GbE Fiber interfaces (SR transceiver included, module chuan LC).

+ 02 x 1 GbE Fiber interfaces
- C6 cac tinh nang bao mat nang cao Threat Prevention/Threat Protection/ (NGTP) toi thiéu

gdm céc thanh phan IPS, Application Control / App-Control/App-ID, Anti-virus, VPN.
- C6 tinh nang bao mat DNS Security nhu: ngin chan cac domain doc hai, DNS blacklist,
DNS Sinkhole/ DNS trap.
- C6 hd tro giai ma SSL t6i thiéu dbi véi: TLS 1.2, TLS 1.3
- Phan mém/phan cing c6 tinh ning quan tri tip trung hoat dong & ché 46 HA (Primary —
Secondary/ Active- Passive). Quan tri tip trung c6 chirc nang thiét lap cac tap lut, cau hinh
va giam sat cac thiét bi bao mat mang (appliance). Pong thoi, giai phap quén tri tap trung co
tinh nang kiém tra, xac nhan cau hinh trudc khi thuc thi trén giao dién ctia giai phap quan
tri.
- Tich hop duoc voi hé théng luu log tap trung IBM QRadar hién tai BIDV dang sir dung.
- Virtual Domains / Virtual Systems/Virtual Contexts (included license): 04
- Rack mountable.
- Redundant Power, Hot swappable.
- Co tinh nang High-availability: active-active; active-passive; session failover; device/link
failure detection.
- C6 cac tinh ning vé két ndi mang:
Dinh tuyén: tinh, dong-RIPV2, dong-OSPF, dong-BGP.
QoS.
Thiét 1ap IPv4 va IPv6.
Thiét 1ap tbi thiéu 1024 VLAN.

+ Cho phép’trién khai theo co ché L2 (transparent) hodc L3 (routing).
- Quan tri thiét bi: WebUI (HTTPS), Graphical user interface (GUI), Command Line
Interface (CLI)

+
+
+
+




- Thiét bi c6 sir dung SNMP va twong thich vai cac giai phap SIEM (hé thong BIDV dang
stir dung), da cong cu giam sat: SNMP, Netflow/sflow, c6 tinh ning xuét log dinh dang syslog
cho céac hé théng SIEM (hé théng BIDV dang sir dung).

- Bao hanh, cap nhat bao mat va hd trg k§ thuat: theo tiéu chuan cta hang san Xuét.

- Yéu cau vé thoi gian san xuét thiét bi va vong doi san phadm: San pham chua c6 thong bao
ctia hiing vé viéc thay thé, chua c6 thong bao ding san xuit hodc/va hd tro san pham tir phia
nha san xuét, tinh dén thoi diém ndp Ho so du thau. Thiét bi phai dam béo c6 thoi gian san
xuat khong dugc xa hon nam lién ké trudc, tinh tir thoi diém noép Ho so dur thau.

3. Yéu cau vé bao hanh, bao tri, cap nhat bao mat va hd tre ky thuat:

- Nhathau c6 trach nhiém bao hanh, bao tri, h trg ki thuat ddi véi tat ca cac phan mém
va phan ciing cuaa cac thiét bi thuoc pham vi goi thau nay.

- Dia diém thuc hién: Tai Trung tam dix liéu cua BIDV gdm:

+

+

Trung tdm dir liéu Duy Tan cua BIDV
Trung tam dir liéu thué ngoai tai IDC Viettel Hoa Lac cua BIDV.

- Thoi gian bao hanh, hd tro ki thuat caa thiét bi: Téi thiéu 12 thang ké tir ngay nghiém
thu hang hoa.

- Thoi gian thuc hién bao tri, hd trg ki thuat: 36 thang ké tir ngay hét han bao hanh.

- Céc chi phi phat sinh trong thoi gian thuc hién dich vu do nha thau chi tra.

- Doingli can bo bao hanh/bao tri: Co danh sach can b tham gia bao hanh/bao tri.

- Hinh thac bao hanh/bao tri: tai chd (On-site) va tir xa (Off-site), phu thudc vao muc
d6 cap thiét va khan cap cia sy viéc can hd tro (tham chiéu bang yéu cau thei gian phan hai
doi Véi su €6 tai muc 4).

- Y&u cau chung vé bao hanh, bao tri:

+

Nha thau cung cap dich vu bao hanh/bao tri chinh hing cho cac thiét bj va thanh
phan theo y&u cau cu thé cua BIDV.

Thuc hién khic phuc sy ¢b 24x7x365 qua dién thoai, email, chuong trinh hop truc
tuyén tir hang, nha cung cap tai Viét Nam.

Thuc hién nang cép theo yéu cau caa BIDV, cap nhat phién ban hé diéu hanh/ phan
mém/ Firmware, tinh ning bao mat nang cao méi nhat theo khuyén nghi tir hang
cung cap.

Trong trudng hop thiét bi phan ctiing bi 18i va can phai thay thé, thiét bi dugc thay
thé chinh hang phai duoc gui trong ngay hoic ngay 1am viéc tiép theo cho BIDV.
Thiét bj duoc thay thé cho thiét bi gap su ¢ phai 1a hang chinh hang, méi tuong
duong vé chung loai va cau hinh. Viéc thay thé thiét bi do can bo k¥ thuat caa nha
cung cap phdi hop vai can bo Trung tdm CNTT thuc hién tai dia diém dit thiét bj.



+ Thuc hién duy tri hoat dong lién tuc, 6n dinh caa hé théng nham cung cap dich vu

+

+

véi chat lwong cao, 6n dinh, thuan tién va an toan.

Thuc hién ngin ngtra 16i, han ché phét sinh su ¢é d6i voi hé théng, gop phan nang
cao tinh bao mat, an toan trong cdng tac van hanh hé thong.

Sira chita nhanh nhitng hong hoc, khac phuc kip thoi sy ¢d phat sinh nham khai
phuc va dam bao kha ning san sang hoat dong mot cach nhanh nhat cho hé thng.

- Yéu ciu vé bao mat;

+

+

Nha thau cam két thuc hién ky cam két/ thoa thuan bao mat théng tin véi BIDV néu
duoc chon la don vi thuc hién dich vu.

Cam két khdng sir dung cac phuong thic c6 thé gay nguy hai, anh huong toi hé
théng CNTT dang hoat dong caa BIDV khi thuc hién dich vu.

- Y@u cau vé bao tri dinh ky:

+

+ + +

Tan suét bao tri dinh ky: 03 thang/lan, cé bién ban kiém tra giira 2 bén.

Thuc hién vao tuan thir hai cua céac ky bao tri.

Hinh thirc thuc hién: tai chd hoic tir xa (trong truong hop bat kha khang)

Cong tac bao tri dinh ky s& thyc hién tir thir Hai dén thir Sau hang tuan trong ky bao
tri, trir nhitng ngay I, ngay quoc khanh va nhiing ngay 18 dia phuong. Ngay 1am
viéc tir 08h00 dén 17h00.

- Cac cong viéc thuc hién bao tri dinh ky

+

Panh gia dinh ky c&c van dé lién quan dén viéc st dung, van hanh thiét bi, canh bao
bao mat nham ngan ngira 15i, han ché phat sinh su ¢d d6i vai hé thong, gop phan
nang cao tinh bao mat, an toan trong cong tac van hanh hé théng. Nha thau giri cho
BIDV nhiing thong bao dinh ky vé tinh trang caa céc thiét bi duoc bao tri. Canh bao
nhitng hong héc hoac su ¢b 6 thé xay ra théng qua kiém tra dinh ky va c6 thé thay
thé truéc néu can thiét.

Cung cap cho BIDV nhiing kién thirc va hiéu biét vé van hanh, quan ly thiét bi, ciing
nhu cap nhat nhitng théng tin m&i nhat vé san pham. Hd trg quan tri vién caa hé
thdng trong qua trinh sir dung.

Cung cap cho BIDV quyén truy cap dién tir vao hé théng hd tro dién tir toan cau cia
hadng san xuat cho céc thiét bi thudc trong danh muc thiét bi bao tri.

C6 bién phap dam bao an toan, du phong trudc khi thuc hién cap nhat/nang cap
firmware, phan mém.

Kiém tra chung dinh ky theo dot bao tri:

= Kiém tra cau hinh: Firmware(version, feature,...), RAM, 6 citng, CPU, Network
Interface...



= Thyc hién vé sinh cdng nghiép toan bo cac cau phan thudc hé théng can bao tri.
= Thuc hién phén tich danh gia cac van dé ky thuat cua hé théng dua trén file log
cua hé thdng, c6 bao cao day du vé cac van dé phat sinh, ndi dung thuc hién va
dé xuat ( néu ca).
= Phdi hop BIDV ra soét, toi uwu cac chinh sach bao mat (policy) cho hé théng.
- Yéu cau d6i vai cong tac sira chira, khac phuc sy ¢ dot xuat:

+ Thoi gian tiép nhan yéu cau stra chira, khic phuc sy cd dot xuat 24x7, ké ca ngay
nghi (Thir bay, Chu Nhat), ngay 18, ngay tét.

+ Sau khi nhan duoc thdng béo su 6, can bo ky thuat cua don vi bao tri s& c6 mit tai
dia diém xay ra su cd thoi gian dap wng theo bang tai muc 4. Yéu cau vé théi gian
phdn héi déi véi su cé.

+ Trong truong hop quéa 2h ké tir khi tiép nhan thong tin sy ¢ ma nha thau chua khac
phuc duoc su ¢b, nha thau cd trach nhiém thay thé linh kién, thiét bi bi hong dé dam
bao hoat dong cua hé thdng. Thoi gian hoan thanh thay thé va cai dat thiét bi dua
vao hoat dong khong qué 4h.

+ Thay thé stra chira mién phi (chi phi tinh trong chi phi bao tri) cac thiét bi, linh kién
hong hdc, khic phuc su ¢, cai dat, hiéu chinh, nang cap phan mém hé théng dam
bao hoat dong lién tuc, 6n dinh, an toan caa cac thanh phan trong pham vi ap dung.

4. Yéu cau ve thoi gian phan hoi doi véi su co
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L3i gay cho san pham khéng hoat dong, hoic
1 gay anh hudng nghiém trong nhu anh huéng | 0.5 gio 01 gio Tai chd
toan hé thong, hoac hé thong bi dung.

Loi lam giam higu nang cua san pham, hosc
2 han ché céc dich vu kinh doanh nhu anh | 02 gio 02 gio Tai chd
huong nhe dén hé thong, 1am treo hé thong.

Loi gay ra anh huong nho dén viéc st dung N
3 san pham, cac anh huong nhe den h¢ thong, | 04 gio 04 gic |Taicho/ Tuxa
cac anh huong dén hiéu nang va chirc nang.

Loi lién quan dén phan mém ma khong anh
4 huong nhicu dén viéc s dung chirc nang san | 08 gio 08 gid |Taichd/Tuxa
pham dé thuc hién hoat dong kinh doanh.




