Phin 2. YEU CAU VE KY THUAT
Chuwong V. YEU CAU VE KY THUAT

|. GIOI THIEU CHUNG VE DU AN VA GOI THAU
1. Théng tin vé dur an:

- Tén dy 4n: M6 rong hé thong SIEM dé két ndi, thu thap dit liéu giam séat
ATTT vé hé théng SIEM phuc vu cong tic giam sat ATTT cho cac tram moi va
tram cai tao.

- Chu dau tu: Cong ty Truyén tai dién 4.
- Ngudn vén: EVNNPT.
- Pia diém, quy mé Du an:

e bia diém: Thuc hién tai Cong ty Truyén tai dién 4 - S6 413 Pudng
Song hanh Xa 16 Ha Noi, Khu phd 52, Phuong Thu Pac, TP HO Chi
Minh va cac tram bién ap 500kV , 220kV truc thudoc PTC4 quan 1y van
hanh.,

e Quy moé:

Can cr theo Quyét dinh s6 263/QD-HDTV ngay 10/10/2025 ciia Hoi dong
thanh vién Tong cong ty Truyén tai dién Qudc gia da giao PTC4 1am chu dau tu
du an “M6 rong hé thong SIEM dé két ndi, thu thap dit liéu giam sat ATTT vé hé
thdng SIEM phuc vu cong tac giam sat ATTT cho cic tram mdi va tram cai tao”;
Can ctr Quyét dinh s6 3695/QD-PTC4 ngay 08/12/2025 cia Cong ty Truyén tai
dién 4 vé viéc phé duyét Bao cdo KTKT — DTXD Du 4n M¢& rong hé théng SIEM
dé két nbi, thu thap dir liéu giam sat ATTT vé hé thong SIEM phuc vu cong tac
gidm sat ATTT cho céac tram mdi va tram cai tao; Quy mo thuc hién du an “Mé
rong hé thong SIEM dé két ndi, thu thap dir liéu giam sat ATTT vé hé thong
SIEM phuc vu cong tac giam sat ATTT cho cac tram mdi va tram cai tao” gém:

Cung cap thiét bi, vat tu; lap dat va cau hinh thu thap sy kién ATTT vé
SIEM cho 53 hé thong thong tin diéu khién tram bién ap. Trong 53 hé théng thong
tin diéu khién tram bién ap c6 31 tram dang dugc gidm sat bdi h¢ théng SIEM
hién hiru nhung can bd sung thiét bi ANBM va cai dit cdu hinh; 22 hé théng
thong tin diéu khién tram bién ap (mdi) can duge trang bi thiét bi dé dé thiét lap
kénh truyén, bd sung thiét bi ANBM va cai dit cdu hinh dé két ndi vao hé théng
SIEM hién hiru (SIEM dang sir dung 1a ciia McAfee). Biao dudng, t6i wu hé
thong SIEM-OT sau khi mé rong (gém t6i wu 01 SIEM OT va chuan hoa log 53
tram: cap nhat tap luat; cau hinh tuong quan su ki¢n; dir liéu nhan dién thiét bi,
nguy co; cac k¥ thudt tdn cong, cac dau hiéu xam nhap (IoC) duoc canh bao boi
co quan chirc nang, EVN va EVNNPT.



2. Thong tin vé géi thiu:
- Tén goi thau: Goi thau s 1: Mo rong hé théng SIEM dé két ndi, thu thap dir
liu giam sat ATTT vé hé théng SIEM phuc vu cong tac giam sat ATTT cho cac

tram mai va cai tao.

Gia dy toan géi thau: 10.212.505.760 dong (bao gdm thué VAT).

Loai hop dong: Tron goi.
Thoi gian thyuc hién goi thau: 60 ngay.

YEU CAU VE KY THUAT

Muc 1: Pham vi, tién d§ cung cap hang héa va dich vu di kém:

1. Pham vi cung cap va dich vu di kém:

STT Danh muc hang ho6a Pon vi tinh | Khdi lwong
1 | Bo chuyén doi USB to LAN bd 22
2 | Switch Layer 3 > 24 port cai 1
3 | Router > 08 port bo 4
4 | Converter E1/FE (2 cong E1,FE) bd 22
5 | Converter E1/FE (8 cong E1,FE) cai 4
6 Firewall L3 firewall (lap dau  tram) Bo 53
o |Firewall L3 firewall (lap dau  PTC4) B 1

Switch 8 port dé dau ndi cac dich vu dién thoai
8 VoilP, SCADA (dung cho 28 tram (da trir 6 tram da Bb 64

c6 SW) str dung giao thirc IEC60870-104. Moi tram i

lap 2 switch).
9 | CB nguon 2P/25A (loai gan ray,2P, 25A, 6kA) cai 1
10 | CB nguon 2P/10A (loai gan ray, 2P 10A) cai 147
11 | Cap mang CAT 6. mét 3700
12 | Cap nguon (2 x 1.5mm2) mét 888
13 | Pau ndi RJ45 céi 250
14 | Day rit nhya sQi 1000
15 | Bang keo cach dién cudn 10
16 [ Ta19in cai 1
17 | Ban quyén agent (05 agent/ 1 tram) License 110




— Thiét 1ap kénh truyén thu thap log: Lip dit USB
to LAN, converter E1/ FE, switch, router, khai
béo va diu nbi kénh E1);

— Lap dat bo sung va cau hinh Firewall-OT dé bao
vé gitra vung mang "Quan tri thiét bi hé théng",

18 ving mang trung gian, vung mang ngoai cua Tram 22
SCADA Gateway va ving mang bién két ndi véi
SIEM-OT;

— CAu hinh thu thap nhat k¥ cia cac thiét bi mang
(Router, Switch trung tam, Firewall, may tinh),
may chu va tmg dung PKMT vé SIEM OT.

— Lap dat bo sung va cau hinh Firewall-OT dé bao
vé gilra vung mang "Quan tri thiét bi hé théng",
vung mang trung gian, vung mang ngoai cua
SCADA Gateway va ving mang bién két ndi véi
SIEM-OT;

— Lip dat switch dé ddu ndi cac dich vu dién thoai
VoilP, SCADA (hién dang dung cong trén
firewall SCADA dé cam day).

— Céu hinh thu thap b6 sung nhat ky cta cac thiét

19 Tram 31

bi mang (Router, Switch trung tam, Firewall,
may tinh), may chu va ung dung DKMT vé
SIEM OT.

— Bao dudng, t6i wu hé théng SIEM-OT sau khi
mo rong (gém toi wu 01 SIEM OT va chuan hoa
log 53 tram: cip nhat tap luat; cdu hinh twong

20 quan sy ki¢n; dit li¢u nhan dién thiét bi, nguy co; Hé théng 1

cac ky thuat tan cong, cac dau hiéu xam nhap

(IoC) dugc canh bdo boi co quan chuc néng,

EVN va EVNNPT.

2. Biéu dd cung cap hang héa va dich vu:
Nha thau s& cung cip hang hoa nhu d3 mé ta trong Bang pham vi cung cép
hang hoa va cac dich vu (néu cd): 60 ngay ké tir ngay hop dong cé hiéu luc.

Chi tiét lich giao hang, tai liéu va tai liéu k¥ thuat nhu bang bén duéi:

Thai gian giao hang va hoan

STT| Mot bia diem thyc hi¢n thanh cac dich vu lién quan

Tai Cong ty Truyén tai dién 4 va | 60 ngay ké tir ngay hop dong co

1 | Hang hoa . A
g cac tram hiéu luc




STT| Mo ta Pia diém thuc hién Th‘m gla,n gl.ao hangAva hoan
: : : thanh cac dich vu lién quan
9 Dich vu Tai Cong ty T’ruyen tai dién 4 va | 60 ngay ké tur ngay hop dong co
cac tram hiéu luc
Ghi chu:

Cac mdc thoi han: Puge tinh ké tir ngdy hop dong c6 hiéu luc (bao gém ca
ngay nghi theo quy dinh ctia Nha nudc).

Cac nhiém vu va pham vi thuc hién cu thé nhw sau:
Poi v6i 22 tram méi (chwa cé hé thong SIEM OT):

s Nhiém vu:

— Thiét 1ap kénh truyén thu thap log: Lap diat USB to LAN, converter E1/ FE,
switch, router, khai bao va d4u néi kénh E1);

— Lap dat bo sung va ciu hinh Firewall-OT dé bao vé giita ving mang "Quan tri

thiét bi hé théng", ving mang trung gian, ving mang ngoai cia SCADA
Gateway va ving mang bién két nbi voi SIEM-OT;

— Cau hinh thu thap nhat ky ctia cac thiét bi mang (Router, Switch trung tam,
Firewall, may tinh), may chu va ung dung DPKMT vé SIEM OT.

s Pham vi:

Kénh A . Can trang bi thiét
SCADA | CantrangbiFW bi déu néi
STT Tén Tram o1 | 100 L2 | L3 | sSCADA UtiB I Ghi chu
FW [ FW | Fw | o

1 | 500kV Tan Uyén X 1 1 1 p | Tram
mo1

2 | 500kV Chon Thanh X 1 1 1 2 Tram
mo1

3 | 500kV Pc Hoa X 1 1 1 o | Iram
moi1

4 | 500KV Long Thanh X 1 1| 1 | 2 | Tam
moi1

5 | 220kV Bén Cit X 1 1 1 p | Tram
moi1

6 | 220kV Chau Dirc X 1 1 1 o | Iram
moi1

220kV Tay Ninh 2 Tram

" | (Bau Dén) X 1 1 1 2 méi
8 | 220KV Bén Lirc X 1 1 1 o | Tram
mo1




Tram

9 | 220kV Gia Rai X 1 1 1 0 3
mo1
10 | 220KV Chau Thanh X 1 1 1 | 2 | Tram
mo1
11 | 220kV An Phuéc X 1 1 1 p | Tram
mo1
12 | 220kV Tam Phudc X 1 1 1 2 Tram
mo1
13 | 220kV Tan Bién X 1 1 1 2 Tram
mo1
14 | 220kV Ngii Lac X 1 1 1 2 Tram
mo1
. Du an
15 220kV Cai Lay X 1 1 1 0 TEP
- Du an
16 | 220kV M§ Tho 2 X 1 1 1 2 TEp
N Du an
17 | 220kV Nha Bé X 1 1 2 TEp
<Nz Du an
18 | 220kV Tra Noc X 1 1 1 0 TEP
Tram
19 | 500kV Long Phu X 1 1 1 2 | méitiép
nhan
Tram
20 | 220kV Long Xuyén X 1 1 1 2 nhan tu
EVNSPC
Tram
21 | 220kV Sa béc X 1 1 1 2 nhan tir
EVNSPC
. Tram
22 | 220kV Can Dudc X 1 1 1 2 nhan tur
EVNSPC
Téng cong 22 22 22 22 34

Poi véi 31 tram da c6 hé thong SIEM nhung can bo sung thiét bi va ciu

hinh:
s Nhiém vu:

Lap dit bo sung va cau hinh Firewall-OT dé bao vé gita ving mang "Quan tri

thiét bi hé thong", ving mang trung gian, ving mang ngodi cia SCADA

Gateway va vung mang bién két nbi voi SIEM-OT;

Lap dat switch dé dau ndi cac dich vu dién thoai VoilP, SCADA (hién dang

dung cong trén firewall SCADA dé cam day).

CAu hinh thu thap bd sung nhat ky cta céac thiét bi mang (Router, Switch trung
tam, Firewall, may tinh), may chu va ing dung PKMT vé SIEM OT.




% Pham vi:

Kénh A . Can trang bi thiét bi
scApa | Cantrang bIFW diu néi
STT Tén Tram 101 | 104 L2 | L3 | SCADA UtiB . Ghi chu
‘ FW | FW FW LAN
1 | 500kV Cau Bong Thuoc du
X 1 an
ATANTT
2 | 500kV Duyén Hai X 1 - Nt -
3 | 500kV My Tho X 1 - Nt -
4 | 500kV O Mén X 1 - Nt -
5 | 500kV Phu Lam X 1 0 - Nt -
6 | 500kV Song May - Nt -
Dang SCL
X 1 2 hé théng
DKMT
7 500kV Tan Dinh - Nt -
X 1 Dang SCL
hé thong
DKMT
8 | 500kV Pha My Thuéc du
X 1 an
ATANTT
9 |220kV Bén Tre - Nt -
Dang SCL
X 1 2| h¢ théng
DKMT
10 | 220kV Binh Chénh Thudc du
X 1 2 an
ATANTT
11 | 220kV Ca Mau 2 X 1 - Nt -
12 | 220kV Cao Lénh X 1 2 - Nt -
13 | 220kV Chau Déc X 1 _ Nt -
14 | 220kV buc Hoa X 1 2 - Nt -
15 | 220kV Kién Binh X 1 - Nt -
16 | 220kV Long An X 1 - Nt -
17 | 220kV M§ Xuén X 1 2 _ Nt -
18 | 220kV Tan Thanh X 1 2 - Nt -
19 | 220kV Tao ban X 1 2 - Nt -
20 | 220kV Tay Ninh X 1 2 - Nt -
21 | 220kV Thét Not X 1 - Nt -
22 | 220kV Thu buc X 1 - Nt -
23 | 220kV Thuan An X 1 - Nt -
24 | 220kV Trang Bang2 | x 1 - Nt -




STT

Tén Tram

Kénh
SCADA

Cén trang bi FW

Can trang bi thiét bi

dau noi

101 | 104

L2 | L3
FW | FW

SCADA
FW

uUSB
to
LAN

E1/FE

SW

Ghi chu

25

220kV Vinh Long 2

1

- Nt -

26

220kV Viing Tau

-Nt—
bang SCL
hé thong
DKMT

27

220kV Soéc Trang

Thuoc du
an
ATANTT

28

220kV Binh Long

- Nt—
Dang SCL
hé théng
DKMT

29

220kV Hoc Mon

- Nt—
Ban AMN
dang nang
cap
DKMT

30

220kV My Phuéc

- Nt—
Dang SCL
hé thong
DKMT

31

220kV Xuan Loc

- Nt—
Dang SCL
hé thong
DKMT

Tong cong

15 | 16

31

30

Tai SIEM OT dit tai PTC4:
Tai PTC4 s& trang bi bd sung 04 bo E1/ FE (8 céng E1, FE), 01 Switch
Layer 3 > 24 port, 04 Router > 08 port dé mé& rong cac cong trén switch va router
hién hitu phuc vu cho viéc thiét 1ap kénh truyén cho 22 tram mai (néu trén), bod
sung 01 Firewall.
Bao dudng, t6i wu hé thong SIEM-OT sau khi mé rong (gom tbi wu 01
SIEM OT va chuan hoa log 53 tram: cdp nhat tap ludt; cu hinh tuong quan su
kién; dir liéu nhan dién thiét bi, nguy co; cac k¥ thuat tn cong, cac ddu hiéu xam

nhap (IoC) dugc canh bao bdi co quan chirc nang, EVN va EVNNPT.

+ Ghi chu:
+ Trong 53 tram trién khai thu thap log vé SIEM OT trong dy an nay thi c6
38 tram (22/22 tram (md&i) va 16/31 tram thuoc du an ATANTT) la c6
firewall ving mang ngoai cia SCADA Gateway do c6 sir dung giao thic




IEC60870-104, 15 tram con lai dang st dung giao thic IEC60870-101 s&
duoc bd sung Firewall viing mang ngoai cia SCADA Gateway va cau hinh
thu thap log khi chuyén sang st dung giao thirc IEC60870-104.

+ Céc dich vu dién thoai VoilP, SCADA dang dung cong trén firewall
SCADA dé cam day (ngoai trir 06 tram 500kV DBuc Hoa, 500kV Phi Lam,
220kV Chau buc, 220kV Gia Rai, 220kV Cai Lay, 220kV Tra Noc cé SW
dé cam day). Do vay 32 tram con lai (chua c6 SW) trang bi mdi tram 2
switch 8 port dé ddu néi (khdng dung cong firewall dé dau ndi).

2. Cac nhiém vu cu thé
Nha thau phai khao sat (mét sb tram dién hinh) va dé xuit bién phép thi
cOng véi cac nhiém vu cu thé dap tmg nhitng yéu cau sau:
> MO ta chirc ning cuia ctia cac thanh (phan cimg, phan mém) trong cac hé
thong thong tin diéu khién dién hinh, tir d6 dé xuét giai phap céu hinh
phan ving mang diéu khién trén firewall dé dam bao yéu cau vé an toan
thong tin (ATTT) theo TCVN 11930:2017. Cau hinh phan ving mang va
dau ndi theo ding phan ving mang.
> Trinh bay phuong an thi cong dé dam bao khong 1am anh hudng dén hoat
dong binh thuong cta hé théng thong tin diéu khién.
> Cau hinh chtic nang ghi, luu trit nhat ky hé thong trén céc thiét bi hé
théng (néu hd trg), bao gdm cac thong tin sau:
+ Céc thong tin giam sat an toan mang (theo 9.2.1.4 cua TCVN
11930:2017).
+ Céac thong tin gidm sat an toan may chu (theo 9.2.2.3 cia TCVN
11930:2017).
+ Céc thong tin giam sat an toan Ung dung (theo 9.2.3.3 cua TCVN
11930:2017).
+ Cac thong tin gidm sat an toan dir li¢u (theo muc b. 9.2.4.1 cia TCVN
11930:2017).
> Luu trir nhat ky hé thong téi thiéu 12 thang.
> Trinh bay phuong 4an nghiém thu (dinh kém bang check list gdbm c6 hang
muc kiém tra, cach thirc kiém tra, két qua (kém tiéu chuan dat/ khong
dat).

Tiéu chuin, quy chuin ky thuit dp dung:
- Tiéu chuin Qudc gia TCVN 11930:2017 cong nghé thong tin — cac ky thuét
an toan - yéu cau co ban vé an toan hé thdng thong tin theo cap do.



- Nghi dinh s6 85/2016/ND-CP ngay 01/07/2016 ctia Chinh phu vé dam bao an
toan hé thong thong tin theo cip do;

- Théng tu 12/2022/TT-BTTTT ngay 12/8/2022 cua Bo Thong tin va Truyén
thong vé viée huéng dan Nghi dinh 85/2016/ND CP vé bao dam an toan hé
théng thong tin theo cap d6 va hudng dan chi tiét tai tiéu chuan qudc gia
TCVN 11930:2017;

- Nghi dinh 53/2022/ND-CP ngay 15/8/2022 cta Chinh phu vé viéc Quy dinh
chi tiét mot s6 diéu cua Ludt An ninh mang;

- Quyét dinh s6 168/QD-EVN ngay 23/02/2023 ciia EVN vé viéc phé duyét Dé
an "Pam bao an toan thong tin cho hé thdng thong tin cua Tap doan Dién luc
quéc gia Viét Nam giai doan 2023 —2028”;

- Céc tiéu chuan k¥ thuat khac c6 lién quan.

Muc 2. Yéu cau chi tiét vé mit ky thuat

STT Thiét bi M0 ta yéu cau tdi thiéu Yéu cau
r R Re
1 (L:Zl?q chuyén doi USB 2.0 to Bat bube
Hang san xuat / nudc xuat x| Ghi rd
Ma thiét bi Ghi 13
Tin higu dau vao USB 2.0
Tin hi¢u dau ra LAN 10/100
Tuong thich v6i hé didu hanh o6
Windows, Linux
2 | SWITCH L3 24 PORT Bit budc
Hang san xuat / nudc xuat x| Ghi rd
Ma thiét bi Ghi 13
S6 cong/loai cong > 24 10/100/1000 or Multigigabit Copper Ports
Téc do cong mang LAN > 1000 Mbps
Yéu ciu ning luc
Switching Capacity > 208 Gbps
Stacking Bandwidth > 480 Gbps
Zc(;’t(;irlessel\slumber of MAC > 32000
Total Number of IPv4 Routes | > 32,000 (24,000 direct routes and 8,000
(ARP plus Learned Routes) indirect routes)
IPv4 Routing Entries >32000
IPv6 Routing Entries > 16000
Multicast Routing Scale > 8000
QoS Scale Entries > 5120
ACL Scale Entries > 5120
Packet Buffer >16 MB




DRAM > 8 GB

Flash >16 GB

VLAN IDs > 4000

Jumbo Frames > 9,198 bytes
Wireless Bandwidth per

Switch > Up to 48 Gbps

Mean Time Between Failures
(Hours)

>299000

HO trg tinh ning

Routed Access (RIP, EIGRP Stub, OSPF -
1000 routes), PBR, PIM Stub Multicast (1000
routes)), PVLAN, VRRP, PBR, CDP, QoS,
FHS, 802.1X, MACsec-128, CoPP, SXP, IP
SLA Responder, SSO

BGP, EIGRP, HSRP, IS-IS, BSR, MSDP,
PIM-BIDIR,* IP SLA, OSPF

VRF, VXLAN, LISP, Cisco TrustSec®, SGT,
MPLS, mVPN

NETCONF, RESTCONF, grRPC, YANG, PnP
Agent, ZTP/Open PnP, GuestShell (On-Box
Python)

Model-driven telemetry, sampled NetFlow,
SPAN, RSPAN

Nonstop Forwarding (NSF), Graceful Insertion
and Removal (GIR), Extended Fast Software
Upgrade (xFSU), Software Patching (CLI
based)

AVB, PTP, CoAP

MACsec-256

Tuan thu ti€u chuan

UL 60950-1, CAN/CSA-C222.2 No. 60950-1,
EN 60950-1, IEC 60950-1, AS/NZS 60950.1,
IEEE 802.3

47 CFR Part 15, CISPR22 Class A, EN 300
386 V1.6.1, EN 55022 Class A, EN 55032
Class A, CISPR 32 Class A, EN61000-3-2,
EN61000-3-3, ICES-003 Class A, TCVN 7189
Class A, V-3 Class A, CISPR24, EN 300 386,
EN55024, TCVN 7317

Reduction of Hazardous Substances (ROHS) 5

Thiét ké lap dat 19" Rackmount
I;t%ntéo’ lap thém nguon du C6 hd tro

Nhiét do lam viéc -5°C to + 45°C
ROUTER 08 PORT Bit budc
Hang san xuét / nudc xuat xit | Ghi rd

Ma thiét bi Ghi rd

Sb cong/loai cong > 8 cbng 10/100 Mbps
Téc d6 cong mang LAN > 100 Mbps

DRAM > 4GB

Flash memory >4 GB (usable)

Tiéu chuan bao vé IP30

Cong két nbi ngoai > 1 x RS-232




> 1 x Mini - USB Console

Tinh néng

HO tro két ndi Multiple WAN & LAN:

+ Cho phép cac thiét bj da nhiém Ethernet
(cam bién, Remote Terminal Unit [RTU],
PLC) trong mdi trudng cong nghiép két ndi dé
c6 kha nang hién thi va quan Iy

+ |EEE 802.1Q VLANSs

+ Hb tro Layer 3 qua giao dién Lan

+ 4KV isolation for Electrostatic Discharge
(ESD) protection

Céc tinh nang cta dich vu IPv4 va [Pv6:
RIPv1 and RIPv2, GRE and MGRE, STP,
NAT, DHCP server, relay, and client, DDNS,
DNS proxy, DNS spoofing, ACLs, IPv4 and
IPv6 multicast, IP SLA, OSPFv2 and OSPFv3,
BGP, EIGRP, VRF Lite, NHRP, Serial data
encapsulation and relay, L2TPv3 over sub-
interfaces and VLAN

Tuan thu ti€u chuan

+ UL 60950-1, 2 nd edition

+ CAN/CSA C22.2 No. 60950-1, 2 nd edition
+ EN 60950-1, 2 nd edition

+ CB to IEC 60950-1, 2 nd edition with all
group differences and national deviations

ANSI/ISA 12.12.01 (Class 1, Div 2 A-D)
+ CSA 213 (Class 1, Div 2 A-D)

+ IEC 60079-0 and -15 IECEX test report
(Class I, Zone 2, gas groups 1IC)

+ EN 60079-0 and -15 ATEX certification
(Class I, Zone 2, gas groups IIC)

FirstNet Capable ™
Verizon Frontline
IEC 61850-3

IEEE 1613

EN 50121-4 Security:
FIPS 140-2

Common Criteria
DoDIN APL

USGv6

+ + 4+ + + 4+ + + +

47 CFR Part 15 B
EN 55032:2015
CISPR 32 Edition 2
CNS13438: 2006
EN 300 386 V1.6.1
ICES-003 Issue 6: 2016
KN 32: 2015
TCVN 7189: 2009
V-2/2015.04
V-3/2015.04
AS/NZ CISPR32

+ + 4+ + A+ + o+




EN 61000-4-2, 3, 4,5, 6, 8, 9, 16, 17, 18, and
29

+

CISPR24: 2010 + Al: 2015
EN 300 386 V1.6.1

EN 55024: 2010 + Al: 2015
EN 55035:2017

KN35: 2015

TCVN 7317:2003

QCVN 18:2014

+ + + + + +

Hb trg lip thém module mo
rong

C6 hd tro

Nhiét d6 lam viéc

-40°C ~75°C

Yéu cau khac

- Pugc dat trong tu bdo v¢ hodc gia do ¢b dinh,
gan nhan mo ta rd rang.

- BPuong dién va cap tin hi€u phai duoc dat
cach ly d¢€ tranh nhiéu dién tir duong dién sang
cap tin hi€u; dugc di ngdm va c6 ong bao v§.

- Puogc noi dat va co6 co ché phong chong sét
lan truyén.

- C6 bién phap chdng tinh dién ddi véi cac
thiét bi mang chinh, lap dat san chong tinh
dién

- Yéu cau xuat xir va chat luong hang héa: Nha
thau cung cip day du cac chimg tir khi giao
hang, bao gom:

+ Gidy chimg nhan chit lugng hang hoa (CQ)
do hing san xuét cip.

+ Chimng nhan xut xir hang hoéa (CO).

CONVERTER E1/FE Bt bude
(1E1,1FE) i
Hang san xuét / nudc xuat xa | Ghi rd
Ma thiét b Ghi rd
LED hién thi canh bao Hién thi ngudn, AIS, LOS
Moi truong lam vige Nhiét d6 lam viéc: 0~50°C
Hb tro chuyép dbi dit liéu gitta 1 cong Ethernet
100M va 1 cong E1
H? tro local clock va line clock
H) tro ché do unframed (2048k)
Chire nang Giao dién E1(G.703) 1200hm (RJ-45)
Giao dién FE: Auto IQM/ 100M full-
duplex/half-duplex; ho tro MDI/MDIX, tuong
thich IEEE 802.3, IEEE802.1Q (VLAN)Ma
hoa duong truyén: HDB3
S6 cong El 1
S6 cong FE 1
Ngudn 48vDC
Twong thich véi thiét bj
Converter E1/FE (8EL1/8FE | cd
tai muc 5)
CONVERTER E1/FE Bét bude

(8E1/8FE)




Hang san xuat / nudc xuat xtr

Ghi rd

M3 thiét bi

Ghi ro

LED hién thi canh bao

Hién thi ngudn, AIS, LOS

Moi truong lam viée

Nhiét do lam viée: 0~50°C

Ngudn 48VDC (02 ngudn)
Céu trac Rack 19,i ;
16 khe cam card E1/FE va 02 card Nguon
Hb trg chuyép d6i dir ligu gitra 1 cong Ethernet
100M va 1 cong E1
HG tro local clock va line clock
H5 trg ché d6 unframed (2048k)
Chtrc nang card E1/FE Giao dién E1(G.703) 120ohm (RJ-45)
Giao dién FE: Auto IQM/ 100M full-
duplex/half-duplex; ho tro MDI/MDIX; tuong
thich IEEE 802.3, IEEE802.1Q(VLAN)
M3 hoa dudng truyén: HDB3
S6 cong E1 8
S6 cong FE 8
Card quan ly SNMP cod
Twong thich véi thiét bi
Converter E1l/FE (1E1,1FE | cé
tai muc 4)
EEAEI\Y UL LS SRkl Chuén cong nghiép Bit budc
Thong luong Firewall > 1.2 Gbps
Thong lugng Threat
Preven‘gion hodc  Threat | > 600 Mbps
Protection
Max session hoac
concurrent connection = 60,000
Virtual System c6 san 1 va 6

c6 thé ho trg mé rong 1én 2

Cong dong 1Gbps RJ45

>4 cong 1G RJ45

Cong quang 1Gbps SFP
(chwa bao gom module
quang)

>2 cong 1G SFP

Cong quan tri 1Gbps

> 1 c6ng Management Port 1G

Cong Console RJ-45

> 1 Console Port RJ45

Cong USB

> 1 cong USB

Nguon 12 — 48 VDC

2 ngudn 12 — 48 VDC

Pap ung cac chuan: P65,
IEC 61850-3 va IEEE 1613

Co

Nhiét do

Hoat dong: -40°C dén 70°C

Tinh ndng Network

MO hinh trién khai L2, L3

OSPF v2/v3, BGP, RIP, static

Tinh nang Du phong

Co tinh nang High availability chay Active-
Active va Active-Passive




Tinh nang Firewall

C6 thé ngan chan viéc khai thac diém yéu
da biét (known exploit), cac loai ma doc
(malware), ra 1énh va diéu khién
(command and control (C2)), c6 thé ngin
chin Cobalt Strike

C6 thé két hop véi deep learning, machine
learning va generative Al

IPS c6 thé ngan chin tan cong zero-day
ngay trén thiét bi tuong Itra (inline)

C¢ tinh nang DNS sinkhole/sinkholing
hodc DNS Trap

Tich hop sin tinh ning kiém soat cac giao
thirc/rng dung ICS va SCADA gom:
Modbus, DNP3, IEC 60870-5-104 ...

C6 tinh nang phong chéng DoS

C6 tinh nang cho phép thiét bi cap nhat dir
liéu nhan dang tan cong mang thi cong

Co6 menu riéng dé cau hinh chinh sach giai
ma SSL, ddc 1ap voi cau hinh chinh sach
kiém sodt truy cip

C6 menu riéng d€ theo ddi, quan 1y log lién
quan dén SSL Decryption

Ngudi quan trj ¢ thé save, export cau hinh
thanh file backup luu bén ngoai. Import,
restore/revert file cau hinh da luu ma

Quan trj trén thict bi khong can reboot thiét bi
Co the st dung XML APIL, REST API va
OpenConfig dé quan tri thiét bi

Ban quyén Ban quyén 24 thang cho cac tinh ning

Network, Firewall,...

Yéu cau khac

- Puoc dat trong ti bao vé hodc gia do ¢d dinh,
gan nhan mo ta rod rang.

- Buong dién va cap tin hiéu phai duoc dat
cach ly de tranh nhicu dién tir duong dién sang
cap tin hi¢u; dugc di ngdm va c6 ong bao v¢.

- Buoc noi dat va co6 co ché phong chong sét
lan truyén.

- C6 bién phap chéng tinh dién ddi voi cac
thi€t bi mang chinh, lap dat san chong tinh
dién

- C6 hd tro ki thuat ctia hang tai Viét Nam

- Thay thé nong thiét bi khi co sy ¢d

- Chiing chi chuyén gia k¥ thuat voi chung chi
chinh héng




- Yéu ciu xuét xir va chét luong hang héa: Nha
thau cung cip day du cac chimg tir khi giao
hang, bao gom:

+ Gidy ching nhan chat luong hang héa (CQ)
do hing san xuét cip.

+ Chig nhan xuit x{r hang hoa (CO).

FIREWALL LAP DAU
PTC4

Bit budc

Hang san xuat / nudc xuat x| Ghi rd

Ma thiét bi Ghi rd

Thong lugng tudng lira > 30,000 Mbps
Thong lugng IMIX >16,500 Mbps
Do tré Firewall (64 byte UDP) | 6 s

Thong lugng IPS > 6,000 Mbps
Thong luong bao vé khoi cac

moi  nguy hai  (Threat | > 5,000 Mbps
Protection)

Thong luong NGFW > 5,200 Mbps
Két n6i dong thoi > 6,500,000
S6 két ndi méi mdi gidy > 134,700
Thong lugng [Psec VPN >17,000 Mbps
Sé luong két ndi IPsec VPN > 5,000

S6 luong két nbi SSL VPN > 2,500
ggir/l'%LS lwong  kiém tra > 1,100 Mbps
Két ndi déng thoi SSL/TLS > 18,432

CPU/Memory

x86 AMD CPU / 8 GB (2400) DDR4

Str dung bd xu ly riéng cho
SSL/TLS (Processor/Memory)

Marvell NPU / 4 GB DDR4

Tich hgp dia cing HDD/SSD | Integrated min. 120 GB SATA-111 SSD
Sé Tuone cdne giao tiép man 8 x GE copper
O luong cong glao iepmang | 5 y SEp fiper
S6 lwong cip cong mang 1
bypass
Sb cong mo rong 1
8 port GE copper
8 port GE SFP fiber

Module céng méd rong (tuy
chon)

4 port 10GE SFP+ fiber

4 port GE copper bypass (2 pairs)

4 port GE copper PoE + 4 port GE copper
4 port 2.5 GE copper PoE

2 port GE Fiber (LC) bypass

+ 4 port GE SFP Fiber

Man hinh hién thi LCD

Multi-function LCD module

Cong két ndi quan 1y

1 x RJ45 MGMT
1 x COM RJ45
1 x Micro-USB (cable incl.)

Cbng két ndi /0

2 x USB 3.0 (front)
1 x USB 2.0 (rear)




1U rackmount

Kich ¢ thict bi (2 rackmount ears included)
. Internal auto-ranging AC-DC
Nguon 100-240VAC, 3-6A@50-60 Hz
External Redundant PSU Option
Nguon cip PoE 76 W/260 BTU/hr (max.)

Chtng nhén san pham

CB, CE, UKCA, UL, FCC, ISED, VCCI, KC,
RCM, NOM, Anatel, CCC, BSMI, TEC,
SDPPI

Quan 1y chung

Ho tro xac thyc hai 16p OTP cho viéc truy cap
trang quan tri, user portal, [PSec VPN va SSL
VPN

H5 trg tinh niing Packet Capture trén giao dién
nguoi dung

Hb trg tinh nang Kha niang San sang Cao (HA)
v6i kha ning cum hai thiét bi & ché d6 chu-chu
(active-active) hodc chi-phu (active-passive)
v6i thiét 1ap Quick HA dé dang dang plug-and-
play hd tro nhiéu lién két dong bd du phong
(Chi can ban quyén co ban di kém thiét bi)

Cho phép truy cap command line tir giao dién
nguoi dung

Tu dong thong bao vé cac ban update
firmware, ti€n trinh update dé dang va c6 kha
nang roll-backup lai ban update cii

H5 trg trang dich vu ca nhan cho nguoi dung
(Self-service user portal)

HOb trg Single sign-on SSO tich hop Azure AD
cho quan tri vién

Sao luu va khoi phuc cau hinh: cuc bo, qua
FTP hoic email; theo yéu ciu, hang ngay, hang
tun hodc hang thang - voi tiy chon gan lai
cong khi nang cip thiét bi phan cing

Theo ddi cac thay ddi cau hinh hé thong

Hb trg API cho tich hop cua bén thw 3

HO trg ching chi Let’s Encrypt cho WAF, cau
hinh SMTP, TLS, trang dang nhép hotspot,
bang quan tri Web Admin, cng théng tin
nguoi ding, cong thong tin captive, cong thong
tin VPN, va cdng thong tin SPX.

Cong cu mo phong kiém tra chinh sach cho
phép mo phong va kiém tra quy tac tuong lira
va chinh sach web theo nguoi dung, IP va thoi
gian trong ngay.

Quan ly tap trung céc thiét bi Firewall thong
qua Cloud

Quan tri dam may

H) tro tao cac mau chinh sach 1 1an duy nhat
va ty dong dong bo voi tat ca thiet bi firewall
trong nhom quan ly

Trinh quan ly Tac vu cung cap lich st theo doi
day du va giam sat trang thai cac thay doi cua
chinh sach nhém




Quan ly sao luu firmware trong CLoud luu trir
nam tép sao luu cau hinh cudi ciing cho mdi
tuong Itra, voi mot tép co thé duoc ghim dé luu
trt vinh Vién va truy cap dé dang

Trién khai khong cham (Zero-touch) cho phép
thuc hién cAu hinh ban dau trong CLoud va sau
d6 xuat dé tai 1én thiét bi tir 6 flash khi khoi
dong, tu dong két ndi thiét bi tré lai trung tam
quan ly

Tuong lira, két noi mang va
chuyén mach

H3 trg kiém tra cac traffic duoc ma hoa TLS
1.3 ma khong can ha phién ban.

H3{ trg DPI Engine cung cap kha nang bao vé
quét lubng dir liéu cho IPS, AV, kiém soat
web, ung dung, va kiém tra TLS.

H5 trg tinh niing ting toc thong minh duya trén
chinh sach cho luu lugng ting dung dang tin
cay, luu lugng IPSec VPN, va luu luong ma
hoéa TLS mdt cach ty dong

Céu hinh cac chinh sach dya vao nguoi dung,
nhom nguoi dung, thoi gian hodc 16p mang

Ngén chan goéi tin theo vung dia ly

Chéng lai cac cudc tn cong Flood nhu DoS,
DDoS, port scan

Hb tro duong ham IPv6 bao gom 6in4, 6to4,
4in6 va trien khai nhanh IPv6 (6rd) thong qua
IPsec

C6 chung chi ho tro IPv6

Hé trg Wireless WAN (khong ap dung cho
trién khai a0)

Dinh tuyén

H5 trg giao thirc 802.3ad (LAG)

H3 tro két ndi IPv6 nhu 6ind, 6to4, 4in6 va
trién khai nhanh chong IPv6 thong qua IPSec

SD-WAN

Hb trg SD-WAN cho cac dudng truyén:
VDSL; DSL; Cable; LTE/cellular; MPLS

HO tro tw dong kiém tra hiéu suat cua duong
truyén dya trén mac do chap chon, do tré hoac
mat goi

Tai dinh tuyén khong gian doan dam bao cac
phién tmg dung dugc duy tri khi hi¢u suét lién
két giam dudi ngudng va chuyén sang mét lién
két WAN c6 hiéu suét tt hon

Binh tuyen (g dung qua céc lién két uu tién
bang quy tic tuong lira hodc dinh tuyén dya
trén chinh sach.

HO tro tinh ning Pong bo SD-WAN - Nhan
dang tmg dung va chia s¢ thong tin
Synchronized Application Control gitra cac
endpoint va Firewall

HO tro tao két ndi tunnel & layer 2 va routing
trén tunnel




Piéu chinh Luu lugng va Han
muc

bat han muirc luu l}rqng dua :[rén nguoi dung
theo tai 1én/tai xuoéng hodc tong luu lugng, voi
chu ky 1ap lai hoac khong lap lai.

Diéu chinh luu luong linh hoat dya trén mang
hodc ngudi dung (QoS), bao gdm cac tiy chon
nang cao cho luu lugng web va tng dung trong
goi dang ky Web Protection.

Téi wu hoa VoIP theo thoi gian thuc

Bao mat mang khong day

Tich hop tinh ndng Wireless controler trén
thiét bi

HOb trg 802.11r (chuyén tiép nhanh).

H5 tro IEEE 802.1X (xac thuc RADIUS) voi
ho tro may chu chinh va phu.

Ho tro Hotspot v&i (voucher tity chinh), mat
khau theo ngay, hodc chap nhén diéu khoan va
diéu kién (T&C)

Hb trg repeating, mesh wireless network

Hb trg nhiéu SSID trén moi radio, bao gom
SSID an

Tu dong chon kénh va tdi wu hoa nén tang.

H5 trg ding nhap HTTPS

Chung thuc

HO tro da dang cac loai xac thyc: Active
Directory; eDirectory; RADIUS; LDAP;
TACACS+

Hb trg Single sign-on (SSO): Active Directory;
eDirectory; RADIUS Accounting

H5 trg tinh niing dong bd x4c thuc ngudi dung
bang cach thu thap thong tin vé user ID tir
phan mém endpoint cai dit trén may tram.
Khong can cai dat thém phan mém trén AD
Server.

HJ tro xac thuc bang Agent cho Windows,
MAC OS X, Linux 32/64

HJ trg xac thuc dua trén API

Xac thuc SSO qua trinh duyét: Xac thuc proxy
minh bach (NTLM) va Kerberos.

Chirng chi xac thye cho i0S va Android

HO trog VPN

Hb tro két ndi VPN Site-to-Site

H3 trg két ndi VPN remote access

Tich hop tinh nang ZTNA d¢ truy cap bao mat
vao céac ung dung dugc luu trit phia sau tuong
lra.

Chuyén d6i HA trang thai cho két ndi IPsec
d6i voi RBVPN, PBVPN va VPN truy cap tir
xa ma khong mat phién sy kién trong céc tinh
hudng chuyén d6i HA

H5 trg IPsec nang cao cho PSK (Pre-Shared
Key) duy nhét va nhom DH (Diffie-Hellman)
tir 27 dén 30 / RFC6954

Network Protection (Tinh ning
bdo mat mang)

H) trg tinh niing IPS

Hb tro tuy chinh cac mau nhan dang IPS




B& loc thong minh IPS Policy Smart Filters
cho phép cac chinh sach dong ty dong cap nhat
khi cac mau méi duoc thém vao.

Hb trg tinh ning ATR (Active Threat
Response)

Ty dong giam sat va chan cac mbi de doa APT
va cac mdi de doa khac dugce xac dinh thong
qua cac ngudn cap dir liéu Threat Feeds, cung
cap bao v€ néng cao khoi cac bot va dbi tha
chu dong cb giang lién hé dén cac diém dén doc
hai béng cach st dung phat hién da l6p DNS,
AFC va tuong lura

Ty dong giam sat va chan cac mbi de doa duge
xac dinh tr cAc nguon cap dir licu MDR/XDR
cong bo.

Tinh ning dong bd bao mat ngay lap tirc danh
dau cac thiét bi bi xdm nhap bang trang thai
mau dd, Trang thai cia may tram cling duoc
giam sat boi cac giai phap Endpoint va chia sé
vOi tudng lura, s€ bao gom thong tin nhu may
chu, nguodi dung, quy trinh, so6 lugng sy ¢ va
thoi glan bi xam nhap.

Cac dicu kién dong b0 trang thai may tram c6
thé dugc gin vao bat ky quy tic tuong lira ndo,
tu ddng gidi han quyén truy cdp vao tai nguyén
va phan doan mang d6i véi thiét bi bi xam
nhap cho dén khi n6 dwoc khoi phuc

Quan ly thiét bj VPN

Quan Iy tap trung céc thiét bi két néi mang tir
Xa

Hb tro mi hoa tunnel véi digital X.509
certificates va giao thirc ma hoa AES 256-bit

Khoéng can cAu hinh: Ty dong két ndi qua dich
vu cung cap cau hinh dya trén dam may

HO tro VPN Clientless, HTML5 véi hd trg cho
RDP, SSH, Telnet va VNC

Quan ly truy cap Web

HO tro kiém tra luu lugng web theo co ché
Streaming DPI hodc Explicit proxy

Ché d6 proxy hd tro xac thuc timng két ndi cho
nhiéu nguoi dung trén cung 1 IP ngudn

Quét phan mém doc hai: chan tat ca cac dang
virus, phan mém dgc hai trén web, trojan va
spyware trén HTTP/S, FTP va email dya trén
web.

Co s6 dit liéu vé URL Filter v6i hang triéu
trang Web véi 92 danh muc

Live Protection: Tra ctru theo thoi gian thuc,
dya trén ddm may d€ nhén thong tin tinh bao
moi de doa mdi nhat

Chinh sach quota vé thoi gian duyét web theo
user hodc group

Béo v€ nang cao trudc phan mém ddc hai trén
web voi trinh md phéng JavaScript.




Bao vé chong viéc diéu hudng dén cac web gia
mao (Pharming protection)

HO tro bd quét virus thir 2 doc lap, dé do quét
virus bang 2 bd quét virus khac nhau.

Ho trg caching cac ban cap nhat cho phan mém
antivirus trén may tram

Ngan chan cac iing dung dang ngo (PUAs)

C6 hd trg Youtube for Schools theo chinh sach
(user hoac group)

Gidm sat web theo tir khoa dé ghi nhan log,
report hodc block web ung voi danh sach tir
khoa

Quan 1y rng dung

Ho trg kiém soat cac ung dung dua trén
signature v&i hang ngan ung dung

Tu dong nhan dién, phan loai va kiém soat tat
ca cac ung dung Windows va Mac khong rd
trén mang bang cach chia sé thong tin giira cac
Endpoint va tuong lira

Kham pha va kiém soat ing dung siéu nho

Nang cao cac tuy chon (QoS) theo danh muc
web hodc rng dung d€ han ché hoidc dam bao
uu tién toc d6 bit tai 1én/tai xuong.

Céc chinh sach kiém soat ing dung c6 thé dya
theo user hodc 16p mang

Béo cdo trén Cloud

H3 trg bao cdo cho cac thiét bi firewall & nhiéu
nén tang: phan cung, phan mém, 4o hoa hoac
cloud

Dé dang backup log va cho kha nang truy Xudt
nhanh khi c6 nhu cau ki€ém tra

Bang diéu khién bao cao cung cap cai nhin
tong quan vé cac su kién trong 24 gio qua

Bio céo trén Thiét bi

Hang trdm bao céo trén thiét bi véi cac tiy
chon bao cdo tuy chinh:

Bang diéu khién (Luu luong, Bao mat, va Chi
s6 Mbi de doa Ngudi dung).

Ung dung (Rui ro tmg dung, Ung dung bi
chén, Ung dung déng bd, Cong cu tim kiém,
May cha web, Phu hop tir khoa web, FTP).
Mang va Méi de doa (Phan tng Méi de doa
cha dong va ngudn cap dit liéu mdi de doa,
Security Heartbeat, IPS, khong day, bao vé
mdi de doa zero-day).

VPN, Email, va Tuan thi (HIPAA, GLBA,
SOX, FISMA, PCI, NERC CIP v3, CIPA).

Xuat bao cao dudi dinh dang HTML, PDF,
Excel (XLS).

Bén quyén

Bén quyén 36 thang cho cac tinh ning
Network Protection, We‘p Pro:tection, IPS, hd
tro k¥ thuat, cap nhat phan mém (Support).




Yéu cau khac

- Buoc dat trong ti bao vé hodc gia do b dinh,
gan nhan mo ta rod rang.

- Buong dién va cap tin hiéu phai dugc dat
cach ly dé tranh nhicu dién tir dudong dién sang
cap tin hi€u; dugc di ngdm va c6 ong bao v§.

- Puoc ndi dat va co co ché phong chong sét
lan truyén.

- C6 bién phap chong tinh dién doi voi cac
thiét bi mang chinh, lap dat san chong tinh
dién

- C6 hd tro k¥ thuat ctia hang tai Viét Nam

- Thay thé néng thiét bi khi co su c6

- Chung chi chuyén gia k¥ thuat véi chirng chi
chinh héng

- Yéu cau xuat xir va chat luong hang héa: Nha
thau cung cip day dua cac chimg tir khi giao
hang, bao gom:

+ Gidy chimg nhan chat lugng hang hoa (CQ)
do hing san xuét cap

+ Chutng nhin xuit x{r hang hoa (CO).

SWITCH 8 PORT LAP

TRAM Chuin cong nghiép Bit budc
Hang san xuat / nudc xuat x| Ghi rd

Ma thiét bj Ghi rd

S6 cong/loai cong > 8 cong 10/100 Mbps

Téc d6 céng mang LAN > 100 Mbps

Bing thong chuyén tiép > 2.8Gbps

Bing thong chuyén mach

> Max:5.6Gbps

DRAM

> 128 MB DDR2 without ECC

Flash memory

>160 MB

Alarm 1/0

output connector on top panel of 4P2S and
8P2S, 1.0A@24VDC or 0.5A@48VDC

Pau noi va cap

+ 100BASE-FX MMF (2 km)—TBD véi diu
vao cua k¥ su

+ Cdng 10/100/1000BASE-T: Pau ndi RJ-45,
cap UTP loai 5 4 cap

Tinh nang phan mém

LLDP, Cisco CDP aware, MSTP, STP
Portfast, ICMP Vlan, IP tinh, Trust Ingress
DSCP, COS, Cdng wu tién, cong - bao mat,
IGMP querier, DHCP server SNMP v2/v3,
SNMP trap, syslog, IGMP snooping, DHCP
snooping, BPDU guard, Etherchannel, Béo
dong, Kha nang PoE, Smartport Macro,
SPAN/Port Mirroring, Strom Control,
EtherNet/IP (EDS)




Tuan thu tiéu chuan

+ FCC 47 CFR Part 15 Class A

+ EN 55022/CISPR 22 Class A

+ EN 55016-1-1, -1-4, -2-3 Class AVCCI
Class A

+ RoHS compliance

+ AS/NZS CISPR 22 Class A, AS/NZS CISPR
24

+ CISPR11 Class A, CISPR22 Class A

+ ICES 003 Class A

+ IEC/EN/EN61000-4-2 (Electro Static
Discharge), 8kV air/6kV contact

+ IEC/EN 61000-4-3 (Radiated Immunity, 10
V/m 80-2000MHz, 3V/m 2000-2700MHz)

+ IEC/EN 61000-4-4 (Fast Transients - 2kV
DC power, 2kV data line, 4kv earth)

+ IEC/EN 61000-4-5 (Surge 2 kV/1 kv DC
power, 2 KV shielded and unshielded data line)
+ IEC/EN 61000-4-6 (Conducted Immunity,
10 V/emf 0.15-80MHz)

+ IEC/EN 61000-4-8 (Power Frequency
Magnetic Field Immunity 30A/m 60 sec,
300A/m 3 sec)

+ IEC/EN 61000-4-9 (Pulse Magnetic Field
Immunity 300A/m)

+ IEC/EN 61000-4-29 (Voltage Dips
Immunity)

+ IEC 60068-2-27 (Operational Shock: 30G
11ms, half sine)

+ IEC 60068-2-27 (Non-Operational Shock
65-80G, trapezoidal)

+ IEC 60068-2-6, IEC 60068-2-64
(Operational Vibration)

+ EC 60068-2-6, IEC 60068-2-64, IEC 60068-
2-47 (Non-operational Vibration)

+ IEC/EN 61000-6-1 (Immunity for Light
Industrial Environments)

+ IEC/EN 61000-6-2 (Immunity for Industrial
Environments)

+ IEC/EN 61000-6-4 (Emissions for Industrial
Environments)

+ EN 61131-2 (PLC Zone A & B, EMC/EMI,
environmental, mechanical)

+ EN61326-1 (Industrial Controls)

+ Marine —TAC (Temp-A, Humid-B, Vib-A,
EMC-A, Enc-A)

+ EN 50581 (RoHS)

+ China RoHS

+ EU WEEE

+ NEMA TS-2 (EMC, environmental,
mechanical)

+ 1P30

+ IEC 60068 -2-3
+ IEC 60068-2-30 (Test Db)




+ |EC 60068-2-1
+ |EC 60068-2-2

+ |EC 60068-2-56

+ IEC 60068-2-14 (Test Nb)

Nhiét d6 lam viéc

-20°C ~70°C

Yéu cau khac

- Puoc dit trong t bao vé hodc gia da ¢ dinh,
gan nhan mo ta rd rang.

- Buong dién va cap tin hiéu phai dugc dat
cach ly dé tranh nhidu dién tir duong dién sang
cap tin hiéu; duoc di ngam va c6 dng bao vé.

- Pugc nbi dat va co co ché phong chong sét
lan truyén.

- C6 bién phap chdng tinh dién ddi véi cac
thiét bi mang chinh, lap dat san chong tinh
dién

- Yéu ciu xuét xir va chat luong hang héa: Nha
thau cung cip day du cac chimg tir khi giao
hang, bao gom:

+ Gidy chimg nhan chat lugng hang hoa (CQ)
do hing san xuat cap

+ Chung nhéan xuat x{r hang hoa (CO).

g |LICENCE PHAN MEM Phin mém Nxlog Bit budc
AGENT
— Kich thuéce: 197, 42U, 600 Bat bugc
— Chat liéu: Thép son tinh dién, day >=
0,8mm.
0 Tii dién 19 inches chita |~ ;[;; .phal c6 khoa an toan, dé dang thao

Firewall, switch, router,....

— Cura trude va sau c6 16 thong gio.

— Quat hut tan nhiét

- H¢ thong banh xe va chéan tang gitip dé
di chuyén ciing nhu ¢d dinh tu.




