PHAN 2. YEU CAU VE KY THUAT
CHUONG V. YEU CAU VE KY THUAT

. Giéi thigu chung vé dy an/dy todn mua sam, géi thau: ‘
- Tén cta Phuong an mua sam: Mua sam giai phap bao vé, chong dich ngugc mé nguon ng
dung mobile
- Tén g6i thau: Mua sam giai phap bao vé, chong dich ngwoc ma ngudn @ng dung mobile
- Nbi dung cbng viéc chinh cua go6i thau: Mua sam giai phap bao vé, chong dich nguoc ma
ngudn tng dung mobile.
- Linh vuc LCNT: Mua sidm hang héa
- Thoi gian thuc hién g6i thau: 25 thang ké tir ngay hop dong cé hiéu luc
- Tén Chu dau tu: Ngan hang TMCP Pau tu va Phat trién Viét Nam
1. Yéu cau vé ky thuat ,
1. Yéu cau vé ngi dung, phgm vi mua sam, thoi gian ciia PAMS.,
- Noi dung, pham vi mua sam: , ‘ ‘
Mua sam ban quyen giai phap bao vé, chong dich ngugc ma nguon mobile trén nén tang
iOS va Android cua ting tng dung nhu sau:

Tén ing Thai han s§ Pon vi S0 lwot tai trén moi
STT dung ban quyen lrong tinh nen tang ( 10S/

: (thang) : Android)
1 BIDV iBank 12 1 License 500.000
2 B.One 24 1 License 50.000
3 Smart OTP 36 1 License 500.000
4 SmartSales 36 1 License 50.000
5 BIDV Home 36 1 License 100.000
6 VCash 36 1 License 10.000

- Thoi gian thuc hién hop dong: 37 thang ké tir ngay hop dong c6 hiéu luc cu thé nhu sau:
+ Thoi gian ban giao hang hoa la 01 thang

+  Thoi gian st dung ban quyén phan mém tir 12 dén 36 thang (tly yéu cau cua tng dung)
ké tir ngay ky bién ban nghiém thu hang hoa.

- Dia diém trién khai: Trung tam Phét trién phan mém.

2. Y&u cau vé tiéu chuan ky thuat chi tiét.

STT YEU CAU KY THUAT

I YEU CAU CHUNG

1.1 |Giai phap c6 thé cai dat trién khai trén cac thiét bi ha ting cua BIDV.

1.2 |Giai phap c6 Dashboard giam sat bao vé thiét bi, thong ké dit liéu




Giai Giai phap cung cap ban cap nhat dinh ky hoic khi c6 CVE (Common

1.3 |Vulnerabilities and Exposures - L6 hong va Tiép xic Pho bién) dnh huéng tryc
tiep.
14 Giai phap phai c6 kha nang bao vé trng dung Android duogc phat hanh dudi dang
" |APK va AAB.
1.5 |Giai phap phai cé kha nang bao vé tng dung iOS dugc phat hanh dudi dang IPA
1.6 |Giai phap phai ho trg cac ngbn ngir Swift, Objective C, Java, Kotlin, Dart.
17 Giai phé}p h§ trg phién ban h¢ dié~u hanh vai i0S tir 14,0, Android tir 6,0. Vi tng
" |dung viét bang Flutter yéu cau ho trg Flutter tir phién ban 3.7.3 tro 1én.
Giai phap khong dugc luu trit thong tin caa khach hang st dung trng dung mobile
1.8 At Lo .
app dudi bat ky hinh thic nao
1.9 [Nha thau cung cap ban quyén chinh hang cua giai phap
110 Ho trg BIDV gia han st dung hoac ding sir dung ma khong phat sinh 16i tir ing
7 |dung va khong can cap nhat lai ing dung
I YEU CAU BAO VE UNG DUNG
2.1 |Giai phap cung cap kha ning phat hién va ngan chin thiét bi root/jailbreak
2.2 |Giai phap c6 kha nang ngan chan Overlay
2.3 |Giai phap bao vé ung dung khi ttng dung khac cé quyén accessibility trén thiét bi.
2.4 |Giai phéap c6 kha nang chéng dong goi lai ung dung
2.5 |Giai phap chdng lai cac cong cu g& 18i (Debug), phat hién debug mode
26 Giai phap c6 kha ning chdng lai méi truong gia lap (Emulator, Virtual
"~ |Environment)
2.7 |Giai phap phét hién dugc viéc mo khoa bootloader
5 g |Giai phap cd kha nang bao vé tng dung trudc c4c cude tan cong bang ky thuat
" |Hooking (Frida, Xposed, Magisk, Substrate ...)
99 Giai phap can phat hién va ngin chan Memory Injection hoic Runtime Code
"~ |Injection (vi du thdng qua ptrace, mmap, hoac cac ky thuat turong tu)
510 Giai phap can c6 kha nang bao vé chdng lai Dynamic Instrumentation (vi du Frida

Gadget, Objection, LLDB attach ...)




2.11

Giai phéap phai c6 co ché Runtime Self-Defense (RASP): tu dong chin va dirng
hoat dong ung dung khi phat hién hanh vi tiém ma, hooking hoac debug bat
thuong

2.12

Giai phap phai phéat hién, canh bao va ngan chan hanh vi chup man hinh
(screenshot) va ghi hinh (record) man hinh ng dung.

2.13

Giai phap phai co kha nang phat hién va ngan chan Remote Access Tools (RAT)
nham truy cap, diéu khién ang dung tir xa trai phép

2.14

Giai phap can hoat dong ngay ca khi thiét bi & ché do Offline.

2.15

Giai phap phai bao vé tinh toan ven cua tng dung.

2.16

Giai phap c6 kha nang ma hoa va luu trit bao mat thdng tin nhay cam

2.17

Giai phap c6 kha nang 1am rdi, ma héa ma ngudn

2.18

Giai phap c6 kha nang chéng phan tich code tinh bang c4c giai phap nhu JADX,
Hopper, IDA

2.19

Giai phap c6 kha ning 1am nhidu ludng xtr Iy (control flow obfuscation)

2.20

Giai phép c6 kha nang ma hoa tai nguyén ctia thg dung

2.21

Giai phéap c6 kha ning ma hoa chudi trong m& ngudn

2.22

Giai phap can xac minh va bao vé chit ky dé ngan chan viéc gia mao ung dung va
K lai

2.23

Giai phap phai o kha ndng phat hién va ngan chan ky thut DYLD Injection (trén
iI0S) va cac hinh thirc tuong tu nham tiém thu vién dong vao tng dung dé can
thiép trai phép

2.24

Giai phap phai c6 kha néng phat hién va ngan chan ky thuat LD_PRELOAD
Injection (trén Android) va cac hinh thirc twong tw nham chen thu vién dong hoac
ghi d¢ ham cua hé thong dé can thiép trai phép vao trng dung

2.25

Giai phap phai dam bao va giam sat co ché SSL/TLS Pinning, ddng thoi phat hién
va ngan chan cac hanh vi bypass

2.26

Giai phap cho phép cau hinh cach thirc ang xir khi phat hién hanh vi tan céng, bao
gom nhung khong gidi han: canh bao ngudi dung, tu dong thoét ting dung, diéu
hudng sang trang web thong bao

2.27

Giai phap co kha nang phat hién va ngan chan Malware.

2.28

Giai phap phai phat hién va ngan chan Camera Injection / Spy Camera.

2.29

Giai phap phat hién dugc rng dung tai tir cac cira hang (rng dung bén thir ba khéng
chinh thac




2.30 |Giai phap cé kha nang phat hién tng dung duoc cai dat tur TrollStore (trén iOS)
2.31 |Chan cac cudc tan cong xen giita (MITM)
11 YEU CAU VE BAO CAO, QUAN TRI
3.1 |Giai phép hd tro dashboard trén nén tang On Cloud hodc On Premise
3.2 |Dashboard hién thi tong quan vé cac médi de doa & cac cap d6 khac nhau
3.3 |Pashboard hién thi theo thai gian thuc chi tiét cac méi de doa kém théng tin thiét
"~ |bi, phién ban &ng dung
34 |Gidi phap phai xuit duoc dit liéu (vi du: danh sach thiét bi, nhat ky méi de doa)
"~ |sang tép CSV, xIxs ...
\Y; YEU CAU VE TiCH HOP VA TRIEN KHAI
Giai phap dam bao murc suy giam hiéu suat cua tng dung khong dang ké, dudi
4.1 ro 2 AR
5% so voi truong hop chua trien khai giai phap bao vé
Giai phap dam bao trai nghiém nguoi ding khdng bi anh huong bao gém nhung
4.2 |khdng gidi han viéc khong gay crash va khong lam tang thoi gian tai tai nguyén
g dung mot cach bat thuong
43 Giai phap c6 thé hd tro trien khai trén cic mdi  trudng
"~ |(DEV/SIT/UAT/PILOT/PROD)
44 Giai phéap bao vé tng dung lién tuc trong khi tng dung dang chay ma khéng chi
" |dwa vao viéc kiém tra ban dau khi khoi dong tng dung
45 Cac SDK, tool phuc vu cho viéc trién khai giai phap phai c6 kha ning cai dat va
™~ |chay trén IDE va céc thiét bi noi bo cua BIDV
Nha thau phai thuc hién hd trg BIDV tICh hop giai phap mién phi. Trong truong
4.6 |hop giai phap co6 cac phién ban nang cap, nha thau thdng béo va phai thuc hién
viéc nang cap mién phi trong sut thoi gian BIDV sir dung giai phap cua Nha thau
4.7 Giai phap chiu duoc tai cao, phuc vu 1én dén 20.000 nguoi dung d6ng thoi va co
" |kha nang mo rong theo Iuwgng nguoi dung thuc té
48 Giai phéap tuan thu cac chinh sach cia Apple va Google lién quan dén viéc phat
= |hanh &ng dung Ién Store
\Y; YEU CAU VE TUAN THU
Giai phap dap ng céc yéu cau vé tuan thu vé bao mat iing dung mobile banking
51 theo quy dinh cta BIDV va phap luat Viét Nam, bao gom nhung khong gigi han

cac nghi dinh, thong tu sau:
- Nghi dinh 13/2023/NB-CP Bao Vé Dir Liéu Ca Nhan




- Thong tu s6 50/2024/TT-NHNN quy dinh vé an toan, bao mat cho viéc cung
cap dich vu truc tuyén trong nganh Ngan hang.
Trong truong hop c6 quy dinh, nghi dinh, thong tu méi, hoac cac quy dinh, nghi
dinh, thong tu ¢l ¢6 sra doi, bo sung, nha thau co trach nhiém hé trg BIDV cap
nhat mién phi (néu phat sinh thay d01 dol Vvé6i giai phap) nham dap ¢ng tuan thu
day du yéu cau va thoi han cac yéu ciu vé bao mat theo quy dinh.

3. Y&u cau vé ban quyén

Cung cap ban quyén st dung giai phap bao vé, chéng dich nguwoc ma ngudn 6 (ng dung mobile
BIDV iBank, BIDV Smart OTP, BIDV SmartSales, B.One, BIDV Home va Vcash dap ung toi
thiéu cac yéu cau sau:

- Thoi gian str dung ban quyén: (i) cua ting dung B.One 14 24 thang ké tir thang 10/2026;
(ii) cta ung dung BIDV iBank la 12 thang va 4 ung dung con lai (BIDV Smart OTP, BIDV
SmartSales, BIDV Home va Vcash) 1a 36 thang ké tir ngay ky bién ban nghiém thu hang hoa.
- Puoc nang cap Ién cac phién ban cao hon/cap nhat ban vé caa giai phap mién phi

4. Trach nhigm cia nha thau

- Nha thau chiu trach nhiém lién hé voi Hang trong truong hop BIDV khéng lién hé dugc
véi hang.

- Nha thau chju trach nhiém Iam viéc véi hing dé cung cap danh sach va bo cai dit san
pham thudc danh muc san pham caa hop dong, vai phién ban 1a phién ban con hd tro caa hing
va do BIDV c6 nhu cau va c6 yéu cau sir dung.

5. Yéu cdu vé hé tre ky thudt

- Ngay sau khi BIDV phét hién su c¢6 thong béo cho bén nha thau vé cac 15i phat sinh, 15
hé thdng theo hinh thire dién thoai, email.Nha thau cd trach nhiém cung cap cho BIDV téi thiéu
hai (02) s6 dién thoai lién lac khan cp. Céc sé dién thoai ndy phai dam bao ludn hoat dong va
c6 nguoi truc 24/7 (24 gio mdi ngay, 7 ngay mdi tuan) dé tiép nhan va xu ly su ¢b

- Cin ctr vao tinh chat va mic d6 nghiém trong cta sy sb, nha thau thy hién hd tro tai chd
(tai dia diém gap 15i) hoic hd tro tir xa.. Toan bo chi phi lién quan dén viéc khic phuc cac 15i
do nha thau chiu trach nghiém.

- Thoi gian phan hoi va giai quyét sy c6: Trong sudt thoi gian bao hanh, bén nha thau
phai thue hién kip thoi cac cong viéc can thiét dé khic phuc nhuoc diém hoic 16i chuong trinh.
Thoi gian cu thé nhu sau:

Ciap dd Mo ta Thoi gian |Thoi gian phan|Thoi gian hoan
nghiém tiep nhan |hoi ~[thanh 9
trong (Tinh tir thoi diém | (Tinh tir thoi diém

nha thidu nhan
dugc thong bao
cua BIDV)

nha thiu nhan
dugc thong bao
cua BIDV)




Sy ¢ anh huéng dén luong I6n tong

thiét bj (>30%) khong th,é st dung |, 02 gis Trong vong 02
dich vy, chua c6 phuong an xu ly cu ngay

thé.

Sy ¢6 anh hudng dén luong trung binh Hoan thanh xu ly
thiét bi (10%-30%) hoic chi st dung 8/5 06 gio trong vong 05
duoc mot phan dich vu. ngay

Sy ¢6 anh huong dén lugng it thiét bi Hoan thanh xu ly
(<10%) hoac da co6 phuong an xur ly 8/5 03 ngay trong vong 10

cu thé.

ngay




