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Phén 2. YEU CAU VE KY THUAT
Chuong V. YEU CAU VE KY THUAT

Muc 1. Yéu cau vé k¥ thuat

1.1. Gi6i thigu chung vé dw dn/dw todn mua sim, géi thau

- Tén du todn mua sdm: Lya chon don vi cung cdp Ban quyén phin mém bao
mat ctua Bénh vién BPKKYV Long Khanh.
- Tén goi thau: Lira chon don vi cung cdp Ban quyén phan mém bao mat cua
Bénh vién BPKKYV Long Khanh.
- Chu dau tu: Bénh vién da khoa khu vuc Long Khanh.

- Ngudn vbn: Quy phat trién hoat dong su nghiép.

- Thoi gian thuc hién: 365 ngay ké tir ngay hop dong c6 hiéu luc.

1.2. Yéu ciu vé ky thudt

Nha thau chao hang héa phai dap wng cac thong sé k¥ thuit nhw sau:

Stt

Danh muc thiét bi

bvt

Thoi han

S6
lugng

Bén quyén phan mém bao mat dung cho may tinh

Ban
quyén

1 nam

250

Chit lwgng ciia sin pham Endpoint Protection

1.1

San pham Endpoint Protection 13 san pham ndi tiéng, c6
trong danh sach danh gié va dugc chiing chung nhéan boi
AV-Test, AV-Comparatives

1.2

Phan mém phai duoc sir dung nhiéu va co uy tin tai Viét
Nam, dat dugc sy cong nhan va chiing minh bang céc giai
thuéng do nguoi ti€u dung binh chon

1.3

Phai hd trg cong thém thoi gian trién khai (cong truc tiép
vao thoi gian sir dung ban quyén)

1.4

C6 hd tro phién ban tiéng Viét danh cho ban cai dit & phia
nguoi dung

1.5

San pham c6 tén trong danh muc cc san pham phdng,
chbng phan mém doc hai dap tmg duoc yéu cau ky thuat
theo Chi thi s6 14/CT-TTg theo két qua dénh gia cua hoi
déng danh gia tai chuyén muc tiéu chuén, chét lugng va
danh gia pht hop ctia cong thong tin dién tir ciia B6 Thong
Tin va Truyén Thong.

San phim Endpoint Protection cung cip kha ning bio
vé cho céc hé diéu hanh

2.1

May tram: Windows, Linux, Mac

2.2

May chu: Windows, Linux
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23

Béan quyén phai bao vé cho thiét bi Android va iOS cia
nhan vién (x2 mobile khong can mua thém)

24

HO trg IPv6

Kha niing bio vé ciia sain phim Endpoint Protection

3.1

Kha nang bao v¢ Malware

3.1.1

Béo v¢ trong thoi gian thuc chéng lai tit ca cac loai
malware

Kha nang tu bao vé: Khéng cho phﬁn mém doc hai vo
hiéu hoa; dat mat khau dé bao vé chuong trinh; ngan chin
qué trinh diéu khién phin mém antivirus tir may tinh diéu
khién tir xa

Kha ning phat hién va tiéu diét malware lay nhiém qua 3
con duong: file, web, mail

3.14

Co cong nghé quét thong minh loai trir cac tap tin da quét
(chi quét nhiing files méi va nhiing files c6 sy thay doi so
v6i 1an quét virus gan nhat), hd trg do quét cac tip tin nén.

C6 thé iy chinh quét sau, quét nhanh, quét khu vuc quan
trong, quét toan bd may tinh, quét virus trong bg nhé

3.1.6

C6 thé ra 1énh quét bang tay hodc theo lich

3.1.7

Tinh nang phat hién céc trang web va email lira dao

Cung cap kha ning do quét luu luong HTTPS, HTTP,
FTP d¢ tim kiém virus, spyware hay cac loai ma dgc khac.

3.2

Kha ning bao vé bang cong nghé dién toan dam may

3.2.1

Ngoai viéc bao v€ dua trén co sd dir li€u update, phﬁn
mém phai c6 kha ning két nbi thuong xuyén véi co s dit
lidu dién toan dam may cua hing dé cap nhat cac mbi de
doa nguy hiém méi nhat (mic du chuong trinh chua kip
két n6i may chii dé update)

3.2.2

Co so dit liéu trén dam may phai chta cac mbi nguy hiém
méi nhét va dang bung phat, duoc tao thanh tir hang triéu
ngudi dung phan mém antivirus trén toan thé gidi dé dam
bao tinh toan cau va phd bién

3.23

DPam may phai c6 hé thong phan tmg khin cip dé cung
cap kha ndng phan ung nhanh nhat véi céc tap tin va trang
web ddc hai nguy hiém maoi nhat

33

Kha ning bao vé bang cong nghé phan tich hanh vi, phong
thu chu dong
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3.3.1

Co6 cong nghé Phan tich hanh vi “Behavioral Analysis”
vo1 kha nang nhan di¢n virus dya trén viéc phan tich hanh
vi cua doi tugng (thay vi chi dua vao co s¢ dit li¢u update)

332

Co cong nghe dat biét theo ddi hé thdng “Remediation
Englne dé phuc hoi cac hanh dong cua d6i twong nguy
hiém gy ra trén may tinh (dac biét 1a d6i pho véi cac dong
virus ma hoéa), nham phuc hoi lai trang thai ban dau cua
cac tap tin bi cac doan ma ddc hai can thi¢p

333

Cong nghé Anti-cryptor (chng virus méa héa) bao vé cho
hé thong server

334

Kha niang bo qua cac ddi tuong tin tuong, co chir ky s6

3.4

Khé nang bao v¢ chong hacker va tan cong mang

34.1

Cho phép giam sat trong thoi gian thyuc toan bo giao tiép
vao va ra may tinh thong qua cac Port, dia chi IP, ing
dung,

342

Kha nang cho phép hodc ngan chan cac port chi dinh

3.43

Hé thong phat hién cac cudc tin cong (HIDS) gitp theo
ddi, phat hién va ngan chédn céc cudc tan cong mang

3.44

Kha ning tir chdi truy cip tir cic may tinh bi nhiém ma
ddc hoac c6 cac hanh dong tan cong mang cung kha nang
thém loai tru cac dia chi IP tin tudng

345

Cung cap kha ‘nang ngan chin tin cong mang va bao cao
nguon lay nhiém.

3.5

Kha ning ngin chin viéc khai thac 16 hong bao mat

3.5.1

Kha ning quét toan bo hé diéu hanh va cac phan mém dé
phat hién 16 hong bao mat

3.5.2

Kha ning hoat dong theo thoi gian thuc dé phat hién 18
hong bao maét khi chay cac ung dung

353

Thiét 1ap mirc d6 quan trong cua céc 16 hong bao mat, va
dua ra khuyén cdo dé va 10 hong bdo mét do.

3.54

Co kha nang ngan chan hacker va cac phan mém doc hai
khai thac 10 hong bao mat cua h¢ dieu hanh va cac phan
meém, méc du cac 16 hong chua dugc va 16i

3.6

Kha ning Kiém soat thiét bi (Device Control)

3.6.1

Quan 1y thiét bi (cho phép dung hodc khong dung) dua
trén phén loai ctia thiét bi hoic loai bus két ndi

3.6.2

Kha ning tao danh sach tring duya trén sb serial

3.63

Kha nang phan quyén Read/Write dé quan 1y thiét bi
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3.6.4

Tuong thich voi AD voi kha nang ap dung cac chinh sach
khac nhau cho cidc nhém nguodi dung va may tinh khac
nhau

3.6.5

Cung cip tinh ning Anti-bridging cho may tram
Windows dé nin chan viéc thiét 1ap trai phép két nbi vao
mang ndi bd bang cach vuot qua cac cong cu phong thii
mang bién. Cung cép kha ning cam cac két nbi cé day,
Wi-fi va modem.

3.6.6

Ty dong do quét thiét bi luu trit ngoai vi dé tim kiém ma
doc ngay khi dugc cam vao may tinh.

3.6.7

Giai phap cung kha ning cdu hinh mang Wi-fi dua trén
tén, kiéu xac thuc, kiéu ma hoa sau do cé thé str dung dé
cho phép hoac ngén chan két noi Wi-fi.

3.7

Kha ning kiém soat trang Web (Web Control)

3.7.1

Chinh sach ngan web theo dia chi chi dinh, theo phan loai
san c6 (game, tin tirc, mang xa hoi, web mail,...), theo loai
du liéu (Video, Sound,..) hoac theo mirc hang danh gia

3.7.2

Kha nang ty tao cac nhém phan loai web theo chinh sach
riéng

3.7.3

Béo céo vé tat ca cac hoat dong truy cép web cua nguoi
dung trén mdy tinh

3.74

Tuong thich voi AD véi kha ndng ap dung céc chinh sach
khac nhau cho cic nhém nguodi dung va may tinh khac
nhau

3.8

Kha ning Kiém soat img dung (Application Control)

3.8.1

Tao danh sach tring (cho phép chay) hodc danh sach den
(khong cho phép chay) theo tirng img dung chi dinh, theo
nhém cac tng dung chi dinh, theo nhém phan loai ng
dung sin c6 (Office, Chat, Media,..), theo d4nh gia hang
bao mat va uy tin cia ing dung

3.8.2

C6 cac quy tic dé kiém tra giam sat hoat dong cia cic
mg dung, kha nang dang gia danh tiéng ciia img dung, tir
d6 tu dong phan loai mic df tin twong cia ing dung vao
mdt trong bén nhém mic dinh: Tin twéng, gidi han thip,
gidi han cao, khong tin tuong

3.83

C6 tuy chinh mic dinh cdm chay tit ca ung dung ciing
nhu kha nang dua mot ing dung vao vung tin tudéng va
loai trur

3.84

Kha nang han ché mot sb hanh dong cu thé cua cac ung
dung dugc chi dinh (truy cép thiét bi, truy cap registry, tu
sao chép, nhan dai tien trinh,...)
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3.8.5

Tuong thich voi AD véi kha nang ap dung céc chinh sach
khac nhau cho cac nhém ngudi dung va may tinh khac
nhau

3.8.6

Cung cap kha ning thiét 1ap danh sach tring (whitelist)
cac ung dung dua trén chung thu so, MDS5, SHA256,
metadata, duong dan file.

3.8.7

Giai phap cung cip kha ning kiém soat PowerShell
scripts

3.8.8

Giai phap co ché do “test” c6 cung report dé kiém tra
trude khi thuc hién chan cac ing dung.

3.89

Cloud Discovery: giam sat viéc st dung céac dich vu dam
may trén Windows

Kha ning quan 1y tip trung caa sin phim Endpoint
Protection

4.1

Kha ning trién khai tir xa

4.1.1

Cong cu quan tri tap trung dugc quan ly qua Console hoac
qua Web

4.1.2

Tur cong cu quan tri tap trung, co thé trién khai cai dat tir
xa chuong trinh antivirus dén tit ca cac may tinh trong hé
thdng mang (trong qua trinh trién khai s& tyr dong remove
phan mém antivirus khong twong thich)

Co kha nang tu dong cai dat tu xa chuong trinh antivirus
dén cac may tram moi xudt hi€n (hodc vira cai lai hé dieu
hanh) trong h¢ thong mang

4.1.4

HOb trg phuong phap trién khai nhanh tai may tram, bang
cach tao file cai dat “stand-alone”. Tai may tram, chi can
click 1 1an vao file cai dat “stand-alone” thi chuwong trinh
antivirus ty dong cai dat vao may tram

HOb tro cai diat phan mém antivirus bao vé cho céc thiét bi
mobile tir xa (n€u cd nhu cau)

4.2

Khé nang quan ly tr xa

4.2.1

Phan mém c6 kha ning trién khai quan 1y qua Cloud hoac
On-premise

422

Tu cong cu quan tri tdp trung, cd kha ning tao cac
“Group” may tinh khac nhau véi kha nang ap dung cac
chinh sach khéc nhau cho timg group may tinh nay

423

HJ tro tao “Out-of-office policy” dé ap dung 2 chinh sach
khac nhau danh cho mot méy tinh (khi nhén vién & vén
phong va khi nhan vién & ngoai van phong)
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4.2.4

“Update” co s& dit liéu virus tép trung theo lich tir cong
cu quén tri tap trung

4.25

Tao cac “Task” ra 1énh quét virus (Full Scan, Quick
Scan,...) cac may tram chi dinh (co thé dat lich quét dinh
ky)

4.2.6

Tuy chinh tép trung “Policy” theo chinh sach cua doanh
nghiép. Policy s€ &p dung theo tung Group may tinh ch1
dinh va c6 tic dung ngay lap tirc dén tung may tram nim
trong Group . Nguoi dung khoéng cé quyén thay ddi cac
thiét 1ap (ngoai trir trudng hop duge cip quyén)

4.2.7

Tir cong cu quén tri tap trung, nguoi quan tri cd kha nang
quén ly tap trung tinh nang “Endpoint Control”

4.2.8

Tir cong cu quan tri tap trung c6 thé can thiép thay doi tiy
chinh phan mém antivirus cai trén mt may tram bat ky
(khi can thiét)

4.2.9

Cong cu quéan tri tdp trung phai tuong thich véi AD véi
kha nang ap dung céc chinh sach “Endpoint Control” khéc
nhau cho ting nhém nguoi dung khac nhau

4.2.10

Cong cu quan tri tap trung c6 kha ning quan 1y 18 hong
bao mat va ban va 13i tap trung cho cic san pham cia
Microsoft va cac ph?m mém khac duoc cai dat trén tat ca
céc may tinh trong hé théng mang

4.2.11

Cong cu quan tri tap trung c6 kha nang quan ly tap trung
tat ca cac tap tin chira ma doc (hodc nghi ngd chira ma
ddc) da bi xt ly boi chuong trinh antivirus dugc cai dat
trén tat ca cac may tinh trong hé thong mang. Tap tin duoc
luu trir véi dinh dang an toan gitip tranh truong hop mat
mat dit li€u do nhan dang lam

4.2.12

Cong cu quan tri tip trung phai hd tr¢ kha ning quan ly
theo mé hinh phan cap “Master — Slave” cho cong ty c6
nhiéu chi nhanh, v6i kha nang cau hinh chi tiét cac quyén
duoc quan tri cho IT cac chi nhanh

4.2.13

Dbi voi cac phan ving mang khong kha dung cho mé hinh
quén 1y phan cdp “Master - Slave”, can hd tro tinh ning
thiét 1ap mot hodc mot sé may tram trong phan viing mang
nay lam trung gian dé giao tiép véi may chu quan ly. Cac
may tram trong phan viing mang nay khong giao tiép truc
tiép voi may chii quan 1y ma thong qua may tram trung
gian, gitp tiét kiém bang thong.

4.2.14

Chi can ding mét giao dién quan 1y tap trung duy nhét
cho phép quan ly phan mém bao vé dudi cac may chu,
may tram va thiét bi di dong.
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Stt Danh muc thiét bi Pvt |Thoi han
lugng

Kha ning cung cap tinh nang phan tich diéu tra ngudn gbc

4215
tan cong

Phan mém quan trj tip trung phai c6 chinh sach bao vé
linh hoat khi c6 sy bung phat cta phén mém ddc hai, tu
4.2.16|dong thay doi policy dé nang mirc d bao vé cao hon khi
phat hién sé lugng virus bung phat trong mot khoang thoi
gian chi dinh cu thé

Phan mém quan tri tip trung phai c6 kha niang cho phép
4.2.17|ra Iénh x06a dit li¢u chi dinh tir xa khoéi may tinh ctia nguoi
dung.

4.3 |Kha nang quan ly bao céo va su kién tap trung

4.3.1 [Hién thi thong tin bao céo trén Dashboard.

Béo c4o vé qua trinh hoat dong cua tit ca cac thanh phan

4.3.2 bao v¢ va phai dugc phan loai theo mirc d§ quan trong

Cho phép tao ra cic bao cdo theo mau chuan hodc tuy

433\, 2 T S
chinh d¢ tao bao cao véi cac thong tin can thiét

Tinh ning “Computer Selections” dé chira dung danh
4.3.4 [sach cac may tinh c6 cing mot didu kién chi dinh gidéng
nhau

Béo c4o c6 thé dit lich dé giri qua email va c6 thé luu trix

4.3.5 duéi cac dinh dang HTML, XML, PDF

Luu trit tip trung tat ca cac “Event”. Event phai duoc
phén loai muc d§ quan trong

Phai tich hop dugc véi cac hé thong SIEM (QRadar,
ArcSight, Splunk, Syslog)

4.3.6

4.3.7

HO tro thiét 1ap giri thong béo tirc thoi cac sy kién nghiém
trong (qua Email, SNMP, SMS, chay Script)

5 |H® tro ky thuat

4.3.7

Hang phai c6 tong dai hd trg ky thuat tir xa tai Viét Nam
5.1 |v6i thoi gian hd tro tat ca cac ngdy trong tuan, ké ca ngay
1& (tir 8h sang dén 10h dém)

Nhan vién truc téng dai ho tro k¥ thuat phai duoc dao tao

32 va c6 duoc ching chi tir hang

1.3. Cdc yéu ciu khdc
- Gi4 dd bao gom toan b chi phi vén chuyén t6i dia diém giao hang tai Bénh
Viél’l‘ da khoa khu vuc Long Khéanh. Pia chi: S6 911, duong 21/4, P. Binh Ldc,
T.Dong Nai.
Muc 2. Ban vé

- Khong c6 ban vé
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Muc 3. Kiém tra va thir nghiém
- Céc kiém tra va thir nghiém can tién hanh gdm c6: Kiém tra va nghiém
thu chét lugng san pham theo quy dinh.
- Truong hop co quan chirc niang c6 két luan vé chat luong san pham khong
dung theo goi thdu cung cap thi Cha dau tr hoan tra san phdm va yéu cau Nha thau
boi thudng thiét hai theo muc thiét hai thuc té.



