G6i thau: Trang bi hé thong giam sat an toan thong tin
vung mang OT

PHAN 2. YEU CAU VE KY THUAT
CHUONG V. YEU CAU VE KY THUAT

Muc 1. Yéu cau vé k§ thuét
1.1. Gi6i thiéu chung vé du 4n/dy toan mua sim, géi thau

- Chii dau tu: Chi nhanh Tong Cong ty Pién lyc Thanh phd HO Chi Minh TNHH
— Trung tAm Cham so6c Khach hang

- Tén dy 4n: Trang bi hé thong giam sat an toan thong tin ving mang OT

- Tén g6i thau: Trang bi hé thong giam sat an toan thong tin ving mang OT
- Nguén vén: Vay tin dung thuong mai va khau hao co ban (ddi tng)

- Loai hop dong: Tron goi

- Thoi gian thyc hién go6i thau: 90 ngay

- Ty chon mua thém (néu c6): 3.847.880.259 dong

- Pia diém thuc hién: Toa nha Green Power, S6 35 Tén Puc Théng, Phuong Sai
Gon, Thanh pho H6 Chi Minh.

1.2. Yéu ciu vé ky thuat

STT Tiéu chi k§ thuét | Yéu cAu k§ thuét chi tiét
A | Yéu ciu chung hé thdng giam sat an toan thong tin (ATTT) cho ving mang OT
| | Kién triic v méi truomg cai dit tong quat

Cai dat va van hanh trong moi truong OT (On
1 |Kiéntric premises).
Moi truong cai dat cach ly toan b voi Internet.
Il | Tinh niing danh cho h¢ thong quén tri moi de doa tip trung
Trung tdm IoC. Nhan cac két qua IoC tir cac thanh phan
trong mang.
Chia sé cac IoC nay dén cac thanh phan bao vé may
tram va may chu.
Cho phép import IoC tir bén ngoai vao.
111 | Tinh niing danh cho hé thong bio vé cho may tram
Windows 10, 11..., déng thoi hd trg Windows server
1 | HO tro da dang hé diéu hanh | 2008R2, 2012/2012R2, 2016, 2019, 2022... va Linux
(Ubuntu, SUSE, Redhat...)
Co thé quét ma ddc realtime scan, schedule scan,
manual scan.
3 | HO tro cong nghé quét Signature-based.
Co thé tich hop va giri file dén hé théng sandboxing dé
phan tich sau.
IV | Tinh niing danh cho hé thong bao vé cho may chi

x A 4 ATy Windows server 2008R2, 2012/2012R2, 2016, 2019,
L |Hotrgdadanghedieuhanh | ), 1o (Ubuntu, SUSE, Redhat...)

Kha nang quan tri moi de
doa

2 | HO tro phat hién ma doc

4 | Sandboxing




Co thé quét ma ddc realtime scan, schedule scan,

2 | HO tro phat hién ma doc
manual scan
3 | HO trg cong nghé quét Signature-based
4 | Hb tro host-based firewall | Ho tro tinh ning firewall
Tinh ndng phat hién hoac H,é tl‘(_)’:[ inh rvléng IPS ?oéc‘ IDS‘giﬁp . nhffm d.i;é " V% cér}h
5 - Lo ~ bao hoac ngan chan céac hanh vi khai thac diém yéu cua
ngan chan xam nhap mang . \
may chu
5 Tinh nang giam sat ung | Giam sat va co thé ngan chan bat ky file thyc thi/ ma
dung khong nam trong danh sich ung dung dugc bict
7 | Quan tri tap trung C6 thé quan trj tap trung cho ca may tram va may chi
8 | Cap nhat mau Air- -gap, cach ly véi Internet
9 | sandboxing C6 thé tich hop va gui file dén hé thong sandboxing dé
phan tich sau
V | Tinh ning danh cho hé thong sandboxing tip trung
Phan ctng cai dat sin phan mém hd tro tinh ning
1 | Pinh dang sandboxing, cho phép phan tich ma ddc trong moi
truong 4o hoa
2 | Tinh nang sandboxing Cho phép tuy chinh sandboxing (cAu hinh sandbox,
driver, phan mém ...)
3 | Kha nang phan tich Hb trg phan tich toi thiéu 38.000 sample/ngay
4 |36 lugng Sanbox hd tro HS tro ti thiéu 50 Sandboxes trong mot thiét bi phén
cing
- Cau hinh phan cimng:
+HOtrg > 026 cung 4TB chay tdi thiéu RAID1 hodc
5 | Thiét bi cao hon;
+ C6 sdn > 01 cong quan tri va > 02 cong mang data
10/100/1000 base-T RJ45.
VI | Tinh niing danh cho hé thong glam sat bat thu’o’ng mang
Phan clng cai dat san phan mém ho tro tinh nang giam
1 | Pinh dang sat cac tan cong mang c6 chu dich, cac mbi de doa nang
Ccao, ransomware
2 Kha hang trien k.}}al’ ! ich Out-of-band monitor (SPAN/Mirror)
hop véi network hién hiru
3 K}}a nang giam sat glao Hb tro giam sat hon 100 giao thitc mang khac nhau
thirc mang
X . , Protocol:  SCADA, DNP3, MODBUS-TCP
4 | Howogiao thie mang OT | ;5 hp1s.ypP, IEC104....
5 | HO tro giao thirc nén HTTP, DNS, FTP, SMTP, SMB, ICMP, RDP, ...
- Cau hinh phan cimg;
6 | Thict bi + RAM (Random Access Memory) > 32GB;
: + HO trog =2 6 cung 2 TB chay RAID1 hoac cao hon;
+ C6 s&n= 4 cong 10/100/1000 base-T RI45.
VIl | Tinh niing danh cho hé thong twong quan bat thu’o’ng mang
1 | Pinh dang Phan mém hogc phan cing c6 cai dit sin phan mém
Tuong quan dir liéu phat hién bat thuong mang tir hé
. < thdng giam sat bat thuong mang (muc VI) hodc tir hé
2 | Tinh ning thon§ ietwork sensor. Cfng ca%) (tmc quezn phan tich
moi de doa theo thoi gian thyc.
HO tro do thi tryc quan (correlation graph/investigation
3 | Do thi twong quan graph) thé hién sy tuong quan giita cac su kién véi

nhau.




B |Bin quyén va hd trg ky thuit

- Ban quyén h¢ théng, bao hanh va hd tro k¥ thuat chinh hang: > 36 thang.

- Tiéu chuan bao hanh 24x7x4.

- Hb tro xir 1y su ¢b trong vong 4 tiéng.

- Péi tac dlnh ki On- 51te kiém tra tinh trang thlet bi 3 thang 1 14n ctia nha cung cap.
- Ban quyén phan mém hé thong quan tri mdi de doa tap trung:

+86 lugng: 350 thlet bj dau cudi.

- Ban quyén phan mém bao vé phong chéng ma doc danh cho may tram:

+86 luong: 310 thlet bj dau cudi.

- Ban quyén phan mém bao vé phong chéng ma doc danh cho may chi:

+ Sb luong: 40 thiét bi dau cudi.

- Ban quyén phan mém hé théng twong quan bat thudng mang:

2 | + Bang thong: > 1Gbps

+ Khong gidi han thiét bi dau cubi.

- Ban quyén phan mém danh cho hé thdng giam sat bit thudng mang:

+ Bang thong: > 500Mbps

+ Khong gidi han thiét bi dau cubi.

+ S6 luwong: 01 thiét bi.

- Ban quyén phan mém danh cho hé théng sandboxing tip trung:

+ S6 luwong: 01 thiét bi.

C | Dich vu trién khai

- Thyc hién tryc tiép tai Tong cong ty va 41 tram bién ap tai TP.HCM

- Trién khai khao sat, thiét ké, cai dat va cdu hinh hé thdng giam sat an toan thong tin
(phan mém va thiét bi).

1 | - Xay dung cac kich ban tich hop va van hanh trong hé thong OT.

- Cung cip cac phu kién SFP, day nhay... va cac vat tu can thiét khac trong qua trinh
trién khai lép dat, cai dat va cau hinh.

- Pao tao hudng din sir dung toan bo hé thong.

1.3. Cac yéu cau Khac
- Thuc hién truc tiép tai Téng cong ty va 41 tram bién ap tai TP.HCM.

- Trién khai khao sat, thiét ké, cai dat va cau hinh hé thong gidm sat an toan thong
tin (phan mém va thiét bi).

- Xay dung cac kich ban tich hop va van hanh trong hé théng OT.

- Cung cép cac phu kién SFP, SFP+, day nhay,... va cac vat tu can thiét khéc trong
qué trinh trién khai lap dat, cai dat va cau hinh.

- Pao tao hudng dan sir dung toan bo hé thong.
- Kha nang dap ung va bao mat an toan thong tin:
- Pam bao két ndi voi cac hé théng hién tai va hoat dong 6n dinh.

- An toan bao mat thong tin: Dam bao cap nhat cic ban vé 16i, ddm bao an toan thong
tin, tinh bdo mat, toan ven dir li¢u cho cac hé thong cong nghé thong tin cia TCT.

- Bao hanh, cép nhat cac ban va: 36 thang trong sudt thoi gian ctia hgp dong.
- Kiém tra, bao tri va t6i wu thiét bi/hé thong dinh ky 3 thang/1 lan.
- Ctr c4n b hd tro quan 1y van hanh, xt 1y su cb theo ché do 24/7.
Muc 2. Ban vé
- E-HSMT nay khong c6 ban vé kém theo.




Muc 3. Kiém tra va thir nghi¢m

- Hang hoéa va dich vu phai duoc kiém tra va thir nghi¢m trudce khi dua vao cAu hinh
lap dat str dung.

- Nha thau phai tién hanh tit ca cac thir nghiém, kiém tra d6i voi hang héa, dich vu
lién quan va chiu toan b chi phi thir nghiém, kiém tra.

- Chu dau tu c6 quyén tir chdi bat ky hang hoa, bd phan hang héa nao khéng dap tng
yéu cau trong cac buoi kiém tra, thir nghiém hodc khong phu hgp véi dac tinh k§ thuat
theo hop dong.



