Chuwong V. YEU CAU VE KY THUAT
1. Gi6i thiéu chung vé dw an va géi thiu
1.1. Tén géi thau: “Bdi dudng Bao mét Zero Trust”
1.2. Pia diém thwe hién: Ha Nbi
1.3. Noi dung, quy mo:
- T6 chizrc 01 16p dio tao cho 10 nguoi (cdng chirc Ban CNTT&CDS).
1.4. Thoi gian thue hién: 180 ké tir ngay hop ddng c6 hiéu luc.
- Thoi gian dao tao: 5 ngay/16p.
2. Muc tiéu dao tao:

Zero Trust Security ngay cang trd nén quan trong trong ky nguyén s6, noi
cac mdi de doa mang ngay cang gia ting. M6 hinh bédo mat truyén théng dua vao
phong thu vanh dai va gia dinh rang moi thir bén trong vanh dai déu c6 thé tin cay
duoc khong con nira.

Khéa hoc nhim trang bi cho can bo chuyén trach an toan thong tin tiép can
c4c kién thic v& md hinh bao mat hién dai Zero Trust va céch thirc, k¥ thuat trién
khai trong thuc té.

3. Yéu ciu ky thuit cia goi thau

Nha thiu cung cip dich vu Bdi dudng Bao mat Zero Trust dugc néu tai
pham vi cung cép va bang tién d6 thuc hién dam bao dép tng cac yéu cau vé noi
dung chuong trinh, hinh thirc td chirc, tai lidu hoc tap, mdi trudng dao tao, bdo
céo hd so 16p hoc va yéu cau hd trg sau dio tao nhu sau:

3.1. Ngi dung, chwong trinh
Lép bdi dudng phai dép tmg ndi dung, chuong trinh nhu sau:

Modul 1: Téng quan vé Bao mit Zero Trust

+ C4c mbi de doa va han ché ciia mé hinh bao mét truyén théng.
+ Nguyén 1y cbt 18i cia Zero Trust: “Never trust, always verify”.
+ Lich sir phét trién va tiéu chuédn (NIST SP 800-207).

+ Céc thanh phn cbt 16i: xac thuc danh tinh, phan quyén, micro-
segmentation, giam sat lién tuc.

Modul 2: Kién triic bdo mét Zero Trust



Trust.

+ Thanh phan kién trac: User/Device Trust, Network Trust, Application

+ Zero Trust Architecture (ZTA) tir c4c nha cung cép 16n

+ K&t hop v6i md hinh bao mat hién cé.

+ L trinh trién khai theo timg giai doan.

Modul 3: Trién khai Kiém soat bio mét Zero Trust

+ Quan ly danh tinh va truy cap (IAM):

+ Pinh danh ngudi ding, xac thuc da yéu td (MFA), quan Iy phién.
+ Ap dung chinh sach least privilege & Just-In-Time Access.

+ Bao mat mang & diém cubi

Modul 4: Biao mat Zero Trust trong Cloud

+ Pic diém bao mét trong méi trudng Cloud.

+ Tich hop bao méat Zero Trust véi cac nén tang

+ Ty dong hoa chinh sach kiém soét truy cap.

Modul 5: Bio mat Zero Trust cho Nguwoi lam viée tir xa

+ Rui ro khi lam viéc tir xa va xu huéng Work From Anywhere.
+ Zero Trust Network Access (ZTNA) vs. VPN.

+ Trién khai truy c4p theo ngit canh (context-aware access).
Modul 6: Kiém tra va Giam sat Hé thong Bio mit Zero Trust
+ Security Information and Event Management (SIEM).

+ Threat Detection & Response trong méi truong Zero Trust.
Modul 7: Thiét ké va Trién khai Khung bio mit Zero Trust

+ Panh gia hién trang bao mét t6 chirc.



+ Xay dung chién luogc va ké hoach trién khai.

+ K&t hop v&i cac framework khac

+ Quan tri thay dbi va dao tao nbdi bd.

3.2. Hinh thitc t6 chirc 16p hoc

- 4o tao tip trung ngin han, dao tao theo md hinh ly thuyét va thuc hanh.

- T4 chirc md hinh khéa hoc riéng cho can bd KBNN, khong chiéu sinh hoc
vién bén ngoai.
3.3. Tai li€éu hoc tap.

- Mbi hoc vién duogc nha thiu cung cap 01 b tai lidu (tai liéu déng quyén
va file mém cac tai liéu dao tao).

- Tai liéu trinh chiéu, giang day sir dung tiéng Viét

- Hoc vién duogc trang bi ddy dit viin phong pham phuc vu hoc tap (bit, vé).

3.4. Moi truong dao tao

Nha thau phai bb tri phong hoc tai Ha ndi va thiét 14p moi trudng dao tao
dép g cac yéu ciu sau:

+ Dién tich phong hoc dam bao dap tng theo yéu cau sb luong tai diém 1.3

muc 1 néu trén, cac thiét bi phuc vu 16p hoc: diéu hoa, quat, den.

+ Thiét bi phuc vu gidng day: may chiéu, man chiéu, bang, but, vin phong
pham phuc vu hoc tap...

+ M4y tinh cho hoc vién: dam bao mdi hoc vién 01 mdy tinh dé ban hosc
may tinh x4ch tay c6 ciu hinh tdi thiéu nhu sau:

v' Tbc @6 CPU: Intel Core iS5 hodc Apple M tré [én

v" RAM: 16 GB

v O cimg: SSD 120Gb hoic HDD 500Gb

v' Man hinh: LCD 17 inches

+ Thiét bi phuc vu phong hoc, thuc hanh cho hoc vién bao g(‘A)m:



v" 1 Router

v 1 Switch

v" Phén Mém:

Céc phin mém phuc vu thuc hanh cho céc ndi dung: Quén ly danh tinh va
truy cap (IAM), dinh danh nguoi ding, xac thuc da yéu t6 (MFA), quan ly phién,
Zero Trust Network Access (ZINA) vs. VPN, trién khai truy cap theo ngit canh

(context-aware access), Security Information and Event Management (SIEM),
Threat Detection & Response trong mdi truong Zero Trust

+ Phong hoc c6 mang L AN va két ndi Internet tbc d6 cao, dn dinh.

3.5. Yéu ciu ddi véi giang vién va trg giang tham gia bdi dudng:

- Tbng s6 nhan sy tham gia thyc hién c4c khéa bdi dudng t6i thiéu 02 nguoi
(01 giang vién; 01 trg giang kiém h tro k§ thuét).

- Giang vién: Co kinh nghiém vé dao tao/bdi dudng hodc lam viéc bado méit
Zero Trust t6i thidu 03 nim hodc lam giang vién dao tao, bdi dudng vé bao mét
Zero Trust trong t6i thidu 02 hop dong.

- Tre giang: C6 kinh nghiém vé dao tao/bdi dudng hodc 1am viée vé bao
mét Zero Trust tdi thidu 02 nam hoc lam trg giang (ho#ic giang vién) dao tao, bbi
dudng vé bao mat Zero Trust trong t6i thidu 01 hop dong.

3.6. Chitng nhan hoan thanh khoa hoc:

- Pon vi cung cip dich vu phai kiém tra nhiing ndi dung d4 hoc, chidm diém
va bdo c4o vé Ban CNTT & CBS - Kho bac Nha nuéc.

- Két thic khéa hoc nhitng hoc vién dat du ) gid di hoc va cé bai kiém tra
dat s€ dugc cép ching nhan hoan thanh khoa hoc.

3.7. Yéu cau hd trg khéa hoc

- Bon vi cung cép dich vu phai cung cép dia chi email; sb dién thoai va dau
mbi lién lac dé hoc vién lién hé trao dbi, giai dap cau hoi, vudng méc.

4. Giai phap va phwong phap luan

Nha thdu d& xuét giai phap, phuong phép trién khai cic ndi dung dao tao
dap tng diém 3.1 muc 3 néu trén, gdm c4c phan nhu sau:

- Giai phap va phuong phép dao tao/bdi dudng gdm nhing ndi dung sau:

+ Chuong trinh dao tao



+ Phuong phap giang day

+ Kién thirc giang vién

-Ké hoach‘ cong tac: Co bang ké hoach d3o tao chi tiét theo yéu cau tai
diém 1.4 muc 1 vé Thoi gian dao tao.

5. Quy dinh vé kiém tra, nghiém thu san phim

K&t thic mbi 16p hoc, nha thdu ndp lai cho Ban CNTT & CDS - KBNN hé
so dao tao gom:

- B4o cho tdng két 16p hoc: Muc dich, ndi dung, chuong trinh 16p hoc; Trinh
do6, k¥ ning, phuong phéap va tinh than giang day ciia giang vién; Trinh do, k§
ning va tinh than hoc tap ctia hoc vién; Két qua hoc tap; Nhan xét, ddnh gia chung.

- Ban gbc bang diém danh;
- Ban gbc¢ ky nhén tai liéu;

- Ban goc phiéu nhén xét cua hoc vién



