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Phin 2. YEU CAU VE KY THUAT
Chwong V. YEU CAU VE KY THUAT
1. Gi6i thiéu chung vé dw an/dw toan mua siam, goi thau:

- Tén du toan: Thué dich vu kiém tra, danh gia an toan thong tin cho hé théng
thong tin, phan mém.

- Tén gbi thau: Thué dich vu kiém tra, d4nh gia an toan thong tin cho hé thong
thong tin, phan mém.

- Chu Pau tu: Cuc Cong nghé thong tin - Bo Tu phap.

- Hinh thte Iya chon nha thiu: PAu thau rong rai trong nudc, qua mang.
- Phuong thure lya chon nha thau: Mot giai doan mot thi ho so.

- Loai hop ddng: Tron gbi.

- Thoi gian thuc hién hop dong: 60 ngay.

- Dia diém thuc hiéni Cuc Cong nghé thong tin - B§ Tu phap, s6 60 Tran Phu,
phuong Ba DPinh, thanh phé Ha Noi

2. Muc tiéu cong viéc:

Thué dich vy Kiém tra, d4nh gia an toan thong tin cho hé thong thong tin tai
Trung tam dit liéu dién tir B6 Tu phap nham dap Gng cac yeu cau vé bao dam an toan
thong tin theo quy dinh cua phap luat, phat hién som cac rui ro, 16 hpng tiém an ton
taj trén hé thf)ng CNTT c~1"1a ]36. Trén co s& do, khuyén céo, dé xuat phuong an va
tién hanh khac phuc cac 16 hong duoc phat hién.

3. Yéu cau k¥ thuit ciia goi thiu:
3.1. Yéu cau chung:

- Nha thau chimg minh quyén sir dung hop phap dbi v6i cong cu danh gia
thuong mai hodc cong cu danh gia tu phat trién.

- Nha thau c6 Gidy phép kinh doanh san pham, dich vu an toan thong tin
mang duogc don vi ¢c6 tham quyén cap.

- Béo céo két qua kiém tra, danh gia can thé hién day du cac ndi dung thong
tin vé dbi tuong danh gia, danh sach cac 16 hong, mirc ¢ anh huong, cac khuyén
nghi, huéng dan khac phuc cac 16 hong, nguy co.

- Bén cung cép dich vu c6 hd tro thuc hién kiém tra danh gia lai sau khi cac
16 héng, nguy co da dugc khic phuc, dé dam bao viéc khic phuc da duoc thuc
hi¢n thanh cong.

- Céc thong tin ma phia chu du tu cung cdp cho nha thau, bao gdm céc tai
liéu thiét ké, thong tin tai khoan, danh sach thiét bi, két ndéi VPN,... chi dugc sir
dung cho muc dich thuc hién goi thau va chi duoc st dung trong thoi gian thuc
hién goi thau.
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- Moi thong tin ma phia nha thau thu thap dugc trong qua trinh tan cong,
kiém thir hé théng phai thong bao lai cho phia chu dau tu. Phia nha thau dam bao
viéc chi thu thap dir liéu & muc tdi thiéu du dé ching minh tac dong ciia 16 hong,
nguy co, va viéc thu thdp dir liéu chi dé phuc vu muc dich chtitng minh tac dong
cta 16 hong, nguy co. Sau khi hoan thanh viéc kiém tra, danh gia nha thau can
dam bao viéc khong con luu trir cac dir li¢u thu thap duoc, déng tho1 chiu trach
nhiém néu cac dit liéu nay bi tiét 16 cho bén th{r ba.

- Céc bao céo, két qua kiém tra danh gia 1a tai san cua cha dau tu va can
dugc bao mat. Nha thau khong duoc phép ti€t 10 chi tiét két qua danh gia ctua chu
dau tu cho bén thir ba khi chua c6 su cho phép cua chu dau tu.

- Danh muc céc hé théng danh gia:

Stt Tén hé thong Pon vi tinh | S6 lwong
| HE THONG THONG TIN PHAN MEM, UNG
DUNG
1 | Cong thong tin dién tir B4 Tw phap Ung dung 1

Kho luu trir images:
https://k8sregistry.moj.gov.vn

Xac thuec:
https://portalauth.moj.gov.vn

Media:
https://portalmedia.moj.gov.vn

Phan tich nguoi dung:
https://portalanalytics.moj.gov.vn

Cong thong tin dién tir B6 Tu Phap:
https://moj.gov.vn

Trang tin b truong:
https://botruong.moj.gov.vn

Trang thi hanh an dan su:
https://thads.moj.gov.vn

Trang Thong tin Bo tro tu phap:
https://bttp.moj.gov.vn

Trang Thong tin Cong nghé thong tin:
https://cntt.moj.gov.vn

Trang Thong tin Cong tac can bo va Thi dua khen
thudng:
https://thiduakhenthuong.moj.gov.vn
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Stt

Tén hé thong

Don vi tinh

S6 lwong

Trang Thong tin Vién Chién lugc va khoa hoc
phap 1y:
https://khpl.moj.gov.vn

Trang Thong tin Xay dung phap luat:
https://xdpl.moj.gov.vn

Trang Thong tin Hop tac qubc té vé phap lut:
https://hoptacquocte.moj.gov.vn

Trang Thong tin Cai cach tu phap va hoat dong tu
phap:
https://cctphdtp.moj.gov.vn

Kho dir liéu truyén thong (UI):
https://mediastore.moj.gov.vn

Trang Théng tin Phap ludt qudc té:
https://plgt.moj.gov.vn

Trang Thong tin Cai cach hanh chinh:
https://cchc.moj.gov.vn

Trang thong tin Hanh chinh tu phép:
https://hanhchinhtuphap.moj.gov.vn

Trang thong tin Dang ky bién phap bao dam va
B6i thuong nha nudc:
https://dkgd.moj.gov.vn

Trang thong tin Cuc Kiém tra van ban va Quan ly
xur Iy vi pham hanh chinh:
https://ktvb.moj.gov.vn

Trang Thong tin Pang doan thé:
https://ddt.moj.gov.vn

Trang Thong tin Tudi tré Bo Tu phép:
https://tuoitrebtp.moj.gov.vn

Trung tdm thong tin va dich vu:
https://ttcndv.moj.gov.vn/

Trang kiém soat thu tuc hanh chinh:
https://kstthc.moj.gov.vn

Trang Thong tin Phép luat trong ky nguyén maoi:
https://pltknm.moj.gov.vn
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Stt

Tén hé thong

Don vi tinh

S6 lwong

Trang tin tht trudng T.T Nguyén Thanh Tinh:
https://ttnguyenthanhtinh.moj.gov.vn

Trang tin thtr trudng T.T Pang Hoang Oanh:
https://ttdanghoangoanh.moj.gov.vn

Trang tin Pho Bi thu chuyén trach Péang uy
Nguyén Quang Thai:
https://ttmailuongkhoi.moj.gov.vn

Trang tin th trudng T.T Nguyén Thanh Ngoc:
https://ttnguyenthanhngoc.moj.gov.vn

Trang tin Pho Bi thu chuyén trach Dang uy
Nguyén Quang Thai:
https://ttnguyenquangthai.moj.gov.vn

Trang tin tha truong T.T Nguyén Thanh Tu:
https://ttnguyenthanhtu.moj.gov.vn

Trang thong tin Tro giup phap ly:
https://tgpl.moj.gov.vn

Trang thong tin Chuyén d6i sb:
https://dx.moj.gov.vn

Hé thong théng tin bio cao:
https://baocao.moj.gov.vn

Ung dung

Hé thong quén 1y diu tuw cong Bo Tu phap
https://quanlyduan.moj.gov.vn

Ung dung

Phian mém Hé théng quén ly vin ban va diéu
hanh tac nghiép:
https://vbdh.moj.gov.vn

Ung dung

11

HE THONG MAY CHU

May chu 4o hoa

May chu

26

3.2. Yéu cau ky thudt chi tiét:

a) Yéu cau vé chat lwong kiém tra, danh gid an toan théng tin cho hé thong
thong tin, phan mém

- Viéc kiém tra, danh gia phai tuan thu theo cac tiéu chuan qubc té nhu
OWASP, OSSTMM...
- Viéc kiém tra dénh gia can st dung cic cong cu chuyén dung nhu
BurpSuite, Acunetix, ZAP... hodc st dung cong cu danh gia ty phat trién.
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- Viéc kiém tra danh gia an toan cho hé thdng thong tin cin bao gébm nhung
khong gidi han cac hang muc sau:

Stt

Hang muc

Noi dung thuc hién

Thu théap thong
tin

Thu thap / tham do thong tin vé viée ro ri dit liu qua céc
cong cu tim ki€ém

Lay thong tin may chu Web

Mo hinh hoa kién truc cia cac ing dung

Xem xét Metafiles cia mdy chu vé viéc 10 ri thong tin

Li¢t ké phan mém trén may chu

Xem xét Comments va Metadata ciia may chu vé viéc ro
ri thong tin

Xéc dinh c4c diém dau vao ctia phan mém

Tim kiém cac kha nang thuc thi qua ing dung

Kiém tra Web Application Framework

Kiém tra (mg dung Web

Kiém tra quan ly
cau hinh va trién
khai

Kiém tra cau hinh mang / co s& ha tang

Kiém tra cau hinh nén tdng ing dung

Kiém tra viéc xir Iy phan mé rong tép cho thong tin nhay
cam

Xem lai céc tép cii, sao luu va khong dugc tham chiéu
de biét thong tin nhay cdm

Liét ké co so ha ting va giao dién quan trj tng dung

Kiém tra cac phuwong phap HTTP

Kiém tra chinh sach tén mién chéo RIA

Kiém tra bao mat truyén tai nghiém ngat HTTP

Kiém tra quan 1y
danh tinh

Dinh nghia vai tro thir nghiém

Kiém tra quy trinh dang ky nguoi ding

Kiém tra quy trinh cap phép tai khoan

Kiém tra dé liét ké tai khoan va tai khoan ngudi ding c6
thé doan duoc

Kiém tra chinh sach tén nguoi dung yéu hoic khong
duoc thuc thi

Kiém tra xac
thuc

Kiém tra thong tin xac thyc duoc truyén qua kénh duge
ma hoa
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Stt

Hang muc

Noi dung thuc hién

Kiém tra thong tin ddng nhap mic dinh

Kiém tra co ché khoa yéu

Kiém tra dé bo qua lugc dd xac thuc

Kiém tra chirc ning ghi nhé mat khau

Kiém tra diém yéu cua by dém trinh duyét

Kiém tra chinh sach mat khau yéu

Kiém tra cau hoi / cau tra 161 bao mat yéu

Kiém tra cac chirc nang thay ddi hodc dat lai mat khau
yeu

Kiém tra x4c thuc yéu hon trong kénh thay thé

Kiém tra oy
quyén

Kiém tra truyén tai thu muc / tép bao gdm

Kiém tra dé bo qua gian d6 uy quyén

Kiém tra dé nang cap dac quyén

Kiém tra cac tham chiéu d6i tuong truc tiép khong an
toan

Kiém tra quan 1y
phién

Thir nghiém dé bo qua co ché quan 1y phién

Kiém tra cac thudc tinh Cookies

Kiém tra sy c¢6 dinh phién

Kiém tra cac bién phién ti€p xuc

Kiém tra truy van yéu cau trén nhiéu trang web (CSRF)

Kiém tra chirc nang dang xuat

Kiém tra thoi gian chd phién

Kiém tra phién

Kiém tra xac
thuc dau vao

Thr nghiém Reflected Cross Site Scripting

Thir nghiém Stored Cross Site Scripting

Kiém tra gia mao cac phwong HTTP

Kiém tra Théng sé HTTP Pollution

Kiém tra SQL Injection

Kiém tra ORM Injection

Kiém tra XML Injection

Kiém tra SSI Injection




90

Stt

Hang muc

Noi dung thuc hién

Thir nghiém cho XPath Injection

Thr nghiém Code-Injection

Kiém tra dé xur
ly 161

Phan tich Error Codes

Phan tich Stack Traces

Kiém tra mat ma
yeu

Kiém tra mat ma SSL / TLS yéu, bao vé 16p truyén tai
khong du

Kiém tra théng tin nhay cam dugc gii qua cac kénh
khong duoc ma hoa

Kiém tra Padding Oracle

10

Kiém tra Logic

Kiém tra x4c thuc di liéu logic

Kiém tra kha ndng gia mao yéu cau

Kiém tra tinh toan ven

Kiém tra thoi gian quy trinh

S6 lan kiém tra mot chirc ndng c6 thé dugc stir dung gidi
han

Kiém tra vi¢c pha vo quy trinh lam vi¢c

Kiém tra cac bién phap bado vé chéng lai viéc lam dung
ung dung

Kiém tra tai 1€n cac loai t¢p khong mong mudn

Kiém tra tai 1€n cac t€p ddc hai

11

Kiém tra phia
Client-Side

Thir nghiém cho Kich ban chéo trang dua trén DOM

Kiém tra thuc thi JavaScript

Kiém tra HTML Injection

Kiém tra chuyén huéng URL phia may khach

Kiém tra dé dua vao CSS

Kiém tra thao tac tai nguyén phia may khach

Thir nghiém Cross-Origin Resource Sharing

Thir nghiém nhép nhay Cross-Site Flashing

Kiém tra Clickjacking

Kiém tra Web Socket

Kiém tra Web Mesages

Kiém tra b nhd cuc bo
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b) Yéu cau vé chat luwong dich vu kiém tra, danh gia an toan thong tin hé
thong may chu tai Trung tam dir liéu dién tw Bo Tw phap

- Viéc kiém tra danh gia can st dung cac cong cu chuyén dung nhu Nessus,
Rapid 7, Nmap ... hodc st dung cong cu danh gia tu phat trién.

- Viéc thyc hién ki€ém tra danh gia an toan cho may chti can bao gdom nhung
khong gidi han cac hang muc sau:

vu

Stt Hang muc Noi dung thue hién

Thu thap toan bd cac thong tin lién quan dén mang, hé
di€u hanh va c4c ing dung
Thong tin vé céc thiét b mang nhu dia chi IP, hang san
xuat, phién ban firmware, OS...

Khao sét thu thap thon\g tin Vej mo hinh mang, vi tri cai dat va chirc nang

1 N cua tung thiét bi.
thong tin - .
Thong tin vé cac may chu nhu dia chi IP, hé di€u hanh,
muc dich, chirc nang cua cac may chu.
Thong tin vé cac cong ma, dich vu dang chay trén may
chd, phan mém va phién ban cua cac dich vu va cac
thong tin khac.
Fingerprint Server
Performing vulnerability scanning
Kiém tra quyén Dich vu dang chay
Kiém tra NetBIOS va SMB
Cai dat cho dang nhap tur xa
DNSrecon
Brute Force SSH, FTP va thong tin dang nhap céac dich
) Kiém tra cac dich vu khac

Kiém tra cac dich vu khong an toan: FTP, SMTP va
NNTP

Kiém tra tai khoan khach, tai khoan mic dinh hoic
khong str dung

Kiém tra tai nguyén mac dinh hoac tng dung mau

Liét ké cac thu muc may chu web

Kiém tra xem céc dich vu khong can thiét 6 bi tat / dong
hay khong.

Kiém tra WebDAV




92

Stt

Hang muc

Noi dung thuc hién

Kiém tra quyén truy cap an danh

Kiém tra cau hinh
va kiém thu may
chu tng dung

Kiém tra OpenSSL Heartbleed

Kiém tra Web Cache Deception

Kiém tra Basic Authorization over HTTP

Kiém tra Insecure Transportation Security Protocol
Supported (SSLv2)

Kiém tra ROBOT Attack Detected (Weak Oracle)

Kiém tra SVN

Kiém tra Unrestricted File Upload

Kiém tra Code Execution via WebDAV

Kiém tra Apache Server-Info

Gui biéu mau quan trong téi HTTP

Str dung HTTP khong an toan

Kiém tra Open Policy Crossdomain.xml

Kiém tra SQLite Database

Kiém tra Sublime SFTP Config File

Kiém tra Backup File

Kiém tra Database Error Message

Kiém tra Insecure Transportation Security Protocol
Supported (TLS 1.0)

Kiém tra Misconfigured Access-Control-Allow-Origin
Header

Kiém tra Programming Error Message

Kiém tra Version Disclosure

Kiém tra Windows Username Disclosure

Kiém tra Bash Command Injection Vulnerability
(Shellshock Bug)

Khai thac cac ma CVE da dugc cong khai

Kiém tra Elmah.axd / Errorlog.axd

Password duoc truyén qua giao thirc HTTP

Kiém tra CVS

Kiém tra Weak Basic Authentication Credentials
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Stt

Hang muc

Noi dung thuc hién

Kiém tra Active Mixed Content over HTTPS

Kiém tra Apache Server-Status

Kiém tra Critical Form Served over HTTP

Kiém tra Insecure Transportation Security Protocol
Supported (SSLv3)

Kiém tra RSA Private Key Detected

Kiém tra SSL/TLS Not Implemented

Kiém tra Unicode Transformation (Best-Fit Mapping)

Kiém tra Debug Mode Enabled

Kiém tra Database Name Disclosure

Kiém tra Internal IP Address Disclosure

Kiém tra Misconfigured Frame

Kiém tra Stack Trace Disclosure

Kiém tra ViewState khong duoc ma hoa

Liét ké co so ha ting va giao dién quan tri ing dung

Kiém tra Web Backdoor

Kiém tra Backup Source Code

Kiém tra Expression Language Injection

Kiém tra ROBOT Attack Detected (Strong Oracle)

Kiém tra GIT

Kiém tra Trace.axd

Kiém tra WebDAV Directory

Kiém tra HTTP Header Injection

Kiém tra Invalid SSL Certificate

Kiém tra Source Code Disclosure

Kiém tra Stack Trace Disclosure

Kiém tra Weak Ciphers Enabled

Kiém tra DS_Store File Found

Kiém tra Log File

Kiém tra Misconfigured X-Frame-Options Header

Kiém tra TRACE/TRACK Method
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Stt Hang muc Noi dung thuc hién

Kiém tra Windows Short Filename

Loai bo nhimg két qua sai ma cong cu do quét dugc.

Minh hoa céach thirc khai thac diém yéu, giup khach hang
hiéu rd muc d6 nguy hiém va anh hudng cia diém yéu
d6i v6i hé théng mang

Thtr nghiém xam - " 1 .

nhap Password attack: Tht nghiém cac ki€u tan cong
' password vao cac thiét bi mang, bao mat va thiét bi
truyén dan

Exploits: Thir nghiém khai thac cac 16 hong bao mat
dugc tim thay ¢ phan trude.

c) Yéu cau dich vu hé tro ky thudt, bao hanh, bao duong
- Cam két vé thoi gian tiép nhan thong tin thong bao su cb: 24 gid/ngay, 7
ngay/tuan (ké ca ngay nghi va ngay 18).
o Cam két c6 k§y thuat vién hd tro xu ly ky thudt, ang ctru sy cb: Nha cung
cap dich vu s€ c6 mat trong vong 2 gio ké tir khi nhan duoc thong bao cua Chu
dau tu (qua dién thoai, email...) dé thuc hién xur 1y, khic phuc su ¢6. Viéc hd trg

k¥ thuat dugc thyc hién tai B6 Tu phéap, 60 Tran Phu, phudng Ba Dinh, thanh phd
Ha Noi.

4. Giai phap va phuong phap luan:

Nha thau chudn bi dé xudt gidi phdp, phirong phap ludn to”ing quat thyc hién
dich vu theo cdc noi dung quy dinh tai Chuwong nay, gom cdc phan nhu sau:

1. Gidi phap va phuwong phap lugn,;

Giai phap va phuong phép luin cho viéc trién khai cung cdp dich phai phu
hop voi cac yéu cau dugc néu tai Muc 2, Chuong V (néu trén).

2. Ké hoach céng tdc.

Thé hién quy trinh trién khai céng viéc hop 1y, kha thi va phan cong nhan su
de xuat phu hop vai tién trinh cong viée

5. Quy dinh vé kiém tra, nghiém thu sin pham:

Sau khi kiérp tra san phém dich vu dép tmg cac yéu cau ky thuét quy dinh tai
Chuong V, Chu déau tu, nha thau va cac bén c6 lién quan s€ tién hanh nghiém thu
sadn pham dich vu dé dua vao su dung.

 Céac quy dinh khac vé kiém tra, nghiém thu san pham, trinh ty giao ndp san
pham d¢ phuc vu cong tac thanh, quy€t toan hop dong thyc hién theo cac quy dinh
cua phép luat hién hanh va ndi dung cong viéc ctia goi thau



