Phan 2. YEU CAU VE KY THUAT
Chwong V. YEU CAU VE KY THUAT

Muc 1. Yéu cau vé ky thuét

Yéu cau vé k¥ thuat bao gom cac ndi dung co ban nhu sau:

1.1. Gidi thi¢u chung vé dw dnldw todn mua sim, géi thiu

Goi thau s6 8: “Nang cap hé thong cap nhat mot chiéu BCY Endpoint Security”
thugc K€ hoach lya chon nha thau thuc hién chi ti€u ké hoach va du toan ngan sach
nam 2026 ctia Phong Danh gia va Ung ctru sy ¢O an ninh mang (dot 4).

Dia diém thuc hién: Lo CN27A, Khu Cong nghé cao Hoa Lac, xa Hoa Lac Ha

No1.

Nguon vén: Ngan sach qudc phong - chi Co yéu Chinh phi.

Loai hop dong: Tron goi.
Thoi gian thyc hién géi thau: 90 ngay.

1.2. Yéu cdu vé ky thugt

Yéu cau vé k¥ thuat bao gdm yéu cau vé ki thuat chung va yéu cau vé k¥ thuat
chi tiét do1 véi hang hoa thude pham vi cung cap cua goi thau, cu thé:

Han A A1 PO
ans AT S o Thong so ky thuat va cac tiéu
muc Tén hang hoa/dich vu lién quan z*
d : : chuan
sO
1 My chii 40 héa Yéu cau vé thong so ky thudt va

S6 luong: 01 bo

tinh néng toi thiéu twong dwong
hoac cao hon:

* B¢ vi xi¢ Iy (CPU):

- Ho trg 04x Bo vi xir Iy thé hé 4
Intel Xeon Scalable, tdi da 60
nhan (core) trén mot bo vi xur ly
- Yéu cau chi tiét mdi CPU: 04 x
Intel® Xeon® Platinum 8450H
2G, 28C/56T, 16GT/s, 75M
Cache, Turbo, HT (250W)
DDR5-4800

* B¢ nhé hé thong (RAM):

- Khe cam RAM: 64
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Tén hang héa/dich vu lién quan

Théng s6 ky thuit va céc tiéu
chuan

- H6 tro RDIMM t6i da 16 TB

- H6 trg DDR5 DIMM, toc do
t6i da 4800 MT/s

- Yéu cau chi tiét: 8 x 64GB
RDIMM, 5600MT/s, Dual Rank
* B diéu khién Luwu triv (RAID
card):

- Card RAID PERC H755 véi
dung lugng Cache 8Gb

- Ho tro cac loai RAID: 0, 1, 5,
6, 10, 50, 60

- Toc d6 truyén dit liéu: 12Gb/s
- Tuy chon dual raid trén mot
may chu.

*0 cung (Hard Drive):

6 x 1.92TB SSD SATA Read
Intensive 6Gbps 512e 2.5in Hot-
plug

* Khe cdm mé réng PCle (PCle
Slots):

Hd trg tdi da 08 slot PCle

*  Giao tigp mang (1/0
interface):

- Ho tro 2x 1GbE LOM

- H6 tro 1x OCP 3.0 va tuong
thich card mang téc do 100GbE
- Yéu céu chi tiét:

+ 1 x Broadcom 57414 Dual
Port 10/25GbE SFP28, OCP
NIC 3.0

+ 1 x Broadcom 5720 Dual Port
1GDbE Optional LOM

* Ports:

HJ tro cac loai cong két ndi phd
bién: USB 2.0, USB 3.0, VGA,
Serial (tuy chon).
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Tén hang héa/dich vu lién quan

Théng s6 ky thuit va céc tiéu
chuan

* Tinh ndng qudn tri
(Management):

- Module dugc xdy dung dua
theo khung chuin bao mat
SELinux gilp tang cuong tinh
nang bao mat

- C6 sén coéng RJI45 danh riéng
cho out of band

- Hb trg agent-free giup quan 1y
méy chu tr Xxa théng qua phan
mém quan tri: cdp nhat
firmware, driver, trién khai cai
dat hé diéu hanh, giam sat tinh
trang may chu, ...

- Tich hgp quan tri may chu
thong qua két ndi bluetooth,
thong qua ung dung di dong co
h¢ dicu hanh iOS va Android.

- H6 tro HTMLS truy cip vao
virtual console, RESTful API
Redfish - Tich hop LCD hién thi
thong s6 may chu ngay trén than
may.

- Hé thdng quén tri tap trung cho
phép quan 1y toi da 8000 thiét bi
thdng qua 01 instant.

- Hd tro tinh ning ‘“one-to-
many” san c6 trén mo-dun quan
ly thiét bi, cho phép lap danh
sach va giam sat ndi by cac may
cha ma khong can phai cai dat
thém phan mém.

- Tuy chon tich hop hé théng
quan tri tap trung on-premise Ién
hé thong giam sat cloud-native
cung hing cung cip, gitp gidm
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Tén hang héa/dich vu lién quan

Théng s6 ky thuit va céc tiéu
chuan

sat chu dong (proactive), may
hoc (machine learning) va phéan
tich dg doan (predective
analytics) cac thiét bi nhu: may
chu (server), Iuu trir (storage),
thiét bi bao vé dir liéu (data
protection), hé thdng ha ting
situ hoi tu (HCI), thiét bi
networking, nham dua ra cac
quyét dinh nhanh chong gitip
don gian hoa viéc quan ly co so

ha tang.
* Tinh ndng bdo mat
(Security):
- Cryptographically  signed
firmware

- Secure Boot

- Secure Erase

- Silicon Root of Trust

- TPM 2.0 FIPS, CC-TCG

certified

- Two-factor authentication,
RSA SecurlD

- IP Blocking

- Secured Component
Verification (Hardware integrity
check)

- System Lockdown (yéu cau
license tuong Ung)

- Security using TLS 1.3 over
HTTPS

- Data at Rest Encryption (SEDs
with local or external key mgmt)
* Nguon (PSU):

- H6 tro 2x PSU, tinh nang du
phong (N+1) va thay thé nong
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Tén hang héa/dich vu lién quan

Théng s6 ky thuit va céc tiéu
chuan

- Yéu cau chi tiét: Dual, Hot-
Plug, Fully Redundant Power
Supply (1+1), 2400W, Mixed
Mode

* Hé tro h¢ diéu hanh va do
hoa:

- Canonical Ubuntu Server LTS
- Microsoft Windows Server
with Hyper-V

- Red Hat Enterprise Linux

- SUSE Linux Enterprise Server
- VMware ESXi

* Dich vu Bdo hanh
(Warranty):

- T6i thiéu 03 nam dich vy hd trg
va tu van truc tuyén 24x7.

- Hb trg thay thé linh kién (sau
khi x4c dinh dugc 16i) tn noi
vao ngay lam viéc tiép theo
(Mtrc bao hanh chuyén nghiép
ctia nha san xudt)

- Tuy chon tinh nang cho phép
M4y chu tu dong yéu cau hd tro
khic phuc su ¢ chu dong voi
trung tdm bdo hanh cua hang
(yéu cau dich vu tuong tng)

- Tuy chon dich vu cho phep
khach hang gitt lai 0 cung
HDD/SSD/SATA bi 15i sau béo
hanh nhim dam bao yéu cau
khong c6 thanh phan luu trit di
ligu ndo rdi khoi t6 chirc.

Cong két néi mdt chiéu Data Diode

S6 lugng: 01 bo

Yéu cdu ve thong so6 ky thudt va
tinh ndng t6i thiéu twong dirong
hodac cao hon:
* Nguf}n cd'p:




Hang
muc
O

Tén hang héa/dich vu lién quan

Théng s6 ky thuit va céc tiéu
chuan

2 nguon dién ap 220VAC mdi
phia TX, RX (tong 4 ngudn dién
trén mot thiét bi)

* 86 lwong cong:

- Tx module: 02 céng mang
ddng

- Rx module: 02 cong mang
ddng

* Kién triic:

Pau phat TX truyén dir liéu mot
chiéu toi dau thu RX qua soi
quang. Pau phat TX chi co
fiber-optic transmitter/laser ma
khéng co receiver va dau thu RX
chi c6 optical receiver/photo-
cell ma khong c6 laser, dam bao
hoan toan vé mit vat 1y dir liéu
chi truyén mot chiéu tir TX sang
RX Module phat TX, va module
thu RX khéng bao gdm CPU, 6
cung, khong co
firmware/software.

* Host Module:

- Flash Memory (SSD): 240GB
- Memory: 16 GB

- Network interface: at least 04 x
10/100/1000Mbps

- OS and Platform support:
Windows, Linux

* Thiét bi kich thwéc 1U chira
module phat TX, module thu
RX va 02 Host module (lip
trong cung mot thiét bi)

*  Hiéu nang: 1 Gbps
Throughput

* DAC TINH KY THUAT:
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Tén hang héa/dich vu lién quan

Théng s6 ky thuit va céc tiéu
chuan

- Cung cip hé thong gateway
mot chiéu USG - Unidirectional
Security Gateway chi cho phép
ludén truyén dit liéu mot chiéu"

- Hd trg tuy chon m& rong sin
sang cao (High Availability)

- Truyén dir liéu qua céng mot
chiéu qua giao thirc phi dinh
tuyén (Nonroutable Protocol)

- Truyén dir liéu qua giao thiic
truyén file: SFTP hodc Remote
Folder (CIFS/SAMBA) hoac
Local Folder hoac TFTP

- Loc file theo file size, name
pattern, file type, loc theo danh
sach loai file dugc phép va danh
sach loai file bi cam, loc tén file
theo biéu thuc nhan dang -
Regular expression, kiém tra va
loc file theo expression XML
schema

- Ho trg khong gidi han: cac root
folder, chiéu sdu ciy thu muc
(nested folder)

- Giai phap hd trg tiy chon m&
rong cac giao thirc/mg dung sau
khi can:

+ Folder mirroring, Local
Folders, TFTP, CIFS, NFS,
HTTPFS

+ Log Mirroring, HTTP Request
+ CSDL: MSSQL, MySQL,
Oracle, PostgreSQL

+ FireEye: Helix&Managed
Defense
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Tén hang héa/dich vu lién quan

Théng s6 ky thuit va céc tiéu
chuan

+ Email/SMTP, SNMP, Syslog,
CA SIM

+ HP ArcSight, Splunk, IBM
Qradar, McAfee ESM, NTP,
CyberX, RadiflowiSID,
ForeScoutSilent Defence,
Dragos, Indegy

+ MSMQ, IBM MQ, Active
Message Queue, TIBCO.

+ SolarWindsOrion, Thales
Aramis, 10Sight, Panorama.

+ TimeSync, Netflow

+ Kaspersky, Norton, FortiGate,
Check Point McAfee and
OPSWAT Anti-virus updaters
+ WSUS and Linux Repository
updaters.

+ Tenable Nessus Network
Monitor,  Nessus  Security
Center Updates

+ Remote printing.

- Giam sat trang thai thiét bi
USG qua Syslog, SNMP, SMTP
- Chirng nhan/chimg chi:

+ Thiét bi c6 ching nhan qudc té
la USG - Unidirectional
Security Gateway, chi truyén dit
liéu mot chiéu.

+ Common Criteria EAL 4+,
ANSSI CSPN, 1SO 9001-2013,
ISO27001, NERC CIP, IEC
62443, NRC 5.71, NIST 800-
82r2
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Tén hang héa/dich vu lién quan

Théng s6 ky thuit va céc tiéu

ml‘;lc chuan
SO
3 | Hé diéu hanh Windows Server 2025 | C6 tinh nang, yéu cau ky thugt

cho cac may chu KSC phién ban
Standard

S6 lwong: 06 bo

toi thiéu tuwong dwong hodc cao
hon:

- Microsoft Windows Server
2025 Standard - 16 core License
Pack

- Microsoft Windows Server
2025 - 1 User CAL

C6 tink nang, yéu cau ky thugt

4 H¢ quan tri co sé dir li€u cho cac e y
may chit KSC ;lool,nthleu twong dwong hodc cao
S6 lugng: 06 bd )
- Microsoft SQL Server 2022
Standard Edition
- Microsoft SQL Server 2022 - 1
User CAL
5 Phin mém phat hién va phan hoi C6 tinh nang, yéu cau ky thuat

diém cudi Kaspersky Next EDR
Exper

S6 luong: 300 bo

téi thiéu twong dwong hodc cao
hon:

- Ban quyén 01 nim
* Tinh nang:

- Ngén chan va Bao vé
(Prevention & Protection):

+ Cbng cu chong virus manh
mé&: Cong nghé chéng phan
mém doc hai da 16p, phat hién
hanh vi, ngin chan khai thac 16
hong va khac phuc sy cé.

+ Kiém soat bao mat va dix liéu:
Kiém soat tng dung, web, thiét
bi, kiém soat bat thuong thich
ung va quan ly ma hoa.
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Tén hang héa/dich vu lién quan

Théng s6 ky thuit va céc tiéu
chuan

+ Quan Iy 15 hong bao mat.
Phat hién Nang cao (Advanced
Detection):

+ Phat hién dya trén loC, 10A
va quy tac tiy chinh: Ty dong
phat hién méi de doa nang cao.
+ Phan tich hoi ctru va san ling
mdi de doa chi dong: Tim kiém
cac mbi de doa chua xac dinh
bang dix liéu da thu thap va truy
van linh hoat.

+ Sandbox nang cao: Moi
tredng do hoa d€ phan tich
hanh vi doi twong dang ngo.

+ Sur dung quy tic YARA va
Sigma: Tao va sir dung quy tac
tuy chinh.

+ Lién két voi MITRE
ATT&CK: Céc phéat hién duoc
anh xa téi co so tri thac MITRE
ATT&CK.

- biéu tra va Phan hoi
(Investigation & Response):

+ Piéu tra shu va phan tich
nguyén nhan goc ré: Cai nhin
téng quan toan dién vé tat ca
diém cudi va truc quan hoa
timg giai doan tan cong.

+ COng cu phép ly s6 (Digital
Forensics): Thu thap thong tin
tr may chu duoc bao vé. «

Hanh dong phan hoi da dang:
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Tén hang héa/dich vu lién quan

Théng s6 ky thuit va céc tiéu
chuan

Co lap may chu bi xam nhap,
cham dut quy trinh dang ngo,
cach ly/xoa dbi tuong doc hai
va thuc thi Iénh tur xa.

+ Phan hdi c6 huéng dan: Hé
thong dua ra dé xuat gilp xay
dung chudi hanh dong phan hoi
t6t nhat.

Phan mém ra quét cac tép tin dwoc
tai 1én web/portal Kaspersky Scan
Engine

S6 luong: 01 bod

C6 tinh ndang, yéu cau kj thugt
toi thiéu twong duwong hoac cao
hon:

- Ban quyén 01 nam.
* Tinh nang:
- Ché do ICAP (ICAP mode):

+ Hoat dong nhu mot may chu
ICAP, quét luu luong HTTP di
qua may chu proxy va cac URL
ngudi ding yéu cau, dong thoi
loc bo cac trang web chia noi
dung doc hai.

- Ché do HTTP (HTTP mode):

+ Hoat dong nhu mot d‘iCh vu
REST-like, nhan yéu cau HTTP
tir tng dung khéch.

+ Quét cac d6i tuong (tép,
URL) gtri trong yéu cau va tra
vé két qua quét trong phan hoi
HTTP.

- Giai phap tich hop nhicu cong
nghé phat hién tién tién:
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Tén hang héa/dich vu lién quan

Théng s6 ky thuit va céc tiéu
chuan

+ Phan tich dua trén chir ky
(Signature analysis): Str dung
co s dir liéu chdng virus toan
dién

+ Phong doan nang cao
(Advanced heuristics): M6
phong viéc thuc thi tép trong
moi trudng an toan dé phat hién
hoat dong dang ngo.

+ CoOng nghé hoc may
(Machine learning
technologies): Str dung thuat
toan SmartHash dé xac dinh
cum tép tuwong tu va phat hién
bién thé phan mém doc hai
chua xac dinh.

+ Xt ly tép thuc thi nén va tép
Iuu trit: HO trg khoang 4000
dinh dang khac nhau va c6 kha
nang khir nhiém/x6a dbi twong
bi nhiém bén trong cac tép luu
tri.

- Kién trdc linh hoat:

+ Bao gom dich vy chinh va
giao dién nguoi dung do6 hoa
(GU).

+ H3 tro cum (Cluster): Nhiéu
phién ban cua Kaspersky Scan
Engine cd thé dugc nhém lai
thanh mot cum dé quan ly tap
trung va xem su kién.

- Hiéu suét cao:
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Théng s6 k§ thuat va céc tiéu
chuan

+ Hb tro da ludng va co thé xu
ly nhiéu tac vu dong thoi, cho
phép diéu chinh sb lugng tién
trinh va ludng quét dé tang hiéu
SUAL,

1.3. Cdc yéu cau khdc

Nha thau cam két thuc hién cac hang muc nhu sau:

- Hang hoa dugc bao hanh theo chinh sach, ti€u chuén ctia nha san xut.

- C6 can bo k¥ thuat ctia hang (ddi voi nhitng hang c6 van phong dai dién &
Viét Nam) hodc can bd k¥ thudt cua nha thau c6 chuyén mon, kinh nghiém hudng
dan sir dung cai dat, van hanh thiét bi va phin mém.

- Thuc hién trién khai, cai dit, ciu hinh dap ung yéu cAu van hanh hé théng va
yéu cau vé an toan thong tin.

- Trong qua trinh trién khai cai dat va sir dung hang hoa trong trong thoi gian
bdo hanh, y€u cau phai c6 can bo k¥ thuat ciia hang (d61 voi1 nhitng hang ¢6 van
phong dai dién ¢ Viét Nam) hodc can bd ky thuat ctia nha thau co6 chuyén mon, kinh
nghiém thuc hién hd tro viéc cai dit, khac phuc 16i, cap nhat ban va 18i, su ¢6 phat
sinh c6 lién quan dén hang hoa dugc trién khai trén hé thong.

- Trong thoi gian bao hanh, moi su ¢ ciia hang hoa phai duoc nha thau cir can
bo k¥ thuat dén xtr Iy khic phuc: Trong vong 72 gior ké tir khi nhan dugc thong bao
ctia Cha dau tu, Nha thau phai c6 mat dé thuc hién cac nghia vu vé bao hanh, hd tro
k¥ thuat, sira chira theo yéu cau cta Cha dau tu. Néu thiét bi phai giri di stra chita,
moi thu tuc va chi phi phat sinh khi gtri thiét bi di va gui tra thiét bi cho Chu dau tu
s& do Nha thau chiu.

Muc 2. Bin vé
Khong c6 ban ve.
Muc 3. Kiém tra va thir nghiém
Nha thau cam két thuc hién dam bao viée kiém tra va thir nghiém nhu sau:

- Kiém tra vé so lugng, chat lugng, chung loai, xuat xr, nhan mac, nam san



xuat, thong s k¥ thudt. Sau d6 t6 chuc lap dat/cai dat dé chay thir hang hoa. Hé
théng phai duoc Chu dau tu xac nhan dap Gmg yéu cau vé hoat dong va an toan thong
tin ma&1 duge nghiém thu

- Trong trudng hop kiém tra, thir nghiém ma hang héa do nha thau cung cip
khong dat tiéu chuan ki thuat, chat luong theo Hop dong thi Nha thau chiu trach
nhiém thu hoi va cung cép 16 hang mai dam bao chat lugng theo nhu Hop dong quy
dinh, moi chi phi phat sinh trong trudng hop nay sé& do Nha thau chiu.



