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Phin 2. YEU CAU VE KY THUAT
Chwong V. YEU CAU VE KY THUAT

Muc 1. Yéu cau vé k§ thuét

Yéu cau vé kj thudt bao gom cdc néi dung co ban nhir sau:

1.1. Giéi thigu chung vé dw dn/gdi thiu

- Tén goi thdu: Goi thau sé 5: Dau tu, mua sim thiét bi mang, bao mat tai
Trung tdm dit liu, Tru s& chinh va Chi nhanh

- Tén Dy 4n: Pau tu ha tAng k¥ thuét va tmg dung Céng nghé théng tin nim
2026 — Giai doan 1 cta Cong ty X6 sb dién toan Viét Nam.

- Muc tiéu cua goi thau: Pau tu, mua sém thiét bj mang, bao mat dé nang
cép, thay thé thiét bi tai Trung tdm dit liéu chinh, Tru s& chinh va Chi nhénh.

- Thoi gian thyc hién hop dong: 120 ngay ké tir ngay hop ddng c6 hiéu luc
(bao gém ca ngay nghi va ngay 18).

- Dbia diém du an: Trung tam dit liéu chinh, Tru so chinh va cac chi
nhanh/trung tdm quay s6 m& thuéng cua Céng ty TNHH MTV X6 sb dién toan
Viét Nam (Vietlott) tai Ha Noi, Hai Phong, Khanh Hoa, H6 Chi Minh, Cén Tho.

1.2. Yéu ciu vé kj thudt

1.2.1. Yéu ciu chung:

Bét ky thuong hiéu, ma hiéu, hodc thong s6 k¥ thuat déc quyén ctia nha san
xudt ndo do (néu co6) trong bang yéu cau k§ thuét dudi diy dé minh hoa céc tiéu
chuén chét lugng, tinh nang k¥ thuat yéu ciu, nha thau c6 thé lua chon du thau
hang héa c6 ngudn gdc, xuét xr, nha san xuét, thuong hidu, ma hiéu, thong sb k§
thuat phi hop véi diéu kién cung cip nhung phai dam bao yéu céu cé tiéu chuan
k¥ thuét, dac tinh k¥ thuat, tinh ndng sir dung twong duong, tuong tu vé chung loai,
tinh chét: ¢6 ciing chung loai, twong tu vé dac tinh k¥ thuat va tinh nang st dung
v6i hang hoa ciia géi thiu dang xét hodc “uu viét hon, cao hon” so véi cac yéu cau
tdi thiéu.

1.2.2. Yéu cdu vé tai ligu, hé so ciia hang héa:

Tai liéu chiing minh tinh hop 1¢ ctia hang héa nhu sau:

+ Tat ca hang héa thudc pham vi cung cép ciia goi thdu phai néu rd xudt x,
ky ma hiéu, nhan mac cia san phém, hang san Xut, thong s6 k¥ thuat. Tét ca cac
tai liéu chimg minh tinh hop 18 ctia hang héa néu sir dung bang tiéng nudc ngoai
phai kém theo ban dich Tiéng Viét ctia co s& dich thudt hop phap hodc ban dich
Tiéng Viét dugc dong d4u xac nhan cta nha san xuét, nha dang ky, nha nhap khau.

w’
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Nha thau phai chiu trach nhiém vé tinh chinh x4c cta céc ndi dung ban dich so véi
ban gdc va tinh phap 1y cta tai liéu nay.

+ Cam két cac thiét bj hang héa méi 100% chua qua sit dung, san xuit ndm
2025 - 2026 trd lai day, nguyén dai, nguyén kién, dong géi theo tiéu chuan ciia nha
san xuét.

Ghi chu:

+ Tat ca ndi dung yéu cau lién quan dén thuong hidu, ma hiéu, model, ngudn
gbc (néu c6) trong E-HSMT chi mang tinh tham khao cho nha thdu nhim thuén loi
hon trong qua trinh dé xuat san phdm cho goi thau;

+ Nha thau khong bat budc phai chao theo yéu clu vé thuong hiéu, ma hiéu,
model, nguén gbc (néu co).

1.2.3. Théong tin khdi qudt vé hién trang hé thong bio mit

Hé thong tuong lira ciia Vietlott dang st dung la giai phap ctua hang Check
Point, duoc thiét ké theo md hinh quan tri tap trung véi kién trac 3 16p nhu sau:

+ Lép 1: Phan mém GUI Client (Console). DAy 12 16p giao dién dd hoa, dung
dé thiét 1ap cac chinh sach bado mét, quan ly dbi tuong va xem bao cdo. Nhiém vu
clia 16p ndy 14 noi quan tri vién ra 1énh. Thanh phéan nay khéng giao tiép truc tiép
v6i céc thiét bi twong lira ma chi két néi v6i may chu quéan 1y bao mat.

+ Lop 2: Méy chu quan ly bao mat (Security Management Server). Py 1a bd
ndo trung tdm ctia hé thong, luu trir toan bd co sé dir lidu, cac quy téc chinh sach
(policies) va céu hinh hé théng. Nhiém vu ctia 16p nay 13 tiép nhan céc thay ddi tir
GUI Client, kiém tra 15i logic, sau d6 bién dich va ddy (install) céc chinh séch nay
xudng céc thiét bi thyc thi. Pay ciing 14 noi thu thap nhat ky (logs) tap trung tir cac
thiét bi tudng lua.

+ Lép 3: Piém thyc thi chinh sach (Policy Enforcement Point). Day 1a cac
thiét bi tuong lua vat ly dugc dat tai cac clra ngd mang dé kiém soét luu luong.
Nhiém vu ctia 16p nay 1a thuc thi cdc chinh sach bao mét dd dugce day xubng tir
mdy chil quan ly bao mat. Céc thiét bi tuong ltra vét Iy kiém tra timg goi tin di qua,
d6i chiéu véi luat 1é dé cho phép di qua hodc chan, va gtri thong tin nhat ky (logs)
vé may chil quan ly bao mat.

S6 lwong cac thanh phén cua giai phép dang st dung;

+ 01 Security Management Server

+ 09 Thiét bi tuong lira vat Iy (bao gdm tai Trung tdm dit liéu, van phong Tru
s& chinh/Chi nhanh).

Ngoai ra, d6i voi hé thong tai Trung tAm dir liéu, hé théng tudng lra duoc
thiét ké hai 16p (Core va Internet/DMZ) va dang st dung giai phap cua hai hing
khac nhau, dam bao kha nang bao vé khi c6 mét 16p phong thi bi vuot qua.

"l
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1.2.4. Yéu ciu vé thong sé kj thudt ciia hang héa, dich vu lién quan
Hang hoa, dich vu lién quan phai tuan thu cac thong 36 ky thuat va tiéu chuin
sau day:

a. Thiét bi tai T rung tam dir liéu

Don vi S6

Stt Yéu cau k§ thuit tdi thiéu hoiic twong dwong ,
tinh | lwgng

Thiét bi twomg lira thé hé m&i cho phin hé mang

Internet/DMZ tai DC Chiec 2

Kiéu déng 1U Rackmount

C6 san 8 cong 10/100/1000 Base-T

C6 sin 8 cong 10GBase-F SFP+ port
card (included transceivers).

C6 kha ning ning cip, thay thé card
mang trong tuong lai.

Interfaces Cé6 san 1 cong Management
10/100/1000 Base-T

Cé san 1 cbéng dong bd HA
10/100/1000 Base-T

Téi thiéu 1x RJ45 console port, 2x USB

3.0 ports
Storage Téi thiéu 480GB SSD
Memory Téi thiéu 64 GB
Nguon Power input: 100-240V AC

Firewall throughput tbi thiéu 70Gbps

IPS throughput t6i thiéu 35Gbps

NGFW throughput (Firewall,
Application Control, IPS enabled) tbi
thiéu 25Gbps

Threat Prevention throughput
(Firewall, Application Control, URL
Filtering, IPS, Anti Malware and Zero
Phishing enabled) t6i thiéu 10Gbps

Nang luc thiét
bi

Toi thieu 16 triéu Concurrent
connections

T6i thieu 300000 Connections per
second

Tinh ning bao | Tuong ltra thé hé méi cho phép dinh
mat nghia chinh sach tuong Ira dua theo
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Stt

- HBO tro thiét 14p mang riéng 4o
[PSEC VPN

- Remote Access VPN (HS trg tbi
thiéu 50 nguoi ding déng thoi)

Yéu chu k- thugt t6ithiln hofe teongdwong | D0 | DO
tinh | luwgng
dinh danh nguoi dung hodc nhom
nguoi dung.
VPN:

Tinh nang kiém soat ndi dung:
- Cho phép thiét 1ap chinh séch
kiém soét viéc upload/download dua
trén loai ndi dung va dinh dang tép.

Phat hién ngan chan xam nhap trai
phép:
- Phat hién ngan chén cac khai
thac da biét, cac CVE cu thé, cac
codng cu khai thac chua biét, lam
dung giao thuc, truyén thong doc hai
outbound, tunneling attempts,...
- HOb tro kha ning Bypass tinh
nang IPS khi CPU va RAM vuot
ngudng thiét 1ap tranh truong hop
thiét bi qua tai.

Kiém soét tng dung:
- (C6 kha nang nhan dang, kiém
soat it nhat 10000 tmg dung

Loc web:
- Kiém soat quyén truy cép vao
cac trang web va ing dung dua trén
category

Antivirus:
- Ngin chin tai cac phan mém doc
hai tir Internet thong qua ngan chén
truy cdp vao cac trang Web doc hai
duoc xac dinh trudc

Phét hién va ngan chin tdn cong lira dao
(zero-phishing):
- Ngan chén truy cép vao cac
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Stt

Yéu ciu ky thuét t6i thiéu hoiic twong dwong

Pon vi
tinh

7

So
lwgng

trang web lira dao da biét va chua
biét theo thoi gian thuc dua trén
URL va lira dao trong trinh duyét
(in-browser)

Bao mat DNS:
- Cho phép ngan chin tin cong
DNS st dung DNS Trap/ DNS
Sinkhole, két hop Al dé ngan chin tin
cong DNS Tunneling, DGA...

H6 tro High Availability: active-active;
active-passive; Session failover for
routing change, device and link failure

Két n6i mang

H6 tro cic loai dinh tuyén: Static
routes, OSPFv2 and v3, BGP, RIP

H6 tro QoS

Ho trg L2 (transparent), L3 (routing),
802.3ad passive and active link
aggregation

Quan tri thiét
bi

Giao dién quan tri truc quan, hd trg
WebUI (HTTPS) / Graphical user
interface (GUI)

Quan ly chinh
sach bao mat

Quan ly tap trung, hop nhit céc chinh
sach bao mat.

Tuong thich véi giai phap quan tri tap
trung hé théng tuong lira Check Point
Security Management (CPSM) hién c6
cua Vietlott

Ban quyén
kem theo

T6i thiéu 12 thang cac tinh ning bao
mat kém theo

Bao hanh va
ho tro k¥ thuat

Bao hanh va hd tro k¥ thuat chinh hing
t6i thiéu 12 thang (theo tiéu chuin
chinh hang hién hanh).

Nha thdu thuc hién hd tro k¥ thuat,
quan tri van hanh cho thiét bi trong sudt
thdi han bao hanh va hd trg ky thuat
chinh hang co6 hiéu luc.
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Stt

Yéu cau k§ thuét t6i thiéu hoiic twong dwong

Don vi
tinh

So
Iwgng

Thiét bi twong lira thé hé méi cho phan hé mang loi

tai DC

Chiée

Kiéu déng

1U

Interface

C6é sin 16 cong 1GbE 10/100/1000
BASE-T

C6 san 04 cong 1/10GbE SFP/SFP+
(chua bao gdbm giao tiép quang SFP)

Cé san 02 cong 1/10/25GbE SFP28
(chwa bao gdm giao tiép quang SFP)

Coé san 2 x 1GbE SFP danh cho HA
Cluster

01 cong quan tri

01 cong USB 3.0 ports (type A)

Linh kién kém
theo

04 module quang 10G loai SR

04 module quang 1G loai SX

Ning luc thiét
bi

Firewall throughput (1518B) tbi thiéu
24Gbps

C6 sin tinh nang IPSec VPN (1400B)
v6i thong luong téi thiéu 18Gbps

Firewall throughput (IMIX) t6i thiéu
12Gbps

SO phién (sessions) 1én dén 2 triéu

nternal Téi thidu 120GB SSD

Storage
C6 sin tinh ning Cluster 02 thiét bi
Active/Active hodc Active/Passive
C6 san céac tinh ning dinh tuyén Layer
3
- IPv4, IPv6

y . - Static routes, RIP v1/v2, OSPF, BGP,
Tinh nang

IS-IS, Multicast

- VPNs GRE, IP-in-IP, and MPLS
-L2/L3 MPLS VPN

- EVPN-VXLAN (EVPN Type 5 route)

- C6 co ché rollback file cdu hinh, c¢6
kha ning luu dén 50 file cdu hinh gan
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Stt Yéu ciu ky thuét tdi thiéu hoiic twong dwong D(fn i i
tinh | lwgng
nhat.
- C6 san tinh nang cho phép so sanh cau
hinh hién tai véi cdc cdu hinh duoc luu
trir trudc day.
- C6 sin kha ning kiém tra va thong béo
161 cdu hinh truéc khi ciu hinh duge
kich hoat.
s Tbi thiéu 450W AC, c6 sén ngudn du
Nguon .
phong
s .3 Co6 cac phuong thic quan tri: CLI,
el WebUI, SSH
Ban quyén | Ban quyén 01 nam t6i thiéu cdc tinh
kém theo nang IPS, quan ly ung dung
Bao hanh va ho tro k¥ thuat chinh hing
t6i thiéu 12 thang (theo tiéu chuén
Bao hinh vi Chil:lh hi"ing hién h-'c‘lf]h). i i A
h trg k§ thuat Nhﬁa th.aun thu:c hién hc& trq k¥ thua;u,
quan tri van hanh cho thiét bi trong suot
thoi han bao hanh va hd tro ky thuat
chinh hang c6 hiéu luc.
3 | Thiét bi chuyén mach 15i tai DC Chiéc 2
Kiéu dang Rackmount
C6 sén t6i thiéu:
- 24 cbng hd trg dinh dang SFP/SPF+
Interface tbc d6 1Gb/10Gb
- 4 cong hd tro dinh dang SFP28 toc do
25Gb
2x SFP28 toc do 25G, dau nodi giao tiép
. .. .. |LC, SR MMF Transceiver
E;l: kien kem 10x SFP+ toc d6 10G, dau ndi giao tiép
LC, SR OM3 MMF Transceiver
8x SFP toc dd 1G, RJ45 Transceiver
550W, 100-240V AC.
Ngudn Cho phép thay thé néng (Hot
Swappable Modules)
Quat Cho phép thay thé néng (Hot
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Stt

Yéu cau ky thuit tdi thiéu hodic twong dwong

DPon vi
tinh

So
lwgng

Swappable Modules)

C6 san tinh ning Stack, véi bang théng
Stack 1én dén 100Gbps hodc cao hon,

Stacking str dung cong Stack chuyén dung hodc
thong qua cong c6 sin tde dd 100Gbps
Cho phép ghép Stacking 8 thiét bj
Nang luc

chuyén mach

Téi thiéu 1080 Gbps

(Switching
Capacity)
Nang luc bang | __ . . ..

i To1 thiéu 32
dia chi MAC o1 thiéu 32000
50 lugng IPVA | e 180 30000
unicast routes
S6 luong
access control | T4i thiéu 2048
list (ACL)
S6 luong | ;. . ..
VLAN To1 thiéu 4000
Tinh nadng lé6p | VLAN va giao thic 802.1q, STP,
2 RSTP, MSTP

Tinh nang lop
3

ARP, DHCP, DNS, Policy Based
Routing (PBR), Static routing, OSPF,
BGP, MP-BGP, ECMP, GRE,
MACsec, NLB

Tinh nadng bao

HJb trg ACL, RADIUS, TACACS+

mat
C6 thé quan trj bang nhidu phuong thirc
) _ khac nhau nhu: CLI, Cloud-based.
Tinh nang e .
i Built in REST APIs, Python scripts
quan tr1

C6 san cac cong quan tri: RJ-45 serial,
RJ45 Ethernet port, USB-Type A

Bao hanh va
hé tro k¥ thuat

Bao hanh va hd tro ki thuat chinh hing
t6i thidu 12 thang (theo tiéu chudn
chinh hang hién hanh).

Nha thau thyc hién hd tro k§ thuat,
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Stt Yéu cau ky thuat t6i thiéu hoiic twong dwong D(:'n ¥ 3
tinh | lwong
quan tri van hanh cho thiét bi trong subt
thoi han bao hanh va hod tro ki thuat
chinh hang co6 hiéu luc.
4 T'l}iét b1 Ch}l)’él‘l mach mang bién, mang quan tri va Chiée 4

giam sat tai DC

Kiéu dang Rackmount
C6 san 24 cong chuan RJ45 tc d6 1Gb

Interface C6 san 4 cong quang SFP/SFP+ hd trg
toc d6 1/10Gb

Linh kién kém | 4x SFP+ toc d6 10Gb, ddu ndi giao tiép

theo LC, SR

Nguon 100-240V AC
Cé sin tinh nang Stack hodc tuong
duong, vé6i bang théng Stack 1én dén

Stacking 40Gbps hoéﬁc cao hon, ?ﬁ duflg cong
Stack chuyén dung hoac thong qua
céng 6 san
Cho phép ghép Stacking 6 thiét bi

Nang luc

chuyén mach|_ .. .. o

ey To1i thiéu 128 Gbps

(Switching

Capacity)

Model

Throughput Cho phép [én tdi 95 Mpps

Capacity

S6 luong IPv4

Unicast Téi thiéu 1000

Routes

Naéng luc bang

Téi thiéu 16000

dia chi MAC

\Sf‘i AN UOnE | 143 thidu 1020

Tinh néng 16p | H6 trg VLAN va giao thirc 802.1q,
2 STP, RSTP, MSTP

Tinh ning 16p | HO tro ARP, DHCP, DNS, Static
3 routing, OSPF, ECMP
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) i D ; S5
Stt Yéu cau ky thuit tdi thiéu hodic twong dwong {Tn v 0
* tinh | lwgng
Tinh nang ba "
mléit 1ang B9 | 15 trg ACL, RADIUS, TACACS+
C6 thé quan trj bang nhiéu phuong thirc
. . khac nhau nhu: CLI, GUI, Cloud-based
Tinh nang — - - : ,
N— C6 san cac cong quan tri: RJ-45
quan tr1
console; Out-of-band Management
port; USB-Type A
Bao hanh va hd tro k¥ thuat chinh hing
t6i thiéu 12 thang (theo tiéu chuén
hinh hang hién hanh).
Big bk |t lonhah), S
x - ..~ | Nha thau thuc hién ho trg ky thuét,
ho tro k¥ thuét . L p
quan tr1 van hanh cho thiét bi trong suot
thoi han bao hanh va hd tro ky thuat
chinh hang co hiéu lyc.
5 | Thiét bj dinh tuyén mang WAN tai DC Chiéc 2
Kiéu déng Rackmount
C6 san tbi thidu 4 cong WAN hd tro toc
d6 1Gb chuén két ndi RJ45
Interface

HO tro tbi thiéu 2 cong hd trg dinh dang
SFP (hoic SFP+), téc do tdi thiéu 1Gb

Module Slots

C6 sén tbi thiéu 1 khe cdm HMIM
module hoac Network module

Ngudn

100-240 VAC

B0 nhd trong

T&i thiéu 4 GB RAM, 1 GB Flash

Routing table
size

Téi thidu 500000 entries (IPv4, IPv6)

So
VLAN

luong

Téi thidu 4094

Tinh nang 16p
2

Hb tro giao thirc 802.1q, STP, RSTP,
MSTP

Tinh nang lop
3

HO tro Static routing, RIP, OSFP, BGP,
MPLS, Dual IP stack

Tinh ndng bao

Firewall
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Stt

Yéu cau ki thuat t6i thiéu hoiic twong dwong

Don vi
tinh

So
lwrgng

mat

Hb tro ACL, RADIUS, TACACS+,
VPN, NAT, IPS, Unicast Reverse Path
Forwarding (URPF)

Tinh
khac

nang

Embedded Netstream hodc Netflow
hodc céc giao thire giam sat flow khac
tuong duong

Bao hanh va
hd tro ky thuat

Bao hanh va hd tro k§ thuat chinh hang
t6i thiéu 12 théng (theo tiéu chuén
chinh hang hién hanh)

Nha thau thuc hién hé tro k§ thuét,
quan tri van hanh cho thiét bi trong sudt
thoi han bao hanh va hd tro k¥ thuat
chinh hang c6 hiéu luc

b. Thiét bi tai Tru sé chinh va Chi nhanh

Stt

Yéu cau ky thuét tdi thidu hoac twong dwong

Don vi
tinh

So6
lwgng

Thiét bi twong lira tai Tru sé chinh

Chiéc

Kiéu déng

1U Rackmount

Interfaces

C6 san 8 cong 10/100/1000 Base-T ports

C6 san 8 cong 10Gbase-F SFP+ port
card (included transceivers).

C6 kha ning ning cap, thay thé card
mang trong tuong lai.

Cé6 sin 1 cbng
10/100/1000 Base-T port

Management

C6 san 1 cong ddng bd HA 10/100/1000
Base-T port

Storage

Téi thidu 480GB SSD

Memory

Téi thiéu 64 GB

Ngudn

Power mput: 100-240V AC

Cong két ndi
khac

1x RJ45 console port, 2x USB 3.0 ports
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Stt

Yéu cau k§ thuat t6i thiéu hoiic twong dwong

Don vi
tinh

lwgng

Ning luc thiét
bi

Firewall Throughput téi thiéu 50Gbps

IPS Throughput tdi thidu 25Gbps

NGFW throughput (Firewall,
Application Control, TIPS enabled) tbi
thiéu 18 Gbps

Threat Prevention Throughput
(Firewall, Application Control, URL
Filtering, IPS, Antivirus, Anti-Bot and
Zero-Day Protection enabled) t6i thiéu
6Gbps

Toi thiéu 16 triéu  Concurrent
connections

Téi thiéu 180000 Connections per
second

Tinh nang bao
mat

Tuong ltra thé hé méi cho phép dinh
nghia chinh sach tuong ltra dua theo
dinh danh nguoi dung hodc nhom nguoi
dung.

VPN:
- Hb tro thiét 14p mang riéng 4o IPSEC
VPN
- Remote Access VPN

Tinh ning kiém soat ndi dung:
- Cho phép thiét l4p chinh sach
kiém soat viéc upload/download dua
trén loai ndi dung va dinh dang tép.

Phat hién ngdn chin xam nhép trai phép:
- Phat hién ngéan chin céc khai
thac da biét, cac CVE cu thé, cac cong
cu khai thac chua biét, lam dung giao
thire, truyén théng doc hai outbound,
tunneling attempts,...

- HO trg kha ning Bypass tinh
nang IPS khi CPU va Memory vuot
ngudng thiét 1ap tranh truong hop
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Stt

Yéu ciu k§y thuét t6i thidu hoiic twong dwong

Don vi
tinh

thiét bi qua tai.

Kiém soat Gmg dung:
- C6 kha nédng nhén dang, kiém
soat it nhat 10000 tmg dung

Loc web:
- Kiém so4t quyén truy cép vao
cac trang web va Urng dung dva trén
category

Antivirus:
- Ngéan chén tai cac phé‘m mém doc
hai tir Internet thong qua ngén chan
truy cép vao cic trang Web doc hai
dugc xac dinh trudc

Phat hién va ngan chin tin cong lira dao
(zero-phishing):
- Ngén chan truy cdp vao cac
trang web lira dao da biét va chua biét
theo thoi gian thuc dua trén URL va
Itra dao trong trinh duyét (in-browser)

Bao mat DNS:
- Cho phép ngin chin tan cong
DNS str dung DNS Trap/ DNS
Sinkhole, két hgp AT dé ngan chin tn
cong DNS Tunneling, DGA....

HO tro High Availability: active-active;
active-passive; Session failover for
routing change, device and link failure

Két nd6i mang

H& tro céc loai dinh tuyén: Static routes,
OSPFv2 and v3, BGP, RIP

Ho tro QoS

H) trg L2 (transparent), L3 (routing),
802.3ad passive and active link
aggregation.

Quan tri thiét bi

Giao dién quan tri truc quan, hd tro
WebUI (HTTPS) / Graphical user
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Stt

Yéu ciu k§

thut t6i thiéu hoic twong dwong

Don vi
tinh

So
lugng

interface (GUI)

Quan ly tap trung, hop nhét cic chinh
sach bao mat.

Quéan ly chinh
sach bao mat

Tuong thich v6i gidi phap quan tri tap
trung hé théng tudong lira Check Point
Security Management (CPSM) hién c6
cua Vietlott

Bén quyén kém
theo

Téi thiéu 12 thang céc tinh ning bao mat
keém theo

Bao hanh va hd

Bao hanh va hd trg k§ thudt chinh hing
t6i thidu 12 thang (theo tiéu chuén chinh
hang hién hanh).

trg k¥ thuat

Nha thau thyuc hién hd tro k§ thuat, quan
tri van hanh cho thiét bi trong sudt thoi
han bao hanh va hé trg k§ thuat chinh
hang c6 hiéu luc.

Thiét bi twong |

tra Chi nhanh

Chiée

Kiéu dang

1U Rackmount

C6 san 1 cong WAN 10/100/1000Base-
T RJ-45 port

C6 san 1 cong DMZ 10/100/1000Base-
T RJ-45 port

Interface

C6 sin 2 cdng LAN 2.5GbE Base-T RJ-
45 plus 16x 10/100/1000Base-T RJ-45
ports

C6 sin 1 cdng congsole USB-C hoic
RJ45

SD Card Slot

Co

B0 nhé Storage

Téi thiéu 512 GB SSD

USB Port

2x USB 3.0

Ngudn

Cé san 02 nguén 110-240V AC, 50-60
Hz

Niang luc thiét

Firewall Throughput (Enterprise) tdi
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Stt

Yéu cau k§ thuét tdi thiéu hodc twong dwong

Don vi
tinh

S6
lwrgng

bi

thiéu 16Gbps

IPS throughput t6i thiéu 9Gbps

NGFW throughput (Firewall,
Application Control, IPS enabled) tdi
thiéu 8 Gbps

Threat Prevention Throughput
(Firewall, Application Control, URL
Filtering, IPS, Antivirus, Anti-Bot and
Zero-Day Protection enabled) ti thiéu
4Gbps

Téi  thiéu 4200000 Concurrent

connections

Téi thiéu 90000 Connections per second

Tinh ning bao
mat

Firewall, VPN, User Awareness, QoS,
Application Control, URL Filtering,
IPS, Anti-Bot, Antivirus, Anti-Spam,
Sandboxing

Tinh ndng kiém

C6 kha ning nhan dang, kiém soat truy

sodt ngudi | cAp dua trén it nhat 10000 tmg dung két
dung hop nguoi dung hodac nhom nguodi dung

Giao dién quéan tri truc quan, hd tro
Quan tri thiét bi | WebUT (HTTPS) / Graphical user

interface (GUT)

Quan ly chinh
sach bao mat

Quan ly tap trung, hop nhét cac chinh
sach bao mat

Tuwong thich véi gidi phap quan tri tap
trung hé théng twdong lira Check Point
Security Management (CPSM) hién c¢o
cta Vietlott

Bén quyén kém
theo

Téi thiéu 12 thang cho céc tinh ning bao
méat c6 sin

Bao hanh va hd
trg k¥ thudt

Béo hanh va hd trg k§ thuat chinh hang
t6i thiéu 12 thang (theo tidu chudn chinh
hang hién hanh)
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Stt

Yéu ciu k¥ thuét tdi thiéu hoic twong dwong

DPon vi
tinh

S6
lwgng

Nha thau thyuc hién hd tro k§ thuat, quan
tri van hanh cho thiét bi trong subt thoi
han bao hanh va hd tro k¥ thuét chinh
héng c6 hiéu luc

Thiét bi chuyén

mach 16i tai Tru sé& chinh

Chiée

Interface

Téi thiéu 24 port 10/100/1000 Mbps

8x 10GE Network Module uplink, cé
san 4 port 10GE SFP+

Stacking

Cé san tinh ning Stack véi cong Stack
chuyén dung

Cé sén tinh nang Stack ngudn

Stacking Bandwidth: 480 Gbps.

Bo nho

DRAM tbi thiéu 8GB

Flash tbi thiéu 16GB

Switching
capacity

Téi thiéu 208 Gbps, hd tro 1én dén 688
Gbps khi ghép Stacking

Forwarding
rate

Téi thiéu 154 Mpps, hd trg 1én dén 511
Mpps khi ghép Stacking

Tinh ning

License packing chay dugc tdi thiéu cac
tinh nang sau:
Layer 2, Routed Access (RIP, EIGRP
Stub, OSPF - 1000 routes), PIM Stub
Multicast (1000 routes), PVLAN,
VRRP, PBR, CDP; Qo8S, FHS,

802.1X, MACsec-128, CoPP, SXP, IP
SLA Responder, SSO

Dinh tuyén

Cé sin cac tinh ning: BGP, EIGRP,
HSRP, IS-IS, BSR, MSDP, OSPF

Tu dong hoa

NETCONF, RESTCONF, gRPC,
YANG, PnP Agent, ZTP/Open PnP,
GuestShell (On-Box Python)

Cac tinh nang

khac

C6 sin cac tinh ning: VRF, VXLAN,
LISP, SGT, MPLS, mVPN

C6 san tinh ning Full Flexible NetFlow,
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Stt

Yéu cau k§ thuét ti thiéu hodc twong dwong

Don vi
tinh

So
lwgng

EEM

Ngufin

02 power supply 350W AC, cho phép
ché do du phong

B4o hanh va hd
tro k§ thuat

Béo hanh va hd trg k¥ thuat chinh hing
t6i thiéu 12 thang (theo tiéu chuén chinh
hang hién hanh).

Nha thau thuc hién hd tro k§ thuat, quan
trj van hanh cho thiét bi trong sudt thoi
han bao hanh va hd trg k§ thuat chinh
hang c6 hiéu luc.

Thiét bi chuyén

mach nhanh tai Tru sé chinh

Chiéc

Interface

T6i thidu 24 port data 10/100/1000
Mbps Ethernet Ports

C6 sén 4 port 1GE fixed uplinks

B0 nhé

DRAM téi thiéu 2GB

Flash téi thiéu 4GB

Stacking

Hb trg tinh ning Stack véi cong Stack
chuyén dung (Khéng ding cong 1/10Ge
hay 40GE dé lam cdng két ni stack)

Switching
capacity

Téi thiéu 56 Gbps, hd tro 1én dén 136
Gbps khi ghép Stacking

Forwarding
rate

T6i thiéu 41 Mpps, hd tro 1én dén 101
Mpps khi ghép Stacking

Tinh ning

License packing chay dugc cac tinh
nang sau:
Layer 2, Static Routing, Routed Access
(RIP, EIGRP Stub, OSPF - 1000 routes),
PIM Stub Multicast (1000 routes),
PVLAN, VRRP, PBR, CDP, QoS, FHS,
802.1X, MACsec-128, CoPP, SXP, IP

SLA Responder, SSO

Tu dong hda

NETCONF, RESTCONF, YANG, PnP
Agent, PnP

Céac tinh nang
khac

Hb tro cac tinh ning: VRE, VXLAN,
LISP, SGT

C6 san tinh niang Sampled NetFlow,
SPAN, RSPAN

C6 san tinh ning Full Flexible NetFlow,
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Stt

Yéu cau k§ thuit t5i thiéu hoiic twong dwong

Don vi
tinh

S6
lwong

EEM

Ngudn Téi thiéu 01 power supply 125WAC

Bao hanh va hd trg k§ thuat chinh hang
t6i thiéu 12 thang (theo tiéu chuan chinh

. | hiing hién hanh).
Bier Wb o 1 | e ianty)

Nha thau thuc hién hd tro k§ thuat, quan
tri van hanh cho thiét bi trong subt thoi
han bao hanh va hé tro ky thuat chinh
hang c6 hiéu luc.

tro k¥ thuat

c. Yéu cauve trien khai

Pia diém

L Noi dung trién khai
I Thiét ké m6 hinh két ndi kém theo bang phan hoach két ndi
cap
5 Lép dat, céi’ defxty khoi tao cau hinh thiét bi va trién khai cai
dat theo thiét ké Trung tam
3 Nang c?tp Firmware/OS ctia thiét bi 1én version méi nhat dir ligu
duoc ho tro chinh tai Ha
Néng cép phién ban phan mém quén tri tap trung tuong Ira | Noi. Tru sé
4 | (Security Management Server) hién c6 (néu can thiét) d&| chinh, cac
pht hop, twong thich véi thiét bi méi chi
5 Thiét 14p céu hinh du phong HA (déi véi cac thiét bj cé 1 nhénh/Trung
cap) tdm quay so
o | Migrate toan b cau hinh Rule, Policy, Object,... tir thiét bi | mé thudng
cli sang thiét bi madi tai Ha Noi,
- CAu hinh cdc chic nang tunneling Gre/IPsec, ACL, | Hai Phong,
Spaning Tree ché d6 du phong va dinh tuyén can béng tai | Khanh Hoa,
7 | (route-aggregation, link-aggregation/LACP, OSPF, BGP,| HOo Chi
static route, route summarization,...),... Minh, Can
- C4u hinh VPN Remote Access/Mobile Access Tho
- Thiét 1ap QoS
8 |- Thiét 1ap Dual ISP/ISP Redundancy véi co ché Load

Sharing/Failover

S
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Céu hinh két ndi, tich hop véi cac hé théng hién c6 cua
Vietlott:

- Hé thng can bang tai img dung

- Hé théng phong chdng tan cong x4m nhép mang (NIPS)

- Hé théng thu thép, luu trir, phan tich log va su kién tap
9 | trung (SIEM)

- Hé thong tu dong hod phan tmg ATTT (SOAR)

- Hé thong gidm sét ha tang

- Hé théng kiém soat truy cap mang (NAC)
- Cac hé thong quan tri tap trung va céc hé théng khac trong
mang cua Vietlott...

10 Thiét l4p cAu hinh c4c tinh ning néng cao khéc theo yéu cdu
ctia Vietlott ma thiét bi/giai phap cung cép

1.3. Cdc yéu ciu khdc
1.3.1. Yéu cau vé dao tao, chuyén giao, hwéng dan sir dung

Nha thau phai t6 chirc 01 16p dao tao, chuyén giao, huéng dan quan tri van
hanh hé théng cho Chu dau tu v6i cée ndi dung yéu cdu nhu sau:

- Ban giao cho Chu dau tu day du tai liéu sau day: Tai liéu thiét ké mé hinh
két nbi kém theo bang phéan hoach két ndi cap, tai liéu trién khai cai dat, tai lidu
huéng dan quan tri van hanh va xtr ly su cd;

- Cung cip cho hoc vién diy du tai liéw/silde dao tao;

- Thot lugng: 01 ngay;

- Pbi tugng dio tao: Céc can bd cb lién quan ctia chi dau tu (t6i da 5 nguoi);

- Nha thau phai bé tri t6i thidu ¢6 01 giang vién va 01 trg giéng,

1.3.2. Yéu ciu vé nhén sy trién khai:

a) Truéng nhom trién khai:

- S6 luong: 01 nguoi

- Tét nghiép dai hoc trd [én chuyén nganh CNTT hoac chuyén nganh gin véi
CNTT theo quy dinh

- C6 kinh nghiém it nhat 06 ndm tr& 1én trong linh vuc CNTT

- D3 tham gia it nhét 02 hop dong/du 4n hodc c6 it nhat 03 nam kinh nghiém
& vi tri truéng nhom trién khai hodc quan ly du an CNTT hoac vi tri tuong tu

- C6 chimg chi vé quan Iy du 4n CNTT: PMP hodc tuong duong (nha thdu
ching minh tinh tuong duong).

b) Cén b trién khai e

- S6 luong: t6i thiéu 05 nguoi
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- T6t nghiép dai hoc tré 1én chuyén nganh CNTT hodc chuyén nganh gan véi
CNTT theo quy dinh

- C6 kinh nghiém it nhét 04 nam tr& 1én trong linh vuc CNTT

- D4 tham gia it nhat 02 hop ddng/du an hodc ¢6 it nhét 03 nam kinh nghiém
& vi tri c4n bo trién khai hé théng mang, thiét bi bao mat/tuong ltra hodc vi tri tuong
tu

- C6 t6i thiéu 03 nhan su co mat trong cac chimg chi CCNA, INCA hoéc cac
chting chi khéc twong duong (nha thdu chimng minh tinh twong duong)

- C6 tbi thiéu 01 nhan su ¢6 chimg chi CCNP Security hodc cac ching chi
khac tuong duong (nha thiu chimg minh tinh trong duong)

- C6 t6i thiéu 01 nhan sy ¢ chimg chi vé tudng ltra duoc cip bdi hang san
xuét thiét bi ma nha thiu d& xuét.

Muc 2. Kiém tra va thir nghiém

Kiém tra Hang héa khi nhan hang timg dot: C6 xuét xt, c6 gidy ching nhan
chét luong (néu cd); c6 catalogue/bao bi hang ho4 (ban dich, huéng dén béng tiéng
Viét). Nhan hang héa thuc hién theo Nghi dinh sb 43/2017/ND-CP ngay 14/04/2017
ctia Chinh phti vé nhan hang héa va Nghi dinh s6 111/2021/ND-CP ngay 09/12/2021
vé viée stra ddi, bd sung mot sé diéu Nghi dinh s 43/2017/ND-CP ngay 14/04/2017.
Hang hoa khong bi rach, chit lrong, thanh phan dam bao theo yéu cau.



