Phin 2. YEU CAU VE KY THUAT
Chuwong V. YEU CAU VE KY THUAT

1. Gi6i thi¢u chung vé dw toan mua siam, géi thiu:

- Tén goi thau: Gia han ban quyén cac phan mém cai trén thiét bi (tuong lira,
can bang tai), thoi gian gia han 01 nam - bit dau tir 29/12/2025 dén hét 29/12/2026.

- Tén du toan mua sim: Tuyén truyén vé cac linh vuc thudc pham vi quan 1y
ciia Cuc Quan 1y va Phat trién thi truong trong nude trén cic co quan thong tan,
bao chi nam 2025; nhi¢m vu gia han ban quyén cac phﬁn mém cai trén thiét bi.

- Hinh thirc lIyra chon nha thau: Chao hang canh tranh trong nudc.

- Phuong thurc lya chon nha thau: Mot giai doan, mot tii hd so.

- Thoi gian bat dau to chirc lya chon nha thau: Quy I nam 2025

- Loai hop dong: Tron goi.

- Thoi gian thyc hién goi thau: 03 thang.

- Thoi gian thyc hién hop dong: 12 thang (01 nam), bat dau tir 29/12/2025
dén hét 29/12/2026

2. Hién trang ha ting ky thuit va thiét bi

Xem chi tiét thong tin tai Phu luc: Théng tin vé ha tang CNTT va thiét bi
trong E-HSMT

3. Muc tiéu cong viéc:

- Thué don vi Gia han ban quyén cac phan mém cai trén thiét bi (tudng lira,
can bang tai) cho Cuc Quan 1y va Phat trién thi trudng trong nudc.

- Pam bao cac thiét bi duoc gia han ban quyén st dung cac phan mém, dich
vu bao hanh, bao tri, hd tro k§ thuat tir hang san xuat thiét bi va nha thau

- Pam bao thiét bj hoat dong 6n dinh thudng xuyén lién tuc (24/7)

- Pam bao an ninh an toan thong tin, bao vé hé thong trudc cic nguy co, tin
cong va cac yéu td gy anh huong dén hoat dong cua thiét bi

- Pap ting cic yéu cau vé quan tri, van hanh, hiéu qua st dung cua thiét bi;

- Hd tro bdi dudng, nang cao kién thirc va k¥ ndng quan tri, st dung thiét bi
cho nguoi dung

4. Yéu cau ky thuit ciia géi thau:

4.1. Yéu cau chung

Nha thau phai dap tmg va cung cip ddy du cac tai liéu dé chimg minh vé muc
do phu hop, tuong thich va san sang cua dich vu nhu sau:

Yéu cau vé tai liéu kém theo E-
HSDT dé chirng minh

- P6i thiét bi (1 doi 1) néu co cac thiét | Cam két cua hing san xuat hoic

1 | bi, linh kién hu hong do 16i ctia nha | nha phan phéi hoac dai dién chinh

san xudt nhung khong thé sira chira, | thirc cua hing san xuit tai Viét

TT Tén/ngi dung




TT

Tén/ndi dung

Yéu cau vé tai liéu kém theo E-
HSDT dé chirng minh

khic phuc.

- San pham, dich vu chao thau c6 cac
tinh nang bao dam an ninh an toan
thong tin, giip ngan ngura, phong
chéng céc cudc tan cong, ma doc, pha
hoai hé théng.

- San phém, dich vu chao thau 13 san
pham dich vu do chinh hing san xuét
cung cap.

- Hang hoa, dich vu chao thau chua c6
ké hoach ngimng cung cip (EOL) trong
nam 2026.

- H{ tro cho khach hang (chu dau tu,
bén moi thau hodc don vi st dung)
muon thiét bi turong duong dé str dung
trong thoi gian thiét bi thuc hién bao
hanh, stra chita, khic phuc 16i hong
héc, su ¢b néu tai thoi diém d6 hang
san xuét hodc don vi phan phdi chinh
thtre ¢ sén thiét bi ¢ Viét Nam.

Nam. (Néu tai liéu 1a tiéng nudc
ngoai thi phai trinh bay song ngitr
hodc kém ban dich ra tiéng Viét)

Cung cép tai lidu ky thuat
(Specification/Catalogue/Datasheet
hodc tai li¢u twrong duong) chinh hang
san xuit dé lam co s& tham chiéu,
chtng minh tinh dép tng cac yéu cau
vé tiéu chuan thyc hién dich vu do nha
thau dé xut.

- Tai liéu tham chiéu c6 xac nhan
ctia hing san xuét, dai dién chinh
thirc hodc don vi phan phdi duoc
hang san xuét Gy quyén chinh thic
ta1 Viét Nam.

hodc

- Chi rd dia chi tham chiéu chi tiét
trén website chinh thirc cua hang
san xuat

Truong hop nha thau khong phai 1a
hang san xuat thi nha thau phai ching
minh 13 ddi tac va duoc hing san xuat
iy quyén dé tham gia (thuc hién) goi
thau

Tai liéu ching minh nha thau la
dbi tac dugc Uy quyén tham gia
(thuc hién) goi thau ciia hing san
xuat (néu tai liéu 1a tiéng nudc
ngoai thi phai trinh bay song ngit
hoic kém ban dich ra tiéng Viét)

4.2. Yéu cau vé danh muc thiét bi cin thuc hién
Ban quyén gia han cap nhat phan mém va hd trg ki thuat, bao tri, bao hanh,
duy tri, giam sat hoat ¢ong cho cac thiét bi sau:

TT Danh muc thiét bi Ky m& hiéu, nhinmac | SL | PVT
1 | Thiét bi twong lira Fortigate FG-601E, Fortinet | 2 | Chiéc
2 | Thiét bi can bang tai tng dung FortiADC FAD-400F, 2 Bo

Fortinet




4.3. Yéu cdu vé tiéu chuin thye hién dich vu
4.3.1 Bin quyén gia han cdp nhdt phan mém cho cdc thiét bi
Ban quyén gia han cap nhat phan mém cho cac thiét bi phai dap ting day du
céc tinh ning, dich vu va tiéu chuan theo yéu cau sau:
TT Tén dich vu Y&u ciu
Thiét bi Fortinet FortiGate FG-601E: s lugng:
02 chiéc, thoi han téi thiéu 1 nam (tdi thiéu 12
thang hoic dén hét ngay 31/12/2026 ké tir ngay
kich hoat dich vu (hoac gidy phép, ban quyén))
- IPS:

+ IPS: cung cdp kha ning ning phat hién va
phan tich giao thirc dua trén chit ky (signature)
dé xac dinh va chan luu luong truy cap doc hai,
tang cudong bao mat mang va ung phé véi moi de
doa

+ URL Doc hai (Malicious/Botnet URLSs): cap
nhat Co s dit liéu vé URL dé phat hién tan cong
khai thac, cap nhat cac chit ky (signature) IPS vé
cac URL doc hai da biét, cho phép phat hién va
chin cac méi de doa dua trén web, bao gom ca
thong tin lién lac C&C cua botnet va tai xuong
phﬁn mém ddc hai
- Bao vé phﬁn mém doc hai nang cao (Advanced
Malware Protection - AMP):

+ Antivirus: Chir ky (signature) chdng virus
(Antivirus signatures) va ban cap nhét cong cu
Bao gom céc tinh nang cung cap thong tin cap nhat thuong xuyén vé cac
mAu virus va phan mém doc hai da biét, cho phép
phat hién va ngan chan cac mbi de doa trong thoi
gian thyc

+ Phan mém ddc hai di dong: Phat hién va chin
cac mdi de doa phan mém doc hai dbi voi thiét bi
di dong, str dung tinh nang phat hién va phan tich
hanh vi dua trén chit ky (signature) dé bao vé cac
thiét bi ndy va ngan chin vi pham dit liéu

+ Bao vé chong sy bung phat virus: Tang cudng
bao vé chéng virus bang cach truy van chit ky
(signature) baim phan mém ddc hai tir may chu
Global Threat Intelligence cua FortiGuard, cho
phép phét hién méi de doa zero-day theo thoi
gian thyc trudce khi chit ky (signature) dén

+ Phat hién virus dya trén Al: Cong cu AV
heuristic cap nhat str dung thuat toan hoc may dé
phat hién phén mém doc hai khong xac dinh,

Ban quyén gia han cap
1 | nhat phan mém cho
thiét bi twong lira




T

Tén dich vu

Yéu cau

phan tich hanh vi va dic diém cua tép dé xac dinh
va chin cac mdi de doa trong thoi gian thuc, ting
cudng bao vé chdng virus

+ FortiGate Cloud Sandbox: Giri tép dé phat
hién mbi de doa nang cao, phan tich t€p va URL
trong moi trudong dua trén dam may, su dung
phan tich hanh vi va hoc may dé xac dinh cac mdi
de doa chua xac dinh

- Loc URL, DNS & Video:

+ Loc URL: Phan loai hang ty trang web, cho
phép nguoi dung chan hoac cho phép truy cap,
v6i hon > 45 triéu xép hang trang web, nang cao
tinh ning loc web va cung cip bao vé thdi gian
thuc

+ Loc DNS: Chin cac mién ddc hai va ap dung
tinh nang loc dua trén danh muc, sir dung co so
dir li¢u rong 16n vé cic mién doc hai va khong
mong mudn da biét dé ngan chan cac mbi de doa
dua trén DNS va thuc thi cac chinh sach sir dung
internet

+ Loc Video: Phan loai va chian quyén truy cap
vao video dua trén danh muc FortiGuard, cho
phép kiém soat ndi dung video, bao gdém
YouTube va cac nén tang video khac, dé thuc thi
cac chinh sach sir dung internet

+ Ching chi doc hai: Go61 dong duy tri danh
sach den chung chi dya trén dau vén tay, cho
phép chan giao tlep botnet str dung SSL, gitp
ngan chin cac nd lyc vuot qua phan mém doc hai
va IPS

- Loc thu, chéng thu rac: Két ndi may chu
FortiGuard dé giup xac dinh dia chi IP hoac email
ctia nguoi gui thu rac, URL lira ddo da biét, URL
rac da biét, kiém tra ma bam cta email rac da biét

- FortiCare Premium:

+ RMA (Return Merchandise Authorization -
tra lai hang da dugc uy quyén): H tro bao hanh
phan ctimg vé6i dich vu thay thé nang cao
(Advanced Replacement): Hang san xudt gui
thiét bi thay thé thiét bi 16i trudc khi nhan duoc
thiét bi 16i tir phia khach hang

+ Hb tro k¥ thuat qua web

+ Ho tro k¥ thuat qua dién thoai

+ Cap nhat Firmware
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Tén dich vu

Yéu cau

+ Cong cu hd tro truc tuyén: CO

+ Cong quan 1y thiét bi (Asset Management
Portal)

+ Thoi gian phan hdi (sy ¢d quan trong): < 1
gio

+ Thoi gian phan hoi (su ¢b khong quan trong):
Trong ngdy lam viéc tiép theo

-Dich vu cap nhat duoc hd tro theo gobi
FortiCare:

+ Kiém soat img dung: Str dung dé xac dinh cac
ung dung co chir ky (signature) chinh xac, cho
phép thyc thi chinh sach chi tiét, bao mat duoc
cai thién va hiéu suat mang duoc t6i uu hoa, bao
gd6m nhiéu tmg dung va giao thic

+ Inline CASB: HO tro cac dinh nghia cap nhat
theo thoi gian thuc hd so bao mat Inline CASB
duoc sir dung trong cac chinh sach tuong lira dé
hd trg kha ning hién thi, kiém soat va bao mat
cho cac tng dung dua trén ddm may

+ Phat hién thiét bi/hé diéu hanh: Cho phép
FortiOS giam sat mang va thu thap thong tin vé
cac thiét bi hoat dong trén cac mang do.

Nhitng thong tin nay sau d6 dugc cung cap trén
GUI, cung cap kha ning hién thi chi tiét cho
nguoi dung

+ Kiém tra PSIRT: Nang cao xép hang bao mat
v4i gbi tién ich bd sung ndy, xac dinh céc 16 hong
PSIRT cua céac thiét bi Fabric dugc két ndi, sau
d6 khuyén khich quan trj vién cap nhat moi thiét
bi bi &nh hudéng

Ban quyén gia han cap
nhat phan mém cho
thiét bi can bang tai
wng dung

Thiét bi Fortinet FortiADC 400F: s6 lugng: 02
chiéc, thoi han téi thiéu 1 nam (tdi thiéu 12 thang
hogc dén hét ngay 31/12/2026 keé tir ngay kich
hoat dich vy (hoic gidy phep ban quyén))

Bao gom céac dich vu

- IP Reputation: thong tin téng hop danh sach vé
cac IP ngudn ddc hai dugc cap nhat lién tuc theo
tho1 gian thuc, nang cao bao mat chu dong ngan
chin trude cac cudc tan cong

- Dich vu Antivirus: Ty dong cap nhat cac
signature moi nhat vé cac loai virus, spyware,
malware da biét, phat hién va ngdn chédn cac moi
de doa trong thoi gian thuc

- Intrusion Preventipn (IPS): dugc AI/ML hd tro,
cap nhat cdc quy tac ngan chan xam nhdp theo
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Tén dich vu

Yéu cau

thoi gian thyuce, giup phat hién va ngan chan cac
mbi de doa d3 biét, tang cuong bdo mat

- WAF Security gom WAF Signatures va
Adaptive Learning:

+ Cung cép tinh ning AL (Adaptive Learning
gitip phan tich tu dong cac truy cap cua thiét bi
mang trong hé théng (may tinh ciia nguoi ding,
may chu) dé xay dung cac chinh sach ngin chin
cac cudc tan cong Web xay ra.

+ Cung cap cac chir ky (signature) mé rong so
v6i co s& dit liéu hién co trén thiét bi, dam bao
chdng lai dugc cac tdn cong, 16 hong hang dau
nam trong OWASP Top 10.

- Credential Stuffing Defense: ludn cdp nhat co
s& dit liéu vé cac thong tin xac thuc da bi danh
cap

+ Xéac dinh cac nd lyc dang nhap bang cac
thong tin dang nhap da bi danh cap tr nhiéu
nguon

+ Ho tro ngin chin cac cudc tin cong bé“mg
thong tin xéac thuc di bi danh cap

Sandbox Cloud: hd trg phat hién cac mdi de doa
nang cao, phat hién cac malware chua dugc bict
to1 trude do

Data Loss Prevention — DLP:

+ Xac dinh va theo ddi dit liéu ctia to chirc, bao
ve chéng lai cac vi pham dir li€u, céc mbi de doa
va danh cap dit liéu

+ Quan 1y tap trung va bao mat cadc mau dir liéu
nhay cam duoc xac dinh trudc véi cac mau kiéu
dir liéu nhu ma s6 thué, s6 thé tin dung, gidy phép
lai xe, ...

+ Ngan chin that thoat dit liéu va dam bao tuan
thii chinh sach vé bao mat dit liéu nhu CCPA,
PCI-DSS, GDPR va HIPAA.

FortiCare Premium:

+ RMA (Return Merchandise Authorization -
tra lai hang da dugc uy quyén): Hb tro bao hanh
phan cimg vé6i dich vu thay thé nang cao
(Advanced Replacement): Hang san xuat giri
thiét bi thay thé thiét bi 16i trudc khi nhan duoc
thiét bi 16i tir phia khach hang

+ Hb tro ki thuat qua web

+ Ho trg k¥ thuat qua dién thoai




TT Tén dich vu Yéu cau

+ Cap nhat Firmware

+ Cong cu hd tro truc tuyén: CO

+ Cong quan 1y thiét bi (Asset Management
Portal)

+ Thoi gian phan hdi (Su ¢d quan trong): < 1
gio

+ Thot glan phan hoi (Su c¢b khong quan trong):
Trong ngay lam viéc tiép theo

4.3.2 Ho tro ky thudt, bdo tri, bao hanh, duy tri, gidm sdt hoat dong

Dich vu hd tro k¥ thuat, bao tri, bdo hanh, duy tri, gidm sat hoat dong cua
cac thiét bi phai dap tmg day du cac yéu cau sau
TT | N&aidung yéu cau Y&u cau
Thiét bi phai dugc cap nhat thuong xuyen, lién tuc
cac phién ban phan mém (hé diéu hanh, danh myc,
dir liéu b6 sung...) mdi nhat do nha san xuét phat
hanh
Thiét bi phai dugc sira chita, khic phuc su cb, 161,
Stra 9hﬁ’a, khéc phuc | hu hdng. Hi¢u chinh céc sai 1éch nha}nh chong, kip

1 | Cap nhat phan mém

2 X . , ) \ e x P o
su ¢cO tho1 theo ding quy trinh va ti€éu chuéan ctia nha san
xuat
Thiét bi phai dugc nha thau trién khai ap dung cac
3 | Bao hanh ndi dung, quy trinh va ché do bao hanh theo tiéu

chuan ctia Nha san xuat twong tmg voi goi dich vu
chao thau

Thiét bi phai duoc kiém tra, bao tri, bao dudng
theo quy trinh, thoi han, tiéu chuan cta nha san
Xudt

4 | Phong ngira chu dong | Nha thau phai c6 cac bién phap phong ngua chu
dong, giam thleu t6i da cac rui ro, nguy co vé 16i,
hong héc, su ¢b 1am anh hudng dén hoat dong cta
thiét bi

Cac thiét bi phai dugc giam sat, cung cap thong
tin vé tinh trang hoat dong, tinh nang vén hanh,
du bao vé cac rui ro, nguy co tiém an mot cach
day du, kip thoi

Thiét bi phai dugc nha thau lap dat, cai dat, thiét
1ap tham s0, cap nhat phan mém, dir liéu khi chi
dau tu c¢6 nhu cau vé chuyén do6i hé thong, thay

5 | Giam sat hoat dong

6 Tu vén, hd tro ky ddi vi tri, dia diém van hanh; stra do6i kién truc,
thuat giai phap ky thuat, cach thac, phuong thire van
hanh két ndi;

Nguoi dung phai luén duogc ho trg, tu van, tra 101
cac cau hoi, giai dap cac thac mac, dap ung yéu
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Néi dung yéu cau Yéu cau

cau vé dao tao, huéng dan, bo sung kién thuc, ki
nang trong qua trinh quan tri, str dung

4.4. Yéu cau vé thoi gian

4.4.1 Bdn quyén gia han cdp nhdt phin mém cho thiét bi

TT

Néi dung yéu cau

Tai liéu yéu cau kém
theo E-HSDT

Dich vu dé xuat phai dap ang & ché do hd tro toan
thoi gian (24x7x365: 24 gio trong ngay, 7 ngay
trong tuan, tat ca cac ngay trong nam).

Cam két cia Nha thau
va tai liéu chirng minh

mém (hé diéu hanh, danh muc, dix liéu bd sung) méi
nhét tir nha san xuat: Tdi da 1a 3 ngay lam viéc ké tir
thoi diém nha san xuat phat hanh ban mai nhat;

- Thoi gian sta chira, khiac phuc su ¢é cac 15i, hu
hong, hiéu chinh céc sai léch cua thiét bi: ti da 72
gid ké tir khi nhan duoc yéu cau (trir truong hop phai
van chuyén thiét bi toi dia diém khac hoic phai thuc
hién thay thé vat tu thiét bi);

- Thoi gian thuc hién bao tri, bao dudng thiét bi:
trong vong 48 gio, toi da khong qua 72 gior ké tir thoi
diém bat dau dén thoi diém hoan thanh toan bo céng
VIéC;

- Thuc hién cac bién phap phong ngua cha dong,
giam thiéu tbi da cac rui ro, nguy co vé 15i, hong héc,
su ¢6 1am anh hudng dén hoat dong cua thiét bi: Toi
thiéu 3 lan/nam

- Thoi gian thuc hién kiém tra, giam sét, cung cap
thdng tin vé tinh trang hoat dong, tinh ning van
hanh, du béo vé c4c rai ro, nguy co tiém an cua thiét

2 | Thai han dich vu ¢6 hiéu luc: Téi thiéu 1a 1 nam
(12 thang hodc dén hét ngay 31/12/2026) ké tir | Cam két cia Nha thau
ngay kich hoat dich vu (hoic gidy phép, ban| va tai liéu ching minh
quyén)
3 | Trong thoi gian thué dich vu (gidy phép, ban
quyen c6 higu lyc): ?
- Thoi ,glanA ph?n. hoi thong tin ké tir khi nhan Cam két cia Nha thiu
duogC cac yeu cau: , va tai liéu chimg minh
+ DOI vai cac sy o quan trong: toi da la 1 gio. '
+ Pdi véi cac su cd khbng quan trong: Trong
ngay lam viéc ké tiép
4.4.2 Ho tro ky thudt, bdo tri, bao hanh, duy tri, gidm sdt hoat djng
N A Yéu cau tai liéu
TT Noi dung yéu cau kém theo E-HSDT
1 |- Thoi gian thuc hién cap nhat cac phién ban phan

Cam két‘cﬁa Nha
thau




TT

Y&u cau tai liéu

Noi dung yéu cau kém theo E-HSDT

bi: Toi da 48 gio ké tir khi nhan duoc yéu cau

- Thoi gian hd tro lap dit, cai dat, thiét 1ap tham sé,
cap nhat phan mém, dit liéu khi c6 nhu cau vé chuyén
ddi hé théng, thay ddi vi tri, dia diém van hanh; stra
ddi kién trac, giai phap ky thuat, cach thirc, phuong
thire van hanh két néi: Téi da 1a 72 gio ké tir khi nhan
duoc yéu cau

- Thoi gian hd tro ky thuat tir xa, tu van, tra 1oi cac
cau hoi, giai dap cac thac mic, dap tng yéu cau vé
dao tao, hudng dan sir dung;

+ Thoi gian thyc hién cac yéu cdau hé tro ki thugt
tir xa (gidm sat, kiém tra, hiéu chinh, thiét ldp tham
$6, huedng dan nguwoi dimg...): toi da 24 gio ké tir khi
nhdn duwoc yau cau.

+ Thoi gian tra loi cau hdi, giai dap cac thdac mdc,
yéu Cdu tw van qua dién thogi, cdng cu nhdan tin
(chat) tryc tuyén 14 tize thi; Qua thie dién tir (email).
Cong cu hé tro két noi truc tuyén (nhur (teamviewer,
ultraview...) la 30 phit, téi da 8 gio;

+ Trurong hop khong thé ho tro ki thugt tir xa hodc
dwoc chu dau tw yéu cau, nha thau phdi cir can b
o0 mat tai dia diém thuc hién dé xir 1y, gidi quyét cac
131, Sw €6, hur hong va dé ra c&c bién phap khac phuc
trong vong 12 gio ké tir khi nhdn dwroc yéu cau;

+ Thoi gian dao tao huéng dan si dung, _quan tri:
t6i da la 24 gio ké tir khi nhdn dwoc yéu cau

5. Giai phap va phuwong phap luan
Nha thau chuan bi dé xuat giai phap, phuong phap luan tong quat thuc hién

dich vu theo céc ndi dung quy dinh tai Chuong nay, gobm cac phan nhu sau:

a. Giai phép va phuong phap luan;

b. K& hoach trién khai thuc hién.

6. Cac yéu ciu khac

Nha thau phai c6 day du cac cam két sau:

- Cam két thuc hién hop dong va dap ung céc yéu cau veé:

+ Thoi han cung ccfp, thue hién, cho thué dich vu theo quy dinh cua E-HSMT;
+ Cdc quy chuadn, tiéu chudn, dinh mirc ky thudt cé lién quan;

+ Yéu cau vé tich hop, trao doi dir liéu véi cdc hé thong khdc ciia Cuc Qudn

Iy va Phdt trién thi trieong trong miede;

dong.

+ TuAn thu diéu kién vé sinh méi truong, phong chay, chiza chay, an toan lao




+ Cdc diéu khodan cua hop dong, diéu kién va phwong thirc thanh todn

- Cam két bao mat thong tin, dir lidu trong va ca sau khi hét thoi gian cung
cap, thuc hién, cho thué dich vyu. Khong tiét 16 cho bat ky bén thir ba nao khi chua
c6 su cho phép bang vin ban cia Cuc Quan 1y va Phat trién thi trudng trong nudc;

- Cam két cung cép, tuan thu va dap Gmg yéu cau vé tai liu gbc: Khi duoc
Bén moi thau yéu cau, nha thau co nghia vu cung cip ddy du ban gbc céc tai liu
cho Bén mai thau dé xac minh, ddi chiéu noi dung véi ban sao cac tai liéu duoc
cong chang/chiing thuc dinh kém, ké khai trén hé théng. Trudng hop Nha thau
khéng cung cap dugc ban gbc dé phuc vu xac minh, déi chiéu thi Bén mai thau sé
khdng chap nhan cac tai liéu ban sao dugc cong ching/ching thuc ma Nha thau da
dinh kém, ké khai trén hé thong



PHU LUC: THONG TIN VE HA TANG CNTT VA THIET BI
1. Ha tang ky thuat
1.1. M6 hinh kién truc ha ting ky thuat
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Hé thdng duoc cai dat gdm cac thanh phan chinh sau:

- Hé thdng may chu tng dung: L& hé thdng c6 nhiém vu xu ly c&c yéu cau
dén tir nguoi ding, thyuc hién truy van céc dir liéu tir ving may chi co sé dir liéu
(CSDL) va tra lai két qua cho nguoi dung.

- Hé théng méy chu CSDL: La hé thdng ¢d nhiém vu t6 chire, luu trix dix
liéu cua toan hé thong va xu Iy cac yéu cau truy van, khai thac dir liéu. Hé thong
may chit CSDL bao gém 02 may chii chay theo mé hinh phan cum (Clustering), 02
may chu vira dong vai tro phén tai (cac yéu cau xir 1y ctia hé thong s& dugc phan
déu trén ca hai may chu), vira dong vai tro du phong (néu mét may chit CSDL gap
su ¢b vé phan cimg hodc phan mém dan dén khong thé hoat dong duoc, thi cac yéu
cau xtr 1y s& dugc chuyén sang méay chit CSDL khong 6 su co dé xu 1Y)

- Heé thong can bang tai: La hé thong c6 nhiém vu phan chia cac yéu cau
phuc vu tir ngudi sir dung déu cho cac may chu thanh vién trong cling mot ving
may chu tng dung.

1.2. M6 hinh trién khai c4c ing dung
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- Hé théng duoc cai dit, ciu hinh va van hanh trén hé théng may chu tai
Trung tam dir li¢u thudc pham vi goi thau thué dich vu ha tr:ing ky thuat phuc vu
véan hanh cac phan mém tng dung.

- Trién khai tai Cuc Quan 1y va Phat trién thi trudng trong nudc- B6 Cong
Thuong, 6 91, Pinh Tién Hoang - Hoan Kiém - Ha Nbi.

- Hé théng cac phan mém dugc trién khai theo phuong thic 1am viée truc
tuyén (online):

+ Cac don vi truc thudc va céc dia phuong trén toan quéc s& két ndi truc
tiép vG1 may chu hé théng dat tai Trung tam dir li€u.

+ Trao doi thong tin, dir li€u theo céc chuan vé an toan thong tin SSL v3.0,
HTTPS. SSL 1a mét tiéu chuan an ninh cong ngh¢ toan cau tao ra mot lién két
giita may cht web va trinh duyét. Lién két nay dam bao tat ca cac dit liéu trao doi
gifta may chu web va trinh duyét luén dugc bao mat va an toan. SSL dam bao
rang dit liéu truyén di trong hé théng duoc mang tinh riéng tu, tich roi. HTTPS 1a
phén mo rong bao mat cua HTTP. Website dugc cai dat chimmg chi SSL c6 thé
dung giao thac HTTPS dé thiét 1ap kénh két ndi an toan toi may chi (server).

1.3. Pia chi lip dit thiét bi

Céc thiét bi thudc ha tﬁng k¥ thuat duoc lép dat tai: Trung tam dir liéu VNPT
tai Nam Thang Long (Pia chi: Khu B2-1-6 Khu cong nghi¢p Nam Thang Long -
Ha Noi).

2. Thong tin vé thiét bi (pham vi danh muc thiét bj can thuc hién dich

vu)
2.1. Danh muc, ky ma hi¢u, nhian mac thiét bi
TT| Danh muc thiét bi Ky mé hiéu, nhdn mac SL | PVT
’ Fortigate FG-601E-BDL-950- ’
1 | Thiét bi twong lra 36 kem FN-TRAN-SFP+SRva | 2 | Chiéc
SP-FG300E-PS, Fortinet
Thiét bi can bang tai an Fort ADC FAD-400F-BDL-
2 - 91l NG| 619-36 kem SP-FAD400F-PS, | 2 | Bo
dung .
Fortinet

2.2. Thong so ky thuat caa thiét bj
TT Pic tinh, thong sé ky thuat caa thiét bi
1 | Thiét bi twong lira
- Sb cong GE 1G RJ45 built-in: 8
- Sb cong 1G SFP slot: 8
- Sb cong 10 GE SFP+ slot: 2, Transceiver: 2 X SFP
- S6 cong USB: 2
- S6 cong quan tri: 2
- S6 cong Console: 1
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- Thong luong tuong Ita IPv4 (UDP 1518/64 byte): 36/27 Gbps

- Thong luong tuong Ira IPv6 (UDP 1518/64 byte): 36/27 Gbps

- Do tré tuong lira (64 byte, UDP): 1.54 ps

- Thong lugng tuong lia (GOi trén gidy): 40,5 Mpps

- Céc phién dong thoi: 8.000.000

- Cac phién mai/giay: 450.000

- Chinh sach tuong ltra (Firewall Policies): 10.000

- Thong luong IPsec VPN (512 byte): 20 Gbps

- Thong lugng SSL-VPN: 7 Gbps

- S6 ngudi dung SSL-VPN dong thai: 10.000

- Thong Iuwgng SSL Inspection (véi IPS, avg HTTPS): 8 Gbps

- SSL Inspection CPS (with IPS, avg HTTPS): 5.500

- Phién kiém tra dong thoi SSL (with IPS, avg HTTPS): 800.000

- Thong lugng IPS (Enterprise Mix): 10 Gbps

- Bang thong Next Gen Firewall: 9,5 Gbps

- Thong Iuwgng Threat Protection (Firewall, IPS, Application control,
Malware Protection enabled on Enterprise Traffic Mix): 7 Gbps

- Dung lugng luu trit: 2 X 240 GB SSD

- Ban quyén phan mém cho céc tinh ning va dich vu bao hanh phan cang,
hd tro ki thuat chinh hang: Thiét bi c6 day du ban quyén sir dung céc tinh
nang Antivirus (Malware Protection, Cloud Sandboxing), NGFW (IPS va
Application Control), Web Filtering, Antispam, thoi han 03 nam

- Kién trGic phan ctng:

+ Kién truc tang téc phan cung, st dung Security Processing Unit (SPU)
xt ly cong tac véi CPU:

« Chip tang toc xir Iy chuy@n biét cho tinh nang bao mat sir dung k§ thuat
so khap signature; téi wu kha nang ma hoa/giai ma dir liéu.

« Chip tang toc xir ly chuyén biét cho dit liéu Firewall IPv4, IPv6, SCTP
va Multicast, VPN va IP Tunnel.
- Kién trdc xur ly song song Parallel Path Processing, diing cau hinh chinh
sach cua tuong lira dé lya chon tir nhdm cac tly chon song song nham
quyét dinh huéng xt 1y tdi vu cho géi tin dit lidu.

- Tinh nang SD-WAN:
+ Tinh ning Software-defined WAN duogc phat trién va xay dung tir cling
nha san xuat nham dam bao mirc d6 tuong thich cao nhét
+ Can bang tai duong WAN theo c4c thuat toan dua vao trong sé
(weighted) sau: Volume, Session, Source-Destination IP, Source IP va
spillover.
+ Kiém tra két n6i WAN theo SLAs:
* Ping hoac HTTP
« Giam sat dya theo cac théng sé Latency, Jitter va Packet Loss
« C6 kha ning cau hinh ngudng theo Interval, Failure va Fail-back
+ Chinh sach da duong thong minh dugc dinh nghia bdi:
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« bia chi nguon va/hoic nhém ngudi ding

* Pia chi dich va va/hoac lua chon hon 3.000 tng dung

* Lua chon duong di (path) dua theo chat lwong hoac SLAs dugc dinh
nghia

- Tinh nang VPN:
+ Hd tro tinh niing IPSec Aggregate tunnels:
« Thiét 1ap dy phong va can bang tai di liéu.
« H tro can bang tai trén ting goi tin (Per-packet) theo cac thuat toan:
IP Addresses, L4 information va (weighted) round-robin.
+ Auto Discovery VPN (ADVPN): Tu dong thiét 1ap Tunnel két ndi
(duong tat - shortcuts) gitra cac Spoke trong kién trdc Hub va Spoke.
+ UDP Hole Puching hd tro thiét 1ap két ndi shortcut giita cac Spoke nim
sau l6p NAT
+ HJ tro trién khai theo cac ché do: Gateway-to-Gateway, hub-and-
spoke, full mesh, redundant-tunnel, VPN terminate in transparent mode

- Kha ning thiét 13p chinh sach theo ting loai doi twong: Thict b ¢d kha
nang thiet 1ap cac chinh sach truy cap theo nguoi dung (ldentity-based
Policy), theo loai thiét bi gia nhap mang (device-based Policy)

- Kha niang phong chong tan cong, chian Web, tng dung:

+ H0 trg ché do kiém tra loc Web: Proxy-based, flow-based va DNS

+ Co ché loc Web tu dong véi co sé dit liéu phan loai web theo thoi gian
thuc: H trg tim kiém an toan (Safe Search), tu dong thém vao tham sb
tim kiém an toan cho cac ndi dung truy van: Hb trg Google, Yahoo!, Bing
and Yandex, Youtube Education Filter.

+ IPS Engine: Phét hién giao thirc bat thudong, ngudng bat thuong,
signature tu dinh nghia.

+ Thiét bi ¢ kha ning chdng tan cong DOS co ban véi cac tinh ning:
TCP Syn flood, TCP/UDP/SCTP port scan, ICMP sweep,
TCP/UDP/SCTP/ICMP session flooding (source/destination)

+ Ngan chan IP Botnet Server vai Co s¢ dir liéu IP Reputation

+ Loc virus théng qua cac giao thuc va dang file sau:
« Ho tro HTTP, FTP, IMAP, POP3, SMTP, NNTP, MAPI, CIFS va
SSH
* Phat hién di liéu ma hoa vai SSL Inspection
« HO trg phét hién Grayware va Mobile Malware
+ Cho phép Content Disarm and Reconstruction:
* AV Engine loai bé néi dung dong theo thoi gian thuc truéde khi gui
cho nguoi dung
« Giri tap tin ban dau téi Sandbox dé phan tich, cach ly hoic loai bo
+ Phat hién tng dung trong nhiéu dang: Business, Cloud IT,
Collaboration, Email, Game, General Interest, Mobile, Network Service,
P2P, Proxy, Remote Access, Social Media, Storage/Backup, Update,
Video/Audio, VoIP, Web Chat
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- Hb trg cac giao thuc dinh tuyén: HJ tro céc giao thuc dinh tuyén tinh,
Policy Based Routing va dinh tuyén dong nhu RIP, OSPF
- Hb tro ching thuc:
+ Ho trg ching thuc véi cac may chu AD, LDAP, RADIUS
+ Hb tro chitc ning chung thuc 2- Factor vei token, cho phép ching thuc

véi san pham token vat ly, token mém cua cling hang san xuat
- Hd tro ché @6 giam sat: Ho tro ché d6 giam sat Threat Map: hién thi phan
b cac hiém hoa an ninh Thang tin toan cau; Device Topology: Hién thi
md hinh két néi luan ly gitra céc thiét bi trong mang
- Hb trg chitc nang tu dong hoa: Quan tri vién 1ap trinh san hanh vi phan
trng khi c6 cac su cd (incident/event)
- Hb tro co ché san sang cao (HA): Active - Active, Active - Passive,
Clustering
- Hb tro quan tri bang Web GUI, CLI, SNMP, hozc thiét bi quan tri tap
trung
- Nguén dién: 02 nguon
- Bao hanh: Bao hanh va gdi dich vu hd tro k¥ thuat nang cao chinh hang,
dap ang SLA 24x7

5 Thiét bi can bang tai &ng dung: FortiADC FAD-400F-BDL-619-36

kem SP-FAD400F-PS, Fortinet

- Nang luc Xt Iy thong lugng L4/L7: 15 Gbps/12 Gbps

- L4 CPS: 400.000

- Nang Iyc xu ly s6 lugng két ndi dong thoi L4 (Concurrent Connection):
12.000.000

- Nang luc xir ly SSL CPS/TPS (2K keys): 15.000

- Nang luc xir ly mé hoa SSL: 6 Gbps

- Ning luc xt Iy nén trén phan cang chuyén dung (Hardware Compression
Throughput): 10 Gbps

- Dung lugng b nhé (RAM): 32 GB

- S6 lugng cong mang: 2x 10 GE SFP+, 4x GE SFP, 4x GE RJ45

- Dung luong 6 cing: 120 GB SSD

- Ngudn dién: 2 ngudn

- HO tro 40 hda thiét bi (Virtual Domains): 20

- Tinh ning can bang tai
+ Tinh sén sang tng dung:

« Trén Virtual service/Server c6 thé dinh nghia: Giir phién 1am viéc theo
persistence, thuat toan can bang tai, va pool members

« HO tro chinh sach dinh tuyén tng dung mac Layer 4/7

« H) tro tinh niing giit phién lam viéc: Persistence & muc Layer 4/7

* Co6 kha nang giam sat tinh trang hoat dong cua tng dung dua trén tinh
nang tiy bién bang Script

+ Tinh ning cn bang tai:
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« Ho tro can bang tai cac giao thtc hoic tng dung: TCP, UDP, IP, DNS,
HTTP, HTTPS, HTTP 2.0 GW, FTP, SIP, RDP, RADIUS, MySQL,
MSSQL, RTMP, RTSP, va cac tng dung pho bién khac

« Hb tro L7 content switching and rewriting

« Ho trg URL Redirect, HTTP request/response rewrite (includes HTTP
body)

« H{ tro can bang tai Layer 7 DNS, bao mat va caching

+ Tinh ning can bang tai cho dudng truyén

« H{ tro tinh nang Can bang tai duong truyén ca chiéu Inbound va
Outbound

« H) tro tinh ning Route va NAT

« H{ tro gidm sat kiém tra (health check) chat lugng duong truyén

- Tinh ning ting toc tng dung:

+ Tinh ning Offloading va ting té¢c SSL:
« HO trg tinh ning Offloads HTTPS and TCPS
« C6 kha nang quan 1y day du céc Certificate
« C6 tinh nang HTTP/S Mirroring dé phan tich bao céo luu luong
« Hd trg TLS 1.3

+ Tinh nang t6i vu HTTP and TCP:
« C6 kha nang tang toc va giam tai cho viéc xu ly TCP
» Connection pooling and multiplexing for HTTP and HTTPS
« HO tro tinh nang tang tbc HTTP dé t6i vu may chit Web
« Ho trg TCP buffering
« Ho tro nén va giai nén HTTP
« Ho trg HTTP Caching (static and dynamic objects)
« Hb tro tinh ning Quality of Service (QoS)

+ Tinh ning Authentication Offloading: Hd tro Authentication
Offloading cho cac phuong thuc xac thuc nhu: Local, LDAP, RADIUS,
Kerberos, SAML 2.0 (SP and Idp), NTLM, Two-Factor Authentication
- Token/Token Cloud and Google Authentication

- Tinh ndng quan tri

+ H3 tro cu hinh va giam sét thong qua CLI Interface

+ Hb tro quan tri thdng qua Web Ul

+ CO kha ning phan quyén cho nguoi quan tri (Role-based
administration)

+ C0 kha nang tao béo céo

+ Ho trg REST API

+ C6 kha nang phan tich dir liéu theo thoi gian thuc

- Tinh nang bao mat

+ Hb tro IP Reputation Service

+ Co6 tinh nang Web Application Firewall: Web Attack Signatures;
XML/JSON Validation; SQLIi/XSS Injection Detection; Bot Detection;
URL Protection, File Restriction
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- Thiét bi c6 ban quyén cho gdi hd tro dich vu nang cao dap @ng 24/7 (1PS,
WAF Security Service, IP Reputation, Cloud Sandbox and Credential
Stuffing Defense Service)

- Bao hanh: Ban quyén phan mém cho cac tinh ning, bao hanh va géi dich
vu ho trg Ky thuat nang cao chinh hang, dap irng SLA 24x7




