Phin 2. YEU CAU VE KY THUAT
Chwong V. YEU CAU VE KY THUAT

Muc 1. Yéu cau vé ky thuat

1.1. Gioi thiéu chung vé dy an/du todn mua sam, goi thau

- Tén G6i thau: Sira chira hé théng may chu, Trung tim luu trit dit liéu, Thong tin
cho truong Pai hoc Hang Hai Viét Nam.

- Téong muc dau tu: 4.680.000.000 dong (Bang chir: Bon 1y, sdu tram tdm muoi
triéu dong./.).

- Chu dau tu: Truong Pai hoc Hang hai Viét Nam.

- Nguén von: Nguén ngan sach Nha nudc va Nguén thu dich vu hoat dong su
nghiép cta Nha truong.

- Pia diém, quy mo dy an:

+ Pia diém: Truong Pai hoc Hang hai Viét Nam. Dia chi: 484 Lach Tray, Phuong
L& Chan, TP.Hai Phong.

+ Quy m6 du an: Stra chita hé thong may chi, trung tam luu trit dit liéu, thong tin
hién c6 va dau tu méi cho phong may chu Truong Pai hoc Hang hai Viét Nam.

- Céc thong tin khac (néu co):

+ Danh muc pham vi cung cip hang hoa:

: Don |y néi
STT Danh muc thiét bi vi
: : , lwgng
tinh

I | Phan thiét b

1 | May chu Bo 2
2 | Thiét bi luu trix tap trung Bo 1

3 | Thiét bi chuyén mach 8 cong Bo 2
4 | Phan mém 4o hoa ph)\an 1

mém

II | Phan ha ting

1 | Hé thong san ning
1.1 | San nang Kich thude: 570x32x21mm m2 43,2
1.2 | Hé thong tiép dia m 78
1.3 | TAm thong gi6 - San thong gio 65% Tam 8
1.4 | Gromm kich thudc: 200x280 mm BoO 6
1.5 | Ram déc day thiét bj Bo 1
1.6 | TAm/pc 16t trang bac cach nhiét day 10mm m2 50
1.7 | V goc bang Inox 304 m 6
2 | Tu dién DB-PDU tu 1
3 | Day cap dién
3.1 | DB dén Crac 1: Cap CV/PVC 1x4C x 10mm2 + IE 6mm2 | m 40
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DB dén Crac 2: Cap CV/PVC 1x4C x 10mm?2 + 1E 6mm?2
3.2 . m 30
(du phong)
3.3 | DB dén ACI1: Cap CV/PVC 1x4C x 6mm?2 + 1E 2mm2 m 53
3.4 | DB dén AC2: Cap CV/PVC 1x4C x 6mm?2 + 1E 2mm2 m 60
3.5 | DB td1 Rack Server: cap CVV/PVC 1x3C x 4mm?2 m 150
3.6 | Cap DB t61 UPS CV/PVC 1x4Cx35mm2+1E 16mm2 m 28
3.7 | O cam cong nghlep 3P 32Amp Bo 12
3.8 | Vat tu phu kién d4u ndi hé thong dién Go1 1
3.9 | Trunking 200 x 100mm dudi san nang m 41
3.10 | Phu kién hé trunking ( Support, L, TEE, Snew,.....) BoO 1
4 | Ta dién tong ATS ti
5 | Thanh cim ngudn cho ti Rack PDU Bo 12
6 | Vat tu cho Rack Server (24 port cat6A & 24FO MM)
6.1 | Thanh d4u ndi FiberExpress, gén rack, 1U, Mau den Cai 2
6.2 | Thanh quan ly day nhay Cai 2
6.3 | Day han quang don chuan LC 1m, 900um, OM4 Soi 72
6.4 Day nhay chuan LC-LC kép 2.0mm, da mbt OM4, 3m, Soi 30
LSZH
Thanh dau nbi KeyConnect, 24 cong 10GX, 1U- chua tai- .
6.5 \ Cai 3
mau den
6.6 | Thanh quan ly day nhay Cai 3
¢+ | Dy nhay 10GX, ndi ghép, 4 cap, 23 AWG dic, CMR, Chi -
| T568A/B-T568A/B, mau Xanh, 10 ft. (3,0 m).
7 Cap va vat tuw cho ti mang (24 port cat6A & 24FO
MM), 02 rack
7.1 | Thanh dau ndi FiberExpress, gan rack, 1U, Mau den Cai 2
7.2 | Thanh quan ly day nhay Cai 2
7.3 | Day han quang don chuan LC 1m, 900um, OM4 Soi 48
74 Day nhay chuan LC-LC kép 2.0mm, da mbt OM4, 3m, Soi 43
LSZH
75 Tl}anh dau ndi KeyConnect, 24 céng 10GX, 1U- chua tai- Céi 5
mau den
7.6 | Thanh quan ly day nhay Cai 4
- | Day nhay 10GX, ndi ghép, 4 cip, 23 AWG dic, CMR, Soi 48
" | T568A/B-T568A/B, mau Xanh, 10 ft. (3,0 m). '
7.8 | Day nhay chuin LC-LC kép 2.0 don mbt OS2, 3m, LSZH | Soi 72
7.9 | Day nhay chuin LC-LC kép 2.0 don mbt OS2, 5m, LSZH | Soi 72
Cap khong lién két-cap loai 6A nang cao; 23 Day dan don .
7.10 trallz ran A%NG Cach é)len (1 thung %OSm) ! ¢ Thung 6
711 Céap quang - 24 soi 50/125um, Phan phdi da mét - Xép m 300
hang riser

+ Khbi luong dich vu lép dat hé théng thiét bi ha té‘mg cong nghé thong tin:

STT

Noi dung cong viéc

Pon

Khdi lwong

San nang:
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1 Lép dat san gia Im2 432
2 | Lap dat cap tiép dia 10m 7,8
3 | Lip dat cac cong tac khac (V goc, ram ddc, tim théng | cong 2,0
gi6, ...) (Van dung Nhan cong bac 3,5/7 - Nhém 2)
Ta DB-PDU:
4 | Lap dat ta dién DB-PDU 1t 1,0
5 | Lap dat MCCB 3P ABN203c 100A 30KA cai 2,0
6 | Lap dat MCCB 4P ABN204c 125A 30KA cai 2,0
7 | Lap dat MCB 3P 32A 6KA cai 2,0
8 | Lap dat MCB 2P 32A 6KA cai 28,0
9 | Lip dat day don 1x10mm?2 (DB dén Crac 1 va Crac 2) m 70,0
10 | Lap dat day tiép dia 1x6mm?2 (DB dén Crac 1 va Crac 2) m 70,0
11 | Lap dat day don 1x6mm2 (DB dén ACI1 va AC2) m 113,0
12 | Lap dat day tiép dia 1x2mm?2 (DB dén AC1 va AC2) m 113,0
13 | Lap dat day don 1x3mm?2 (DB t6i Rack Server) m 150,0
14 | Lap dat day tiép dia 1x4mm?2 (DB t6i Rack Server) m 150,0
15 | Lap dat day don 1x35mm?2 (Cép DB td1 UPS) m 28,0
16 | Lap dat day tiép dia 1x16mm?2 (Cap DB téi UPS) m 28,0
17 | Lap dat O cam cong nghiép 3P 32Amp cai 12,0
18 | Lap dat Trunking 200 x 100mm dudi san nang m 41,0
Tua ATS:
19 | Lap dat Tu dién tong ATS d€ chuyen 02 nguon (dién ludi | 1 tu 1,0
va dién may phat dén)
Rack Server (24 port cat6A & 24FO MM):
20 | Bau noi cap vao phién, bang. Loai cap : Day hann6i LC- | 1 d61 72,0
Qpen, PC-Polish, 2m (6ft 7in), Multimode, OM4, 50um | dau
toi wu hoa laser day
21 | Dau nbi cap vao phién, bang. Loai cap : Day nhay soi | 1 do1 30,0
quang doi FiberExpress, LC-Duplex-LC-Duplex, 3m | dau
(9ft 10in), Multimode, OM4, 50um, t6i uu hoa laser day
22 | Bam dau RJ 45 1 dau 72,0
23 | Dau nbi Day nhay 10GX, ndi ghép, 4 cip, 23 AWG dic, | 1 node 1440
CMR, T568A/B-T568A/B, 10 ft. (3,0 m).
Cabling + network rack (24 port cat6 A & 24FO MM),
02 rack:
24 | Baunoi cap vao phién, bang. Loai cap : Day hann6i LC- | 1 doi 48,0
Open, PC-Polish, 2m (6ft 7in), Multimode, OM4, 50um | dau

to1 uu hoa laser

day
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25 | Pau nbi cap vao phién, bang. Loai cap : Day nhay soi | 1 doi 48,0
quang d6i, LC-Duplex-LC-Duplex, 3m (9ft 10in), | dau
Multimode, OM4, 50um, to1 uu hoa laser day
26 | Bam dau RJ 45 1 dau 48,0
27 | Pau nbi Dy nhay 10GX, ndi ghép, 4 cip, 23 AWG dic, | 1 node 96,0
CMR, T568A/B-T568A/B, 10 ft. (3,0 m).
28 | Pbau no1 Day nhay chuan LC-LC kép 2.0 don mét OS2, | 1 node 144,0
3m, LSZH
29 | Pau ndi Day nhay chuan LC-LC kép 2.0 don mbt OS2, | 1 node 144,0
5m, LSZH
30 | Lap dat day cap dong UTP, UTP CAT 6, > 25 dbi 10m 183,0
31 | Ra, kéo, cang ham cap quang treo. Loai cap 24 soi 1 km 0,3
cap
Lap dat thiét bi:
32 | Lap dat May chu 4o hoa 1 thiet 2,0
bi
33 | Cai dit trén hé diéu hanh Windows may chu 4o hoa 1 thiét 2,0
bi
34 | Lap dat Thiét bi luu trit tap trung 10TB 1 thiét 1,0
bi
35 | Cai dat Thiét bi luu trir tap trung 10TB 1 thiét 1,0
bi
36 | Lap dat Thiét bi chuyén mach 8 cong 1 thiét 2,0
bi
37 | Cai dat Thiét bi chuyén mach 8 céng 1 thiét 2,0
bi
38 | Cai dat Phan mém 4o hoa 1 thiét 1,0
bi
* Khéi lugng dich vu dich chuyén thiét bj phong may chu:
ST Danh muc thiét bj 50 Nam dau Ghi chu
T : ’ luwgng tw
1 | IBM/Dell 8 * May chu (Server): 12 may chu
2 | R730 2 2009-2015 vat ly, trong do:
o 5 may chu (IBM/ Dell) duoc
trang bi giai doan 2009-2015.
o 2 may chu DELL PowerEdge
3 | R840 Server 21 T12.2021 | R730
o 2 may chu DELL PowerEdge
R840 (2021)
o 3 may chu DELL PowerEdge
R840 (2022)
6 | R840 Server 3 | T8.2022 04 Ti Rack 42U va hé théng két
noi dé dat hé thong may chu.
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» Thiét bi chuyén mach, thict bi
tug‘)‘ng Iira, thi€t bi luu dién, phan
mém:
. o 08 Core Switch Omniswitch
4 | Domiswitch 056430 8| T12.2021 | 0S6450-U24
o 02 Core Switch OmniSwitch
0S6860-U28
0 02 Core Switch OS6900X24-F
o0 02 Thiét bi tuong Itta FG-601E
Omniswitch 0S6869E- 0 02 b luu dién C6KR (2022)/
> |u2s 2| TI22021 15 by Juu  dién  3KVA.
Coreswitch 0 12 bd Phan mém 40 hoa VS7-
> | 0S6900X24-F 2| 82022 |gTp.c. VS7-STD-PSSS-C
6 | Switch Cisco 2950 1 0 03 bo Phan mém Windows
. Server Standard (support 64
6 | Fortigate FG-601E 2 | T8.2022 core).
7 | BO luu dién C6KR 1
7 | BO luu dién C6KR 1 A n
B0 luvu dién
2 UPS santak C6KE 1
online
2 Tu Rac}< 42U va hé 4
thong két ndi
Synology DS414+ A 1A N 1
9 HDDSTB 1 H¢ thong NAS (Iuu trtr nho)
b. N6i dung cong viéc:
N N .| Khoi
STT NOi dung cong viéc Don vi
lwgng
1 Khio sat hién trang hé thong Goi 1,00
- Yéu cau vé nhan sy thuc hién: 2 ky thuat vién server
& storage; 2 ky thuat vién mang; 1 truéng nhom
- Thoi gian thyc hién: 2 ngay
- N6i dung cong viéc;
+ Chup anh, ghi chu vi tri, th tu 1ip dat ting thiét bi
trong rack.
+ Ghi nhan so d0 diu ndi mang va ngudn dién.
+ Kiém tra, backup cAu hinh cua may chu, switch,
firewall, NAS.
5 Chuén bi dung cu, vat tw, Kiém tra phwong tién van Géi 1,00

chuyén va dwong di chuyén

chuyén

- Yéu cau vé nhan su thuc hién: 2 nhan vién ho tro van
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- Thot gian thyc hién: 1 ngay

- Noi dung cong viéc;
+ Chuén bj bd dung cu théo/lép chuyén dung, tai chéng
tinh dién, thung chéng sdc.

+ Kiém tra phuong tién van chuyén va duong di chuyén.

Thao dé thiét bi Géi 1,00
- Yéu cau vé nhan sy thuc hién: 2 ky thuat vién server

& storage; 2 ky thudt vién mang; 2 nhan vién van

chuyén

- Thot gian thyc hién: 5 ngay

- Noi dung cong viéc;

+ Cét nguén dién an toan, thao thiét bj tir rack theo thu

tur tir trén xudng.

+ Ngit két ndi cdp mang, cap ngudn, module SFP.

+ Thao roi phu kién, danh sb va ghi nhin timg cép.

Vé sinh thiét bi Géi 1,00
- Yéu ciu vé nhan sy thyc hién: 2 ky thuat vién server

& storage; 2 ky thuat vién mang

- Thot gian thyc hién: 1 ngay

- N6i dung cong viéc;

+ Dung khi nén ap suét thap dé thoi bui.

+ Lau sach bé mat thiét bi bﬁng dung dich chuyén dung.

+ Kiém tra cap, dau ndi, thay thé néu hong.

Pong g6i & van chuyén Géi 1,00

- Yé&u cau vé nhan sy thuc hién: 2 nhan vién van chuyén;
2 k¥ thuat vién ho trg

- Thoi gian thyc hién: 1 ngay

- Noi dung cong viéc;

+ Pong goi thiét bi bang thi chong tinh dién va thung
chéng sc.
+ Ghi nhén theo ma thiét bi, so seri.

+ Van chuyén bang xe chuyén dung dén dia dieém mai.
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Lip dit vao rack méi

1,00

- Yéu cau vé nhan sy thyc hién: 2 k¥ thuat vién server
& storage; 2 ky thudt vién mang; 2 nhan vién van
chuyén

- Thot gian thyc hién: 5 ngay

- Noi dung cong viéc;
+ Lap thiét bi theo so 6 d4 ghi nhan.
+ Cb dinh thiét bi vao gia rack.

+ Quan ly, b6 gon cép ngudn va cap mang.

Keét noi va cau hinh, chuyén doi dir liéu may chu

Goi

1,00

- Yéu ciu vé nhan sy thyc hién: 2 ky thuat vién server
& storage; 2 ky thuat vién mang

- Thoi gian thye hién: 30 ngay

- N6i dung cong viéc;

+ Két ndi cap mang, ngudn dién.

+ CAu hinh lai céc thiét bi mang va server theo backup
trude do.

+ Kiém tra tinh toan ven di liéu NAS.

Chay thir va nghiém thu

Goi

1,00

- Yéu ciu vé nhan sy thyc hién: 2 ky thuat vién server
& storage; 2 ky thuat vién mang; 1 trudng nhom

- Thoi gian thye hién: 5 ngay

- Noi dung cong viéc;
+ Chay thur toan bo hé théng, kiém tra hiéu nang.
+ Ghi nhan théng s6 van hanh.

+ Lap bién ban ban giao va nghiém thu.

Chi phi vit tw phuc vu qua trinh di chuyén phong
may chu

Goi

1,00

9.1

Vit tu dong goi - bao vé thiét bi
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- Thing carton, thimg gé chuyén dung: ding cho server,
switch, firewall.

- Tiii chéng tinh dién (ESD bag): bdo vé 6 cirng, card
mang, card quang.

- Muit xdp, bot khi (bubble wrap), xop chong va ddp.
- Mang PE, mdang co nhiét dé qudn chéong bui, chong
am.

- Tem niém phong, nhén déanh ddu dé quan 1y thiét bi

9.2 | Vat tu thao lap - d4u ndi lai

- Patch cord dong (Cat6/64) va ddy nhdy quang
(LC/SC, OM3/OM4, OS2) mdi, thay thé cho day cii
khong dat chudn.
- Pau noi quang, phu kién quang (adapter, connector,
coupler).

- Cdp nguén chudn IEC C13/C19 va déy nguon bé sung.
Oc vit, rail, thanh truot, ké do server dé gcfn thiét bivao
tu rack.
- PDU b6 sung, 6 cam cong nghiép (néu thay doi bo tri
trong rack).

- Thanh quan ly cap (cable manager), ddy rut, bang
dinh cach dién.

9.3 Vit tu phu trg khac

- Bé dung cu chong tinh dién (ESD kit): vong deo tay,
tham ESD.
- UPS di déng nhé dé cap dién tam thoi khi test két noi.
- Thiét bi do kiém cdp mang/quang (néu thué ngodi thi
tinh vao vat tw dich vu).

- Bién bdo, ddy cdanh bdo, rdo chdn trong qud trinh vin
chuyén ldp dat.

Chi phi thué hoic sir dung may chi/thiét bi lwu triv
dé duy tri hé thong trong thoi gian di chuyén phong
10 | may chii, Nha thiau cam két thoi gian toi da 2 thang | Goéi 1,00
trong qua trinh di chuyén, ciu hinh thiét bi diu tu
maoi

1.2. Yéu cau vé ky thudt
Yéu cdu vé kj thudt bao gom yéu cau vé ky thudt chung va yéu cau vé ky thudt chi
tiét doi voi hang héa thuéc pham vi cung cdp ciia goi thau, cu thé:
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a. Yéu cau vé ky thudt chung:

Nha thau phai dap Gmg cac yéu cau sau:

- Phan tuyén bd ctia nha thau vé dap tmg k¥ thuat phai day du (d6i voi timg hang
muc hang héa theo yéu cau ctia E-HSMT, nha thau phai c6 ddy da ndi dung tuyén bd
dap tng d6i v6i hang hoa gdm: thong tin hing san xuat, model thiét bi, xuit xt), co
tai liéu tham chiéu va chi & vi tri tham chiéu trén tai liéu tham chiéu (tai dong nao,
muc ndo, trang nao, kém theo highlight (1am noi bat) phan noi dung d6 trong catalog
hodc tai liéu k¥ thuat). Ngoai ra, nha thau bit budc phai nép kém theo E-HSDT
tép tin (file) word hoic excel tuyén bo dap wng k¥ thuit ciia nha thiu véi diy di
cac ndi dung theo yéu cau dé phuc vu cho cong tic cham thau.

- Hang héa do nha thau cung cap phai dam bao cac yéu cau k¥ thuat sau:

+ M6i 100% chua qua st dung, con nguyén dai nguyén kién, duoc san xuat tir
nam 2024 tré lai day.

+ C6 ngudn gdc xudt xtr rd rang.

+ C6 nhan mac, ky ma hiéu, thong s6 k¥ thuat rd rang.

+ Hang ho4 phai dugc bao quan theo tiéu chuan cua nha san xuat.

+ C6 day du tai liéu mo ta ky thuat ddi v6i hang hoa ciia goi thau (Trir phu kién
va vat tu phu). Nha thau phai cung cap catalogue hodc tai liéu ky thuat lién quan (hinh
anh) (c6 thé dugc viét bang ngodn ngir khac, dong thoi kém theo ban dich sang tiéng
Viét), ghi 1 cac tinh niang, thong sb k¥ thuat dé chimg minh tinh dp (g vé cac thong
s6 k¥ thuat cua cac hang hoa theo yéu cau cia E-HSMT.

- Nha thau cam két cung cdp tai liéu huéng din sir dung: Ban gdc (c6 thé duge
viét bang ngdn ngit khac, dong thoi kém theo ban dich sang tiéng Viét).

b. Yéu cau vé ky thudt cu thé:

Nha thau phai chao thau danh muc hang hoa, thiét bi theo goi thau dap ung cac
thong s6 k¥ thuat theo danh muc liét ké dudi day, trong truong hop bat ky thong sb ki
thuat nao c6 chi dan lién quan dén nhan hiéu hang hoa hodc ky hiéu/quy dinh riéng
khac kém theo thi chi mang tinh chat tham khéo, nha thau co thé chao thau cac loai
hang hoa c6 tinh ning k¥ thuat twong dwong hoic tot hon.

Nha thau phai c6 bang so sanh chiimg minh tinh dap ung cua cac thong sd k¥
thuat giita hang hoa, thiét bi chao thau va yéu cau k¥ thuat cia E-HSMT day du céac
noi dung sau:

(1) Thong s6 k¥ thuat thiét bi, hang hoa theo E-HSMT

(2) Thong so k¥ thuat thiét bi, hang héa theo E-HSDT (model, ky ma hiéu, hing
san Xuat)

(3) Tham chiéu thong s k¥ thuat hang hoa theo E-HSDT véi hd so, tai liéu k¥
thuat, catalogue ctia nha san xut hodc cong bd chinh hing. Yéu cau tham chiéu timg
muc thong ) ky thuat duoc thé hién tai dong nao, muc nao, trang nao, kém theo
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highlight (1am noi bat) phan ndi dung d6 trong catalogue hoic tai lidu k¥ thuat. Cu thé
bao gdm céc ndi dung dap tmg thong s ki thuat tdi thiéu twong duwong nhu sau:

R THONG SO KY THUAT
STT | DANH MUC THIET BI TOI THIEU TUONG PUONG
I | Phén thiét bi
I.1 | May chi phuc vu 40 hoa
S6 lugng CPU > 02 CPU
Loai CPU: Téi thiéu tr 4th Generation Intel®
Xeon® Scalable Processors
1 | Bovixualy CPU Chi sb trén mdi CPU dap tmg dong thoi cac tiéu chi
sau:
+ S6 luwong Core trén 1 CPU > 24
+ Toc d6 >2.00 GHz
B0 nhé truy cap ngiu nhién | Tong dung lugng RAM c6 sin > 256GB
) (RAM memory) D}mg luqng trén 1 thanh RAM > 64GB
SO khe cam RAM > 32 DDRS5
Ho trg Advanced ECC
3 | Card mang
S6 luong > 01
S6 luong Port 10GE trén Card > 02
3.1 | Card NIC 10Gb Téc d6 trén mdi Port: > 10 Gbps Optical
Day da SFP+ SR Transceiver cho tat ca cac port
S6 luong > 01
3.2 | Card NIC 1Gb S6 lugng Port trén Card > 04
Téc d6 trén mdi Port: > 01 Gbps RJ45
S6 luong > 01
4 | Card HBA S6 lugng Port trén Card > 02
Téc d6 trén mdi Port: > 32 Gbps
S6 luong port USB 3.0 > 4
5 | VO Slots Hb tro sb luong khe cidm PCle 5.0 > 3
6 | O cung HJ trg 6 cimg SFF va LFF
S6 luong > 02
SSD Loai 0: SSD
Dung luong trén 1 6 > 480 GB
7 (Cgﬁglizrl;})“en o cung C6 sin raid 0,1,10
Cho phép cai dat tat ca cac h¢ di€u hanh, phan mém
sau:
8 | Hé didu hanh (OS) +?Winfi.ows server phién ban 2019 hoac cac phién
ban maéi hon.
+ Redhat Enterprise Linux phién ban 8.6 hoac céac
phién ban md&i hon.
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+ Vmware ESXi/vSphere phién ban 6.7U3 hoac cac
phién ban ma&i hon/CentOS phién ban 7.9 hodc cac
phién ban mdi hon/ Ubuntu phién ban 20 hodc cac
phién ban méi hon/Oracle Linux phién ban 8.2 hodc
cac phién ban méi hon

Port management > 01 port RJ45 out of band

C6 san license: Pay du tinh ning (twong duong
iDRAC Enterprise,iLO Advanced hodc
Infrastructure Manager (ISM) ), mot s chirc ning
chinh bao gom:

+ C6 san tinh ning quan tri (diéu khién, gidm sat)
thiét bi phan cing tr xa thong qua giao dién

9 | Kha ning quan trj web/console
+ C(’) san tinh nang quan tri cai dat va cau hinh hé
thong tir xa
+ Tuong thich cac giao thirc sau: IPMI 2.0, SNMP
v2 trg 1én
+ Cho phép nang cép firmware cho cac thanh phan
Raid Controller, Network Card va HBA FC
H& trg cac cong nghé bao mat:
H& trg TPM version 2.0 (Trusted Platform Module)
Immutable Silicon Root of Trust
10 | Tinh nang bao mat UEFI Secure Boot and Secure Start support
FIPS 140-2 validation
Tuong thich chuan PCI DSS Compliance
CNSA
C6 sén s6 lwong > 02
Day ngudn > 2m chinh hing, dau ra theo chuan
9 | Ngudn cung cap IEC-C14 hoac IEC-C20
bién &p: 200-240VAC; 50Hz
Co ché dy phong N+N (N > 1)
10 | Dang may chu May chu dang Rack 1U
1 E?lz)niréécciﬁzyno;% %i; Cho}phép "Hot-swap" hodc "Hot-Plug" cho b cung,
(Hot-Swap) neuon
12 | Bdo hanh Béo hanh chinh hang 03 ndm
1.2 | Thiét bi chuyén mach
1 | Sé lugng port >32
2 | Sé lugng port active > 08
3 | Hb tro toc do 8/16/32 Gbps
4 | Bang thong > 1024 Gbps
5 | Transceiver Dﬁy du transceiver 32Gbps cho tat ca cac port dugc
active
6 | Tinh nang Zoning hodc tuong duong
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7 | Nguén | 2 ngudn Redundant
1.3 | Thiét bi lwu trir
1 | Controller Dual controller active/active
2 | Memory >48 GB
3 | Read cache H5b trg 1én dén 8.34 TB (7.6 TiB)
4 | Kétndi > 4 port 32 Gbps FC
5 | Dung luong luu trit kha dung | > 10 TiB str dung 6 SAS 10K RPM
6 | Kha ndng mé rong Hb trg mé rong 1én dén 240 6 ciung SFF
H6 tro RAID 1, 5, 6, 10
7 | RAID H tro co ché distributed spare cho phép giam thoi
gian rebuild dir li€u
8 | Ngudn cung cap 2 ngudn chay Redundant
9 | Kiéu dang Rack 2U
C6 day du cac tinh ning sau:
- Thin Provisioning
- Automated Tiering
- Snapshots ( Cho phép luu trit 64 ban snapshot)
10 | Tinh ndng - Cho phép replicate cac ban snap sang céc thiét b
luu trir khac cung loai.
- Volume Copy
- Remote Snaps
- Quality of Service
Cho phép quan tri qua giao dién Web based. Hd trg
1 | Quan tri cé}c trinh‘ duyét sau: Microsoft Edge, Mozilla
- Firefox, va Google Chrome
Cho phép quan tri qua dong 1énh CLI
HO tro co ché tu dong canh bao khi c6 ban Firmware
12 | Firmware o
Nang cap firmware cho controller ma khong lam
gian doan dich vu
I.4 | Phin mém 3o hoa
‘ ‘ ‘ Co ban quyén st dung phﬁn mém 4o hoa cho toan bo
1 | Ban quyén phan mém 4o hoa | thi€t bi may chu cung cap trong goi thau. Ban quyén
khong gi6i han s6 luong VM trén moi may chu.
2 | Thoi han Thoi han ban quyén: > 01 nim
Phan mém c6 kha ning chay ca 40 hoa va container
Hb tro kha ning quan Iy VM va container trén cling
giao dién.
3 | Tinh nang 4o hoa HO tro di chuyén néng may o giita cic may chi vat

1y ma khong gay gian doan dich vu.

Cung cép kha ning dam bao tinh san sang cao cho
ung dung trong truong hop 101 phan cling.
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HO tro cac loai luu trit nhu NFS, CIFS, iSCSI,
Ceph/RBD

Cung cap kha nang quan trj két ndi mang ctia méy 4o
(Virtual networking)

Tich hop san tinh ning tuong lira, hd tro IPv4 va
IPv6

Cung cép giao dién quan tri web-based, hd tro cac
trinh duyét: Firefox, Chrome, Microsoft Edge, Safari

Hb trg quan 1y truy nhap dua trén vai tro

11

Phin ha tﬁng

Hé thong san ning

1.1

Cung cip hé thdng san ning k§ thuat :

- Mt hoan thién phu HPL 1.2 mm (High Pressure
Laminate) mau trang van nau, chong tinh di¢n,
chong

chay, chong tray xudc.

- Chiu tai trong phan b déu : 23.000 N/m2

- Chiu tai tap trung : 4.450 N/ diém

- Vién tdm/pc bang nhya PVC mau den nhim dam
bao dd bén cho mat hoan thién HPL.

Chan dé: Ong chan D22 thép day 1.5 mm.. DB cao
dén mat hoan thién 500mm

Chén dé bit tacke va dan keo xudng nén san hoic
déan keo 2 thanh phan.

Thanh giang: bang thép ma, hinh hop.

- Kich thuédce: 570 x32 x21mm

1.2

Cung cip va lap dat hé thong cap dong tiép dia :

+Cap ddng boc PVC mau vang xanh loai 7 soi/ea
tiét dién M10

+ Bop cos ch(‘r‘sﬁn day 600mm, két ndi theo hang
doc cac chan r@i khép kin chu vi kin mach tiép dia.
(Theo tiéu chuan 3V)

1.3

Té‘m thong gi6 - San thong gid 65% - Co DAMPER
di€u chinh gio, bang thep kich thude tam 600 x
600, ty 1€ thong hoi tir 0% dén 65%

1.4

Gromm kich thude: 200x280 mm

1.5

Ram déc day thiét bi

1.6

Tam/pc 16t trang bac cach nhiét day 10mm

1.7

V gbc bang Inox 304

Tu dién DB-PDU

2.1

L vao:

2.2

Dén bao pha (do, vang, xanh)

2.3

V6 cau chi + Cau chi 2A

Fuse housing + 2A fuse
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2.4

MCCB 3P ABN203c 100A 30KA

2.5

MCCB 4P ABN204c 125A 30KA

2.6

O khoa cho ABN/S203¢

Padlock for ABN/S203c¢

2.7

MCT 100/5A

2.8

Pong hd da chirc ning, RS485

Multi-function clock, RS485

2.9

Role 4C/ O 230VAC

Relay 4C/O 230VAC

2.10

Dé relay 4C/O

4C/O relay base

2.11

Lo ra:

2.12

MCB 3P 32A 6KA

2.13

MCB 2P 32A 6KA

2.14

VO TU + PHU KIEN

CABINET COVER + ACCESSORIES

2.15

Thanh cai

Busbar

2.16

- Vo ta: Puoge ché tao tir vat liéu chiu luc nhu thép
hodc nhém, c6 16p son chong gi dé bao vé khoi an
mon.

-Tu ¢o kich thuée R 1302mm X C 2440mm X D
488mm

Thanh cai (Busbar): La bd phén chinh dé dan dién,
duoc lam tr dong hoac nhém, voi kl}é nang chiu
dong dién 16n va phai dugc cach dién tot.

-Thiét bj dong cat: Bao gdm céc cau dao, aptomat,
khoi dong tir, relay, va cac thiét bi diéu khién khac.
Céc thiét bi nay phai duoc lyra chon phi hop véi dong
dién dinh mirc va yéu cau bao vé cua hé thong.

Tiéu chuan IEC 60439-1, IEC 60947-2

2.17

Phy kién lip dat tu dién (Cap. Cos, ray, mang
nhya,...)

Electrical cabinet installation accessories (Cable.
Cos, rails, plastic trays,...)

DAy cap dién

3.1

DB dén Crac 1: Cap CV/PVC
1x4C x 10mm2 + 1E 6mm?2

DB dén Crac 1: Cap CV/PVC 1x4C x 10mm2 + 1E
6mm?2

3.2

DB dén Crac 2: Cap CV/PVC
1x4C x 10mm2 + 1E 6mm?2
(du phong)

DB dén Crac 2: Cap CV/PVC 1x4C x 10mm2 + 1E
6mm?2 (dy phong)

3.3

DB dén AC1: Cap CV/PVC
1x4C x 6mm2 + 1E 2mm2

DB dén ACI: Cap CV/PVC 1x4C x 6mm2 + 1E
2mm?2
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34

DB dén AC2: Cap CV/PVC
1x4C x 6mm?2 + 1E 2mm?2

DB dén AC2: Cap CV/PVC 1x4C x 6mm2 + 1E
2mm?2

3.5

DB t&1 Rack Server:
CVV/PVC 1x3C x 4mm?2

cap

DB t¢i Rack Server: cap CVV/PVC 1x3C x 4mm?2

3.6

Cap DB to1 UPS CV/PVC
1x4Cx35mm2+1E 16mm?2

Cap DB té61 UPS CV/PVC 1x4Cx35mm2+1E
16mm?2

3.7

O cam cong nghigp 3P
32Amp

O cam cong nghiép 3P 32Amp

3.8

Vit tu phu kién dau ndi hé
thong dién

Vit tu phu kién dau n6i hé théng dién

3.9

Trunking 200 x 100mm dudi
san nang

Trunking 200 x 100mm dudi san nang

3.10

Phu kién hé trunking (
Support, L, TEE, Snew,.....)

Phu kién hé trunking ( Support, L, TEE, Snew,.....)

Ti dién tong ATS dé

4 | chuyén 02 ngudn (dién luéi
va dién may phat dén)
Bo chuyén ngudn ty dong ATS 4P 250A 415VAC
St dung cho hé théng dién ha thé khi nguon cap
phu ti bi gidn doan
Bo chuyén mach ty dong, giam sat va chuyén doi
giira hai nguon dién
Chuyén mach 3 vi tri On-Off-On
Ngudng tan sb : 45 - 65Hz
Ngudng nhiét : 40°C
bién &p dinh muc : 415VAC
S cuc : 4P
4.8 Hoat dong & ngudng dién ap : 230~400VAC

Available from 125 to 3200A, they are built to
AS/NZS 60947.6.1 and feature on-load transfer
capability for mains-mains and mains-genset
applications. An external controller is required for
mains-genset applications.
Vo ti: Puoc ché tao tir vat liéu chiu luc nhu thép
hozc nhom, c6 16p son chdng gi dé bao vé khoi an
mon.
T ¢6 kich thude R 800mm X C 1500mm X D 300
mm

5 | Thanh cim ngudn cho ti Rack PDU
O ciam dién, Thanh Nguén PDU 24 Port " 20 céng
chuan C13 va 4 cong chuan C19, c6 MCB 10kA,
32A

6 | Vat te cho Rack Server (24 port cat6A & 24FO MM)

6.1 Thanh dau noi FiberExpress, Thanh d4u ndi FiberExpress, gin rack, 1U, Mau den

gan rack, 1U, Mau den
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6.2

Thanh quén 1y day nhay

Thanh quan 1y day nhay

6.3

Day han quang don chuan LC
Im, 900um, OM4

Day han ndi LC-Open, PC-Polish, 2m (6ft 7in),
Multimode, OM4, 50um toi vu hoa laser

6.4

Day nhay chuan LC-LC kép
2.0mm, da moét OM4, 3m,
LSZH

Day nhay s¢i quang d6i FiberExpress, LC-Duplex-
LC-DupleX, 3m (91t 10in), Multimode, OM4, 50um,
t01 wu hoa laser

6.5

Thanh dau ndi
KeyConnect, 24 cong
10GX, 1U- chua tai- mau
den

Thanh dau néi KeyConnect, 24 cong 10GX, 1U-
chua tai- mau den

6.6

Thanh quan ly day nhay

Thanh quan 1y day nhay

6.7

Day nhay 10GX, ndi ghép,
4 cap, 23 AWG dac, CMR,
T568A/B-T568A/B, mau
Xanh, 10 ft. (3,0 m).

Day nhay 10GX, ndi ghép, 4 cip, 23 AWG dic,
CMR, T568A/B-T568A/B, mau Xanh, 10 ft. (3,0 m).

Cap va vat tu cho ti mang
(24 port cat6A & 24FO

7.1

MM), 02 rack
Thanh dau noi

FiberExpress, gin rack,
1U, Mau den

Thanh d4u ndi FiberExpress, gén rack, 1U, Mau den

7.2

Thanh quan ly day nhay

Thanh quan 1y day nhay

7.3

Day han quang don chuan
LC Im, 900um, OM4

Day han ndi LC-Open, PC-Polish, 2m (6ft 7in),
Multimode, OM4, 50um toi uu hoa laser

7.4

Day nhay chuén, LC-LC
kép 2.0mm, da mét OM4,
3m, LSZH

Day nhay soi quang do6i FiberExpress, LC-Duplex-
LC-Duplex, 3m (9ft 10in), Multimode, OM4, 50um,
toi wu hoa laser

7.5

Thanh dau noi
KeyConnect, 24 cong
10GX, 1U- chua tai- mau
den

Thanh ddu néi KeyConnect, 24 céng 10GX, 1U-
chua tai- mau den

7.6

Thanh quan ly day nhay

Thanh quan 1y day nhay

7.7

Day nhay 10GX, ndi ghép,
4 cap, 23 AWG dac, CMR,
T568A/B-T568A/B, mau
Xanh, 10 ft. (3,0 m).

Day nhay 10GX, ndi ghép, 4 cip, 23 AWG dic,
CMR, T568A/B-T568A/B, mau Xanh, 10 ft. (3,0 m).

7.8

Day nhdy chuan LC-LC
kép 2.0 don mébt OS2, 3m,
LSZH

Day nhay chuan LC-LC kép 2.0 don mét OS2, 3m,
LSZH

7.9

Day nhay chl}én LC-LC
kép 2.0 don mot OS2, Sm,
LSZH

Day nhay chuan LC-LC kép 2.0 don mét OS2, 5m,
LSZH
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Cap khong lién két-cap loai
6A nang cao; 23 Day dan
ddng tran ran AWG, Cach
dién (1 thung 305m)

7.10

Cap khong lién két-cip loai 6A nang cao; 23 Day dan
dong tran ran AWG, Cach dién (1 thung 305m)

Cap quang - 24 soi
7.11 | 50/125um, Phan phoi da
mot - Xép hang riser

Cap quang - 24 soi 50/125pm, Phan phbi da mdt -
Xép hang riser

Ghi chu:

- Nhan hiéu, md hiéu hang héa néu trong E-HSMT (néu c6) chi mang tinh tham

khdo va minh hoa cho yéu cau vé kj thudt ciia hang héa, khéng phdi tiéu chudan ddnh

gid, nha thau c6 thé di thau hang héa cia hing khdc. Truong hop nha thau di thau

co nhan hiéu khac so voi E-HSMT thi

nha thau phdi dam bdo hang héa dw thau cé dic

tinh ky thudt c6 tinh ning sir dung twong dwong hodc tot hon véi cic hang héa yéu

cau.

- Kich thwéc va cén ning chi dé tham khao khong phdi la tiéu chi trieot ky thudt;

- “Twong dwong’ co nghia la dac tinh ky thudt twong tu, co tinh nang sw dung la
twong dwong voi cac hang hoa da néu trén.

1.3 So do gidi phdp thiét ké

May chu ao héa]

May chu ao héa]

| == oo | | = oo |

‘ SAN Switsch | | SAN Switsch |

SAN Switch

Thiét bj lwu trie
tap trung

[

Cluster Ao hoa J

Két ndi logic trong so do:

- M&i may chi két ndi song song dén hai switch SAN (mdi switch dung chuan FC

32Gbps) — dam bao tinh dy phong dudng truyén (multipath I/O).

- Thiét bi luu trir két ndi FC t6i ca hai switch SAN — cho phép méy chii truy cap

ddng thoi dir liéu luu trir dung chung.
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- Proxmox Cluster duogc trién khai trén 2 node vat Iy — quan 1y tai nguyén VM,
cau hinh HA, backup, quan 1y snapshot.

Mo hinh hoat dong:

- Ao hoéa tai nguyén: Hai may chi chay Proxmox VE tao ra ha tang 4o hoa linh
hoat (chia s¢ CPU, RAM, Disk 40).

- Dit liéu luu trix tap trung: VM dugc luu trén thiét bi luu trit SAN (qua giao thirc
FC) — cho phép di chuyén néng, HA va backup tir xa.

- Ty dong khoi phuc khi 16i phﬁn cung: Néu mdt node vat 1y gap su ¢, Proxmox
s€ tu dong kich hoat VM trén node con lai.

1.3.1. Thiét ké hé thong May chii do hod

Hé thong duoc thiét ké dé dap tmg cac tiéu chi quan trong nhu sau:

a. Chtrc nang

Tiéu chi d4u tién va quan trong khi thiét ké hé thong 1a cac khdi chirc ning trong
hé théng. Cac chtic nang chinh cta cac cau phan trong hé thong bao gom:

- Chirc nang xur Iy trong phan hé ing dung duoc thiét ké cho cac may chu ung
dung Web/App. Cac may chu phan vung nay st dung cong nghé do hoa theo phan tich
phia trén.

- Chuc nang xu ly va quan tri Co s¢ dir li¢u tap trung, xay dung trén cac cap may
cha CSDL hoat dong ¢ ché do song hanh (clustering), cho phép xtr Iy va quan trj toan
bo CSDL tap trung cuia Trudng.

- Chire ning quan tri thiét bj va hé thong; dugc xay dung phuc vu cong tac quan
tri thiét bi trong h¢ théng, quan tri cong tac sao luu va khoi phuc dir li¢u trong hé théng

- Chtrc nang luu trir tap trung dugc phuc vu trén hé thong luu tru tap trung, véi
cong nghé hién dai, ddm bao tinh sin sang va on dinh cta toan bd dit liéu caa TTDL
Truong.

b. Nang luc xu Iy

Tiéu chi nang lyc xtr 1y cua hé thong dugc st dung nham x4y dung mot hé thong
ha tAng may chu, luu trit, sao luu va khoi phuc dit liéu cho cac hé théng ung dung cua
Truong, dép tmg yéu cau hién tai va kha nang mo rong trong tuong lai.

Ti€u chi nang luc xur ly dugc quan tam dén khi Iya chon cong ngh¢ va thiét bi cho
ting cdu phan trong hé thdng, cu thé nhu sau:

- Hé théng may chi CSDL sir dung may chu ¢ nang luc xir Iy dap tmg yéu cau
cua ung dung nghi€p vu va kha ndng mé rong trong tuong lai.

- Hé thong may chi tmg dung st dung may chi x86 c6 kha nang xir Iy manh, véi
bd xur 1y Intel Xeon véi tdc d6 cao, nhiéu nhan xir 1y.

- Hé théng luu trit tap trung st dung thiét bi luu trir tAm trung, véi tinh sin sang
va do on dinh cao nhat cho dit liéu tap trung.
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- Hé théng SAN Switch sir dung cong nghé xir Iy va chuyén mach toc 16Gb FC,
cho phép két ndi hé théng may chu, hé thong luu trix va sao luu trong toan bo hé thong
véi toe do cao.

c. Nang luc mo rong

Nang luc mo rong cua cac thiét bi cling 1a mot tiéu chi dugc quan tam khi thiét ké
hé théng. Céc thiét bi chinh duoc thiét ké cho phép mé rong trong tuong lai (trong ndi
bo cac thiét bi) va kha ning md rong vé thiét ké.

Kha ning mo rong vé thiét ké dugc thé hién ¢ nhitng diém sau:

- Phan hé img dung (App Zone) dugc thiét ké cho phép mé rong bang cach thém
cac may chu vao Phan hé irng dung.

- Phan hé CSDL duoc thiét ké véi kha nang hoat dong song hanh cua cym cluster
v6i sy ho tro xir Iy song song.

- Phan hé luu trit duogc thiét ké véi cac SAN Switch két ndi du phong cao, kha
ning mé rong thong qua viéc méd rong cong trén SAN Switch hodc sir dung cong nghé
cascade cac SAN Switch véi nhau.

b. Kha nang quan ly

Tiéu chi vé kha ning quan 1y dugc dit ra dam bao dé dang trong qua trinh van
hanh, khai thac hé thong va khic phuc khi c6 su ¢d xay ra. Kha ning quan 1y duoc xem
xét khi Iyra chon céc thiét b trong hé thong. Kha ning quan 1y dugc danh gia & mot s6
diém sau:

- Kha ning quan ly thiét bi (Hardware).

- Kha ning quan Iy méi trudng (Hé diéu hanh/cluster).

- Kha ning quan tri moi trudng o héa trén nén ting VM Ware.

- Kha nang quan 1y sao luu va khoéi phuc dir li€u.

Tiét kiém chi phi:

- Tiéu chi tiét kiém chi phi dugc xem xét khi lya chon thiét bi va giai phap dam
bao tiét kiém trong du tu ban dau, ciing nhu bao vé dau tu trong twong lai.

c. Kha nang két noi

Thiét ké dap tmg cac yéu cau chinh dit ra khi két ndi hé théng céc thiét bj trong
hé théng bao gom:

- Cac hé théng may chu duoc két ndi v4i hé théng mang Ethernet, tbc do 10Gb/s
thong qua cac cong 10Gb trén cac may chi.

- Cac may chu tmg dung Web/App dam bao két ndi voi nguoi dung va két ndi véi
phan h¢ dit liéu (cac may chu CSDL).

- Cac may chu CSDL két ndi véi cac may cha tng dung, cac may cha web.

- Céc hé thdng mdy chu can két néi vai hé thong luu trit duge trang bi cac HBA
cung cép cac giao dién 16Gb Fiber Channel, dé két ndi vdi mang SAN tap trung.
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d. Dam bao bang thong

- Bang thong két ndi mang Ethernet giita cac thiét bi trong hé thdng dugc dam
bao toc do 10Gb/s.

- Bang thong két ndi cac may chii véi hé théng SAN duoc thiét ké véi toc do
16Gb/s théng qua mang cap quang SAN chuan FC. Hé théng SAN switch v&i kha nang
chuyén mach cao s& dap ting yéu cau hién tai va mé rong trong twong lai ctia hé thong.

- Cac hé théng luu trir tap trung duogc két nbi véi hé théng SAN switch tdc d cao,
dam bao khong tic nghén khi phuc vu cac tng dung.

e. PDam bao tinh san sang

- Mbi may chu trong hé thong: tir may cha ung dung, may chit CSDL dén céc
may chu quan tri, déu duge trang bi it nhét 2 card mang tbe do 1-10Gb/s, voi 4 céng
trén 1 card, dam bao tinh sin sang cao nhat vé két ndi tir cac may chii dén hé thong
mang Etnernet trung tam.

- Tuong tu ddi vai cac két ndi FC, cac hé théng may chu dugc trang bi HBA voi
2 cong FC, dam bao két ndi dy phong dén hé théng mang SAN va dén cac hé thong
luu trir.

- Hé théng SAN switch duoc thiét ké dy phong, bao gdm 02 SAN Switch, dam
bao tinh sdn sang cao tir cdc may chii dén hé thong mang SAN. Trong truong hop 1
SAN Switch c6 su ¢d, hé thong van hoat dong binh thuong.

f. Phan bd tai neuyén may chu

Phén bo tai nguyén theo nhom dich vu:

. . SO0 lwong |Cau hinh VM |Dung lwong luu
Nhom dich vy VM (vCPU/RAM) | trit (GB)
Cong thong tin — Website 1 2 /4GB 50
Email ni b 1 2/8GB 80
H¢ thong hoc ligu s6 (LMS) | 2 2/8GB 100
H¢ thong hanh chinh 3 2 /4GB 150
Un‘g dung giang day chuyén 5 5 /4GB 250
nganh
Dich vu ha tﬁng (DNS,
DHCP..) 3 1/2GB 60

Hé théng may chu 4o hoa cua Truong Pai hoc Hang hai Viét Nam duoc thiét ké
trén nén tang kién tric cluster 2 node, v&i muc tiéu dam béo tinh 6n dinh, tdi wu héa
tai nguyén, phan ving hop 1y theo loai hinh tmg dung, déng thoi ¢ kha ning du phong
va mé rong linh hoat trong twong lai. Viéc phan bo tai nguyén duoc xay dung dya trén
cac nguyén tic sau:

- Phan bd tai nguyén dua trén muc d§ uu tién nghiép vu va muc ti€u thu thuc té
cua tirng nhém dich vu.
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- Cach ly tai nguyén logic giita cac nhém VM dé tranh xung dot va ting kha ning
kiém soét.

- Dy phong tir 15-20% tong tai nguyén dé phuc vu céac tinh hudng failover HA,
bung nd truy cap, hoic thém moi tmg dung tam thoi.

Phan bé CPU (vCPU):

- Tong s6 vCPU kha dung sau oversubscription (2:1) 14 192 vCPU.

- Cac VM dich vu quan trong nhu: hé théng email, hoc li€éu dién tir (LMS), céng
thong tin — duoc cap 2 vCPU dé dam bao hiéu nang.

- Cac VM dich vu ha tﬁng nhu DNS, DHCP, giam sat — duoc céip 1 vCPU.

- Cac VM giang day chuyén nganh (vi du mén hoc diéu khién mé phong) — sir
dung 2 vCPU, cho phép xu ly dd hoa hodc tinh toan nhe.

Phan bo by nhé (RAM):

- RAM usable trén toan cluster: ~115 GB (trir phan hé diéu hanh).

- Cac VM LMS, email, co so dir liéu — duoc cép tir 6-8 GB RAM.

- Cac VM phd thong, hanh chinh — cdp 4 GB RAM.

- Dich vu nén, hd tro mang — st dung 2 GB RAM.

- RAM duoc phan bd dang tinh dé kiém soat t6t hiéu nang va tranh ballooning
khong kiém soat.

Phan bo dung lwong lwu trii:

- Téng dung luong usable tir thiét bi SAN: 10TiB, chia theo LUN hoic volume
phuc vu tirmg nhém dich vu.

- Cc nhom VM ¢o6 toe do truy cap cao nhu LMS, email — st dung RAID10 hodc
phéan vung hi¢u ndng cao trén SAN.

- Cac nhom VM thong thuong, hodc luu trir tam thoi — phan ving RAIDG tiét
kiém chi phi.

- Thiét 1ap snapshot va backup dinh ky trén tig phan ving VM quan trong.

Phéan vung mang:

- St dung VLAN logic dé chia cac 16p mang riéng biét:\n - Mang quan 1y
(VMkernel / Proxmox / 1LO)\n - Mang dir li¢u nguoi dung (VM public)\n - Mang luu
trir nd1 b0 (SAN)\n - Mang backup va giam sat

- Timg VM duogc gan vao VLAN twong tmg dé giam nguy co tan cong, ting hiéu
qua quan 1y, va tdi uu hiéu ning mang.

Dy phong va cin bing tai:

- Thiét 1ap Proxmox HA Cluster 2-node: néu 1 may chu gap su cd, cac VM sé tu
dong chuyén d6i sang node con lai.
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- Hé thdng co thé dé dang mé rong thanh 3 node trong tuong lai dé tdi wu quorum
va dam bao dich vu 100% lién tuc.

- Sr dung cong cu quan ly tai nguyén nhu Proxmox Resource Pool, theo doi qua
Prometheus + Grafana hoac Zabbix.

o. Tinh toan vé may chu ao hoa

CAu hinh hai may chu vat Iy dugc lya chon dua trén phan tich chi tiét nhu cau
thuc t& vé tai nguyén tinh toan, dung lwong luu trit, kha ning sin sang, va mé rong.
Phuong an nay dam bao hé théng c6 thé hoat dong on dinh trong giai doan hién tai,
ddng thoi dé dang nang cap mo rdng trong twong lai theo 19 trinh chuyén d6i s6 cua
Truong Pai hoc Hang hai Viét Nam.

* Co sé xay dung sizing hé thong may chii ao hoa:

Viéc thiét ké hé théng may chu 4o hda cho Truong Pai hoc Hang hai Viét Nam
duoc xay dyng trén co s cac ti€u chi chinh nhu sau:

- S6 luong dich vu CNTT duy kién trién khai (tir 25 dén 30 dich vu)

- Quy mo ngudi dung truy cap dong thoi (1.000 can bd va hon 12.000 sinh vién)

- Pic diém tig loai dich vu (dich vu nén, dich vu hoc tip, dich vu hanh chinh...)

- Yéu cau vé d6 sin sang cao (HA), kha ning mé rong, dé bao tri va tinh linh hoat
trong phan bo tai nguyén

- Huéng dén t6i wu chi phi dau tw ban dau va tiét kiém chi phi van hanh 1au dai

* Phan tich nhu cu tai nguyén theo mic trién khai

Dy kién s6 lwong may ao (VM):

- Ung dung quan 1y dao tao, hanh chinh: 8-10 VM

- Cong thong tin, website, email: 34 VM

- H¢ thong hoc tap dién tir (LMS), thu vién s6: 4-6 VM

- Cac dich vu nén tang (DNS, DHCP, AD, tudng ltra): 4-5 VM

- May chu quan ly, backup, giam sat: 2-3 VM

— Téng cong: 25-30 VM can trién khai.

Ciu hinh trung binh mdi VM:

-2 vCPU

-4 GB RAM (VM dich vu quan trong c6 thé yéu cau 6-8 GB)

- 50-80 GB luu triv

Tong tai nguyén cén:

- CPU: 30 VM x 2 vCPU = 60 vCPU

- RAM: 30 VM x 4 GB = 120 GB RAM

-Luu trit: 30 VM x 80 GB = 2.4 TB (chua bao gdm snapshot va backup)

Cong thém hé s6 du phong:
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- CPU: 20% du phong + HA — ~72 vCPU can thiét

- RAM: 120 GB x 1.2 = 144 GB can cip phat

- Luu trii: 2.4 TB x 1.5 (snapshot, backup, tang truong) = ~3.6 TB

* Tinh toan cAu hinh may chi phu hop

CPU:

- Chon CPU Intel Xeon Gold 5418Y (24 nhan vat 1y, hd tro da luéng — 48

ludng/mdi CPU)

- Trang bi 2 CPU/méy chu — 48 core vt 1y (96 ludng)
- V61 2 may chu — 96 cores vat ly, twuong duong ~192 vCPU (tinh theo

oversubscription 2:1)

— Dép tng cho 72 vCPU can thiét, vin con kha ning mo rong 1én dén 90 VM

néu can.

RAM:

- Mbi may chu cau hinh 64GB RAM ECC DDR5

- Tong cong 128GB RAM vit Iy — usable khoang 115GB sau khi trir OS
— Pu cho trién khai 25-28 VM, giai doan dau.

- C6 kha nang nang 1én 128-256GB/may chii néu mé rong VM.

Luwu tru:

- Dit liéu Iuu trit cho VM nam ngoai may chu vat ly, dugc két ndi dén thiét bi luu

trr tap trung SAN

VM.

- SAN c6 dung luong usable 10TiB (sau RAID)
— Pap Gmg vuot mic nhu cau ban dau (~3.6TB), ¢ thé luu trit trén 100—120

Mang:

- Mbi may chti c6 2 x 25GbE + 2 x FC 32Gbps.

- HO tro két ndi ddng thoi vao switch mang LAN va switch SAN FC.

- Cau hinh bonding (Link Aggregation) va Multipath /0 dam bao HA.
Kha ning mé rong:

- RAM: hd trg nang t6i da 2TB.

- CPU: hd tro dong Gold/Platinum socket twong duong.

- C6 thé thém node thir 3 dé tao quorum cluster 6n dinh hon.

1.3.2. Thiét ké thiét bi luu trir tdp trung

a. Muc tiéu thiét ké hé théng luu trit tip trung

Thiét ké thiét bi luu trit tap trung nham:
- Pam béo luu trit an toan va hiéu ning cao cho toan bo hé théng may chi 4o hoa.
- Ho trg HA (High Availability), ting tinh lién tuc trong van hanh.
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- Pap ung nhu cau ting trudng dit liéu trong tdi thiéu 3—5 nam.

- HO tro cac chirc nang snapshot, sao luu va mé rong linh hoat.

- Tuong thich méi trudng SAN (Fibre Channel), két ni truc tiép voi may chi ao

hoa.

b. Co sé xac dinh dung luvong luu trir usable

Nguén dir liéu Dung luwgng wéce tinh Ghi chu
30 VM x 80GB 2.4 TB HE thong do hoa ((mg dung
nodi bg)

LMS + Email 1.2 TB Dir liéu hoc liéu va trao do1

Quan tri, log, AD, DNS 1.0 TB Dich vu h¢ thong

Snapshot, Backup 20TB 11;230 chinh sach bio v¢ dix
< . < Hé s6 du phong ting

Teqmg truédng 3 nam 20TB truéng (khoang 25-30%)

Tong cdng (usable) 10.6 TB Sau RAID

c. Thiét ké két ndi hé théng

- Thiét bi luu trit két ndi v6i 2 switch SAN qua cap quang OM4

- 2 may chu 4o hoa két ndi véi ca 2 switch SAN — thiét 14p zoning + multipath
- Céac LUN duoc chia tach theo nhom dich vu (LMS, Hanh chinh, Snapshot...).

e. Tinh m& rong va kha nang bao vé du liéu

- C6 thé md rong 1én téi 96 6 dia voi cac enclosure mo rong (MSA 2050/2070

EXP)

- Snapshot tai chd theo ngay cho LMS va dich vu chinh

- Backup theo tudn ra thiét bi NAS phu hodc cloud

- Hé théng canh bao chu dong: SNMP, Email, LED panel.
1.3.3. Thiét ké hé théng thiét bi chuyén mach

a. Lop chuyén mach 161 ( Core Laver )

Core Layer — 13 phan hé trung tdm ctia hé thong mang, két ndi va chuyén tiép luu

thong mot cach nhanh nhat cho cac phan hé trong hé thong mang.

Qua phan tich va lya tron cong ngh¢ néu trén. V& mit vat 1y, 02 Core Switch cung
cap cac két ndi quang tbc do Gigabit Ethernet (GE) va 10 Gigabit Ethernet (10 GE) dé
ho1 tu cac két ndi dén tir cac thiét b1 mang nhu Distribution Switch, phan hé Server
farm, cac Firewall/IPS tai phan hé Internet va WAN. 02 Core Switch dugc két ndi véi
nhau dé trao ddi thong tin diéu khién va data v&i nhau. Hién tai hé théng mang cua nha
Truong dang su dung 01 Switch Enterasys N7 lam Switch Core, qua phan tich va danh
gia hién trang thuong xuyén gip su ¢ 1am ngimg hoat dong cua toan mang .
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Cac phan
hé khac

Lé&p mang 16i

Core Switch 01

Lép mang phan phéi

Lé&p mang truy cap

Hinh dnh: Mo ta 16p mang

b. L6p chuyén mach phan phdi ( Distribution Layer )

Distribution layer — La 16p phan phdi dat tai cac toa nha: Qua khao sat va phan
tich cong nghé, hién tai 16p nay nha truong dang str dung thiét bi chuyén mach 16p 2.
Thiét bi nay khong dam bao hiéu ning chuyén mach tip trung cho mot toa nha. Dé xuét
thay chuyén mach 16p 2 1én chuyén mach 16p 3 cho cho toan bd cac tda nha va dam
bao két ndi 10Gb 1én thiét bi Core Switch.

c. Lop chuyén mach truy cip ( Access layer )

Access layer - cung cép két ndi nguoi dung bén trong Trudng vao hé théng mang
dé su dung cac dich vu mang.

Lép Access 1a noi tap trung céc thiét bi chuyén mach véi cac két ndi téi nguoi
dung cudi. Mdi thiét bi chuyén mach 16p Access bao gom:

- Cac két ndi uplink: V& téc d6 uplink thi c6 2 dang két ndi 13 1Gbps va 10Gbps.
Hién nay véi lugng (mg dung nha truong thi toc do két ndi uplink 1Gbps 1a phit hop
v6i quy md mang LAN ciia nha trudng, nhung thiét bi dam bao ning cap 1én 10 Gb khi
can thiét.

- Cac két ndi t6i nguoi dung cudi (downlink): Vi toe do két ndi downlink, co 02
loai két ndi thuong dung 1a 10/100 Mbps va 10/100/1000 Mbps. Véi s6 luong tng dung
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ddng thoi ctia nguoi dung nhu Data, Voice, Video chiém mét lwong 16n bing thong

trong mang thi toc d6 10/100 Mbps ciing d khéng con phu hop. Trong cac hé thong

mang hién dai, hi€éu nang cao thi tdc d0 downlink thuong dugc &p dung loai

10/100/1000 Mbps.

- V6i phan tich vé tbc do uplink va downlink & trén, dé xuat trién khai tbc do két

ndi tai chuyén mach 16p access c6 day 1a 10/100/1000 Mbps dén ngudi dung, 1/10Gbps

d6i voi két ndi uplink str dung cong nghé cable dong hoic cable quang phu thudc vao

chiéu dai két noi.

1.3.4. Théo dé, van chuyén va lap dat hé thong thiét b tai phong mdy chii cii

sang phong may chu maoi

a. Danh muc thiét bi dich chuyén sang phong may chi méi

Danh muc thiét bi

s6
lwgng

Nim dau
tw

Ghi chu

IBM/Dell

8

NHHS

R730

2

2009-2015

3 | R840 Server

T12.2021

6 | R840 Server

T8.2022

* May chu (Server): 12
may chu vat ly, trong do:
0 5 may chu (IBM/ Dell)
duogc trang bi giai doan
2009-2015.

o 2 may chu DELL
PowerEdge R730
o 2 may chu DELL
PowerEdge R840 (2021)
o 3 may chu DELL
PowerEdge R840 (2022)
04 Tua Rack 42U va hé
thong két ndi dé dat he
théng may chu.

4 | Omniswitch 0S6450-U24

T12.2021

5 | Omniswitch 0S6869E-U28

T12.2021

5 | Coreswitch OS6900X24-F

T8.2022

6 | Switch Cisco 2950

6 | Fortigate FG-601E

T8.2022

« Thiét bj chuyén mach,
thiét bi tuong lira, thiét bi
lvu dién, phﬁn mém:
o 08 Core Switch
Omniswitch ~ OS6450-
U24

o 02 Core Switch
OmniSwitch  OS6860-
U28

o 02 Core Switch
0S6900X24-F

o 02 Thiét bi twong lira
FG-601E

0 02 bo luu dién C6KR
(2022)/ 02 bd Iuu dién
3KVA.

0 12 bd Phan mém 4o hoa
VS7-STD-C. VS7-STD-
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PSSS-C
o 03 bd Phin mém
Windows Server
Standard (support 64
core).

7 | BO luu dién C6KR 1

7 | B0 luu dién C6KR 1 B0 luu dién

8 | UPS santak C6KE online 1

Q T}l Rack 42U va hé thong két 4

noi ,
9 | Synology DS414+ HDDSTB 1 rll{}fé)thong NAS (lwu o

b. No6i dung cong viéc:

- Thao d& thiét bi:

+ Ngat két ndi ngudn dién theo dung quy trinh an toan, sir dung ging tay va dung
cu chuyén dung.

+ Sao luu ciu hinh va ghi nhan hién trang két ndi mang, nguén, luu trir cua tung
thiét bi (qua anh chup, so d9, file backup cu hinh).

+ Thao roi thiét bi khoi tii Rack theo thir ty tir trén xudng dudi dé tranh sap gia
do va hu hai.

+ Dong goi chéng tinh dién cho céc thiét bi dién tir (may chu, switch, firewall,
NAS).

- V¢ sinh thiét bi:

+ St dung khi nén ap suét thép dé théi bui tai quat gio, khe tan nhiét, bo mach.

+ Lau bé mit bang khin mém va dung dich vé sinh chuyén dung, khong dung hoa
chat dn mon.

+ Kiém tra tinh trang cap, phich cdm, module SFP/Transceiver, thay thé néu hong.

- Van chuyén thiét bi:

+ Pong goi theo tiéu chuan chéng séc, chong rung, chong am, dit trong thung
carton hoac thung nhya cung.

+ Ghi nhan 16 rang timg kién hang theo ma thiét bi, s seri dé tranh nham 1an khi
lap dat.

+ Van chuyén bang xe chuyén dung, c6 dém chdng rung, dam bao thiét bi khong
bi va dép trong qua trinh di chuyén.

- Lip dat tai phong may chi méi:

+ Lap lai thiét bi theo so d6 d4u néi da ghi nhan, bao dam dung vi tri va thi ty
trong ti Rack.

+ Két nbi cap mang, cap ngudn, cap luu trit dung tiéu chuan k¥ thuat, tranh udn
gap, dam bao quan 1y cap gon gang.

+ Kiém tra ngudn dién va hé thong lam mat trude khi cdp ngudn cho thiét bi.
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+ Khoi dong va kiém tra hoat dong: Bam bao h¢ théng hoat dong 6n dinh, két ndi
mang thong sudt, dir licu NAS day du.

c. Yéu cau veé sO luong nhan su thuc hién to1 thi€u:

- 2 k¥ thuat vién server & storage: Thao/lip may chu, NAS, kiém tra cdu hinh,
backup, restore.

- 2 k¥ thuat vién mang: Théo/lép switch, firewall, ciu hinh mang, kiém tra két

ndi.
- 2 nhén vién hd trg van chuyén: Pong goi, bdc xép, di chuyén thiét bi.
d. Yéu cau cong viéc:
STT Cong doan Ghi chu
1 | Ghi nhan hién trang, backup cAu hinh, chuén bi dung cu
2 | Thao do, dong goi, v¢ sinh
3 | Van chuyén téi dja diém moi
4 Lép dat thiét bi vao rack, diu ndi ngu@)n/mang
5 | Kiém tra, chay thir
- Chi tiét ndi dung cong viéc:
STT Cong viée M@ ta chi tiét
Chup anh, ghi cha vi tri, tht ty lap dat ting thiét b
e e 1A . | trong rack.
1 glgio sat hién trang hé Ghj nhan so d6 déu ndi mang va nguén dién.
g Kiém tra, backup cau hinh cia may chu, switch,
firewall, NAS.
7 Chuan bi bo dung cu thao/lap chuyén dyng, tii chéng
) Chuan bi dyng cu, vat | tinh dién, thing chdng séc. 7
tu Klerq tra phuong ti¢n van chuyén va duong di
chuyén.
Cat nguon dién an toan, thao thit bi tir rack theo thur
TR tu tur trén xuong
3| Thio d thiét bi Ngit két ndi cap mang, cap ngudn, module SFP.
Thao ro1 phu ki€n, danh s6 va ghi nhan tirng cap.
Dung khi nén ap suat thap dé thoi bui.
4 | Ve sinh thibt bi Lau sach bé mat thi€t bi bang dung dich chuyén
dung.
Kiém tra cap, dau ndi, thay thé néu hong.
bong goi thiét bj bang tai chéng tinh dién va thung
. . A z | chong séc.
> | Dong gdi & van chuyén Ghi nhén theo ma thiét bi, sb seri.
Véan chuyén bang xe chuyén dung dén dia di€ém mdi.
, Lap thiét bi theo so dd da ghi nhan.
6 | Lap dat vao rack mai Co dinh thiét bi vao gia rack.

Quan ly, b6 gon cap nguodn va cap mang.
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Két ndi cap mang, ngudn dién.

CéAu hinh lai céc thiét bi mang va server theo backup
trudc do.

Kiém tra tinh toan ven dit liéu NAS.

7 Két ndi & cAu hinh

Chay thtr toan bd h¢ théng, kiém tra hiéu nang.
8 | Chay tht & nghiém thu | Ghi nhan thong s6 van hanh.
Lap bién ban ban giao va nghiém thu.

1.3. Cdc yéu cau khac

1.3.1 Yéu cau vé dao tao, hwdng dan sir dung

- Can bo chuyén giao cong nghé can nghién ctru, danh gia k¥ ludng moi trudng
cong nghé, ha tang thiét bi cua don vi duoc chuyén giao dé xay dung cic phuong an,
giai phép, ké hoach chuyén giao k¥ thuat hiéu qua.

- Cong tac dao tao duogc to chirc theo ting 10p tap trung dbi voi timg loai d6i
tuong hoc vién va nén bd tri dia diém dao tao thanh tung cum phu hop vai dia ban dat
tru s& chinh cua cac co s& dao tao. Két thic chuyén giao, can b9, chuyén vién dugc
giao str dung khai thac hé théng phai hoan toan c6 thé chu dong thyc hién nhirng cong
viéc dugc giao.

- Tai liéu dao tao: T4t ca can bo, chuyén vién tham gia chuyén giao déu nhan mot
bd gido trinh gdm ddy du céc tai liéu trong pham vi dugc chuyén giao.

- Giang vién dao tao: Can bo thyuc hién dao tao nim virng nghi¢p vu ciia h¢ théng,
c6 phuong phap su pham dé truyén dat. C6 i thiéu 01 giang vién chinh, 01 tro giang.

- B4 tri phong hoc chuyén giao: Yéu ciu phai c6 may chiéu, hé thdng dién, am
thanh t6t dé phuc vu giang vién chuyén giao. Cac hoc vién phai duoc trang bi
laptop/may tinh dé ban dé thuc hién viéc thuc hanh ngay tai 16p. Cac phong hoc nén
trang bi diéu hoa nhiét 6 dé ting hiéu qua trong truyén dat va tiép thu kién thuc trong
qua trinh dao tao.

1.3.2 Yéu cdu vé bao hanh, bdo tri

- Nha thau phai c6 thuyét minh vé phuong 4n va quy trinh bao hanh, bao tri phu
hop voi diéu kién cua nha truong va cung cip dich vu bao hanh tit ca cac hang muc
cta dy an tbi thiéu 12 thang sau ngay nghiém thu du an. Thoi han bao hanh nay khong
bao gdm thoi gian bao hanh clia nha san xuat, nha cung cap doi véi timg trang thiét bi
cong nghé thong tin, thoi gian gia han bao hanh cua ting trang thiét bi cong nghé
thong tin d6 (bao hanh mé rong, néu co).

- Truong hop hét thoi han mién phi bao hanh, don vi xdy dung phai dam bao
cung cap dich vu bao tri, bao dudng khi chii dau tu ¢ yéu cau.

1.3.3 Yéu cdu vé bao qudn, van chuyén

Hang hoa phai dugc bao quan, van chuyén theo tiéu chuan cia nha san xuat trong
toan b qua trinh van chuyén, bao quan... cho dén khi hoan thanh viéc ban giao va
nghiém thu hang hoa.
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1.3.4 Yéu cau vé dieu kién cung cdp thiét bi, dich vu, ha tc”ing ky thudt, an toan
bdao mat

Hang hoéa vat tu, thiét bi, dich vy, ha tﬁng ky thuat dugc cung cép phai c6 van
ban chimg minh tinh hop 1& vé k¥ thuat, chat luong, ngudn gbe xuit xi rd rang (trong
nudc, ngodi nude), nude san xuat.

Moi hang héa cung cap déu ddm bao méi 100%, day du cac gidy to phap 1y lién
quan néu phap luat yéu cau (nhu hop chuin, nhu gidy phép ban hang cac san pham
qua ma hoa (néu co) ...)

Hang hoa duoc ban giao phai kém theo day di bo chimg tir (ban gdc) nhu: Ching
chi xuat xtr nguon gbc hang hoa do nudc san xuat cung cap, ban kiém dinh chat luong
hang héa do nha san xuit cung cap, catalog hang héa, sach huéng dan sir dung, day
du cac phu kién kém theo theo quy dinh cta nha san xuat.

1.3.5 Yéu cau vé an toan lcfp dat, vin hanh thiét bi

Trong qua trinh trién khai cling nhu van hanh hé théng, céc ca nhan, don vi, td
chtrc tham gia thuc hién phai tuan thii nghiém ngit cac quy trinh lap dat thiét bi, cai
dit tng dung; quy ché khai thac, sir dung hé thong.

DPam bao c6 ngudn dién di cong suat va dién ap cung cap cho hé thong; Khi sir
dung dién phai tuan thi cac quy tic vé an toan vé dién, kiém tra duong day; cac thiét
bi dong cit, bao vé dién nhu: cau dao, cau chi, cong tic, 6 cim. Trong trudng hop day
dan dién bi dut, troc cach dién hay céc thiét bi, d6 dung dién bi hu hong can phai thay
thé hodc stra chita méi duge tiép tuc str dung. Viéc lép dat hé théng dam bao chéng
chay, nd, dién giat, sét, tranh gay va dap vat 1y 1én thiét bi 1am hu hai thiét bi, tranh
roi thiét bi gdy hu hai cho ngudi va thiét bi.

Ul tién sir dung cho cac thiét bi tiét kiém dién nang, lam gidm chi phi di¢n, bao
v€é moi truong; khong st dung cac thiét bi phat ra cac khi ddc hai cho méi truong.

Khai théc tbi da thuan lgi va han ché bat lgi clia thién nhién nhim dam bao tiét
kiém dién nang nhu sap xép phong dat may cha véi dién tich vira da va tran c6 chiéu
cao dam bao cho hién tai, cling nhu tuong lai, gilt nhiét tdt nham giam chi phi dién
nang, bdo vé moi truong.

1.3.6 Yéu cdu vé bién phdp phong chéng chdy né

Trude khi thi cong, cac ca nhan, don vi lién quan phai kiém tra cac bién phap
phong chay, chita chay; kiém tra cac diéu kién dam bao an toan thi cong cho cac can
bo tham gia thi cong.

Trong qu4 trinh thi cong thyc hién trién khai, cdc don vi tham gia phai dam bao
t6i da kha nang chdng chay tai cac phong dit noi lam viéc, tranh dé xay ra cac két ndi
gay cham, chap dién c6 thé phat chay.

Ludn tuyén truyén, van dong, gido duc, kiém tra don ddc va nhic nhd moi can
bd, nhan vién thi cong chap hanh nghiém chinh cac qui dinh luat phap vé phong chong
chay nd.
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Khong duoc mang chat nd, chat dé chay vao khu vuc thi cong.

Thuc hién ché d6 bao quan vat tu, thiét bi theo diing qui dinh vé phong chéng
chay nd. Cac hé thdng dién tai dia diém thi cong tir ngudn cung cip dén cac khu vuc
dung dién thudng xuyén dugc kiém tra néu c6 nghi van dudng diy khong an toan yéu
cau sira chita ngay.

Pam bao duong di 16i lai trong khu vuc thi cong thong thoang, c6 nguoi diéu
tiét, 1én lich trinh, phuong an xe ra vao cong dé cho xe ra vao khong trung gid, Un tic.

Lap dat dién thoai va co cac s quay can thiét nhu cdp ctru, cong an, phong chay
chita chay (PCCC).

Tuyét dbi cAm dun nuéc béng cac dung cu dién tu tao, cAm hit thudc 14, thude
130, dun nau trong khu vyc thi cong.

Nguyén vat lidu dé chay duoc quan 1y can than, phan cip trach nhiém rd rang,
cO ndi quy cu thé. Thu gom va dua céc vat li€u, rac chay dugc ra noi an toan hoac tiéu
huy.

Thuong xuyén kiém tra an toan, kiém tra céc dung cy, phuong tién PCCC duogc
trang bi.

Céc thiét bi dién khi khong str dung phai cat ngay dién, phai rat dién ra trude khi
di chuyén thiét bi dién.

Khi xdy ra chdy moi ngudi néu cao tinh than trach nhiém ctru ngudi, clru tai san.
C6 v thirc bao vé hién trudng gitp co quan diéu tra xac dinh nguyén nhan chay.

1.3.7. Yéu cau khdc Yéu cau vé kha nang dam bdo an toan, an ninh théng tin
mang:

- Nha thau phai c6 Gidy ching nhan Quan 1y an ninh thong tin theo tiéu chuan
ISO/TEC 27001:2022 hoac twong duong con hi¢u luc (trong truong hop lién danh, yéu
cau tdi thiéu thanh vién démg dau lién danh phai dap tng yéu ciu nay).

- C6 cam két/xac nhan béi hang san xuat hang hoéa chao thau khong bi cai dat ma
doc hodc co két ndi cong sau (backdoor) gy mat an toan thong tin: May chi ing dung
va thiét bi mang, tuong lura

1.4 Trach nhiém cia nha thau

Nha thau c6 trach nhiém cung cip thiét bi theo dung cac ndi dung cta pham vi
du an.

Nha thau can dam bao thuc hién dang theo ké hoach cta hoat dong dau tu ung
dung cong nghé thong tin, bao cdo vai Nha truong kip thoi khi gdp vudng mac khod
khan gip phai trong qua trinh thuc hién x4y dung hé thong phan mém, tranh anh hudéng
dén tién d6 hoat dong dau tu tmg dung cong nghé thong tin.

Nha thau c6 trach nhiém dam bao cac thiét bi cung cap theo dung yéu cau, dap
mg day du nang lyc van hanh. Nha thau phai dam bao céc quy trinh vé bao hanh, bao
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tri theo dung thoi gian trong yéu cau cta hoat dong dau tu ing dung céng nghé thong
tin.

Thyc hi¢n céc cong viéc theo ding tién do, yéu cau nodi dung va chét lugng voi
hang muc dugc trung thau.

Chép hanh theo ding cac quy dinh hién hanh cta nha nuéc lién quan trong qué
trinh thuc hién cac cong vi¢c theo du an.

Muc 2. Bén vé: Ban vé: Chi tiét tai Phu luc - Ban vé ciia E-HSMT

Muc 3. Kiém tra va thir nghiém

Céc kiém tra va thir nghiém can tién hanh gdm c6: Kiém tra ngoai hinh va van
hanh thtr nghi¢m hang hoa.

Truong hop hang hoa khong phi hop véi dic tinh ki thuat theo hop dong thi Bén
moi thau co quyén tir chdi va nha thau phai co trach nhiém thay thé hoic tién hanh
nhitng diéu chinh can thiét dé dap tmg ding cac yéu cau vé dic tinh k¥ thut. Truong
hop nha thau khong c6 kha ning thay thé hay diéu chinh hang hoa khong phi hop, Bén
moi thau co quyén t6 chirc viée thay thé hay diéu chinh néu thiy can thiét, moi rui ro
va chi phi lién quan do Nha thau chiu. Viéc thuc hién kiém tra, thir nghiém hang hoa
ctia Bén moi thau khéng din dén mién trir nghia vu bao hanh hay cac nghia vu khac
theo hop dong ctiia Nha thau.
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