Chwong V. YEU CAU VE KY THUAT

1. Gi6i thiéu chung vé dy an/dw toAn mua sim, goéi thau:

- Tén gbi thau: Mua sdm dich vu bao hanh, hd trg ky thuat va cap nhat phén mém
dam bao an toan hoat dong hé thong CNTT
- Nguon v6n: Nguon kinh phi chi thuong xuyén nam 2025 cta Trung tim Cong nghé
va truyén dan phat song.

- Bén moi thau: Trung tim Cong nghé va truyén dan phat song

- Pia diém thyc hién: Trung tim Cong nghé va truyén dan phat séng, S6 43 Nguyén
Chi Thanh, Phuong Glgng Vo, Ha Noi )
- Noi dung goi thau (Pham vi cung cap):

STT

Danh muc
dich vu

Mb ta dich vu

Pon
vi
tinh

S6
lwgng

Pia diém
thue hién
dich vu

Ngay hoan
thanh dich
vu

Dich vu bao hanh, }15 tro ki thuit va cip nhat mau
tan cong cho hé thong twong Iira VIV9 PA850 (Thoi
gian stt dung dich vu: 01 nam)

1.1

Dich vu hd trg
ky thuat va cap
nhat mau tan
cong

Dich vu hé trg k¥ thuat va cap nhat
mau tin cong.

Dich vu gia han ban quyén tinh ning
phong chdng tan cong (Threat
Prevention subscription):

- Cung cép tinh nang phong chéng tin
cong, khai thac 16 hong;

- Cung cép tinh ning phong chéng ma
ddc (anti-virus);

- Cung cép tinh ning phong chdng cac
loai spyware, botnet (Anti-spyware);

- Cung cép tinh ning cap nhét co s¢
dit liéu tin cong, ma doc tir nha cung
cap.

Dich vu gia han ban quyén tinh ning
bao mat DNS: DNS Security
Subscription.

Dich vu gia han ban quyén tinh ning
kiém soat truy cap URL néng cao:
Advanced URL Filtering
Subscription.

Dich vu gia han ban quyén tinh ning
phan tich file Malware trén cloud:
WildFire Subscription.

Dich vu gia han ban quyén kiém soat
truy cép mang riéng 40 VPN: Global
Protect Gateway Subscription.

Dich vu gia han ban quyén tinh ning
két ndi SD-WAN: SDWAN
Subscription.

Goi

02

bai
THVN, 43
Nguyén
Chi
Thanh, Ha
Noi

30 ngay




1.2

Dich vy hd trg
ky thuat tiéu
chuén ctia
hang (Partner
enabled
premium
support)

Dich vu hd trg k¥ thuat tiéu chuan cua
hang (Partner enabled premium
support):

- Dich vy hd tro k¥ thuat chinh hang
24x7 d6i voi cac san pham. Viéc hd
trg phai bao gdm cac hinh thic: hd tro
tur xa (dién thoai, email, website...) va
hd tro tai chd néu cac hinh thire ho tro
tir xa chua dap ung duoc yéu cau;

- Cung cap tinh nang cap nhat hé diéu
hanh cho thiét bi phan cimg;

- Cung cip kha nang truy cip
Customer Support Portal phuc vu viéc
quan 1y thiét bi, tim kiém céac thong tin
hoéi dap.

Goi

02

bai
THVN, 43
Nguyén
Chi
Thanh, Ha
Noi

30 ngay

Dich vu bio hanh, }15 tro ki thuit va cip nhat mau
tan cong cho hé thong twong Iira VITV8 PA850 (Thoi
gian st dung dich vu: 01 nam)

2.1

Dich vu hd trg
ky thuat va cap
nhat mau tan
cong.

Dich vu hé trg ky thuat va cap nhat
mau tin cong.

Dich vu gia han ban quyén tinh ning
phong chdng tan cong (Threat
Prevention subscription):

- Cung cép tinh nang phong chéng tin
cong, khai thac 16 hong;

- Cung cép tinh ning phong chéng ma
doc (anti-virus);

- Cung cép tinh ning phong chdng cac
loai spyware, botnet (Anti-spyware);

- Cung cép tinh ning cap nhat co sé
dit liéu tan cong, ma doc tir nha cung
cap.

Dich vu gia han ban quyén tinh ning
bao mat DNS: DNS
SecuritySubscription.

Dich vu gia han ban quyén tinh ning
kiém soat truy cap URL néng cao:
Advanced URL Filtering
Subscription.

Dich vu gia han ban quyén tinh ning
phan tich file Malware trén cloud:
WildFire Subscription.

Dich vu gia han ban quyén kiém soat
truy cép mang riéng 40 VPN: Global
Protect Gateway Subscription.

Dich vu gia han ban quyén tinh ning
két ndi SD-WAN: SDWAN
Subscription.

Goi

02

bai
THVN, 43
Nguyén
Chi
Thanh, Ha
Noi

30 ngay




2.2

Dich vy hd trg
ky thuat tiéu
chuén ctia
hang (Partner
enabled
premium
support)

Dich vu hd trg k¥ thuat tiéu chuan cua
hang (Partner enabled premium
support):

- Dich vy hd tro k¥ thuat chinh hang
24x7 d6i voi cac san pham. Viéc hd
trg phai bao gdm cac hinh thic: hd tro
tur xa (dién thoai, email, website...) va
hd tro tai chd néu cac hinh thire ho tro
tir xa chua dap ung duoc yéu cau;

- Cung cap tinh nang cap nhat hé diéu
hanh cho thiét bi phan cimg;

- Cung cip kha nang truy cip
Customer Support Portal phuc vu viéc
quan 1y thiét bi, tim kiém céac thong tin

hoéi dap.

Goi

02

bai
THVN, 43
Nguyén
Chi
Thanh, Ha
Noi

30 ngay

Dich vu bio hanh, hé trg kj thuit va cip nhiat miu
tan cong cho hé thong twong liva VTV Can Tho PA820

(Thdoi gian sir du

ing dich vu: 01 nam)

3.1

Dich vu hd trg
ky thuat va cap
nhat mau tan
cong.

Dich vu hé trg k¥ thuat va cap nhat
mau tin cong.

Dich vu gla han ban quyén tinh ning
phong chdng tan cong (Threat
Preventlon subscription):

- Cung cép tinh nang phong chéng tin
cong, khai thac 16 hong;

- Cung cép tinh ning phong chéng ma
ddc (anti-virus);

- Cung cép tinh ning phong chdng cac
loai spyware, botnet (Anti-spyware);

- Cung cép tinh ning cap nhat co sé
dit liéu tin cong, ma doc tir nha cung
cép.

Dich vu gia han ban quyén tinh ning
bao mat DNS: DNS Security
Subscription.

Dich vu gia han ban quyén tinh ning
phan tich file Malware trén cloud:
WildFire Subscription.

Dich vu gia han ban quyén kiém soat
truy cap mang riéng ao VPN: Global
Protect Gateway Subscription.

Dich vu gia han ban quyén tinh ning
két ndi SD-WAN: SDWAN
Subscription.

Goi

01

bai
THVN, 43
Nguyén
Chi
Thanh, Ha
Noi

30 ngay

3.2

Dich vu hd trg
ky thuét tiéu
chuan cua
hang (Partner
enabled
premium
support)

Dich vu hd tro k¥ thuat tiéu chuén cua
hang (Partner enabled premium
support):

- Dich vu hd trg ky thuat chinh hing
24x7 d6i voi cac san pham. Viéc hd
trg phai bao gom cac hinh thirc: hd trg

tur xa (dién thoai, email, website...) va

Goi

01

bai
THVN, 43
Nguyén
Chi
Thanh, Ha
Noi

30 ngay




hd tro tai chd néu cac hinh thirc hd trg
tir xa chua dap ung duoc yéu cau;

- Cung cap tinh ning cap nhat hé diéu
hanh cho thiét bi phan ctng;

- Cung cip kha nang truy cip
Customer Support Portal phuc vu viéc
quan 1y thiét bi, tim kiém céc thong tin
hoéi dap.

Dich vu béo hanh, }15 trg' Ky thudt va cap nhat maiu
tan cong cho hé thong twong lira ket noi WAN VTV
PAS820 (Thoi gian sir dung dich vu: 01 nam)

4.1

Dich vy hd trg
k¥ thuat va cap
nhat mau tn
cong.

Dich vu hé trg ky thuat va cap nhat
mau tin cong.

Dich vu gia han ban quyén tinh ning
phong chdng tan cong (Threat
Prevention subscription):

- Cung cdp tinh ning phong chdng tin
cong, khai thac 156 hong;

- Cung cip tinh ning phong chong ma
ddc (anti-virus);

- Cung cép tinh ning phong chdng cac
loai spyware, botnet (Anti-spyware);

- Cung cép tinh ning cap nhét co sé
dit liéu tAn cong, ma doc tir nha cung
cép.

Dich vu gia han ban quyén kiém soat
truy cap mang riéng ao VPN: Global
Protect Gateway Subscription.

Dich vu gia han ban quyén tinh ning
két ndi SD-WAN: SDWAN
Subscription.

Goi

02

bai
THVN, 43
Nguyén
Chi
Thanh, Ha
Noi

30 ngay

4.2

Dich vu hd trg
ky thuat tiéu
chuan cua
hang (Partner
enabled
premium
support)

Dich vu hd trg k¥ thuat tiéu chuan cua
hang (Partner enabled premium
support):

- Dich vu ho trg k¥ thudt chinh hang
24x7 d6i v6i cac san pham. Viéc hd
trg phai bao gdm cac hinh thire: hd trg
tir xa (dién thoai, email, website...) va
hd trg tai chd néu cac hinh thirc hd trg
tir xa chua dap ung duoc yéu cau;

- Cung cép tinh ning cap nhat hé diéu
hanh cho thiét bi phan ctng;

- Cung cap kha nang truy cap
Customer Support Portal phuc vu viéc
quan 1y thiét bi, tim kiém cac thong tin
hdi dap.

Goi

02

bai
THVN, 43
Nguyén
Chi
Thanh, Ha
Noi

30 ngay




Dich vu cip
nhat va ho trg

Dich vu hd trg k¥ thuat tiéu chuan cua
hang (Partner enabled premium
support):

k¥ thuit cho - Dich vy hd tro k¥ thuat chinh hang .
Y A Ae g+ g s 2 A 1R Pai
phan mém 24x7 doi voi cac san pham. Viéc ho
. 1 oA \. PR L x THVN, 43
quanly tdp | tro phai bao gdm céc hinh thirc: ho trg Nouvan
5 | trung cac thi€t | tir xa (dién thoai, email, website...) va | Goi 01 guy 30 ngay
. < . X . X A , i ’ X Chi
bi twong lira ho tro tai cho néu céac hinh thirc ho trg Thanh. Ha
PAN-PRA-25 | tir xa chua dap (rng duoc yéu cau; o
A . % . n No1
(Thoi gian st | - Cung cap kha nang truy cap
dung dich vu: | Customer Support Portal phuc vu viéc
01 nim) quan ly thiét bi, tim kiém cac thong tin
hoéi dap.
Dich vu béo hanh, h(f) tro' k§ thuit va cip nhat miu
6 | tan cong cho hé thong ngin ngira xdm nhip IPS
TX8400 (Thoi gian sir dung dich vu: 01 nam)
TippingPoint 8400TX HW + HW
Support 1Yr: Dich vu bao hanh va ho
trg ky thudt phan cirng chinh hang cho
thiet bi chong xam nhap IPS
TrendMicro TippingPoint 8400TX.
Dich vu ho tro k¥ thuét ti€u chuan cta .-
I . . Dai
N héng (Trend Micro Premium support): THVN. 43
Dich vu ho trg | - Dich vu ho tro ky thuafl} chir}h hang Neu ,én
6.1 | ky thuat tiéu 24x7 @01 vdi cac san pham bang email | Goi 01 gC}i 30 ngay
chuan cta hang | va cac dich vu online khac; \
’ A 1o oA Ar 1A i A Thanh, Ha
- Cung cap phién ban cap nhét h¢ di€u NG
hanh cho thi€t bi phan cing; :
- Cung cap kha nang truy cép Support
Portal phuc vu viéc quan ly thiét bi,
tim kiém cac thong tin hoi dap;
- Cung cap tai khoan mé case support
(tuan thu theo chinh sich ctia hang).
TippingPoint 20Gbps TPS Inspection
License + Threat DV + TLS
inspection + Support + DV 1Yr: Cép
nhat phan mém chinh hang cho thiét
. bi chong xam nhap IPSTrendMicro
Cap nhat phan | Tipping Point 8400TX va signature
mém chinh moi nhat: i bai
hang cho thiét | - Tinh nang kiém tra goi tin: C6 tinh THVN, 43
bi chéng xdm | ning inspect ca TCP va UDP; . Nguyén \
6.2 nhép - Phat hién va ngan chin ma doc trén Goi 01 Chi 30 ngay
[PSTrendMicro | mang: Co tinh néng phat hién va ngan Thanh, Ha
Tipping Point chan Worms, Malware, Blend threats No1
8400TX (Trojans, Backdoor), ma ddc lién quan

toi JavaScript va Adobe Flash;

- Phat hién va ngan chin tan cong xam
nhép: Co tinh nang phat hién va ngan
chan P2P attacks, Port Scans, Host
Scan/Sweep, VolP attacks, C&C, SQL




Injection, SCADA, brute force attack,
DNS/DGA attack, tin cong khai thac
cac 16 hong CVE di biét (dugc cap
nhat trong signature va knownledge
cua hang);

- C6 tinh ning bat goi tin: C6 tinh
nang bét g0i tin phuc vu cong viéc
diéu tra, truy vét va xuit dang file
pcap.

Dich vu bao hanh, hé trg ki thuit va cip nhiat miu
tan cong cho thiet bi chong tan cong tir choi dich vu

7 DDoS AED-8100-2G-AC (Thoi gian st dung dich vu:
01 nam)
MNT-AED- bai
T3 (Bao himh | MNT-AED-8100-2G-RNW-T3: ) Neayin
7.1 | than thit bi va Bf"lo hanh than t}nét bi va ho tro chinh | Goi 01 Chi 30 ngay
h tro chinh hang trong 01 nam. Thanh, Ha
hing) Noi
NT-AED-NIC-
4x10GE-SR-
RNW-T3 bai
AED NT-AED-NIC-4x10GE-SR-RNW-T3 THVN, 43
Maintenance AED Maintenance Renewal: . Nguyén 5
72 | Renewal (Béo Bao hanh module giao tiép mang va Goi 02 Chi 30 ngay
hanh module hd tro chinh hang trong 01 ndm Thanh, Ha
giao tiép mang Noi
va hd tro chinh ’
hang)
IF-AED-8100-2G-ADV-RNW AED
AIF Advanced Renewal.
Thiét bi phai c6 dugc kha ning cap
nhat thu cong/ tu dong cac mau tin
cong theo khoang thoi gian cdu hinh
san.
Thiét bi phai dugc hd trg cap nhat cac
tinh ning trong 01 nim bao gdm: bai
AIF-AED-8100- | _ A ¢tive Attack: nhiing dia chi IP dang THVN, 43
2G-ADV-RNW | 4,y gia vao cac cudc tan cong trén . Nguyén .
7.3 | AED AIF thé gidi: ; Go1 01 Chi 30 ngay
Advanced - Ludng dit ligu trang khép véi cac Thanh, Ha
cdng cu botnet hodc tan cong; Noi1

- Cac IoC d6c hai bao gém: dia chi IP,
domain, URL lién quan dén cic ma
doc, tn cong APT; cac thong tin thém
vé gia tri hash, ban ghi phéan giai
DNS;

- Céc hinh thuc do quét mang hoac
mat khau.

- Tién dd cung cap cua goéi thau:




Thoi gian thuc hién hop dong: 30 ngay ké tir khi hop dong c6 hiéu luc.

2. Muc tiéu cong viéc:

Cung cép dich vu bao hanh, hd trg k¥ thuat va cap nhat phén mém cho cac thiét bi
bao mat dé dam bao duy tri hoat dong an toan, 6n dinh cia hé thong CNTT Dai THVN.

3. Yéu cau k¥ thuit ciia géi thau:

3.1 Yéu cau Ky thuat chung:

- Yéu ciu nha thiu phai c6 tai liéu k¥ thuat va cac tai liéu khac minh hoa;

- Tuyén bd dap tmg ctia nha thau phai c6 giai thich rd rang, chinh xéac, chi tiét cac
tiéu chuan k¥ thuat trong bang tuyén bd dap tmg trong HSDT;

3.2 Yéu cau Ky chi tiét:

Thong sb ky thuat cua dich vy ma nha thau cung cdp cho géi thau phai tudn thu, dap
g cac théng sd ki thuat va cac tiéu chudn sau day:

STT

Danh muc dich vu

Mb ta dich vu

Dich vu bao hanh, hd
trg ky thuat va cap
nhat mau tn céng cho
hé théng tuong lua
VTV9 PA850 (Thoi
gian st dung dich vu:
01 nam)

Dich vu hd trg k¥ thuit va cip nhat mau tan cong;

Dich vu gia han ban quyén tinh ning phong chéng tin coéng (Threat
Preventlon subscription):

- Cung cap tinh nang phong chong tan cong, khai thac 16 hong

- Cung cép tinh ndng phong chong ma doc (anti-virus)

- Cung cép tinh nang phong chéng céc loai spyware, botnet (Anti-spyware)

- Cung cap tinh nang cap nhat co so dir liéu tan cong, mad doc tir nha cung cép.
Dich vu gia han ban quyén tinh ning bao mat DNS: DNS Security
Subscription

Dich vu gia han ban quyén tinh ning kiém soat truy cdp URL ndng cao:
Advanced URL Filtering Subscription

Dich vu gia han ban quyén tinh ning phan tich file Malware trén cloud:
WildFire Subscription

Dich vu gia han ban quyén kiém soat truy cip mang riéng 40 VPN: Global
Protect Gateway Subscription

Dich vy gia han ban quyén tinh ning két ndi SD-WAN: SDWAN
Subscription

Dich vu hd trg ky thuat tiéu chuan cua hang (Partner enabled premium
support):

- Dich vu h tro k¥ thuat chinh hing 24x7 d6i v6i cac san pham. Viéc hd tro
phai bao g@)m cac hinh thtc: hd tro tir xa (dién thoai, email, website...) va hd
tro tai chd néu cac hinh thie hd tro tir xa chua dap tng dugc yéu cau.

- Cung cép tinh ning cap nhat hé diéu hanh cho thiét bi phan cting

- Cung cip kha ning truy cap Customer Support Portal phuc vu viéc quan ly
thiét bi, tim kiém cac thong tin hoi dap.

Dich vu bao hanh, hd
tro ky thudt va cap
nhat mau tn céng cho
hé théng tuong lua
VTV8 PA850 (Thoi
gian st dung dich vuy:
01 nam)

Dich vu hd trg k¥ thuat va cap nhat mau tin cong:

Dich vu gia han ban quyén tinh ning phong chong tan cong (Threat
Prevention subscription):

- Cung cap tinh ndng phong chong tan cong, khai thac 16 hong

- Cung cap tinh nang phong chong ma doc (anti-virus)

- Cung cap tinh nang phong chdng cac loai spyware, botnet (Anti-spyware)

- Cung cép tinh ning cap nhat co so dit lidu tin cong, ma doc tir nha cung cap.




Dich vu gia han ban quyén tinh ning bao mat DNS: DNS Security
Subscription

Dich vu gia han ban quyén tinh ning kiém soat truy cdp URL nang cao:
Advanced URL Filtering Subscription

Dich vu gia han ban quyén tinh ning phan tich file Malware trén cloud:
WildFire Subscription

Dich vu gia han ban quyén kiém soat truy cip mang riéng 40 VPN: Global
Protect Gateway Subscription

Dich vu gia han ban quyén tinh ning két ndi SD-WAN: SDWAN
Subscription

Dich vu hd tro ky thuat tiéu chuin ctua hing (Partner enabled premium
support):

Dich vu hd trg ki thuat chinh hing 24x7 d6i véi cac san pham. Viéc hd trg
phéi bao gém cac hinh thirc: hd tro tir xa (dién thoai, email, website...) va hd
trg tai chd néu cac hinh thirc hd tro tir xa chwa dap g dugc yéu ciu.

- Cung cip tinh nang cap nhat hé diéu hanh cho thiét bi phan cting

- Cung cip kha ning truy cap Customer Support Portal phuc vu viéc quan ly
thiét bi, tim kiém cac thong tin hoi dap.

Dich vu bao hanh, hd
trg ky thuat va cap
nhat mau tn céng cho
hé théng tuong lua
VTV Can Tho PA820
(Thoi gian st dung
dich vu: 01 nam)

Dich vu hd trg k¥ thuit va cip nhat mau tan cong;

Dich vu gia han ban quyén tinh ning phong chéng tin coéng (Threat
Prevention subscription):

- Cung cap tinh nang phong chong tan cong, khai thac 16 hong

- Cung cap tinh nang phong chong ma doc (anti-virus)

- Cung cép tinh nang phong chéng céc loai spyware, botnet (Anti-spyware)

- Cung cap tinh nang cap nhat co so dir liéu tan cong, mad doc tir nha cung cép.
Dich vu gia han ban quyén tinh ning bao mat DNS: DNS Security
Subscription

Dich vu gia han ban quyén tinh ning phan tich file Malware trén cloud:
WildFire Subscription

Dich vu gia han ban quyén kiém soat truy cip mang riéng 40 VPN: Global
Protect Gateway Subscription

Dich vu gia han ban quyén tinh ning két ndi SD-WAN: SDWAN
Subscription

Dich vu hd trg ky thuat tiéu chuan cia hang (Partner enabled premium
support):

Dich vu hd trg k¥ thuat chinh hing 24x7 d6i véi cac san pham. Viéc hd trg
phai bao g@)m cac hinh thtc: hd tro tir xa (dién thoai, email, website...) va hd
tro tai chd néu cac hinh thie hd tro tir xa chua dap tng duoc yéu cau.

- Cung cép tinh ning cap nhat hé diéu hanh cho thiét bi phan cting

- Cung cép kha ning truy cap Customer Support Portal phuc vu viéc quan ly
thiét bi, tim kiém cac thong tin hoi dap.

Dich vu bao hanh, hd
tro ky thudt va cap
nhat mau tn céng cho
hé thong tuong lira két
ndi  WAN VTV
PA820 (Thoi gian su
dung dich vu: 01 nam)

Dich vu hd trg ky thuat va cap nhat mau tin cong:

Dich vu gia han ban quyén tinh ning phong chong tan cong (Threat
Prevention subscription):

- Cung cap tinh nang phong chdng tan cong, khai thac 16 hong

- Cung cép tinh ndng phong chéng ma doc (anti-virus)

- Cung cép tinh nang phong chdng cac loai spyware, botnet (Anti-spyware)

- Cung cap tinh nang cap nhat co so dir liéu tan cong, ma doc tir nha cung cap.
Dich vu gia han ban quyén kiém soét truy cip mang riéng ao VPN: Global
Protect Gateway Subscription




Dich vy gia han ban quyén tinh ning két ndi SD-WAN: SDWAN
Subscription

Dich vu hd tro k§ thuat tiéu chuin cta hing (Partner enabled premium
support):

Dich vu hd trg k¥ thuat chinh hing 24x7 d6i véi cac san pham. Viéc hd trg
phai bao gém cac hinh thirc: hd tro tir xa (dién thoai, email, website...) va hd
trg tai chd néu cac hinh thirc hd tro tir xa chwa dap tmg dugc yéu ciu.

- Cung cdp tinh nang cap nhat hé diéu hanh cho thiét bi phan cting

- Cung cip kha ning truy cap Customer Support Portal phuc vu viéc quan ly
thiét bi, tim kiém cac thong tin hoi dap.

Dich vy cap nhat va
hd tro ky thuat cho
phan mém quan 1y tap
trung cac thiét bi
tuong ltra PAN-PRA-
25 (Thoi gian st dung
dich vu: 01 ndm)

Dich vu hd tro k¥ thuét tiéu chuén ciia hing: Partner enabled premium support
Dich vu hd trg ki thuat chinh hing 24x7 d6i véi cac san pham. Viéc hd trg
phai bao gém cac hinh thire: hd tro tir xa (dién thoai, email, website...) va hd
trg tai chd néu cac hinh thirc hd tro tir xa chwa dap tmg dugc yéu ciu.

- Cung cip kha ning truy cap Customer Support Portal phuc vu viéc quan ly
thiét bi, tim kiém cac thong tin hoi dap.

Dich vu bao hanh, hd
trg ky thuat va cap
nhat mau tn céng cho
hé théng ngin ngira
xam nhap IPS
TX8400 (Thoi gian sir
dung dich vu: 01 nam)

TippingPoint 8400TX HW + HW Support 1Yr: Dich vu bao hanh va hd trg
k¥ thuat phan cimg chinh hing cho thiét bi chéng xam nhap IPS TrendMicro
TippingPoint 8400TX

o Dich vy h trg k¥ thuét tiéu chuin ctia hing Trend Micro Premium support:
Dich vu hd tro k¥ thuat chinh hing 24x7 ddi vdi cc san phdm bang email va
cac dich vu online khéc.

o Cung cip phién ban cap nhat hé didu hanh cho thiét bj phan cimg.

o Cung cap kha ning truy cip Support Portal phuc vu viéc quan 1y thiét bi,
tim kiém cac thong tin hoi dap.

o Cung cip tai khoan mo case support (tudn thu theo chinh sach cua hing).

TippingPoint 20Gbps TPS Inspection License + Threat DV + TLS inspection
+ Support + DV 1Yr: Cép nhat phan mém chinh hing cho thiét bj chdng xdm
nhap IPSTrendMicro TippingPoint 8400TX va signature mai nhat.

o Tinh ning kiém tra goi tin: C6 tinh nang inspect ca TCP va UDP

o Phat hién va ngan chin ma dgc trén mang: Co tinh nang phat hién va ngan
chan Worms, Malware, Blend threats (Trojans, Backdoor), ma doc lién quan
téi JavaScript va Adobe Flash

o Phat hién va ngan chin tin cong xam nhép: C6 tinh nang phat hién va ngin
chan P2P attacks, Port Scans, Host Scan/Sweep, VoIP attacks, C&C, SQL
Injection, SCADA, brute force attack, DNS/DGA attack, tAn cong khai thac
cac 16 hong CVE di biét (duoc cap nhat trong signature va knownledge cia
hang)

o Co6 tinh nang bat géi tin: Co tinh ning bat goi tin phuc vu cong viée didu
tra, truy vét va xuat dang file pcap

Dich vu bao hanh, hd
tro ky thudt va cap
nhat mau tn céng cho
thiét bi chdng tin
cong tu chdi dich vu
DDoS  AED-8100-
2G-AC (Thoi gian su
dung dich vu: 01 nam)

MNT-AED-8100-2G-RNW-T3: Béo hanh than thiét bi va hd trg chinh hang
trong 01 ndm.

MNT-AED-NIC-4x10GE-SR-RNW-T3 ~ AED  Maintenance ~ Renewal:
Bao hanh module giao ti€p mang va ho trg chinh hang trong 01 ndm

AIF-AED-8100-2G-ADV-RNW AED AIF Advanced Renewal:

Thiét bi phai c6 duge kha ning cap nhat thu cong/ty dong cac mau tan cong
theo khoang thoi gian cau hinh san.

Thiét bi phéi duoc hd tro cap nhat cac tinh ning trong 01 nim bao gém:




- Active Attack: nhitng dia chi IP dang tham gia vao cac cudc tin cong trén
thé gisi

- Ludng dit liéu tring khép voi cac cong cu botnet hodc tin cong

- Cac IoC doc hai bao gém: dia chi IP, domain, URL lién quan dén cac ma
doc, tin cong APT; cac thong tin thém vé gia tri hash, ban ghi phan giai DNS
- Céc hinh thirc do quét mang hodc mat khéu

3.3. Cac yéu ciu khac

- Ngoai nhép gia trén webform, nha thau lap bang chao gia cac thanh phan chi tiét
theo mo ta tai Chuong V E-HSMT va dinh kém E-HSDT ciia nha thau

- Nha thau phai c6 trach nhiém lam viéc véi hing dé hd tro k¥ thuat, dich vu sau ban
hang nhanh chéng khi c6 yéu cau.

- Nha thau cé trach nhiém 1én phuong an, cir can bo trién khai va kich hoat ban quyén
phan mém tai Pai THVN.

- Nha thau c¢6 cam két tudin thu cac quy dinh vé an toan thong tin.

- Nha thau c¢6 cam két dam bao khong gy anh hudng dén hé thong hién co trong thoi
gian trién khai..Tin

4. Gidi phap va phwong phap luin:

Nha thau chudn bi dé xudt gidi phdp, phiong phdp ludn tong qudt thuc hién
dich vu theo cdc noi dung quy dinh tai Chuong nay, gom cac phan nhuw sau:

1. Giai phap va phuwong phap lugn,
2. Ké hoach céng téc.
5. Quy dinh vé kiém tra, nghiém thu sin pham:

Muc nay quy dinh vé quy trinh kiém tra, nghiém thu san pham trinh ty giao
ndp san pham (néu co)... dé phuc vu céng tac thanh, quyét toan hop dong.




