89

Phian 2. YEU CAU VE KY THUAT
Chwong V. YEU CAU VE KY THUAT

Yéu cdu vé ky thudt bao gom cdc ndi dung co ban nhw sau:

1. Gi6i thiéu chung vé dw an/dy toin mua sam, géi thau:

- Tén goi thau: Kiém tra, danh gid an toan thong tin cho cac hé thong thong
tin murc do 3

- Tén du toan mua sam: Kiém tra, danh gid an toan théng tin cho cac hé théng
thong tin mac d6 3

- Chu dau tu: Trung tim Gidam Sat Diéu Hanh D6 Thi Thong Minh tinh Dak
Lak.

- Dia diém thyc hién: tinh Dak Lik.

- Ngudn von: Ngan sach tinh nim 2025.

- Thoi gian thyc hién goi thau: 45 ngay.

- Hinh thire va phuong thirc lua chon nha thau: Chao hang canh tranh trong
nudc, theo phuong thire mdt giai doan, mot tui ho so, dau thau qua mang.

- Loai hop ddng: Tron goi.

- Quy mo thyc hién

+ Kiém tra, danh gia an toan thong tin cho Trung tdm tich hop dit liéu tinh
bak Lak

+ Kiém tra, danh gia an toan thong tin cho Gmg dung dang sir dung.

- Yéu cau vé cung cap dich vu:

> Yéu cau chung: Dbi véi timg dbi twong danh gia can tuan theo (bao gdm
nhung khong gidi han) cac hudng dan, tiéu chuan theo danh sach dudi day:

+ Dbi véi ha tang cong nghé thong tin sir dung két hop Technical Guide to
Information Security Testing and Assessment ctia Vién tiéu chudn va cong nghé
Hoa Ky (NIST) va Open Sources Security Testing Methodology Manual
(OSSTMM).

+ Ddi véi cac ing dung web/mobile tuan theo cac huéng dan cia OWASP
cho viéc kiém thir xdm nhéap, bao gdbm OWASP Top 10 Web Application Security
Risks, OWASP Top 10 Mobile Risks, OWASP Top 10 API Security.

> Yéu cdu vé kiém tra, danh gia an toan théng tin cho Trung tim tich
hop dir liéu tinh Pik Lik:

+ Str dung két hop Technical Guide to Information Security Testing and
Assessment (SP 800-115) ctia Vién tiéu chuan va cong nghé Hoa Ky (NIST) va Open
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Source Security Testing Methodology Manual (OSSTMM) cho viéc kiém soat danh
gia diém yéu cac thanh trong hé thong nhu may chu, thiét bi mang.

> Yéu cu kiém tra, danh gia an toan thong tin cho Wng dung dang sir
dung.

- Yéu ciu vé kiém tra, danh gia an toan thong tin cho Hé thong Thu dién
tir tinh Dik Lik

+ St dung két hop Technical Guide to Information Security Testing and
Assessment (SP 800-115) ctia Vién tiéu chudn va cong nghé Hoa Ky (NIST), Open
Source Security Testing Methodology Manual (OSSTMM) va Open Web
Application Security Project (OWASP) Testing Guide v4 cho viéc kiém soat danh
gia nhugc diém va thir nghiém tin cong img dung Thu dién tir dé 14y bang chimg.

Céc k¥ su bao mat dong vai tro nhu ngudi tin cong, tir bén ngoai thuc hién
kiém thir toan bo cac 151 tim ra, tién hanh céc thao tac trai phép nhdm phat hién cac
xtr 1y bat thuong ctia hé thong. Viéc kiém thir s& duoc thuc hién trong hai truong
hop: khong c6 tai khoan va c6 tai khoan dang nhap.

- Yéu ciu vé kiém tra, danh gia an toan thong tin cho Hé thong Quian
1y viin ban va Piéu hanh tinh Pik Lik.

+ St dung két hop Technical Guide to Information Security Testing and
Assessment (SP 800-115) ciia Vién tiéu chudn va cong nghé Hoa Ky (NIST), Open
Source Security Testing Methodology Manual (OSSTMM) va Open Web
Application Security Project (OWASP) Testing Guide v4 cho viéc kiém soat danh
gia nhuoc diém va thir nghiém tan cong tng dung quan 1y van ban va diéu hanh dé
liy bang chimg.

Cac k¥ su bao mat dong vai trd nhu ngudi tin cong, tir bén ngoai thuc hién
kiém thtr toan b cac 161 tim ra, tién hanh céc thao tac trai phép nham phat hién céc
xtr 1y bat thuong ctia hé thong. Viéc kiém thir s& duoc thuc hién trong hai truong
hop: khong c¢6 tai khodn va c6 tai khoan dang nhap.

- Yéu cau vé kiém tra, danh gia an toan thong tin cho Hé thong Cong
thong tin dién tir tinh.

St dung két hop Technical Guide to Information Security Testing and
Assessment (SP 800-115) ctia Vién tiéu chuan va céng nghé Hoa Ky (NIST), Open
Source Security Testing Methodology Manual (OSSTMM) va Open Web
Application Security Project (OWASP) Testing Guide v4 cho viéc kiém soat danh
gia nhuoc diém va thir nghiém tin cong Cong théng tin dién tir tinh dé 1dy bang
chung.

Céc k¥ su bao mat dong vai trd nhu nguoi tan cong, tir bén ngoai thue hién
kiém thir toan bo céac 11 tim ra, tién hanh céc thao tac trai phép nham phat hién cac
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xir Iy bét thudng ciia hé théng. Viéc kiém thir s& duoc thuc hién trong hai truong
hop: khong c6 tai khoan va cé tai khoan dang nhap.

2. Muc tiéu cong viéc:

Thué don vi thuc hién kiém tra, danh gia an toan thong tin cho cac hé thong
thong tin mirc d6 3 dat dugc cac muc tiéu:

- Phat hién 16 hng cau hinh va diém yéu bao mat qua d6 ngin chin nguy co bi
tan cong do 16i van hanh hodc sai s6t con nguoi.

- Pam bao hé théng va thiét bi hoat dong diing theo chinh sach an ninh giam
thiéu céc rii ro va ting cudng kiém sot.

- Tang cudng dd tin cdy cho hé thong thong tin. Bao vé dit liéu, duy tri hoat
dong on dinh.

2.1 Ndi dung khoi lwgng cong viéc:

- Kiém tra, danh gia an toan thong tin cho Trung tam tich hgp dir li¢u
tinh Pak Lak gom:

+ Thiét bi mang (Switch, Router) va thiét bi bdo mat (Firewall, Web
Application Firewall, Intrusion Detection System/Intrusion Prevention System,
Load Balancer): 25 thiét bi

+ M4y chu vat Iy va may chu 4o hod; HE thong luu trir: 144 thiét bi

- Kiém tra, danh gia an toan thong tin cho rng dung (gom 3 hé thong)
gom:

+ H¢ thong Thu dién tir cong vu tinh

+ H¢ thong Phan mém Quan 1y van ban va diéu hanh (iDesk)

+ H¢ thong Cong thong tin dién tir tinh

2.2 Chi tiet khoi lwgng cong viéc:

2.2.1. Kiém tra, danh gia an toan thong tin cho Trung taim tich hgp dir
liéu tinh Pak Lak

Phén 1: H¢ thong thiét bi mang va bao mit

STT | Tén thiét bi / phin mém 50 PVT
lugng

I Thiét bi mang (Switch, Router) Thiét bi
1 Thiét bi chuyén mach 16i — Dell Switch S5048F 2 Thiét bi
2 Thiét bi chuyén mach 161 — Dell Switch S3148 2 Thiét bi
3 g?ieztfl chuyén mach vung Hosting — Dell Switch ) Thiét bi
4 Thiét bi chuyén mach 16i — Cisco 9200L 2 Thiét bi
5 ;F(t)l(l)et bi chuyén mach SAN — SAN Switch Brocade ) Thiét bi
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Thiét bi bao méat (Firewall, Web Application

11 Firewall, Intrusion Detection System/Intrusion Thiét bi
Prevention System, Load Balancer)

1 Thiét bi twong lira — Sophos XG210 2 Thiét bi

) ;Fg(l)elt bi can bang tai tng dung — Citrix ADC MPX 5 Thiét bi

3 "31“;1;6(:)‘[ bi twong Itra 16p bién — Palo Alto Networks PA- 5 Thiét bi

4 Thiét bi tuong lira 16p 161 — FortiGate 600E 2 Thiét bi

3 Thiét bi tuong Itra mang ndi bd — Sophos XG310 2 Thiét bi

5 Thiét bi tuong lira Hosting — Sophos XG210 2 Thiét bi
Thiét bi twong lira bao mat tmg dung Web — Barracuda A

6 WAF 460 2 Thiét bi
Thiét bi tudng lira — Email Security Gateway K

/ Barracuda 400 : Thiet bi

Phan 2: Hé thong may chi vat 1y, may chii 4o va hé thong luu triv
STT | Tén thiét bi / phin mém 50 PVT
luwgng

111 May chu vat ly Thiét bi

1 May chu Dell R730 11 Thiét bi

2 Mady chu Dell R740 Thiét bi

IV | Hé thong lwu trir Thiét bi

1 Thiét bi luu trix tap trung SAN IBM Flash System ) Thibt bi
V5100

2 Thiét bi luu trir tdp trung — HPE MSA 2050 2 Thiét bi

3 Thiét bi luu trit tip trung — HPE MSA 2052 1 Thiét bi

4 Thiét bi luu trir tap trung — HPE MSA 2052 (Disk 1 Thiét bi
Shelf)

5 Thiét bi luu trir tdp trung — NAS HP Store Easy 1650 | 1 Thiét bi

6 Thiét bi luu tritr bang tr — TAPE HP Store Ever MSL 1 Thiét bi
2024

Danh muc cic may chu 4o hoa bao gdm:

Stt | Tén may chu

1 0 10.200 tftp.server.2020

2 |01 02 TSLCD2-DNS 1.138

3 03-05-qlvb-LDAP-01 1.191

4 103-05-qlvb-LDAP-02 1.192

5 04-glvb-tdnv-App 1.159

6 04-qlvb-tdnv-DB 2.159

7 1.110-Webapp-Daklak

8 1.114-TextToSpeech
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1.lienthong 1.100 LT-VPCP

10

1.lienthong 1.101 LT-DVC

11

10 1.123 CT14-BKAV

12

11 1.121 VIENTHONGTHUDONG BCVT

13

115 Kho CSDL 01

14

116 Kho CSDL 02

15

12 1.30-CBCCVC

16

2.100-Backup Dak Lak

17

2.112-Portal-Daklak

18

2.mail 1.70 mail01-70 CLONE

19

2.mail 1.72 webmail01-dla-72

20

2.mail 1.78 1dap02-78

21

2.qlvb 1.197 CAS

22

2.qlvb 1.198 all domain

23

2.qlvb 1.199 all domain

24

2.qlvb 1.22 LOTUS

25

2.qlvb 1.25 ESB app

26

2.qlvb 1.26 ESB-truclienthong

27

2.qlvb 1.27 esb-backup

28

2.qlvb 1.29 SUM DATABASE Calendar

29

2.qlvb 1.38 Fileserver - 38

30

2022 QLVB-App-01 1.61

31

2022 QLVB-App-02_1.62

32

2022 QLVB-App-03 1.63

33

2022 QLVB-App-04 1.64

34

2022 QLVB-App-05 1.65

35

2022 QLVB-App-06 1.66

36

2022 QLVB-App-07 1.67

37

2022 QLVB-App-08 1.68

38

2022 QLVB-App-09 1.69

39

2022 QLVB-App-10 1.74

40

2022 QLVB-App-Daotao 1.71

41

2022 QLVB-App-DL-STC 1.31

42

2022 QLVB-App-KVB 121

43

2022 QLVB-DataNode-01 2.61

44

2022 QLVB-DataNode-02 2.62

45

2022 QLVB-DataNode-03 2.63

46

2022 QLVB-DataNode-04 2.64

47

2022 QLVB-DataNode-05 2.65




48

94

2022 QLVB-DataNode-06 2.66

49

2022 QLVB-DataNode-07 2.67

50

2022 QLVB-DB-01

2.71

51

2022 QLVB-DB-02

2.72

52

2022 QLVB-DB-03

2.73

53

2022 QLVB-DB-04

2.74

54

2022 QLVB-DB-05

2.75 KVB

55

2022 QLVB-DB-06

2.76

56

2022 QLVB-DB-07

2.77

57

2022 QLVB-DB-08

2.78

58

2022 QLVB-DB-09

2.79

59

2022 QLVB-DB-10

2.80 daotao

60

2022 QLVB-DBmysql 2.231

61

2022 QLVB-DBmysql 2.232

62

2022 QLVB-DBmysql 2.233

63

2022 QLVB-DBmysql 2.234

64

2022 QLVB-DBmysql 2.235

65

2022 QLVB-DBmysql 2.236

66

2022 QLVB-NameNode-01 2.70

67

2024 11 hoptructuyen 1-33

68

3.114-Database-DakLak

69

6-1.133 Igsp IS

70

6-2.131 lgsp LGSPO1

71

6-2.132 lgsp LGSP02

72

6-2.135 lgsp Database

73

7.csdlde 1.80 WEB

74

7.csdldc 1.81 LDAP

75

7.csdlde 1.82 CSDL.LGSP02

76

7.csdldc 1.83 CSDL.APPO1

77

7.csdldc 1.84 CSDL.APP02

78

7.csdlde 1.85 CSDL.DATABASES

79

7.csdlde 1.86 CSDL.DATABASES02

80

7.csdldc 1.87 DASHBOARD

81

8.NQO3DLA 1.93 DTDL App 01

82

8.NQO3DLA 1.94 DTDL App 02

83

8.NQO3DLA 1.95 DTDL DATABASES

84

8.NQO3DLA 1.96 DTDL LOADBLANCE

85

I0OC-Web-SVR

86

NMS SLCD VNPT
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87 | PT Manager Temp

88 | SPP-10.1.11-3010

89 | SRV-DNSO1

90 | SRV-DNSO02

91 | SRV-Logcentalization

92 | SRV-McAfee

93 | SRV-NMS

94 | SRV-ServiceDeskPlus

95 | VMware vCenter Server - v7

96 | VSNAP-10.1.11-72

97 | 14-webserverl4

98 | 15-WebserverlClonefrom20 2.15

99 | 17-webSLD CloneFrom20

100 | 18-webserverl&

101 | 2023 Camera Valley 121

102 | 2023 Camera VMS 122

103 | 20-WEBSITE-TX.BUONHO

104 | 23-webserver23

105 | 24-NQ42CP

106 | 32-BACKUP-HOSTING

107 | 42-hosting-backup

108 | 44-QuanLyThanhTra

109 | 54 WebServer-54

110 | 61 STC CSDL Gia WEBSVR

111 |62 STC CSDL Gia DBSVR

112 | Hosting - vCenter Server

113 | IOC-Web-SVR

114 | SOC NSM-Sensor 7.5 LAN

115 | SOC Poller 7.7

116 | SOC-NSM-Manager 7.6

117 | SOC-SOAR 7.4

118 | SRV-cPanel

119 | SRV-Nginx01

120 | SRV-Nginx02

121 | WEBSERVER36

2.2.2. Cac hé thong phin mém @ng dung
- Hé théng Thu dién tir cong vy tinh: 01 hé thong
- Hé théng Phan mém Quan 1y van ban va diéu hanh (iDesk): 01 hé thong
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- Hé théng Cong thong tin dién tir tinh: 01 hé thdng

3. Yéu ciu ky thuit ciia goi thau:

3.1. Noi dung cong viéc kiém tra, danh gia an toan thong tin cho Trung

tam tich hop dir liéu tinh Pik Lik

- Nha thau trinh bay chi tiét cac cong viéc cho tung phan riéng biét dam bao
cac hé thong déu dam bao cac hé thong déu dat dugc yéu cau dau ra.

Noi dung cong viéc \

Yéu ciu vé diu ra \

1. Khéo sat muc tiéu va thu thap thong tin

- Xac dinh cac kiém soat truy cap va cac yéu
cAu an toan thong tin cia mdi ddi tuong, hé
théng.

- Xac dinh xem ddi tuong, hé thong co chira
cac dir liéu nhay cam hay khong, va cach
thire dit liéu nhay cam dugc trao ddi.

- Ghi lai cac thong tin vé cdu hinh co ban
ctia cac dich vu, céc tién trinh, va cac cong
mé trén cac dbi tuong, hé thong.

- Xac dinh céc thiét bi trong pham vi danh
gid: tén, dia chi IP, cha s& hiu,

+ Dia chi IP

+ DPia chi MAC

+ Tén thiét bi

+ Hang san xuat

+ Dong thiét bi (Model, Name, Family)

- X4c dinh, phéan loai cic nén tang hé diéu
hanh cta cac thiét bi trong pham vi danh
gia: Thong tin vé hé diéu hanh/firmware
dang str dung.

- X4c dinh tat ca cac dich vu trén céc thiét
bi trong pham vi danh gia: Thong tin vé s6
hiéu cac cong dich vu dang md.

Ho so thong tin hé thong: Bao gom so
d6 mang chi tiét, danh sach thiét bi kém
thong tin phién ban firmware/HDH, va
danh sach cac cong dich vu dang mé.

2. Lap ké hoach ra quét

Lap ké hoach ra quét chi tiét theo cac thanh
phan duoc khao sat trong pham vi cong viéc
thuc hién danh gid bao mat

Ban ké hoach céc cong viéc thuc hién ra
quét chi tiet cho tirng do1 tugng.

3. Ra soat 16 hong:

Thuyc hién ra quét, kiém tra va phat hién cac
16 hong, diém yéu va cic nguy co dang ton
tai, bao gom:

- Cac 16 hong lién quan dén co ché xac thuc
(str dung tai khoan mac dinh, st dung mat
khau y’é'u, pho bién, sir dung tinh ning xac

Bio cao két qua ra soat gém vi tri 16
hong, diém yéu va thong tin day da lién
quan dén cac 16 hong, diém yéu.

thuc yéu, kém an toan).
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- Cac 16 hong lién quan dén hé diéu hanh
thiét bj va cac tng dung duogc cai trén thiét
bi bao gdm cac 16 hong do thiéu ban va bao
mat.

- Cac 16 hong do 16i cau hinh, trién khai cai
dat.

- Kiém tra cac ban patch, update c6 duogc cai
dat day du

- Do quét diém yéu trén cac cong dich vu
dang chay

- Céc 16 hong CVEs d3 cong bd

4. Xac minh 16 hong

- Tién hanh phan tich thong tin, danh
gia rui ro, kha nang tan cong doi véi
cac 16 hong, diém yéu

Danh sach cac 16 hong hodc diém yéu
phat hién dugc

=]

5. Panh gia mirc d0 nguy hiém cac 16 hon

Thuc hién phan loai mic do nguy hiém cua
cic 16 hong tim duoc theo thang diém
Common Vulnerability Scoring System
(CVSS 3.1) cua National Institute of
Standards and Technology (NIST)

Bao cdo phan tich ky thuat: Ghi lai chi
tiét két qua danh gia timg hang muc
(cAu hinh 16p 1/2/3, logging, xéc thuc,
chinh sach...). Liét ké cac 16 hong, diém
yéu, cdu hinh sai dugc phat hién, kém
theo bang chimg va phan loai muc do
rui ro.

6. Bao cdo va khuyén nghi

Bao céo két qua danh gia va hudéng dan

Bio cdo tong hop két qua danh gia
(chinh thirc): Bao gom ban tom tit danh
cho quan 1y, mo ta cac phat hién chinh,
danh gid muc do anh huong va duara cac
khuyén nghi khic phuc cu thé, kha thi
theo thr tu uvu tién.

7. Huéng din ngudi dung thwe hién khic
dwa ra.

phuc céc 16 hong theo khuyén nghi da

Huong (}én nguoi dung thyc hién khic phuc
cac 10 hong theo khuyén nghi da dua ra.

Tai liéu huong qgm nguoi dung thyc hién
khac phuc céc 16 hong theo khuyén nghi
da dua ra.

8. T4i danh gia sau khi khic phuc

Tai danh gia sau khi khac phuc

Bio cao két qua tai danh gia: Xac nhan
cac 16 hong da duoc khic phuc thanh
cong, ghi nhén trang thai an toan maéi cua
hé thong va liét ké cac van dé con ton
dong (néu co).
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3.2. Noi dung cdng viéc kiém tra, danh gia an toan thong tin cho ing

dung

- Nha thau trinh bay chi tiét cac cong viéc cho timg hé théng phan mém tng
dung riéng bi¢t ddm bdo cac hé thong déu dam bao dam bao cac hé thong déu dat

dugc yéu cau dau ra.

Noi dung cong viéc

Yéu cau vé dau ra

1. Khéo sat muc tiéu va thu thap thong tin

- Thong tin vé nghiép vu, chirc ning tmg
dung;

- Thong tin cong nghé¢, ngon ngir 1ap trinh,
nén tang st dung, ...;

- Thong tin vé domain, chting chi SSL, dia
chi IP Public, ... lién quan dén tng dung;

- Thong tin vé cac tmg dung Web nhu dia
chi IP may chu trng dung Web, ving mang
dat may chu ung dung Web, phién ban va
gidi phap st dung trén may chu ung dung
Web;

- Thong tin vé cac co sé dir liéu ma ung
dung Web dang sir dung nhu giai phap st
dung, phién ban, muc dich st dung, dia
diém cai dat, ...

- Thong tin vé céc giai phap bao mat dang
dugc st dung cho img dung web, ...

- Théng tin vé cac quy trinh nghiép vu lién
quan dén phia khach hang khi truy cap tmg
dung, ...

- Phién ban hién hanh cting nhu thong tin
lién quan dén may cha xir 1y nhitng yéu cau
tr img dung...

- Xac dinh cau trac, chic ning cia tng
dung, 1én so dd hoat dong...

Ho so thong tin hé thong: Bao gdm céc
nghiép vu, chiic nang,nén tang, ngdn ngir

.. cac thong tin lién quan dén ting tng
dung

2. Lap ké hoach ra quét

Lap ké hoach ra quét chi tiét theo cac thanh
phan duoc khao sat trong pham vi cong viéc
thuc hién danh gid bao mat

Ban ké hoach céc cong viéc thuc hién ra
quét chi tiét cho tung img dung

3. Ra soat 16 hong:

- Kiém tra vé thu thip thong tin
(Information Gathering).

- Kiém tra vé quan Iy cAu hinh va trién khai
(Configuration and Deployment
Management Testing).

- Kiém tra vé quan 1y dinh danh (Identity
Management Testing).

Ho so thong tin hé thong: Tai liéu chi
tiét ghi lai két qua cia tirng hang muc
kiém tra.
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- Kiém tra vé xéac thuc (Authentication
Testing).

- Kiém tra vé phan quyén (Authorization
Testlng)

- Kiém tra vé quan ly phién lam viéc
(Session Management Testing).

- Kiém tra vé tinh hop 18 cta dir liéu dau
vao (Input Validation Testing).

- Kiém tra vé quan ly va xu 1y 18i (Error
Handling).

- Kiém tra vé thuat toan, giao thirc ma hoa
yéu (Cryptography).

- Kiém tra vé chtc ning nghiép wvu
(Business Logic Testing).

- Kiém tra vé dir liéu dau ra phia nguoi
dung (Client Side Testing).

4. Xac minh 16 hong va tin cong kiém thir

-Kiém tra 16 hong A01:2021-Broken
Access Control;

-Kiém tra 18 héng  A02:2021-
Cryptographic Failures;

- Kiém tra 1 hong A03:2021-Injection;
-Kiém tra 16 hong A04:2021-Insecure
Design

-Kiém tra 16 hong A05:2021-Security
Misconfiguration

- Kiém tra 16 hong A06:2021-Vulnerable
and Outdated Components

- Kiém tra 15 hong A07:2021-Identification
and Authentication Failures

- Kiém tra 15 hong A08:2021-Software and
Data Integrity Failures;

-Kiém tra 16 hong A09:2021-Security
Logging and Monitoring Failures;

- Kiém tra 16 hong A10:2021-Server-Side
Request Forgery

Danh sach cac 16 hong hodc diém yéu:
bao gém danh sach cac 15 hong, diém yéu
cu hinh duoc phat hién, kem theo béng
ching k¥ thuat (VD: anh chup man hinh,
ma khai thac) va kich ban tin cong thir

=]

5. Panh gia mirc d0 nguy hiém cac 16 hon

Thuc hién phan loai mtrc 46 nguy hiém cua
cac 16 hong tim dugc theo thang diém
Common Vulnerability Scoring System
(CVSS 3.1) cua National Institute of
Standards and Technology (NIST)

Bao cao phan tich ky thuit: phan loai
mirc d6 rui ro (Cao, Trung binh, Thap).

6. Bao cao va khuyén nghi
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Bao c4o danh gia phat hién cac vé céac 16
hong theo cac muc do nguy hiém, kém theo
do 1a hinh anh minh hoa cach thirc, két qua
qua trinh danh gia, dé xuat céac phuong an,
giai phap dé khac phuc cac 16 hong, diém
yéu bao mat dugc phat hién

Bio cao tong hop két qua danh gia
(chinh thirc):

Chi tiét phat hién: Mo ta ting 16 hong,
mic do rui ro, két qua tin cong thir hé
thong.

- Khuyen nghj khac phuc: Cac huong
khuyén nghi, dé xuat dé khic phuc

7. Huéng din ngudi diung thue hién khic phuc cic 16 hong theo khuyén nghi da

dwa ra.

Huong (}én nguoi dung thyc hién khic phuc
cac 10 hong theo khuyén nghi da dua ra.

Tai liéu hudng dan chi tiét cac budc sua
161, nang cap, hoac thay déi cau hinh theo
thr tu vu tién.

8. Tai danh gia sau khi khic phuc

Tai danh gia sau khi khic phuc

Bio cdo két qua tai danh gia: Xac nhan
cac 16 hong di duoc khic phuc thanh
cong, ghi nhan trang thai an toan méi cua
hé thong va liét ké cac van dé con ton
dong (néu co).

4. Gidi phap va phwong phap luén:

Nha thau chuan bi dé xudt gidi phép, phirong phdp ludn z‘o”}zg quat thuc hién
dich vu theo cac noi dung quy dinh tai Chuwong nay, gom cac phan nhw sau:

1. Giai phap va phwong phap lugn,
2. Ké hoach céng tdc.

5. Quy dinh vé kiém tra, nghiém thu sin pham:

+ Béo cédo tong két danh gid diém yéu an ninh cho cac hang muc (cho céc lan

danh gia): 03 ban gbc

+ Bién ban nghiém thu cong viéc cho cac hang muc dich vu: 03 ban géc

+ Bién ban nghiém thu hoan thanh dich vu: 03 ban gbc

+ Cam két hd tro ki thuat xtr Iy khi xay ra cac van dé mat ATTT ddi voi cac hang

muc 1a 12 thang: 03 ban gbc.




