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Phan 2. YEU CAU VE KY THUAT
Chwong V. YEU CAU VE KY THUAT
Muc 1. Yéu cau vé ky thuit
1.1. Gi6i thiéu chung vé dw an/dy toin mua sim, géi thau

- Tén du an: Nhiém vu 10: Phan mém khiéu nai, t6 céo (chuyén dir liéu ct
sang phan mém mai + nang cap tinh ning) thudc nhiém vu Ung dung Cong
nghé thong tin phuc vu chuyén doi s6 nganh Kiém sat nhan dan nim 2024

- Tén goi thau: Goi thau s6 03: Nhiém vu 10: Nang cap phan mém Pon khiéu
nai to cao va chuyén doi dir li€u cti sang phan mém méi

- Chu dau tu: Van phong Vién kiém sat nhan dan tdi cao
- Ngudn vén: Ngan sach nha nudc
- Hinh thtc lya chon nha thau: Pau thau rong rai trong nudc, qua mang
- bia diém thyc hién géi thau:
S6 9, Pham Vin Bach, phuong Cau Gidy, TP. Ha Noi
- Thoi gian thyc hién géi thau: 90 Ngay
1.2. Yéu cau vé k¥ thuit
1.2.1. Yéu ciu chung:

Phan mém sau khi nang cip phai khac phuc hét cac kho khin, han ché c6 thé
xtr 1y dang ton tai duoc néu & rd phan hién trang.

Phan mém can dam bao cac yéu cau chung vé nguyén tac khi thiét ké nhu
sau:

a) Xay dung theo kién trac hé thong mo

- Str dung cac thiét bi va phan mém tién tién, hién dai pht hop v6i xu hudng
phat trién hién nay cta cong nghé thong tin.

- C6 kha ning méd rong nang cap dé dang khi ting cuong thém thiét bi,
module ma khong lam thay doi logic hé thong.

- Thuan tién trong viéc giao ti€p, két no1 véi cac hé thong khac.

- Pam bao tuan tha cac chuan vé cong nghé thong tin cling nhu cac chudn vé
thiét bi ngoai vi sir dung trong hé thong.

b) Pam bdo hi€u nang cao

- Hé thong phai ¢ hiéu ning cao, dam bao cung cap cho ngudi sir dung cac
tinh nang phu hop, thuan ti¢én.
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- Hiéu ning cua hé théng phai dugc tinh todn phu hop véi dinh hudng va toc
d6 phat trién caia CNTT cta Viét Nam va thé gioi.

- Hé thdng phai ¢am bao hiéu ning khi ghép ndi véi cac hé thong thong tin
khac.

c¢) Kha nang quan tri linh hoat

- Pam bao kha ning quan tri d& dang, cho phép bd phan quan 1y c6 thé thuc
hién cac thao tadc quan tri mgt cach tap trung cho toan bo hé¢ théng nhu: theo doi1
cac hoat dong ctia mang, cta cac thiét bi, ngudi dung... cling nhu thue hién cac
thao tac nhu x4c 14p cu hinh, cap nhat, nang cAp phan mém...

- Pam bao kha ning quén tri tip trung, thuan tién va hd tro tt cho cong tac
quan 1y, diéu hanh cua tinh.

d) Tuan thu viéc bao mat va dam bao an toan thong tin

Hé théng mang tai don vi phai c6 tinh bao mat cao, c6 nhiéu bién phéap an
toan thong tin trén mang. Hé thong phai chdng lai duoc cac hién tuong lay cap
hay thay d6i thong tin. Cac bién phap nay phai dugc ap dung déng bo trén nhiéu
muc khac nhau nhu:

- Mtric mang (cuc bd va dién rong).

- Mic h¢ diéu hanh.

- Mtic h¢ quan tri co sé dit ligu.

- Mtic chuong trinh ing dung va quy trinh khai thac.

- Céc dir liéu cua hé théng phai dugc bao vé tranh mat mat, hu hong dir liéu.
e) bam bao kha nang tuong thich

- Hé thdng phai c6 tinh twong thich cao, cho phép chay duoc cac phan mém
thong dung, cho phép dé& dang ndi ghép véi cac hé thong khac trong nudc ciing
nhu qudc té.

- Hé thdng phat trién, md rong phai duoc tich hop véi hé thong dang van
hanh cua Tinh vé dit liéu va quy trinh.

f) C6 tinh mém déo

Hé thong phai duoc thiét ké sao cho c6 thé dé dang thay ddi kién trac, vi tri
dat. Cho phép thay dbi duoc cac phan mém tng dung ciing nhu phian mém hé
théng cho mang cling nhu cho ting tram 1am viéc.

1.2.2. Yéu cau vé nén tang phat trién phan mém

Str dung NET Core hoic cong nghé tuong duong tuwong thich dé xiy dung
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phan mém 14 phu hop nhit dam bao da nén tang, hiéu ning ciing nhu kha ning
mo rong trong tuong lai.

1.2.3. Yéu cau vé hé¢ quan tri CSDL

Pé phu hop véi nén tang lya chon dé phat trién phan mém, ciing nhu cac uu

diém ctia hé quan tri CSDL, st dung hé quan tri CSDL SQL Server hoic CSDL
twong duong dé dap tmg cac yéu cau:

C6 kha ning quan Iy khéi luong 16n dit liéu vira va 16n, dung lugng dit lidu
ting dan theo thoi gian.

C6 kha ning chia sé va phan phdi dit liéu trén mang (LAN, INTRANET,
Internet), dam béo viéc st dung hitu hiéu va chia sé phuc vu nhiéu ngudi
khac nhau trén mang.

Tinh bao mat cao: Véi co ché hoat dong mang theo md hinh dir liéu tap
trung, hé théng s& c6 su tham gia truy cap dir liéu ctia nhiéu nguoi do do
van dé an toan hé thong 1a rat quan trong. D liéu phai duoc dam bao duoc
st dung boi ngudi dung duoc phép; an toan voi cac hanh vi vo ¥ hay ¢b ¥
lam sai 1&ch dir liéu.

C6 kha nang tich hop voi dir liéu d6 hoa: ting hiéu suat phan phdi di liéu
dung chung, ciing nhu tdn dung hét cac kha ning ctia DataBase Server.

C6 cong cu dé phat trién thich img v6i yéu cau st dung: cac co so dit lidu
néi chung déu co cac cong cu phuc vu cho cac thao tac xir Iy chuin nhu:
tim kiém, phén loai, sap xép, két xuat thong tin ... Tuy nhién, do yéu cau
str dung khac nhau va trinh d6 str dung ciing rat khac nhau, viéc phat trién
thich tng dé tu dong hoa mét sb thao tac thudng dung dé nang cao rat nhiéu
hiéu suét str dung dit liéu.

Hang san xuit co bé day va 6n dinh trong tuong lai: Pam bao su ho tro va
tu van vé lau dai ciia nha san xuat cho hé thdng.

Pugc kiém nghi¢m trong thuc té: Dam bao vé nang luc thuc té ctia hé théng.
Pho bién trén thi truong Viét Nam: Quen thudc véi doi ngii tin hoc Viét
Nam, diéu kién thuan loi dé st dung ciing nhu phét trién mé rong hé thong
dat hi€u qua cao nhat.

1.2.4. Yéu ciu vé giai phap bao dam tinh két ndi, lién thong, chia sé dir
liéu véi cac hé thong ha ting ky thuit, phan mém, co s& dir lidu lién quan

Phan mém x4y dung can tuan thu cac nguyén tic cua Khung Kién tric Chinh

phu dién tir Viét Nam dugc phé duyét tai quyét dinh tai Quyét dinh s 2568/QD-
BTTTT ngay 29/12/2023 caa Bo Thong tin va Truyén thong. Pam bao viée sin
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sang két ndi, tich hop chia sé dir liéu v6i cac hé théng, phan mém khac khi c6 yéu
cau qua nén tang tich hop, chia sé dir liéu dung chung cua tinh (LGSP).

Hé théng dugc xdy dung theo md hinh hudng dich vu SOA véi viéc module
héa cac thanh phan hé théng, dap ung viéc mo rong thém cac module chirc ning
vao ma khong anh huong dén kién tric sin c6 cta hé thong.

o O O

[ Enterprise Services Bus - ESB ]

O O

Hinh 1. M6 hinh hudéng dich vu SOA

Vi viée st dung kién triic SOA, s& dam bao dugc:
- Kha nang str dung lai dich vu

Do tinh chat khép kin va lién két cta cac thanh phan chtrc niang trong cac
tmg dung hudng dich vy, cac thanh phan nay c6 thé duoc st dung lai trong nhiéu
g dung ma khong anh huong dén cac dich vu khac.

- Kha ning béo tri tét hon

Vi mdi dich vu phan mém 1a mot don vi doc 1ap, that d& dang dé cap nhat va
bao tri n6 ma khong lam anh hudng t6i cac dich vu khac.Cac module chirc nang
duoc nang cip song song voi viéc van hanh hé thong, viéc update hé thdng hoan
toan khong anh hudng gi téi cac dir licu va nghi€p vu hién tai.

- DO tin cly cao hon

Cac services dé debug va test hon 13 cac doan code 16n nhu trong céach tiép

can nguyén khéi. Piéu nay 1am cho cac san pham dua trén SOA dang tin cay hon.
- Phat trién song song

La mot kién trac hudng dich vu bao gdm cac 16p, nd gitp cho qua trinh phat
trién chay song song. Cac dich vu doc 1ap c6 thé duoc phat trién song song va
hoan thanh cung mot lac.

Cung v6i viée dap tmg hoan toan céc yéu cau vé két ndi tich hop trong Thong
tw 39/2017/TT-BTTTT Ban hanh danh myc tiéu chuan k¥ thuat vé ing dung cong
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nghé thong tin trong co quan nha nude. Hé thong hién tai hoan toan cé thé dap
g viéc phat trién thém cac module chtrc ning méi theo hudng module hoa, dé
tich hop v6i hé théng hién tai va khong anh huong gi dén cac module cii hay phai

xay dung lai toan bo hé thong.
Chinh vi vay dbi véi viéc md rong hé thong, phai dap Gmg ddy du cac yéu

cau vé két ndi, lién thong, chia sé dir liéu nhu sau:

- Dap ung cac yéu cau vé tich hop, két néi Thong tu 39/2017/TT-BTTTT
Ban hanh danh myc tiéu chuan k¥ thuat vé ing dung cong nghé thong tin

trong co quan nha nudc;

- Céc chuc ning ctia hé thong sau khi mé rong phai dap ung duoc xay dung
theo huéng module hoa va kién trac hudng dich vu.

- Hé thdng phai cung cap cac service sin dé phuc vu cho qua trinh tich hop
d6n, nhan dir liéu tir cac hé théng khac.

- Ngoai ra phan mém can dam bao dap tmg yéu cau vé viéc két ndi, tich hop,
chia s¢ dir liéu theo cac van ban: Thong tu 13/2017/TT-BTTTT ngay
23/06/2017 cua Bo Thong tin va Truyén thong Quy dinh cac yéu cau ki
thuat vé két ndi cac hé thong thong tin, co so dit lidu véi co sé dit liéu qudc
gia; Nghi dinh s 47/2020/ND-CP ngay 09/04/2020 cua Chinh phi vé quan
1y, két ndi va chia sé dir lidu sb cua co quan nha nude cing cac van ban
hién hanh khac.

* Tinh siin sang va phwong 4an tich hop véi nén ting xac thuc tip trung
(SSO)

Viéc tich hop diang nhap mot 1an (SSO — Single Sign-On) tir hé thong dén hé
théng SSO dung chung ctia nganh Kiém sat nhan dan nhim muc tiéu ning cao
hiéu qua quan ly nguoi dung, tang cudong bao mat va cai thién trai nghiém su dung
cho can b, cong chirc. Thong qua co ché xac thuc tip trung, nguoi dung chi can
dang nhap mot 1an duy nhat dé truy cap nhiéu hé théng khac nhau ma khéng can
dang nhap lai, giam thiéu rui ro ro ri thong tin dang nhéap va tiét kiém thoi gian.
Heé théng thuc hién tich hop SSO thong qua giao thirc x4c thyc an toan, dam bao
kha nang tuong thich voi ha tang xéac thuc.

Quy trinh tich hop bao gdm ciu hinh dinh danh tng dung, thiét 1ap cac diém
xé4c thyc va phan quyén truy cip phu hop theo vai tro. Viéc nay khong chi dap
g yéu cau quan 1y tip trung, ma con tao nén tang cho viéc mé rong, két ndi cac
hé thdng trong twong lai theo hudng chinh phu sb, gop phan hién dai héa hoat
dong ctia nganh Kiém sat.

Viéc két ndi SSO can thyc hién theo mé hinh sau:
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Yéu ciu xdc thuc E

Truy cap hé thd | ] .
‘£‘§ | Phan mem khiéu Hé thdng xac thirc
% | nai to cao tap trung (S50}

Token xac thuc

K§ thuat tich hop SSO (Single Sign-On) giita cac hé thong tng dung voi hé

théng SSO dung chung dugc trién khai dua trén céc giao thirc xac thuc chuan,
dam bao tinh bao mat, tuong thich va kha nang mé rong. Cac budc chinh nhu sau:

Chuin giao thic xac thuc: SAML 2.0 (Security Assertion Markup
Language) hoic OAuth 2.0 két hop OpenID Connect (OIDC)

Mo hinh hoat dong: hé thdng chuyén hudng nguoi dung dén hé thong SSO
dé xac thyc. Hé théng SSO tién hanh xac thyc ngudi dung. Sau khi xé4c thuc
thanh cong, hé théng SSO phat hanh access token, ID token hoic SAML
assertion, chuyén lai. Hé thong sir dung token nay dé tao phién dang nhap
va dong bo thong tin ngudi ding.

Phuong thirc tich hop: Céu hinh metadata, xir 1y callback/redirect URL,
khai bao hé thong trén hé thong SSO.

Bao mat & quan 1y phién: Ap dung HTTPS cho toan b qua trinh xac thuc,
token JWT hoic assertion c6 thoi gian song gidi han, hd tro logout tap trung
(Single Logout — SLO)

Tich hop phan quyén: Thong tin vai trd/nhém ngudi dung duoc gin trong
token dé tmg dung xir Iy phan quyén ndi bo.

1.2.5. Tiéu chuin 4p dung cho hé thong phin mém

Xay dung phan mém Khiéu nai, t6 cdo duoc xay dung phai dap tng theo cac danh muc

tiéu chuan ky thuét sau:

Quyét dinh sé 742/QD-BTTTT ngay 22/04/2022 ctia Bo Thong tin va Truyén thong:

Ban hanh Yéu cau an toan co ban do6i véi Phan mém noi bo.

Cép dd ciia hé thong thong tin

1.1

TT | Yéu chu ky thuat M@ t yéu ciu
1 |2 |3 |4 |5
1. | Xac thuc
a) Co giao dién quan ly
C6 chirc nang xac thuc zial khoan nguoi su | x X X X X
ung.

nguoi s dung khi truy
cap, quan tri, cau hinh
Phan mém.

b) Yéu cau xac thuc
nguoi st dung khi truy
cap quan tri, cAu hinh
Phan mém.
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TT

Yéu cu k¥ thuit

M0 ta yéu cau

Cép dj caa hé thong thong tin

¢) Yéu cau xic thyc
nguoi st dung khi truy
truy cap su dung Phan
mém.

1.2

Co6 chac nang cho
phép luu trir c6 ma hoa
thong tin xac thuc hé
thong.

Thong tin xac thuc
duoc luu trir c6 ma hoa
trén Phan mém st dung
thuat toan hash tur
SHA-256, SHA-512,
SHA-3 va cac thuat
toan tuong duong

1.3

Co6 chac nang cho
phép thiét lap chinh
sach mat khau ngudi
st dung.

a) C6 chuc nang yéu
cau ngudi dung dat mat
khau mdi khi dang
nhap lan dau s dung
mét khiu mic dinh.

b) C6 chic niang cho
phép thiét 1ap quy tic
dat mat khau vé sd ky
tu, loai ky tu.

c) Co6 chuc nang cho
phép thiét 1ap thoi gian
yéu ciu thay d6i mat
khau.

d) Co chirc nang cho
phép thiét 1ap thoi gian
mat khau hop 1¢.

d) Khoa tai khoan va
yéu ciu nhap mat khau
méi khi mat khau cua
tai khoan d6 hét han
thoi gian hop 1€.

e) M¢d khoa tai khoan
khi thay d6i mat khau
thanh cong ddi véi
truong hop mat khau
hét han thoi gian hop
1€.

1.4

Co6 chuc nang cho
phép han ché sé lan
dang nhdp sai trong
khoang thoi gian nhat
dinh véi tai khoan nhat
dinh.

a) Co6 giao dién cho
phép thiét 1ap chinh
sach vé giéi han s lan
dang nhap sai trong
khoang thoi gian nhét
dinh.

1 2 3 4 5
X X X X X
X X X X X
X X X X X
X X X X X
X X X X
X X X X
X X X X
X X X X
X X X X
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TT

Yéu cu k¥ thuit

M0 ta yéu cau

Cép dj caa hé thong thong tin

1 2 3 4 5

b) C6 chic nang canh
bao téi nguoi st dung
khi vi pham chinh séach.

c¢) Co6 chuc nang tu
dong ngidn can viéc
dang nhap tu dong khi
vi pham chinh sach
trén.

d) C6 chuc nang tu
dong vo hi¢u hoa tai
khoan néu vi pham
chinh sach trén.

1.5

Co6 chac nang cho
phép ma hoa théng tin
xac thuc trude khi gtri
qua moi trudng mang.

Chirc nang bido dam
mat khau dugc ma hoa
trudc khi gui qua moi
trudng mang.

1.6

Co6 chuc nang cho
phép sir dung co ché
xéc thuc da nhan tb dé
xac thuc nguoi s
dung.

a) Co6 giao dién cho
phép quan tri vién quan
ly chinh sach vé xac
thuc da nhan td.

b) Tich hgp cac budc
xé4c thuc da nhén t khi
chinh sach d6i véi
truong hop nay duoc
kich hoat.

Kiém soat truy cap

2.1

Co6 chic nang cho
phép thiét 1ap gidi han
thoi gian cho
(timeout).

a) C6 chuc nang cho
phép thiét 1ap gidi han
thoi gian cho (timeout)
dé dong phién két ni
khi Phan mém khong
nhan duoc yéu cau tir
nguoi dung.

b) Hién thi thong baio,
dong phién két ndi da
hét han thoi gian
timeout va yéu ciu
dang nhap lai.

2.2

Co6 chuc nang cho
phép gidi han dia chi
mang quan tri dugc
phép truy cap, quan tri
Phan mém tir xa.

a) Co6 giao dién cho
phép quan tri vién quan
1y chinh sach vé gidi
han dia chi mang quan
tri dugc phép truy cép,
quan tri Phan mém tir
xa.
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Cép dj caa hé thong thong tin

TT | Yéu ciu ky thuat M0 ti yéu ciu
1 2 3 4 5
b) C6 chuc nang thuc
thi chinh sach vé gidi
han dia chi mang quan
X X X X
tri dugc phép truy cap,
quan tri Phan mém tir
xa & trén.
a) Co6 giao dién cho
phép quan tri vién quan
Iy chinh sach vé phan X X X
quyén tai khoan theo
tung nhom tai khoan.
C6 chirc ning cho b) Iihan 102,11’ nhor‘n tai
. A » .+ | khoan theo it nhat 03
phép phan quyén va .
£ A A: 1.z | nhom:
cap quyén toi thicu
truy cdp, qudn tri, st | i. Tai khoan nguoi sir
23 dung tai nguyén khéc | dyng thong thuong; X X X
> | nhau cia Phin mém [ ... } X .
ii. Tai khoan quan tri
voi nguoi st dung/ L
, N muc st dung;
nhom nguoi st dung [——— = —
c6 chirc nang, yéu cau | - Tai k’hoan.;quan Efl
nghiép vu khac nhau. | Muc phat trién, van
hanh.
¢) Co6 chlic nang thyc
thi chinh sach phan
quyén va cap quyeén to1 X X X
thiéu truy cap, quan tri,
st dung tai nguyén
khac nhau ¢ trén.
a) Co giao dién cho
Co6 chirc nang cho | phép quan tri vién thiét X X X
phép thiét 1ap quyén | l&p quyén cho cac tai
24 toi thi€u (quyén truy | khoan.
" | cép, quan tri) cho tai | b) C6 chirc nang thuc
khoan quan tri Ung | thi chinh sach phén X X .
dung theo quyén han. | quyén cho cac tai
khodn ¢ trén.
Co_chic ming cho | 1o B0 L
phép thay ddi, tach bigt | PP d v
2 A 1y chinh sach vé cong
2.5 | cOng quan tri itng dung X
R [ quan tri mg dung va
voi cong cung cap dich
, cong cung cap dich vu
vu ung dung.
ung dung.
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TT

Yéu cu k¥ thuit

M0 ta yéu cau

Cép dj caa hé thong thong tin

1

2

3

4

5

b) C6 chuc nang thuc
thi chinh sach tach biét
cong quan tri ing dung
v6i cong cung cap dich
vu ung dung & trén.

2.6

Co6 chic nang cho
phép khoa tam thoi
quan tri Ung dung
trong khoang thoi gian
ngoai gio lam vigc.

a) Co6 giao dién cho
phép quan tri vién quan
ly chinh sach vé
khoang thoi gian dugc
phép thuc hién thao tac
quan tri.

b) C6 chuc nang thuc
thi chinh sach vé
khoang thoi gian dugc
phép thuc hién thao tac
quén tri hé thong & trén.

Nhat ky hé thong

3.1

Co6 chac nang cho
phép ghi nhat ky hé
thong gdm  nhiing
thong tin.

a) Phan mém cung cip
chire nang ghi nhét ky
hé thong.

b) Nhat ky hé théng
dugc phan loai theo it
nhat 05 nhom:

i. Nhat ky truy cép
Phan mém;

ii. Nhét ky dang nhap
khi quan tri Phan mém;

iii. Nhat ky cac 16i phat
sinh trong qua trinh
hoat dong;

iv. Nhat ky quén ly tai
khoan;

v. Nhét ky thay d6i cau
hinh Phan mém

3.2

Co6 chic nang cho
phép quan 1y va luu trix
nhat ky hé thong trén
hé théng quan ly tap
trung.

a) Co6 giao dién cho
phép quan tri vién quan
1y chinh sach vé nhat
ky hé thong.

b) Cho phép quan tri
vién cdu hinh khoang
thoi gian luu trii nhat
ky qua giao dién trén.
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Cép dj caa hé thong thong tin

TT | Yéu ciu ky thuat M0 ti yéu ciu
1 2 3 4 5
¢) Luu trir nhat ky véi
it nhét 05 thong tin:
i. Thoi diém sinh nhat
ky;
ii. Phan nhom nhat ky; X X X
iii. Mo ta thao tac/10i;
iv. Péi tugng thuc hién
thao tac/sinh 15i;
v. Mtic d0 quan trong.
a) Co6 giao dién cho
C6 chuc nang cho p,hép guén Fri Viéfl qua}n
phép phan quyén truy ly c}nnh‘ §ach ve phan X
cap, quan ly dir ligu | duyén ta’1 khgan th?o
3.3 | nhat ky hé théng déi | tng nhom tai khoan
véi cée tai khoan co |uantr.
chtrc ndng quan tri hé | b) C6 chlrc nang thuc
thdng khac nhau. thi chinh sach phan X
quyén & trén.
4. | An toan ung dung va ma ngudn
CO, Ch‘fc nang cho Co6 chuc nang thuc thi
phép kiém tra tinh hop | .. " .2 .
4.1 | 1¢ ctua thong tin, dir VAIGQ klerfl tra. tm}l h?p X X X X X
liéu dau vao trude khi 19 cua thong tin, c}u licu
. 1e dau vao trudce khi xtr Iy
xu ly.
Phan mém dugc kiém
tra, danh gid, kiém thu
Co6 chuc nang cho | xam nhap theo tiéu
phép bao vé ung dung | chuin OWASP  va
chdng lai nhitng dang | khong ton tai diém yéu
49 tin coéng phd bién: | cho phép ké tan cong X X X
| SQL Injection, OS | khai thac thong qua cac
command injection, | dang tin cong: SQL
RFI, LFI, Xpath | Injection, (0N}
injection, XSS, CSRF | command injection,
RFI, LFI, Xpath
Injection, XSS, CSRF.
a) C6 chirc nang kiém
. L soat 131, chi hién thi cac
Co6 chiic nang cho N (R
hép kiém soat 13i, | one bdo loi duoe
43 | Pocp > | kiem soat dén nguoi X X X

thong bao 16i tir tmg
dung.

dung va khong hién thi
cac 10i bén trong hé¢
thong.
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Cép dj caa hé thong thong tin

TT | Yéu ciu ky thuat M0 ti yéu ciu
1 2 3 4 5
b) C6 chirc ning hién
thi théng bao 16i dén X X X
nguoi st dung.
C6 chuc nang cho | a) Thong tin xac thuc,
phép bao dam khong | bi mat khong dugc dua
44 luu trit thong tin xac | truc tiép vao ma ngudn X X X X
* | thuc, thong tin bi mat | rng dung ma phai dugc
trén ma ngudn Ung | thiét 1ap thong qua giao
dung. dién céu hinh hé thong.
5. | Bao mat thong tin lién lac
Co6 chic nang cho
gtjep ma héa th,o ng tin, Co chuc nang cho phép
o liéu trude khi - .
truyén dua, trao doi ma hoax du ligu truog
5.1 PO khi truyén dua, trao doi X X X
qua mot t?”",“g mang qua moi trudong mang
(doi voi cac tng dung | 7, 1k
A A | su dung chir ky so.
yéu cau st dung chit
ky s6).
6. | Sao luu du phong
a) Co6 giao dién cho
phép quan tri vién thiét
lap chinh sach vé sao
luu du phong co sé dir x x x
Co6 chirc ning cho |liéu va cAu hinh hé
6.1 | phép ty dong sao luu | thong.
du phong. b) C6 chitc ning cho
phép thuc hién viéc sao
luu dy phong theo X X X
chinh sach & trén.
a) Co6 giao dién cho
phép quan tri vién quan
1y chinh sach vé& phan
C6 chuc nang cho |loai dir liéu dugc luu X X
phép phép gan nhan | trt theo tung nhom dir
6.2 | loai dir liéu duogc luu | lidu.
trir theo quy tic duoc b) C6 chirc niang cho
thiét 1ap. phép luu trit dir lidu
theo tén dinh dang d6i X X
véi ting loai dit ligu tai
muc trén.
Co6 chuc nang cho [a) C6 giao dién cho
phép thiét 1ap cau hinh | phép quan tri vién thiét
63 | dé gui di¥ liéu du | lap cAu hinh dé guri dir X

phong vé hé théng luu
trit tap trung.

1ié}1 du phong vé hé
thong luu trit tap trung.
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TT

Yéu cu k¥ thuit

M0 ta yéu cau

Cép dj caa hé thong thong tin

1

2

3

4 5

b) C6 chuc nang cho
phép thuc hién sao luu
du phong thu cong co
s& dir liéu va cAu hinh
hé théng 1én hé thong
luu trir tap trung.

¢) C6 chuc nang cho
phép thuc hién sao luu
du phong tu dong co s&
dir liéu va céu hinh hé
thdng 1én hé thdng luu
trir tap trung.

d) C6 chiic nang cho
phép khoi phuc dir licu,
céu hinh hé thong tir dix
liéu duoc luu trir trén
hé théng luu trit tap
trung.

Thong tu 39/2017/TT-BTTTT ngay 15/12/2017 cua BO Thong tin va

Truyén thong ban hanh danh muc tiéu chuan ky thuat vé ing dung cong nghé

thong tin trong co quan nha nudc:

Cac tiéu chuan két noi.

Céc tiéu chuan tich hop dir liéu.

Céc tiéu chuan truy cip thong tin.

Cé4c ti€u chuan an toan thong tin.

So Loai _ Ky hi¢u Tén day di cia Quy dinh
TT | tiéu chuan tiéu chuan tiéu chuan ap dung
1 | Tiéu chuan vé két noi
. | HTTP 1.1 Hyp;rtext Transfer Protocol ]?wat budc
11 Truyén siéu version 1.1 ap dur}g '
van ban HTTP v2.0 Hyp;rtext Transfer Protocol I’(huyen nghi
version 2.0 ap dung
FTP File Transfer Protocol Bat bugc ap
dung mot
HTTP v1.1 Hyp;rtext Transfer Protocol hodic ca hai
A . version 1.1 n x
12 Tmyen tép tiéu c}}uan '
tin HTTP v2.0 Hyp;rtext Transfer Protocol I’(huyen nghi
version 2.0 ap dung
WebDAV Web-be'lsed D.15tr‘1buted I’(huyen nghi
Authoring and Versioning ap dung
Truyén, phat . . Khuyén nghi
1.3 N ~__ | RTSP Real-time Streaming Protocol | |,
ludng am ap dung
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S6 Loai Ky hi¢u Tén day di cia Quy dinh
TT | tiéu chuan tiéu chuan tiéu chuan ap dung
Ehanh/hmh RTP Real-time Transport Protocol I’(huyen nghi
anh ap dung
RTCP Real-time Control Protocol Khuyen nghi
ap dung
Truy cap va . £ .
14 |chia s& dit | OData v4 Open Data Protocol version I’(huyen nghi
lia 4.0 ap dung
iéu
Truyén thu | SMTP/ Simple M?ﬂ Transfer Bit budc
1.5 dion tir MIME Protocol/Multipurpose 40 dun
i Internet Mail Extensions P dung
Cung cap Post Office Protocol | Bit budc ap
: POP3 . , .
16 dich vu truy version 3 dung ca he}1
’ cap hop thu Internet Message Access | tiéu chuan doi
A IMAP 4revl . . o ,
dién tr Protocol version 4 revision 1 | véi may chu
17 Truy cap LDAP v3 Lightweight Dlrectory Access ]’Bat budc
thu muc Protocol version 3 ap dung
1.8 PICh V}l DNS Domain Name System ]?.at buge
tén mién ap dung
Giao van . < n
1.9 | mang c6 két | TCP Transmission Control l?at budc
¢ Protocol ap dung
noi
Giao van Bit budc
1.10 | mang khoéng | UDP User Datagram Protocol ; i
£ . ap dung
ket noi
IPv4 Internet Protocol version 4 l?at buge
ap dung
111 Lién mang Bat bu{?c ap
LAN/WAN IPv6 Internet Protocol version 6 dl;mg .‘?01 VOl
cac tl}let bi ¢co
ket ndi Internet
Institute of Electrical and Bt bube
IEEE 802.11g Electronics Engineers 4 dun :
112 Mang cuc bo Standard (IEEE) 802.11g p Cung
’ khong day Institute of Electrical and Khuvén  nohi
IEEE 802.11n Electronics Engineers 4 lllyn il
Standard (IEEE) 802.11n P dung
Truy cap
Internet Wireless Application | Bit budc
113 v6i thiét bi WAP v2.0 Protocol version 2.0 ap dung
khong day
SOAP v1.2 Simple O})Ject Access
Protocol version 1.2 < A s
; — Bat budc ap
. WSDL Web Services Description - .
Dich vu Web . dung mot, hai
1.14 V2.0 Language version 2.0 o <A
dang SOAP . — hodac ca ba tiéu
Universal Description, chuin
UDDI v3 Discovery and Integration

version 3
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S6 Loai Ky hi¢u Tén day di cia Quy dinh
TT | tiéu chuan tiéu chuan tiéu chuan ap dung
Dich vu Web Representational state | Khuyén nghi
1.15 | dang RESTful web service trarrl) for 4 lllyn gt
RESTful - b cung
Web  Services  Business Khuvén  nehi
WS BPEL v2.0 Process Execution Language 4 llll}lln gt
Version 2.0 p dung
WS- Simple SOAP Simple SOAP Binding Profile | Khuyén nghi
Binding Profile Version 1.0 ap dun
Version 1.0 ' P dung
WS-Federation v1.2 Web Serv1ce§ Federation I’(huyen nghi
Language Version 1.2 ap dung
WS-Addressing v1.0 | Web Services Addressing 1.0 i’hgzzg nghi
1.16 D}Ch vu dac WS-Coordination Web Services Coordination Khuélé’n nghi
ta Web . . ,
Version 1.2 Version 1.2 ap dung
WS-Policy v1.2 Web' Services Coordination I’(huyen nghi
Version 1.2 ap dung
OASIS Web SerYlges Web  Services  Business | Khuyén nghi
Business Activity Activity Version 1.2 ap dun
Version 1.2 Y ] p cung
WS-Discovery Web  Services Dynamic | Khuyén nghi
Version 1.1 Discovery Version 1.1 ap dung
WS- Web  Services Metadata | Khuyén nghi
MetadataExchange Exchange ap dung
‘ . NTPV3 Netvyork Time  Protocol Bét buoc 4p
Dich vu dong version 3 R
L7166 thoi gian Network  Time  Protocol | J4ng Mot trong
; & NTPv4 ctwor me TOtOCOL | hai tiéu chudn
version 4
2 | Ti€u chuén veé tich hgp dit li€u
A XML v1.0 Exte-n31ble Markup Language Bét buoc 4p
Ngon — ngi (5th Edition) version 1.0 dung mot tron
2.1 |dinh  dang (5th Edition) hgi g mottrong
véan ban XML vl.1 Extensible Markup Language tiéu chun
(2nd Edition) version 1.1
Ngbébn  ngit
dinh dang Electronic Business Bt bude
2.2 | van ban cho | ISO/TS 15000:2014 Extensible Markup Language 40 dun He
giao  dich (ebXML) p dung
dién tur
Dinh nghia )
23 | ¢ hr(;y.c .CATO XML Schema XML Schema version 1.1 ]?.at buge
trong tai liéu | V1.1 ap dung
XML
ks . Bit budc 4p
24 B}er}Ad01 XSL Extensible Stylesheet dung phién ban
dir lidu Language o
mai nhat
25 N{o hinh hoa UML v2.5 Umﬁed Modelling Language I’(huyen nghi
doi tugng version 2.5 ap dung
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S6 Loai Ky hi¢u Tén day di cia Quy dinh
TT | tiéu chuan tiéu chuan tiéu chuan ap dung
Mo 4 tii | RDF Resource Description I’(huyen nghi
n - Framework ap dung
2.6 | nguyén di Khuyén nghi
lidu OWL Web Ontology Language 4p dung :
Trinh didn b6 | UTF-8 8-bit Unlvgrsal Character Set Bét bude
2.7 K tu (UCS)/Unicode 40 dun
j Transformation Format paung
Khuén thirc 2 A
2.8 | trao d6i thong | GML v3.3 Geography Markup Language ]?.at buge
s a1, version 3.3 ap dung
tin dia ly
TAruy 4P VA | Wi v13.0 OpepGIS Web Map Service ]’Bat budc
29 |cap nhat céc version 1.3.0 ap dung
' thong tin dia Web Feature Service version | Bat budc
, WEFS v1.1.0 .
ly 1.1.0 ap dung
Trao doi dir X .
2.10 | lidu dic ta tai | XMI v2.4.2 XML Metadata Interchange I’(huyen nghi
lidu XML version 2.4.2 ap dung
So dang ky Sé ding ky siéu dir liéu | Khuyén nghi
2.11 | siéu dit ligu | ISO/IEC 11179:2015 £ Si | eeyen e
(Metadata registries - MDR) | ap dung
(MDR)
B phan @ iyg 1503610017 | Bo phin tr situ dit licu | Khuyén nghi
2.12 | situ dir licu Dublin Core ap dun
Dublin Core p qung
binh  dang
trao do6i dur
liéu mo ta ddi | JSON . . . Khuyén nghi
2.13 twong  dang | RFC 7159 JavaScript Object Notation 4p dung
kich ban
JavaScript
Ngon nglt mod )
hinh quy Business Process Model and | Khuyén nghi
2.14 trinh  nghiép BPMN 2.0 Notation version 2.0 ap dung
vu
3 | Tiéu chuan vé truy cép thong tin
HTML v4.01 Hyp;rtext Markup Language ]?wat budc
version 4.01 ap dung
z n W3C Web Content £ .
3.1 dcllllrlllar\l)vebnol WCAG 2.0 Accessibility Guidelines Ehgzn nghi
& (WCAG) 2.0 p aung
HTML 5 Hyp;rtext Markup Language I’(huyen nghi
version 5 ap dung
Chuan  ngi Extensible Hypertext Markup Bét bube
3.2 | dung Web XHTML v1.1 Language . He
Y ; ap dung
mo rong version 1.1
‘ ~|essa Cascading  Style  Sheets Bit buéc dp
Giao dién Language Level 2 .
33 | nguoi din Cascading  Style  Sheets | G418 MOt trong
£ & |css3 ascading = Style €15 | ba tieu chuan

Language Level 3
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So
TT

Loai
tiéu chuan

Ky hiéu
tiéu chuan

Tén day da cia
tiéu chuan

Quy dinh
ap dung

XSL

Extensible Stylesheet
Language version

3.4

Van ban

(.txt)

binh dang Plain Text (.txt):
Danh cho céac tai liéu co ban
khong cé cau truc

Bit budc
ap dung

(rtf) v1.8,v1.9.1

Dinh dang Rich Text (.rtf)
phién ban 1.8, 1.9.1: Danh
cho céc tai liéu c6 thé trao doi
giita cac nén khac nhau

Bit budc
ap dung

(.docx)

Pinh dang van ban Word md
rong cia Microsoft (.docx)

Khuyén
ap dung

nghi

(.pdf) v1.4,v1.5,v1.6,

vl.7

Dinh dang Portable
Document (.pdf) phién ban
1.4, 1.5, 1.6, 1.7: Danh cho
cac tai liéu chi doc

(.doc)

Pinh dang van ban Word cta
Microsoft (.doc)

(.odt) v1.2

binh dang Open Document
Text (.odt) phién ban 1.2

Bit budc éap
dung mot, hai
hodc ca ba tiéu
chuan

3.5

Béng tinh

(.csv)

binh dang Comma eparated
Variable/Delimited  (.csv):
Danh cho cic bang tinh can
trao doi giita cac Umg dung
khac nhau

Bit budc
ap dung

(.xIsx)

binh dang bang tinh Excel
md rong cuia Microsoft (.xlsx)

Khuyén
ap dung

nghi

(xIs)

Dinh dang bang tinh Excel
cta Microsoft (.xls)

(.ods) v1.2

Dinh dang Open Document
Spreadsheets (.ods) phién ban
1.2

Bit budc ép
dung mot
hodc ca hai tiéu
chuan

3.6

Trinh dién

(-htm)

Dinh dang Hypertext
Document (.htm): cho cac
trinh bay dugc trao d6i thong
qua céc loai trinh duyé¢t khac
nhau

Bit budc
ap dung

(-pptx)

Pinh dang PowerPoint mé
rong cua Microsoft (.pptx)

Khuyén
ap dung

nghi

(.pdf)

Dinh dang Portable
Document (.pdf): cho cac
trinh bay luu dudi dang chi
doc

(-ppt)

Dinh dang PowerPoint (.ppt)
ctua Microsoft

(.odp) v1.2

Dinh dang Open Document
Presentation (.odp) phién ban
1.2

Bit budc ép
dung mot, hai
hodc ca ba ti€u
chuén

3.7

Anh d6 hoa

JPEG

Joint Photographic
Group (.jpg)

Expert

Bit budc 4ap
dung mdt, hai,
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S6 Loai Ky hi¢u Tén day di cia Quy dinh
TT | tiéu chuan tiéu chuan tiéu chuan ap dung
GIF v89a Graphlc Interchange  (.gif) ba} hoéc ca bon
version 89a tiéu chuan
TIFF Tag Image File (.tif)
PNG Portable Network Graphics
(.png)
Anh gin véi Tagged Image File Format for | Bit budc
3.8 toa do dia ly GEO TIFF GIS applications ap dung
MPEG-1 Moving  Picture  Experts I’(huyen nghi
Group-1 ap dung
MPEG-2 Moving  Picture  Experts I’(huyen nghi
Group-2 ap dung
Phim anh, Moving  Picture  Experts | Khuyén nghi
3-9 | 4m thanh MPEG-4 Group-4 4p dung
MP3 MPEG-1 Audio Layer 3 Khuyén  nghi
ap dung
AAC Advanced Audio Coding I’(huyen nghi
ap dung
(.asf), Cac dinh dang cua Microsoft ; .
(.wma), Windows Media Player (.asf), Ehllll};zn nghi
(wmv) (.wma), (-wmv) p dung
Ludng phim Cac  dinh dang  Real £ .
3.10 |anh,  am E'ﬁgin) (rm). - (ram). | Audio/Real Video (xa), (xm), | froyen  neht
thanh ) (.ram), (rmm) p dung
2'22;) Cac dinh dang Apple | Khuyén nghi
(:qt) ’ Quicktime (.avi), (mov), (.qt) | ap dung
GIF v&89a Graphlc Interchange (.gif) I’(huyen nghi
version 89a ap dung
Dinh dang Macromedia Flash | Khuyén nghi
(.swf) ]
3.11 | Hoat hoa (swi) ap dul}g
' o (swh) binh dang Macromedia | Khuyén nghi
) Shockwave (.swf) ap dung
. Cac dinh dang Apple | Khuyén nghi
(:avi), (.qt), (.mov) Quicktime (.avi), (.qt), ((mov) | &p dung
Chuan  noi
dung cho Wireless Markup Language | Bit budc
3.12 thiét bi di WML v2.0 version 2.0 ap dung
dong
Bokytuva | ASCI American Standard Code for | Bat budc
3.13 ~ . .
ma hoa Information Interchange ap dung
B9 ky tu va TCVN  6909:2001 “Cong Bt bude
3.14 m:El hoéa cho | TCVN 6909:2001 nghé thong tin - B ma ky tu 4 dun ;
tiéng Viét tiéng Viét 16-bit” p aung
3.15 | Nén dit lidu Zip Zip (.zip) Bat budc ap

.gzv4.3

GNU Zip (.gz) version 4.3

dung mot




160

S6 Loai Ky hi¢u Tén day di cia Quy dinh
TT | tiéu chuan tiéu chuan tiéu chuan ap dung
hoég ca hai tiéu
chuan
Ngbébn  ngit . . z R
3.16 | kich ban phia | ECMA 262 Edcilt\fl?scnpt version 6 (6th g’atd . buge
trinh khach © p dung
RSSv1.0 RDF Site Summary Bit buéc dp
version 1.0 dung mdt trong
317 Chia sé noi RSS v2.0 Real.ly Simple Syndication hai tiéu chudn
dung Web version 2.0
ATOM v1.0 ATOM version 1.0 Khuyén  nghi
ap dung
JSR 168 Java Specification Requests | Bat budc
1A A 168 (Portlet Specification) ap dung
ghuan ki[ o1 F1R 286 Java Specification Requests | Khuyén nghi
08 ung 286 (Portlet Specification) ap dung
3.18 | cong thong . z ~
. Web Services for Remote | Bat budc
tin WSRP v1.0 . .
dien ti Portlets version 1.0 ap dung
i WSRP v2.0 Web Services for Remote | Khuyén nghi
' Portlets version 2.0 ap dung
4 | Tiéu chuén v¢ an toan thong tin
Secure Multi-purpose Internet | Bt budc
41 An toan thu S/MIME v3.2 Mail Extensions version 3.2 | &p dung
dién t OpenPGP OpenPGP Khuyén  nghi
ap dung
. Bit budc
« X SSH v2.0 Secure Shell version 2.0 .
49 An toan tang ap dung
' giao van Transport Layer Security | Bat budc
TLS v1.2 . .
version 1.2 ap dung
HTTPS Hypertext Transfer Protocol l?at budc
Secure ap dung
4.3 An A oA to?m FTPS File Transfer Protocol Secure I’(huyen nghi
truyen tep tin ap dung
SFTP SSH File Transfer Protocol I’(huyen nghi
ap dung
An toan . . < A
44 |truydn  thuw | SMTPS Simple Mail Transfer l?at budc
S Protocol Secure ap dung
dién tir
An toan dich | POP3S Post Office Protocol version 3 | Bat budc ap
45 |vu truy ca Secure dung mot
' ~ Yy cap Internet Message Access | hodc cd hai tiéu
hop thu IMAPS X
Protocol Secure chuan
An toan dich Domain Name  System | Khuyén nghi
4.6 vuDNS DNSSEC Security Extenssions ap dung
47 An toan tang IPsec - IP ESP Internet Protocol security voi | Bat budc

mang

IP ESP

ap dung
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S6 Loai Ky hi¢u Tén day di cia Quy dinh
TT | tiéu chuan tiéu chuan tiéu chuan ap dung
An toan )
4.8 thong tin ?ho WPA2 Wi-fi Protected Access 2 l?.at buge
mang khong ap dung
day
4.9 | Giai thuat ma Cong nghé thong tin. K¥ thuat £ .
hoa TCVN 7816:2007 | mdt ma thudt todn m3 di ligu | <uyen  nghi
ap dung
AES
Triple Data  Encryption | Khuyén nghi
3DES .
Standard ap dung
PKCS #1 V2.2 RSA Cryptography Standard - I’(huyen nghi
version 2.2 ap dung

Trao ddi dit liéu c6 ciu tric phai dap Gmg cac yéu cau vé hudng dan lién
thong, trao d6i dir liéu c6 cdu tric bang ngdn ngit XML giita cac hé thong thong
tin trong co quan nha nudc quy dinh tai vin ban sé 3788/BTTTT-THH ngay
26/12/2014 ctia B4 Thong tin va Truyén thong.

Yéu cau ky thuat vé két ndi cac hé théng thong tin, co so dit li€u voi co sé
dit liéu qudc gia bao gdm: nguyén tic, yéu cau ki thuat, tai liéu ki thuat, ciu trac
dit liéu trao doi phuc vu két ndi; trach nhiém cua cac bén lién quan thyuc hién két
ndi can tudn tha quy dinh tai Thong tu s6 13/2017/TT-BTTTT ngay 23/6/2017

ctia B6 Thong tin va Truyén thong...
1.2.6. M6 hinh kién tric tong thé ciia hé thong

Mo hinh kién tric tong thé ctia hé théng thé hién nhu hinh vé dudi day:
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| @ @ ® -
oL~ Fa ey M,
. : Quan tri hé théng Lanh dao Vién Can bd Vién Nguwoi dung
An toan : KSND céc cap KSND cac cép khac
thong tin ; A : .
Ker:irégiao : Web app Hé théng Quan ly don thw khiéu nai, té cao, phan anh
An toan . : g & e & o ok -
g dung Ung dung : Hé thong Quan ly don thw khiéu nai, t6 cao, phan anh
: Céc dich vu danh muc dung Céc dich vu tlép nhan don Céc dich vu x@ Iy don thu
Dichvu | : chung thw
chiasé, | :
tich hop . ; . . %
CGCdWhvuz§°°a°‘h°”g Céc dich vu chia sé di liéu Céc dich vu khac
: CSDL duing chung CSDL don thu
dw liéu : X g < ok
] Van ban, Béo cao,
tai liéu théng ké
An toan Ha tang ky TTDL hé théng|| Mang, dwéng || Thiét bi bdo TTDL hé théng|| Mang, dwong || Thiét bi bao
ha tAng thuat : chinh truyén damATTT du phong truyén dam ATTT
" An toan thong tin mang, an ninh mang (Bién phap, | | Chi dao, Chinh sach, Quan Iy (Uy ban Quéc gia vé
C"]'nh kiém soat nguy co, rti ro ATTT, Giam sat ATKGM; chuyén ddi sé; Ban Chi dao chuyén déi sé; Vién
sach Két n6i SOC quéc gia...) kiém sat s6; An toan théng tin mang...)

Hinh 2. M& hinh trién truc tdng thé

Hé thong duoc thiét ké tuan thu theo Khung Kién tric Vién kiém st sb
phién ban 3.0. Hé thdng thiét ké theo mo hinh phan 16p, bao dam kha ning mé
rong theo chiéu doc (scale up) va chiéu ngang (scale out). Cu thé bao gdm céc 16p
sau day:

- Lép nguoi sir dung: bao gdm cac nguoi dung cua hé thng:
o Quan trj hé théng
o Lanh dao Vién KSND cac cép
o Can bd Vién KSND cic cap
o Nguoi dung khéc
- L6p kénh giao tiép: 1a web app Hé thong Quén 1y don thu khiéu nai, t6
c40, phan anh (dugc nang cdp va bd sung cac chirc ning méi theo nhu cau Vién
KSND t6i cao) s& dong vai tro 1 kénh giao tiép thong tin giita nguodi dung va hé
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thong.

- Lép wng dung: 13 Hé thong Quan 1y don thu khiéu nai, t6 céo, phan anh
duoc nang cip va bo sung cac chirc ning méi dé phuc vu nghiép vu tiép nhan, xir
1y don thu.

- Lép dich vu chia sé va tich hop: Cung cip cong cu, dich vu cho phép
tich hop véi cac phan mém khac, hé thong thong tin khac thong qua APL. Lép nay
bao gom cac dich vu sau day:

o Cac dich vu danh myc dung chung
o Céc dich vu tiép nhan don thu

o Cac dich vu xur Iy don thu

o Céac dich vu bao cio thong ké

o Cac dich vu chia sé dir liéu

o Cac dich vu khac

- Lop dir liéu: St dung dé luu trit dit lidu cua hé théng, duoc thiét ké
thanh cac “ddi twong dir liéu” theo tinh chét, cdu tric cta dit liéu nghiép vu nhu
cac CSDL dung chung nhu quan tri, danh myc... va CSDL don thu bao gdm cac
CSDL phuc vu qua trinh xtr 1y nghiép vu ctia cac di twong ngudi dung nhu don
thu; van ban, tai li€u; bao cao théng ké...

- Lép ha tang: La ha tAng phuc vu cai dit trién khai hé théng nhu may
chu, thiét b luu tri. .

- Thé ché, chinh sich: bao gdm cong tac chi dao, quan Iy va t chic trién
khai, gidm sat trén co s& cac chinh sach, cic vin ban c6 tinh phép 1y, huéng dan,
dao tao, truyén thong nham bao dam céac diéu kién trién khai cac hé thong thong
tin.

Kién trac tong thé cia phan mém quan 1y don thu khiéu nai, t6 cdo, phan
anh hoan toan phi hop v6i Khung Kién trac Vién kiém sat s6 phién ban 3.0.
1.2.7. M hinh kién tric logic

M0 hinh kién trac logic nhu hinh vé& dudi day:



Quan tri hé théng Lanh dao Vién Can bd Vién Ngudiding
KSND cac cap KSND céc cap khac
FrontEnd hé théng
Dashboard

BackEnd hé théng

Dashboard

A
Dich vu hé théng

Co s& dir liéu hé théng

Van ban, Bao cao,
. . u tai liéu théng ké

HE THONG QUAN LY BON THU KHIEU NAI, TO CAO, PHAN ANH

Hinh 3. M6 hinh kién tric logic

Hé¢ théng ph?ln mém quén ly don thu khiéu nai, t céo, phan anh duoc thiét
ké, to chuc thanh 4 16p nhu sau:

- FrontEnd hé théng: cung cap giao dién ngudi dung dang web cho phép
ngudi ding c6 thé thuc hién cic cong viéc nhu quan tri hé théng, quan 1y danh
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muc, tiép nhan don thu, xu Iy don thu, tim kiém don thu, bao cdo théng ké... tuy

thudc theo quyén ctia nguoi dung truy cap hé théng.

- BackEnd hé thong: cung cap cac kha nang dé xu ly cac cong viéc cua

nguoi dung tir 16p FrontEnd.

- Dich vu hé théng: cung cip céc dich vu phuc vu xir Iy nghiép vu ciing nhu
tich hop véi cac hé théng khac nhu dich vu danh cho quan tri hé thong, dich vu
danh muc dung chung, dich vu tiép nhan don thu, dich vu tim kiém don thu, dich

vu xu Iy don thu, dich vu bao céo théng ké...

- Co s¢ dir liéu hé théng: bao gém cac CSDL quan tri, danh muc, don thu,

van ban tai liéu, bdo cao thong ké...

1.2.8. M6 hinh cai dit va trién khai

Gl LB

May chi (rng dung May chia CSDL
o
( LAN/WAN 0 &/,n.;a\& -«
?‘@\-
-
e o o e
P 7250 i, i A

Nguwéiding

Quan tri hé théng ~ Lanh dao Vién Can bd Vién
g khac

KSND caccap  KSND céc cap

VIEN KSND TOI CAO

Hinh 4. Mé hinh cai dat va trién khai

© Quan tri hé théng

«

Internet/VPN

Lanh dao Vién
KSND céc cép

Can bg Vién
KSND céc cap

Nguoi ding
khac

Hé thdng duoc trién khai tdn dung ha ting sin c6 cua Chu dau tu.

Ngudi dung c6 thé truy cap hé théng qua dudng truyén Internet dé tra ctru
thong tin, giri s liéu, 1am bao cao va thuc hién cac nghiép vu quan 1y, tc nghiép...

1.2.9. Tén phan mém

Phan mém Khiéu nai, t6 cdo (chuyén dir li¢u cii sang phan mém mai + ning

cAp tinh ning).

1.2.10. Cac tac nhan tham gia hé thong

Tén tac Sl
TT n Mo ta tac nhan loai
nhan A
tac nhan
1 |QTHT Nguoi dung quan tri hé thong Phirc tap
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Tén t4 Phan
TT| N ¢ M5 ti tic nhan loai
nhan PP
tac nhan
> | CB NA’gu’(q)’l dur}g la can bo tai Vién Kiém sat nhan dan Phitc tap
cap tinh va khu vuc
3 1P NAgu’o;} dl{ng la‘ lanh dao tai Vién Kiém sat nhan Phitc tap
dan cap tinh va khu vuc
4 CB Ngu’(‘)’i dung la can b tai Vién Ki€m sat nhan dan Phitc ta
VKSTC | i cao (Vu 15) P
5 LD Ngu’(‘):i dung la 1anh dao tai Vién Kiém sat nhan Phitc ta
VKSTC dan tdi cao P

1.2.11. Yéu cau vé chirc nang cua phan mém:

Yéu cau ve chirc nang cua "Phan mém Khi€u nai, t6 cdo (chuyén dir li€u cti
sang phan mém mdi + nang cap tinh nang)" nhu sau:

1\,/[,\3 M ta yéu ciu Phén loai
hi¢u
1 | QTHT c6 thé tim kiém danh sach loai don thu. Yéu cau truy van
2 | QTHT c6 thé xem chi tiét thong tin loai don thu. Dit liéu dau ra
3 | QTHT c6 thé thém mdi loai don thu. Dit liéu dau vao
4 | QTHT c6 thé chinh sira thong tin loai don thu. Dit liéu dau vao
5 | QTHT c6 thé xoa/khda loai don thu. Dit liéu dau vao
6 |QTHTco thé tim kiém danh sach danh muc dia ban. | Yéu cau truy van
7 | QTHT c6 thé xem chi tiét thong tin danh muc dia ban. | Dit liéu dau ra
8 | QTHT co thé thém méi danh muc dija ban. Dit liéu dau vao
9 | QTHT c6 thé chinh sira thong tin danh muc dia ban. | Dit liéu dau vao
10 | QTHT co thé xéa/khéa danh muc dia ban. Dit liéu dau vao
11 | QTHT c6 thé tim kiém danh sach nguén don thu. Yéu cau truy van
12 | QTHT c6 thé xem chi tiét thong tin ngudn don thu. Dir liéu dau ra
13 | QTHT c6 thé thém moi ngudn don thu. Dit liéu dau vao
14 | QTHT c6 thé chinh stra thong tin ngudn don thu. Dit liéu dau vao
15 | QTHT c6 thé x6a/khda ngudn don thu. Dit liéu dau vao
16 | QTHT c6 thé tim kiém danh sach cdu hinh thoi han | Yéu cau truy van
xu ly, giai quyét don.
17 | QTHT c6 thé xem chi tiét théng tin cau hinh thoi han | Dit liéu dau ra
xu ly, giai quyét don.
18 | QTHT c6 thé thém moi cdu hinh thoi han xur 1y, giai | D liéu dau vao
quyét don.
19 QTHT c6 thé chinh sira thong tin cau hinh thoi han xir Dir li¢u dau vao
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) MBS ta yéu chu Phéan loai
hi¢u

1y, giai quyét don.

20 | QTHT c6 thé x6a/khda cau hinh thoi han xt 1y, giai | Dit liéu dau vao
quyét don.

21 | QTHT c6 thé tim kiém danh sach 1anh dao, can bd | Yéu cau truy vén
dugc phan cong xur ly don.

22 | QTHT c6 thé phan quyén xir Iy don cho lanh dao, can | Dit liéu dau vao
bo.

23 | QTHT c6 thé tim kiém danh sach nhom xu 1y don thu | Yéu cau truy van
theo don vi.

24 | QTHT c6 thé xem chi tiét thong tin nhém xir Iy don | Dit liéu dau ra
thu theo don vi.

25 | QTHT c6 thé thém mdi nhom xt Iy don thu theo don | Dit liéu dau vao
V1.

26 | QTHT c6 thé xoa/khéa nhoém xtr 1y don thu theo don | Dit liéu dau vao
V1.

27 | QTHT c6 thé xem nguoi dung/can bo/lanh dao trong | Dit liéu dau ra
nhom xtr ly don thu theo don vi.

28 | QTHT c6 thé thém nguoi dung/can bd/lanh dao vao | Dir liéu dau vao
nhom xtr ly don thu theo don vi.

29 | QTHT c6 thé x6a ngudi dung/can bo/lanh dao khoi | Dir liéu dau vao
nhom xtr ly don thu theo don vi.

30 | CB, LD, CB VKSTC, LD VKSTC c6 thé trich xuatso | Dir liéu dau ra
li¢u phuc vu cac bdo cdo dinh ky nhu: bio cao tuan,
thang, nam.

31 | CB,LD,CB VKSTC, LD VKSTC c6 thé trich xuits6 | Dir liéu du ra
liéu phuc vu bao céo ndi chinh.

32 | CB, LD, CB VKSTC, LD VKSTC c6 thé trich xuits6 | Dir liéu du ra
liéu phuc vu bao cao chuyén dé ctua vu 12 theo céc
tiéu chi quy dinh tai Mau bao c4o nganh KSND.

33 | CB, LD, CB VKSTC, LD VKSTC ¢6 thé in bédo cdo | Dit li¢u dau ra
théng ké.

33 | CB, LD, CB VKSTC, LD VKSTC c6 thé xuat bao cdo | Dir liéu dau ra
ra word, excel, pdf.

34 | CB,LD, CB VKSTC, LD VKSTC c6 thé loc nang cao | Dit liéu dau vao

theo ting loai don.
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1\,/{3 M0 ta yéu ciu Phéan loai
hi¢u

35 | CB, LD, CB VKSTC, LD VKSTC c6 thé loc nang cao | Dit liéu dau vao
theo ting thdi gian cy thé.

36 | CB,LD,CB VKSTC, LD VKSTC c6 thé loc nang cao | Dit liéu dau vao
theo nguo1 phan loai, xtr 1y don.

37 |CB, LD, CB VKSTC, LD VKSTC c6 thé phan tichs6 | Dit lidu dau ra
li¢u nang cao.

38 |CB, LD, CB VKSTC, LD VKSTC c6 thé export danh | Dit lidu dau ra
sach dir li€u loc nang cao ra excel.

39 | CB, LD, CB VKSTC, LD VKSTC c6 thé thém méi | Dir liéu dau vao
gidy bién nhan

40 |CB, LD, CB VKSTC, LD VKSTC c6 thé xem chi tiét | Dit liéu dau ra
gidy bién nhan

41 | CB, LD, CB VKSTC, LD VKSTC c6 thé chinh stra | Dit liéu dau vao
gidy bién nhan

42 | CB, LD, CB VKSTC, LD VKSTC c6 thé tim kiém | Yéu cau truy van
gidy bién nhan

43 | CB, LD, CB VKSTC, LD VKSTC c6 thé x6a gidy | Dir liéu dau vao
bién nhan

44 | CB, LD, CB VKSTC, LD VKSTC c6 thé in gidy bién | Dir liéu dau ra
nhan

45 | CB, LD, CB VKSTC, LD VKSTC c6 thé thém méi | Dit liéu dau vao
Bién ban ghi 10i trinh bay ngudi khiéu tai (t6 cdo, kién
nghi, phan anh)

46 | CB, LD, CB VKSTC, LD VKSTC c6 thé xem chi tiét | Di liéu dau ra
Bién ban ghi 10i trinh bay nguoi khiéu tai (t6 céo, kién
nghi, phan anh)

47 | CB, LD, CB VKSTC, LD VKSTC c6 thé chinh stra | Dit liéu dau vao
Bién ban ghi 10i trinh bay ngudi khiéu tai (t6 cdo, kién
nghi, phan anh)

48 | CB, LD, CB VKSTC, LD VKSTC c¢6 thé tim kiém | Yéu cau truy vén
Bién ban ghi 10i trinh bay nguoi khiéu tai (t6 céo, kién
nghi, phan anh)

49 | CB, LD, CB VKSTC, LD VKSTC c6 thé x6a Bién | Dit liéu dau vao

ban ghi 10 trinh bay ngudi khiéu tai (t6 cdo, kién nghi,
phéan anh)

50

CB, LD, CB VKSTC, LD VKSTC c6 thé in Bién ban

Dtr liéu dau ra
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Mo ta yéu cau Phéan loai

ghi 10i trinh by ngudi khiéu tai (t6 céo, kién nghi,
phan anh)

51 |CB, LD, CB VKSTC, LD VKSTC c6 thé lya chon | Dit li¢u dau vao
don thu va thuc hién copy phuc vu viéc nhap don
nhanh chong d6i véi don gidng nhau vé nguoi nop
don, ndi dung don...

52 | CB, LD, CB VKSTC, LD VKSTC c6 thé nhan canh | Dit liéu dau ra
béo thoi han xur 1y, giai quyét don.

53 | CB, LD, CB VKSTC, LD VKSTC c6 thé tim kiém | Yéu cau truy van
danh sach don sip hét thoi han hodc hét thoi han giai
quyét.

1.2.12. Bang chuyén ddi yéu cau chirc ning sang truong hop sir dung:

A Tén Mire
M Ten tac | g0 d6 | Phan
oA Tén UseCase nhan ~ | Mo ta trwong hop sit dung N .
hi¢u chinh nhan can loai
phu thiet
Néing cap, bo
[ | sung cac chirc
nang danh
muc
Quan ly loai Trung
! don thu QTHT B binh
QTHT c6 thé tim kiém danh
sach loai don thu. Hé thong
tim kiém va hién thi danh
sach loai don thu cho QTHT.
QTHT c6 thé xem chi tiét
thong tin loai don thu. Hé
thong hién thi chi tiét thong
tin loai don thu cho QTHT.
QTHT c6 thé thém méi loai
don thu. Hé théng kiém tra,
thém mai loai don thu va dua
ra thong bao cho QTHT.
QTHT c¢6 thé chinh sta
thong tin loai don thu. Hé
thong kiém tra va cap nhat
loai don thu.
QTHT c6 thé x6a/khda loai
don thu. Hé thong kiém tra
va xo6a/khoa loai don thu.
Quén ly danh Trung
2 muc dia ban QTHT B binh
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Ma
hiéu

Tén UseCase

Tén tac
nhan
chinh

Tén
tac
nhan
phu

M0 ta trwong hop st dung

Mire
do
can
thiét

Phian
loai

QTHT c6 thé tim kiém danh
sach danh muc dia ban. Hé
théng tim kiém va hién thi
danh sach danh muc dia ban
cho QTHT.

QTHT c6 thé xem chi tiét
thong tin danh muc dia ban.
Hé théng hién thi chi tiét
thong tin danh muc dia ban
cho QTHT.

QTHT c6 thé thém méi danh
muc dia ban. Hé théng kiém
tra, thém madi danh muc dia
ban va dua ra thong bao cho
QTHT.

QTHT c6 thé chinh sua
thong tin danh muc dia ban.
Hé thong kiém tra va cap
nhat danh muc dia ban.

QTHT c6 thé x6a/khda danh
muc dia ban. Hé théng kiém
tra va x6a/khoa danh muc dia
ban.

Quén 1y ngudn
don thu

QTHT

Trung
binh

QTHT c6 thé tim kiém danh
sach nguén don thu. Hé
théng tim kiém va hién thi
danh sach ngu6n don thu cho
QTHT.

QTHT c6 thé xem chi tiét
thong tin ngudn don thu. Hé
thong hién thi chi tiét thong
tin ngudon don thu cho
QTHT.

QTHT c6 thé thém méi
nguén don thu. Hé théng
kiém tra, thém moi ngudn
don thu va dua ra thong bao
cho QTHT.

QTHT c6 thé chinh sua
thong tin ngudn don thu. Hé
théng kiém tra va cap nhat
ngudn don thu.

QTHT c6 thé xoa/khoa
nguon don thu. HE thong
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Ma
hiéu

Tén UseCase

Tén tac
nhan
chinh

Tén
tac
nhan
phu

M0 ta trwong hop st dung

Mire
do
can
thiét

Phian
loai

kiém tra va xoa/khéa ngudn
don thu.

Quan 1y cau
hinh thoi han
xu 1y, giai quyét
don

QTHT

Trung
binh

QTHT c6 thé tim kiém danh
sach cAu hinh thoi han xt ly,
giai quyét don. Hé thong tim
kiém va hién thi danh sach
c4u hinh thoi han xt 1y, giai
quyét don cho QTHT.

QTHT c6 thé xem chi tiét
thong tin cu hinh thoi han
xt ly, giai quyét don. Hé
thong hién thi chi tiét thong
tin cau hinh thoi han xu 1y,
giai quyét don cho QTHT.

QTHT c6 thé thém moi cu
hinh thoi han xu ly, giai
quyét don. Hé théng kiém
tra, thém moi céu hinh thoi
han xtr 1y, giai quyét don va
dua ra thong bao cho QTHT.

QTHT c6 thé chinh sta
thong tin cdu hinh thoi han
xi 1y, giai quyét don. He
thong kiém tra va cip nhat
c4u hinh thoi han xu 1y, giai
quyét don.

QTHT c6 thé x6a/khoda cau
hinh thoi han xu ly, giai
quyét don. Hé thong kiém tra
va x6a/khoa cau hinh thoi
han xt 1y, giai quyét don.

11

Nang cap, bo
sung cac chire
nang quan tri

Quan ly phan
quyén tai khoan

QTHT

Pon
gian

QTHT c6 thé tim kiém danh
sach l1anh dao, can bo duoc
phan cong xur ly don. H¢
thong tim kiém va hién thi
danh sach lanh dao, can bd
duoc phén cong xir ly don.
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A s Tén Mire
Mi Tentac | 50 o | Phan
oA Tén UseCase nhan ~ | Mo ta trwong hop sit dung N .
hi¢u chinh nhan can loai
phu thiet
QTHT c6 thé phan quyén xir
1y don cho 1anh dao, can bg.
Hé théng kiém tra va thuc
hién phan quyén cho ngudi
dung da chon.
Quan ly nhom Trung
6 | rtydonthe | QTHT B binh

QTHT c6 thé tim kiém danh
sach nhom xu ly don thu
theo don vi. Hé théng tim
kiém va hién thi danh sach
nhéom xu ly don thu cho
QTHT.

QTHT c6 thé xem chi tiét
thong tin nhém xu ly don thu
theo don vi. Hé théng hién
thi chi tiét thong tin nhom xir
1y don thu cho QTHT.

QTHT c¢6 thé thém m&i
nhom xt Iy don thu theo don
vi. Hé théng kiém tra, thém
mé&i nhom xu ly don thu va
dua ra thong bao cho QTHT

QTHT c6 thé x6a/khda nhém
xtr Iy don thu theo don vi. Hé
thong kiém tra va xoa/khéa
nhom xur ly don thu va dua ra
thong bdo cho QTHT

QTHT c6 thé xem ngudi
dung/can bo/lanh dao trong
nhom xtr Iy don thu theo don
vi. Hé théng tim kiém va
hién thi ngudi dung trong
nhom xur 1y don thu

QTHT c6 thé thém nguoi
dung/can bd/lanh dao vao
nhom xtr Iy don thu theo don
vi. Hé théng kiém tra va thuc
hién thém nguoi dung da
chon vao trong nhom xu 1y
don thu va dua ra thong bao
cho QTHT

QTHT c6 thé x6a ngudi
dung/can b¢/lanh dao khoi
nhom xt Iy don thu theo don
vi. Hé théng kiém tra va thuc
hién x6a nguoi dung da chon
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Ma
hiéu

Tén UseCase

Tén tac
nhan
chinh

Tén
tac
nhan
phu

M0 ta trwong hop st dung

Mire
do
can
thiét

Phian
loai

khoi nhom xur 1y don thu va
dua ra thong bao cho QTHT

111

Nang cap, bo
sung cac chirc
nang nghiép
vu

Béo cho, thong
ke

CB,
CB
VKSTC,
Lb

VKSTC

LD,

Trung
binh

CB, Lb, CB VKSTC, Lb
VKSTC c6 thé trich xuit s6
liéu phuc vu cac bao cao dinh
ky nhu: béo cdo tudn, thang,
nam. Hé thong truy xuét va
hién thi dit li¢u

CB, Lb, CB VKSTC, Lb
VKSTC c6 thé trich xuét sb
liéu phuc vu bao cdo noi
chinh. Hé théng truy xuat va
hién thi dit liéu

CB, Lb, CB VKSTC, Lb
VKSTC c6 thé trich xuét s6
liéu phuc vu bao cao chuyén
dé cua vu 12 theo cac tiéu chi
quy dinh tai Mau bao cao
nganh KSND. Hé thong truy
xuét va hién thi dit liéu

CB, Lb, CB VKSTC, Lb
VKSTC c6 thé in béo céo
théng ké. Hé théng xur 1y va
thuce hién in bao cao théng ké
(bao cao in dam bao dung thé
thirc van ban).

CB, Lb, CB VKSTC, Lb
VKSTC c6 thé xuét bio céo
ra word, excel, pdf. H¢ théng
thuc hién xuit béo céo ra
dinh dang tuong Gng

Tra ctu, tim
kiém nang cao

CB,
CB
VKSTC,
Lb

VKSTC

LD,

Trung
binh
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Ma
hiéu

Tén UseCase

Tén tac
nhan
chinh

Tén
tac
nhan
phu

M0 ta trwong hop st dung

Mire
do
can
thiét

Phian
loai

CB, Lb, CB VKSTC, Lb
VKSTC c6 thé loc nang cao
theo timg loai don. Hé thong
truy xuit va hién thi danh
sach thé hién dugc cac thong
tin co ban cua tirng don

CB, Lb, CB VKSTC, Lb
VKSTC c¢6 thé loc nang cao
theo timg thdi gian cu thé.
Hé thdng truy xuét va hién
thi danh sach thé hién duoc
cac thong tin co ban cua tung
don

CB, Lb, CB VKSTC, Lb
VKSTC c¢6 thé loc nang cao
theo nguoi phan loai, xu 1y
don. Hé théng truy xuit va
hién thi danh sach thé hién
duogc cac théng tin co ban
cua tung don

CB, Lb, CB VKSTC, Lb
VKSTC c¢6 thé phan tich s
liéu nang cao. Hé thong truy
xudt va hién thi dit liéu

CB, Lb, CB VKSTC, Lb
VKSTC c6 thé export danh
sach dir li¢u loc nang cao ra
excel. Hé thong truy xudt va
export dir li¢u ra excel

Quan ly thong
tin Giay bién
nhan

CB, LD,
CB
VKSTC,
LD
VKSTC

Trung
binh

CB, Lb, CB VKSTC, Lb
VKSTC c6 thé thém méi
gidy bién nhan. Hé thong
kiém tra va thuc hién thém
moi gidy bién nhan.

CB, LD, CB VKSTC, LD
VKSTC c6 thé xem chi tiét
gidy bién nhan. Hé thong
hién thi két qua.

CB, Lb, CB VKSTC, Lb
VKSTC c6 thé chinh stra
gidy bién nhan. Hé thong
kiém tra va thuc hién cap
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A oz Tén Mire
Mi Ten tac | 0 o | Phan
oA Tén UseCase nhan ~ | Mo ta trwong hop sit dung N .
hi¢u , nhan can loai
¢ chinh oA *
phu thiét
nhat thong tin chinh stra cia
giay bién nhan.
CB, Lb, CB VKSTC, Lb
VKSTC ¢6 thé tim kiém giay
bién nhén; Hé¢ thong tim
kiém va hién thi dir ligu.
CB, Lb, CB VKSTC, Lb
VKSTC c6 thé xo6a gidy bién
nhén. H¢ thong kiémr tra va
thuc hién x6a/khoa giay bién
nhan.
CB, Lb, CB VKSTC, Lb
VKSTC c6 thé in gidy bién
nhan. Hé théng’ thuc hién in
mau vin ban gidy bién nhan
Quéan ly thong
AR .| CB, Lb,
tin Bién ban ghi
16i trinh bay |5 Trun
1o | o0 M odAY yrsTC, B | U8
nguoi khic¢u nai | o binh
(t0 cdo, kién VKSTC

nghi, phan anh)

CB, Lb, CB VKSTC, Lb
VKSTC c6 thé thém méi
Bién ban ghi 101 trinh bay
nguoi khiéu tai (té cdo, kién
nghi, phan 4anh). Hé théng
kiém tra va thuc hién thém
moi gidy bién nhan.

CB, Lb, CB VKSTC, Lb
VKSTC c6 thé xem chi tiét
Bién ban ghi 101 trinh bay
ngudi khiéu tai (t6 cdo, kién
nghi, phan anh). Hé thong
hién thi két qua.

CB, Lb, CB VKSTC, Lb
VKSTC c6 thé chinh sira
Bién ban ghi 10i trinh bay
ngudi khiéu tai (td cdo, kién
nghi, phan anh). Hé thong
kiém tra va thuc hién cap
nhét thong tin chinh sua cia
gidy bién nhan.

CB, LD, CB VKSTC, LD
VKSTC c¢6 thé tim kiém
Bién ban ghi 10i trinh bay
ngudi khiéu tai (t6 cdo, kién
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A Tén Mire
Mi Tentac | 50 o | Phan
oA Tén UseCase nhan ~ | Mo ta trwong hop sit dung N .
hi¢u , nhan can loai
: chinh oA *
phu thiet
nghi, phan 4anh). Hé thong
tim kiém va hién thj dit li¢u.
CB, Lb, CB VKSTC, Lb
VKSTC c6 thé x6a Bién ban
ghi 101 trinh bay ngudi khiéu
tai (t6 cao, kién nghi, phan
anh). Hé thong klem tra va
thuc hién x6a/khoa gidy bién
nhan.
CB, Lb, CB VKSTC, Lb
VKSTC c6 thé in Bién ban
ghi 101 trinh bay ngudi khiéu
tai (t6 cdo, kién nghi, phan
anh). H¢ thong thue hién in
mau vin ban gidy bién nhan
CB, Lb,
CB bon
11 | Copy donthu | VKSTC, B gidn
LD
VKSTC
CB, Lb, CB VKSTC, Lb
VKSTC c6 thé lya chon don
thu va thyc hién copy phuc
vu viéc nhdp don nhanh
chong d6i voi don gidng
nhau vé& nguoi nop don, noi
dung don... Hé thong kiém
tra va thuc hién tao méi don
thu tir don da chon
CB, Lb,
, , : | CB
12 Siaéréh bdo, mhic | yygrc, B Z‘;ﬁ
i Lb
VKSTC

CB, Lb, CB VKSTC, Lb
VKSTC c¢6 thé nhan canh
bao thot han xtr ly, giai quyét
don. H¢ thong hién thi dir
liéu don sap hét thoi han
hodc hét thoi han giai quyét

CB, Lb, CB VKSTC, Lb
VKSTC c¢6 thé tim kiém
danh sach don sap hét thoi
han hoic hét thoi han giai
quyét. Hé thong tim kiém va
hién thi dit liéu
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1.3. Cac yéu ciu khac
1.3.1. Cac yéu cau phi chirc ning
1.3.1.1. Yéu cau doi can dép iing déi véi co sé dir liéu
- M3 héa trong sudt va hiéu qua

CSDL phai c6 kha nang ma hoa dugc mé rong ra cho toan bd CSDL,
dir liéu va cac tap tin nhat ki cling nhu cung cap kha niang ma hoa trong
sudt cho phép tmg dung c6 thé mi hoa va tim kiém dit liéu ma héa ma
khong can phai thiét ké lai tmg dung. Ngoai ra CSDL phai dap ung kha
nang sao luu dir liéu ma hoa, va dam bao dit liéu dugc sao luu va phuc
héi boi nguoi duoce cap quyén.

- Kha nang giam sat thong minh

Ngoai thong tin giam sat cac dbi twong truy cap dit liéu hon 13 ban
than dir liéu chang han “ai ddng nhap”, “nhitng quyén nao bi thay doi”,
CSDL phai c6 kha ning giam sat dir liu duoc bod sung théng qua cac

DDL.
- Tinh ning 6n dinh cao

CSDL hé thong phai c6 tinh ning 6n dinh cao “Sao luu dir liéu”
gitta hai may chu, cho phép ciu hinh ty dong chdng 16i va tu chuyén doi
phién két ndi va ¢ co ché chong 18i phu. Ngoai ra can cung cap kha ning
cam noéng CPU ma khong can khoi dong lai giup giam thiéu thoi gian
ngimg hoat dong hé thdng.

- Cho phép quan 1y CSDL béng cong cu va chinh sich

Mot trong nhitng tac vu doi nhiéu ki ning va tiéu ton thdi gian nhat
cho nha quan tri CSDL d6 chinh 13 tac vu giam sat va quan ly. O cac hé
thdng CSDL kidu cii dé giam sat va chuan doan hiéu qua doi hoi nha
quan tri phai c6 hiéu biét am tudng vé san pham CSDL ciing nhu hién
trang cua ha ting lién quan nhu phan cimng, tai ctia Gtng dung va cac Gmg
tac dong khac trong hé thong. CSDL hé thdng cho phép cong viéc quan
trj trd nén dé dang nhung van dam bao duoc tinh hiéu qua, cung cip kha
nang quan tri theo chinh sach giup nha quan tri c6 thé gidm sat chan doan
theo mot cach tu nhién nhat chang han nhu “T6i mudn khoi phuc hé
théng CSDL trong vong 1 gio” chang han.

- Luu trir dwoc nhiéu loai dit liéu

Cung v6i sy bung nd céc loai ing dung maéi dac biét 1a cac loai irng
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dung trén nén tang IP thi hang loat cac dinh dang dit liéu méi cling ra doi
va ngudi ta cling mudn luu trir , tim kiém, truy van, chia sé, dong bod
chung. Vi vay viéc luu trir nhitng du li€u nhu vay trén h¢ CSDL 1a doi
hoi khd nang luu triv hau hét cac loai dit liéu tir dit liéu dang Spatial cho
dén dang File Streams.

1.3.1.2. Yéu cdu vé két noi, tich hop, chia sé

Cac dir liéu trao d6i trong phan mém can dugc xay dung theo cac tiéu
chuan da dugc BO Thong tin va Truyén théng ban hanh “Quy dinh ap
dung tiéu chuan vé tng dung cong nghé thong tin trong co quan nha
nudc” dbi voi cac phan mém tmg dung CNTT nhim dam bao céc tiéu
chuan cua Viét Nam va qudc té.

MBoi truong phat trién Gng dung phai theo cac chuan céng nghé mo:
Chuan XML (eXtensible Markup Language), Chudn Web Service,
LDAP,...

Pép tmg cac yéu cau vé tich hop, két nbéi Thong tu sé 39/2017/TT-
BTTTT ngay 15/12/2017 cua Bo Thong tin va Truyén thong vé viéc ban
hanh danh muc tiéu chuan ky thuat vé tmg dung Cong nghé thong tin
trong co quan nha nudc;

Dép ung Nghi dinh 47/2020/ND-CP ngay 09/4/2020 ctia Chinh phu quan
1y, két ndi va chia sé dir liéu sb cua co quan nha nudc;

Pap ung Nghi dinh s6 42/2022/ND-CP ciia Chinh phu ngay 24/6/2022
quy dinh vé viéc cung cdp thong tin va dich vu cong truc tuyén cua co
quan nha nudc trén moi trudng mang;

DPam bao kha ning két n6i véi CSDL québc gia vé dan cu theo Dé an 06
(Quyét dinh s6 06/QD-TTg cua Thu tuéng Chinh pha phé duyét Bé an
phat trién img dung dir liéu vé dan cu, dinh danh va xac thuc dién tir phuc
vu chuyén d6i sd qudc gia giai doan 2022 -2025, tdm nhin dén nim
2030).

Hé thong phai cung cip céc service san dé phuc vu cho qua trinh tich hop
d6n, nhan dir liéu tir cac hé thong khac;

1.3.1.3. Céc yéu cau can dap vmg vé thoi gian xir Iy, dé phue tap xi Iy cia

hé thong

Thoi gian cho phép dé hé thong phan hoi lai thong tin di tiép nhan yéu
cau xir Iy tir phia nguoi st dung 1a 3 gidy (s); thoi gian cho phép dé hién
thi day du 1 3 (s); thoi gian cho phép dé giri két qua tim kiém thong tin
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1a 10 (s).

D¢ phtrc tap xtr 1y cta cdc chirc ndng phan mém can dam bao céc chirc
nang théa man yéu cau nghi€p vu cia nguoi dung hé thong va dam bao
tinh logic v€ nghiép vu gitra cac chirc nang.

1.3.1.4. Cac yéu cau vé cai dat, ha td‘ng, duong truyé:n, an toan van hanh,

khai thac, swr dung

Hé théng ung dung phén mém trién khai phai dugc cai dat, hoat dong
trén ha tang k¥ thuat cua Cha dau tu va dam bao kha niang van hanh trén
moi trrong mang ndi bd cling nhu mang Internet. ..

Nha cung cip dich vu duong truyén dam bao vé dudng truyén tranh
truong hop biang thong bi nghén khi sb luong yéu cau 1on. Bén canh do,
yéu cau nha cung cdp dich vu quy hoach cac dai dia chi, ddm bao hoat
dong 6n dinh va kha ning mé rong cua hé théng.

Chi cho phép truy cip cac tng dung, dich vu bén ngoai theo yéu cau
nghiép vu, chan cic dich vu khac khong phuc vu hoat dong nghi¢p vu
theo chinh sach cua Chu dau tu.

Co6 phuong an ki€ém soat truy cap ctia nguoi dung vao cac dich vu, cac
may chu ndi bd theo chirc nang va chinh sach cua Chu dau tu.

Khong cho phép hoac gidi han truy cap (theo chitc nang cua may chu) tir
cac may chil ra cac mang bén ngoai hé théng.

C6 phuong an quan 1y thiét bj dau cudi, may tinh ngudi dung két ndi vao
hé théng mang (theo dia chi vat 1y, dia chi logic), chi cho phép thiét bi
dau cubi, may tinh nguoi dung hop 18 két ndi vao hé thong.

Hb tro kha niang phan quyén chi tiét chirc ning ngudi dung: Viéc phan
quyén do quan tri hé théng dam nhan; hé thong c6 timg cap d6 wu tién
cho ngudi sir dung. Mdi ngudi st dung trong hé thong duoc phép truy
cap dén cac chic niang va thong tin can thiét lién quan dén nghiép vu va
trach nhiém ctia minh, dong thoi khong dugc truy cap dén cac chirc nang
va thong tin nam ngoai pham vi trach nhiém cta minh.

1.3.1.5.. Cdc rang budc déi voi hé thong gom: rang budc méi truong, su phu

thuéc vao hé thong nén ting

Hé théng can xay dung trén cac cong nghé nén tang tién tién, dang dugc
phat trién mot cach bai ban, vong doi cong nghé va hd tro 1au dai, bao
dam kha niang bao vé, duy tri va tiép tuc phat huy thanh qua dau tu.

Cac cong nghé nén tang can mang dinh hudéng mo, tuan tha cac tiéu
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chuan mé, théng dung dang duoc ap dung rong rai trén thé gidi va Viét
Nam.

Tuan tha kién tric hudng dich vy, dam bao kha ning tich hop dua trén
dich vu va ké thira cac thanh phan, cho phép trién khai hé théng mot cach
linh hoat, d& dang nang cap, phu hop v&i cac mé hinh, quy mo trién khai
khac nhau, dam bao kha niang dap tmg theo nhu cau ciing nhu ngudn lyuc
thuc té.

C6 kha ning trién khai cac mé hinh di phong bao dam tinh sin sang cua
hé thong.

Pam bao kha nang mé rong theo ca chiéu ngang (scale-out) va chiéu doc
(scale-up) nham dap tng cac nhu ciu mé rong hé thong trong twong lai.
Heé thdng can c6 kha ning trién khai trén nhiéu méi truong hé diéu hanh;
san sang trién khai theo cac mo hinh cung cap ung dung, dich vu khac
nhau.

1.3.1.6. Yéu cdu vé tinh san sang véi IPv6

H¢ théng phén mém c6 thé cai dit va hoat dong duogc binh thuong trén
moi trudng ha ting mang str dung IPV6.

Hb tro truy cap hé thong phan mém sir dung qua domain name hoic dia
chi IP.

Céc trang thiét bi phan cimg, may chi sir dung phuc vu cai dit trién khai
hé théng dam bao twong thich voi IPv4 va IPv6.

Viéc chuyén doi IPv4 sang IPv6 chia thanh cac giai doan, ¢6 16 trinh va
phuong an phu hgp véi tinh hinh thuc té tai don vi, ding 10 trinh, dung
quy dinh. Cong tac to chirc thuc hién ké hoach phai duoc chuan bi chu
d4o, chit chg, tién hanh timg budc, c6 phuong an du phong cho céc tinh
hubng c6 thé xay ra trong qua trinh chuyén doi, dam bao cac tng dung
va dich vy dang cip phat hoat dong 6n dinh.

Hé théng phan mém khi dua vao van hanh, khai thac sit dung dam bao
dap tng yéu cau két ndi, dinh tuyén qua IPv6 tiy theo ké hoach trién khai
chuyén dbi IPv4 sang IPv6 cho cac hé thong cong nghé thong tin ctia don
V.

1.3.1.7. Yéu cau vé mirc 6 chiu dung sai hong doi véi cdc 16i cii phép ldp

trinh, 16i logic trong xir Iy dit liéu, 16i kiém sodt tinh ding dan cua dir liéu

dau vao

Hé thong c6 kha nang chiu dung sai hong d6i voi cac 161 ¢t phap 1ap trinh.
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Dé6i v6i truong hop xay ra 16, hé thong dua ra thong bao 16i day du va khong
nging hoat dong khi gap 15i 14p trinh hodc 16i tiém an trong hé théng do nguyén
nhan 1ap trinh 15i.

Quan tr1 hé théng c6 thé tat/bat, cach ly tam thoi cac module gay 16i hé
théng dé cho khic phuc, stra 16i.

Xir 1y 16i logic trong xir 1y dir liéu:

- Hé théng c6 co ché xtr I véi dit liéu gip 101, dua ra thong bao 161, hd trg
chinh stra tai chd hodc luu vao danh sach dit liéu can diéu chinh, chuan héa va cé
thé khoi phuc sau khi xay ra 13i.

- Néu c6 dir liéu khong hop 18 hodc 15i trong xur Iy logic, hé théng sé& ghi
nhat ky 18i (logging) dé kiém tra va phan tich sau nay.

- H¢ théng thong tin hd tro hoat dong gidm sat tir xa can duoc thiét ké linh
hoat phuc vu cho nhu cau gidm sat ctia nhiéu d6i twong st dung khac nhau. Thong
tin phuc vu giam sat duoc chia thanh nhiéu muc khac nhau va duoc phan quyén
tiy thudc tirng d6i tuong st dung.

Kiém soét tinh ding dan cua dit liéu dau vao:

- Hé théng kiém tra tinh hop 1& cua dir liéu dau vao tir nguoi dung hoic
cac ngudn khac. Diéu nay bao gom kiém tra kiéu dit liéu, kiém tra giéi han (vi du:
kiém tra kich thudc toi da cho mot tép tai 1én) va kiém tra dit liéu o theo cac quy
tac dugc xac dinh hay khong.

H¢ ghéng 6 kha nang xtr ly dir liu dau vao khong hop 1¢ mot cach an toan
va cung cap thong bao 161 cho nguoi dung.

1.3.1.8. Yéu cau vé my thudt, ky thudt can dat dwoc cua cac giao dién chuwong
trinh

- Giao dién duoc thiét ké hudng nguoi dung, than thién va dé sir dung.

- Toan bo thiét k& nam vira vin trong ving hién thi theo chiéu ngang cta
man hinh.

- St dung ngdn ngir tiéng Viét trén giao dién cua Cong chinh va céc
cong/trang thanh phan. Riéng trang phién ban tiéng Anh sir dung ngon ngir tiéng
Anh.

- Céc biéu tuong va phim néng phai dugc thdng nhat trong toan b chuong
trinh.

- HO tro hién thi tiéng Viét theo chuéan Unicode. Sir dung bo font tiéng Viét
theo chuan Unicode TCVN 6909:2001 thong nhat trong toan bd giao dién véi
nguoi ding va ngudi quan tri hé thong.

- Khuon dang hién thi ngay DD/MM/YYYY va cin giira.

- Cac trudng thé hién dit liéu kiéu text cin bén trai.

- Cac trudong thé hién dir liéu kiéu sd can bén phai, dung dau ‘" dé ngan
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cach gitra hang triéu va hang nghin, ding diu *,” dé thé hién phan thap phan.

- Cac man hinh hoi dap diéu kién loc bao cdo ciing phai théng nhit véi
nhau.

- C6 thong bao vé kho gidy va chiéu gidy trude khi in bao cao.

- Giao dién phai hd tro toi da sir dung céc chirc ning bang ban phim méy
tinh.

- Théng tin trén cac nhan, tiéu dé (label) khong duogc viét tit (trir 1 s6 trudong
hop label qua dai hoic giao dién qua nhiéu trudng thong tin).

- Viéc bd tri cac hop thoai trén cac trang phai phu hop logic theo thtr tu
nguoi dung thao tac tranh dao 10n cac thong tin gay kho chiu cho ngudi dung khi
dua thong tin vao hé thong.

- Viéc thiét ke cac cura s6 giao dién dam bao tinh nhat quan, dong bo.

1.3.1.9. Yéu cau vé dé phirc tap ky thudt — céng nghé ciia phan mém

Céac phan mém xay dung, phat trién can dap ing mot s6 yéu cau vé do phic
tap k¥ thuat-cong nghé nhu sau:

- Hé thdng trién khai tip trung, duoc thiét ké hudng t6i ting hiéu qua 1am
viéc cuia nguoi s dung.

- M4 ngudn duge xay dung theo dang module doc lap dé tai st dung tdi
da khi thuc hién nang cip hé thong tng dung.

- Nguoi st dung chi can truy cép hé thong bang trinh duyét web thong
thuong 13 c6 thé st dung dugc chuong trinh, khong can cai dit bat cir thanh phan
gi phia may client.

- Hé thdng duoc xay dung trén nén tang web, thiét ké giao dién don gian,
ngudi st dung c6 thé dé dang tiép can d6i véi cac tinh ning ma hé thdng cung
cAp, ngoai ra hé thong co tai liéu hudng dan st dung chi tiét, rd rang.

- Hé thong c6 kha ning chay da nén tang phan ctng, da nén tang hé diéu
hanh cai dat tai may chu.

- Hé thong duoc thiét ké co kha ning chinh stra va thay ddi, ¢ kha ning
tham s6 hoa cao dé dap tng cac yéu cau thay d6i vé quy trinh trong tuong lai.

- Hé théng dugc thiét ké dam bao kha nang hd trg nhiéu ngudi sir dung tai
cung mot thoi diém.

- Hé thong duoc trién khai trén ha ting duoc dau tu cung du an.

- Hé thdng c6 thé truy cap t6i cac ung dung khac phuc vu viéc trao d6i dir
liéu (Microservice, API...).

TT Cac hé so Yeéu cau

1 | Xt ly phan tan Yéu cau xtr 1y phén tan, dit liéu dugc truyén
theo mot chiéu (dir liéu dugc xir 1y tai mot
16p/thanh phan cuia hé théng va duoc truyén qua
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TT Cic hé sb Yéu cau
16p/thanh phan khac ctia hé thong xu 1y tiép).
2 | Mtic d6 quan trong cua | Yéu cu cu thé hiéu ning trong toan bo thoi

hi€u nang

gian tac nghiép. Khong co yéu cau thiét ké riéng
biét vé sir dung tai nguyén hé thong dé dap tng
yéu cau hiéu ning, yéu cau cu thé vé thoi gian
phan hoi ddi véi cac giao dich duge xtr 1y véi
cac hé thong (tich hop) khac.

3 | Hiéu qua st dung cho | Yéu cau dap ung trén 6 tiéu chi néu trong Hé sb
nguoi ding 3, Phu luc VI, quyét dinh 671/2024/Qb-
BTTTT
4 | B phirc tap cua xtr 1y | C6 3 yéu cau trong céc tiéu chi da néu trong Hé
bén trong s6 4, Phu luc VI, quyét dinh 671/2024/QP-
BTTTT
5 | Kha ning tai st dung ma | Yéu cau tng dung phai duoc déng géi riéng
nguén va/hodc tai liéu hda nham tao diéu kién cho viéc
tai stir dung lai. C6 yéu cau c6 thé tiy chinh tmg
dung dé tai st dung bang cach diéu chinh ma
nguon.

6 | Dé cai dat Yéu cau cung cap cong cu hd tro cai dat ty dong
trén mot moi truong van hanh phén mém, ¢6
yéu cau thiét 1ap thong sd khi cai dat va co yéu
cau phai xay dyung tai liu hudng dan cai dit.

7 | Dé van hanh Viéc str dung, van hanh hé thong thuc hién theo
quy trinh, c6 yéu cau phai lap quy trinh st dung,
van hanh hé thong.

8 | Kha ning chuyén do6i C6 yéu cau hé théng van hanh duoc trén moi
truong phan mém hodc phan clng twong tu
nhau.

9 | Dé dang bao tri Co yéu cau vé viéc chinh sira hé thong trong
tuong lai ma khong can 1ap trinh lai tir dau.

10 | Xt Iy dong thoi Yéu cau truy cap dit liéu dong thoi tai moi thoi
diém.

11 | Mirc d6 hd trg bio mat | Yéu cau bao mat mirc 2

12 | Sy phu thudéc vao ma | Hi€u chinh ma 1énh san co dé phat trién mot

1€nh cua bén thir ba phan cta img dung.

13 | Mtc d6 hd trg dao tao | Co yéu cau vé dao tao nguoi st dung
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Yéu cau

O

TT Cachés

nguoi st dung

1.3.1.9. Yéu cau vé cai dat trién khai

- Tuén tha céc tiéu chuan, quy chuin ky thuit quy dinh bao dam su tuong
thich, thong sudt va an toan giita cac doanh nghiép, don vi trong qua trinh
chia s¢, trao doi thong tin.

- Quy dinh rd cac diéu kién truy nhap, cap nhat dir liéu va bao dam viéc quan
1y, truy nhap, cap nhat va tim kiém dit liéu d& dang.

- Quy dinh 3 céac diéu kién duy tri dit liéu bao gom ca viéc thay d6i, huy bo
dit liéu. Thuong xuyén danh gia cac diéu kién bao dam an toan cho di liéu.

- C6 co ché dy phong cho hé thong may chua tng dung va dy phong cho may
chi CSDL (kha ndng cai dit may chu chinh va may chu sao luu theo mo
hinh hé théng cluster dam bao co ché can bﬁng tai, sao Iuu dir li€u tire thoi
gifra cac may chu chinh va may chu sao luu).

1.3.1.11. Yéu cau vé dao tao, chuyén giao cong nghé

- Xay dung phan mém Khiéu nai, t6 cao dugc thiét ké hd tro cho nhicu doi
tuong nguoil dung khac nhau, nén viéc dao tao can phai to6 chirc cho hoc
vién c6 thé ndm viing cac ndi dung quan tri, van hanh, khai thac st dung,
dé co thé huéng dan cho nhiéu doi twong ngudi dung.

- Cac do1 tuong dao tao s€ duoc dao tao theo dung muc dich, dung nhu cau
khai thac hé thong, ddm bao cac doi tuong c6 thé van hanh st dung h¢ thong
phuc vu tac nghiép hang ngay.

- Ngoai vi¢c dao tao sir dung, can phai dao tao quan tri h¢ thong. Pam bao
cudi khoé dao tao viéc quan tri cling c6 thé tu cau hinh, cai dat h¢ thong.

- Cdac nhan vién moi khi tham gia vao h¢ thong s€ dugc bo tri dao tao bd
sung, viéc dao tao bo sung vé€ sir dung hé thong 1a bat budc, dam bao khi
vao lam viéc tai cac vi tri s€ khong lam anh huong dén viéc van hanh va su
dung phan mém.

- C4c tai liéu dao tao ciling duoc xay dung phai bam theo cac yéu cau ho tro
nguoi st dung.

- Cac nd1 dung dao tao dugc to6 chirc theo cac khoa hoc tip trung theo céac
yéu cau sau:

o Dai tuong dao tao: Tat ca cac ngudi dung st dung phan mém.

o Thoi gian dao tao: 01 ngay
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o S616p: 02 16p
o Mbdi 16p yéu cau 01 giang vién va 01 trg giang
o Hinh thirc ddo tao: Truc tuyén/Truc tiép

o Nbi dung dao tao: Pao tao huéng dan quan tri hé théng phan mém,
huéng dan sir dung, cai dat phﬁn mém.

Ghi cha: Cac yéu cau vé ndi dung dao tao, chuyén giao tng dung céng nghé
theo quy dinh hién hanh khac, nha thau trién khai c¢6 trach nhiém thyc hién theo
quy dinh hién hanh.

1.3.1.12. Yéu cau vé tai liéu

- Chuyén giao day du tai liéu dao tao (tai liéu huéng dan st dung phan mém;
tai liéu hudng dan quan trj phan mém) cho chu dau tu.

- Chuyén giao day du céc tai liéu lién quan t6i thiét ké cho chu dau tu bao
gom:
o Tai liéu phan tich thiét ké hé théng
o Tailiéu hudéng dan vé k¥ thuat va tiéu chuan, quy chuan (néu co);
o Tai li¢u k¥ thuat phuc vu két ndi theo quy dinh.
- Tai liéu dao tao s& dugc chuin bi béng tiéng Viét.
- Tai liéu dao tao dugc cung cap bang ban cimg va ban mém.
- Ban mém cua tai liéu s& duoc cap nhat 1én phan mém, ngudi dung c6 thé
download tai liéu truc tiép tir phdn mém.
1.3.1.13. Yéu cau vé cdi dat trién khai
- Quy dinh rd cac diéu kién truy nhap, cap nhat dir liéu va bao dam viéc quan
1y, truy nhap, cap nhat va tim kiém dit liéu d& dang.
- Quy dinh 13 céac diéu kién duy tri dir liéu bao gdm ca viéc thay ddi, huy bo
dir liéu. Thudng xuyén danh gia cac diéu kién bao dam an toan cho dit liéu.
- C6 co ché du phong cho hé thong may chua tng dung va dy phong cho may
chi CSDL (kha ndng cai dit may chu chinh va may chu sao luu theo mo
hinh hé théng cluster dam bao co ché can bﬁng tai, sao Iuu dir liéu tire thoi
gifra cac may chu chinh va may chu sao luu).

1.3.1.14. Yéu cau vé nhan suw, can bo trién khai
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Stt

Vi tri nhan

s

lwgng

Mo ta vai tro

Yeéu cau vé bang cap va

kinh nghiém

Nhom quan

Iy du 4n

01

nguoi

Lap ké hoach thuc
hién va phan cong
cong viéc cho cac
nhom;

Hé tro, huéng dan
dé cac nhom thuc
hién dung tién do;
Kiém tra, giam sat
dé dam bao chét

luong.

Tét nghiép Dai hoc trd 1én vé
cac linh vuc lién quan (Cong
nghé thong tin (CNTT), Toan
— Tin, Pién tir vién thong).

Co tr 05 nam kinh nghiém &
vi tri tuong tu hodc trién khai
t6i thiéu 03 dy an tuong ty voi

vai tro quan 1y du an

Nhom phan
tich,  thiét

ké hé thong

01

nguoi

Khao sat, 1ap yéu
cau ngudi st dung;
Phan tich thiét ké h¢
théng;

Lap trinh khung hé
cac

thdng  va

template.

Tét nghiép Dai hoc trd 1én vé
cac linh vuc lién quan (Cong
ngh¢ thong tin (CNTT), Toan
— Tin, Dién tr vién thong)

Co tr 03 nam kinh nghiém &
vi tri tuong tu hodc trién khai
t6i thiéu 02 du an twong tu voi
vai tro phan tich, thiét ké hé

thong

Nhom
trinh

lap

02

nguoi

Thuc hién 13p trinh;
Thuc hién van hanh
thur.

T6t nghiép dai hoc chuyén
nganh vé CNTT.

Co tr 03 nam kinh nghiém &
vi tri tuong tu hodc trién khai
t6i thiéu 02 dy an tuong ty voi

vai tro 1ap trinh

1.3.1.15. Ra quét an ninh, danh gid ATTT hé thong truéc khi dwa vao khai

thac s dung

Thuc hién ra soat, kiém tra, danh gia ATTT hé thong trudc khi dua vao sir
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dung theo yéu ciu, huéng dan tai Diéu 11, Diéu 12 Théng tuw 12/2022/TTBTTTT
ngay 12/8/2022 cua Bo Thong tin va Truyén thong vé quy dinh chi tiét va hudng
dan mot sb diéu cuia Nghi dinh s6 85/2016/ND-CP ngay 01/7/2016 cta Chinh phi
vé bao dam an toan hé thong thong tin theo cap do.

No6i dung thyc hién kiém tra, danh gia ATTT theo yéu cau, hudng dan tai
Théng tu 12/2022/TTBTTTT ngay 12/8/2022 cua B Thong tin va Truyén thong
vé quy dinh chi tiét va hudng dan mét sb diéu cua Nghi dinh s6 85/2016/ND-CP
ngay 01/7/2016 ctia Chinh phu vé bao dam an toan hé thdng thong tin theo cap
do.

Pham vi danh gia: Kiém thir xdm nhép, danh gia ATTT Gng dung phan
mém.

Hinh thire danh gia ATTT dé xuat: Kiém tra, danh gia hop den (Black
box).

No6i dung ké hoach trién cong vi¢c thuc hién danh gid ATTT cu thé bao gém:

- X4c dinh pham vi, mic d6 kiém tra danh gia d6i v6i tmg dung phan mém
va 1én ké hoach trién khai kiém tra, danh gia ATTT

- Kiém tra, Panh gia viéc tuan thu viéc quy dinh ctia phap luat vé bao dam
an toan hé thong thong tin theo cap do

- Kiém tra, danh gia hiéu qua cta cac bién phap bao dam an toan thong tin
theo phuong 4n bdo ddm an toan thong tin dugc phé duyét

- Kiém tra, danh gia phat hién ma doc, 16 héng, diém yéu, thir nghiém xam
nhap d6i v6i ing dung phan mém

- Bao c4o va hd trg khac phuc 16 hong, tai danh gia (néu co).

1.3.1.16. Yéu cau vé bdo hanh bdo tri

- Nha thau t6 chirc bao hanh va dich vu sau ban hang phan mém trong vong
02 nam.

- Nha thau phai cung cép quy trinh bao hanh phan mém, trong d6 néu rd dia
diém bao hanh ctia don vi, thoi gian trung binh bao hanh khi ¢6 yéu cau, thoi gian
khic phuc su ¢d, s6 nim bao hanh. ..

-Dbbi voi phﬁn mém, nha thau c6 trach nhiém hd trg vé mit k¥ thuat lap trinh
va trién khai trong thoi gian 02 nim, tinh tir ngay hai bén ky bién ban nghiém thu
thanh 1y hop dong.

- Phuong tién hd tro thong qua: email, dién thoai, internet, chuyén phat buu
pham va hd tro tai chd.

- Nha thau c6 cam két tiép tuc hd tro bao tri san pham tmg dung sau khi két
thuc giai doan bao hanh néu chii dau tu ¢6 nhu cau.
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1.3.1.17. Yéu cau backup hé thong

- Hé thdng can c6 giai phap sao luu dir liéu dam bao c6 thé khoi phuc duoc
khi gap su cb vé thién tai khong mong mudn

- Hé thdng cung cip co ché cho phép tu dong sao luu khong can su can thiép
cua nguoi quan tri.

- C6 thé cau hinh dap g sau mot khoang thoi gian hé thong ty dong xoa dit
lidu cii dé dam bao tai nguyén.

- Ngoai ra ciing can cung cap co ché sao luu thi cong duoc kich hoat boi
nguoi quan tri.

1.3.1.18. Yéu cau an toan doi vo"iphd‘n mém néi bé

Phan mém noi bd trude khi ban giao phai dap ing yéu cau an toan co ban
theo Quyét dinh 742/QD-BTTTT ngay 22/4/2022 ciia B Thong tin va Truyén
thong. Cac yéu ciu co ban gom:

- Yéu cau vé tai liéu

- Yéu cau vé quan 1y diém yéu an toan thong tin

- Yéu cau vé chirc ning xac thuc

- Yéu cau vé chirc ning kiém soét truy cap

- Yéu cau vé chirc ning nhat ky hé théng

- Yéu ciu vé An toan tmg dung va ma ngudn

- Yéu cau vé chirc ning Bao mat thong tin lién lac
- Yéu ciu vé chirc ning Sao luu du phong

Ngoai ra can dam bao cac yéu cau vé an toan thong tin khac duoc mo ta chi
tiét tai Phan VIII Thuyét minh an toan thong tin trong tai lidu nay.

1.3.1.19. Yéu cau vé ho so nghiém thu, ban giao

Cong tac nghiém thu, ban giao dam bao ho so theo quy dinh tai Thong tu
s6 16/2024/TT-BTTTT ngay 30/12/2024 ctia Bo Thong tin va Truyén thong, gidm
sat nha thau thuc hién céac cong viéc theo ding tién do, yéu cau ndi dung va chét
luong ddi voi hang muc cong viée trang thau.

1.3.1.20. Yéu cau cdch thirc ho tro
- Nha thau can c6 cac hinh thic hd tro khi hé théng gip su cb.

- Déi véi nguoi dung cudi khi can hd tro thi hé thdng ciing phai cung cap co
ché dé co thé hd tro giai dap truc tiép.
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1.3.2. Yéu ciu vé cip d an toan thong tin
1.3.2.1. Xac dinh cdp d an toan théong tin

Theo quy dinh tai khoan 1 Diéu 8 Nghi dinh s6 85/2016/ND-CP ngay
01/7/2016 ctia Chinh phu, hoat dong dau tu dy an cong nghé thong tin Nang cap
phan mém Khiéu nai t6 cdo dugc xac dinh 13 hé théng thong tin can dam bao an
toan thong tin cap do 2 do hé thong c6 dic diém 1a: “Heé théng thong tin phuc vu
hoat dong ndi bd ctia co quan, t6 chirc va co xir Iy thong tin riéng, thong tin ca
nhan cia nguoi st dung nhung khong xtr Iy thong tin bi méat nha nude”.

1.3.2.2. Phuong an dam bao an toan thong tin

Phuong an dam bao an toan thong tin d6i véi hé théng thong tin can dap tng
duoc cac yéu cau theo quy dinh vé bao dam an toan hé thong thong tin cap do 2
theo Nghi dinh 85/2016/ND-CP ngay 01/7/2016 cta Chinh phu va Thong tu
03/2017/TT-BTTTT ngay 24/4/2017 cta Bo truong Bo Théng tin va Truyén
thong. Cu thé nhu sau:

- Heé thdng phan mém phai dap tmg kha ning an toan, bao mat theo nhiéu
muc: Muc mang, muc xac thuc nguoi st dung, mirc CSDL.

- Hé thong can thiét ké co ché kiém soat tén ngudi str dung va mat khau truy
cap hé thong.

- C6 co ché phan quyén linh hoat, cho phép to chirc/nhém ngudi dung, phan
quyén theo nhom, phan quyén theo ngudi st dung, theo chirc nang. Ngudi
str dung tuy theo phan quyén c6 thé thao tac voi cac chirc niang khac nhau,
khai thac cac vung dit liéu khac nhau.

- HO tro ngudi stir dung trao doi thong tin, dir liéu véi hé thong trén mang
Internet theo cic chuin vé an toan thong tin nhu S/MINE v3.0, SSL v3.0,
HTTPS, ...

- Xay dung cac dic tinh riéng cho nguoi dung truy cp tir xa dé dam bao tinh
bdo mat va ngan chén vi¢c xam nhap dit liu trai phép cua cac nhém nguodi
dung khac nhau.

- Hé thong c6 kha ning luu vét tai khoan ngudi dung, luu lai tat ca hoat dong
ctia nguoi dung khi thay d6i hay thao tac trén bat ky tinh ning nao cta hé
théng. Hé thong luu vét moi hoat dong dién ra trong toan bo hé théng dé
phuc vu theo ddi, giam sat va c6 phuong an nhanh nhat khi hé thong gip
su cO.

- Cac dir liéu quan trong, nhay cam cta hé théng phai duoc ma hod bao mat
bang thuat toan ma hod tin cy.



Yéu cau bao dam an toan thong tin ddi v6i phan mém ndi bo can tuan thu
huéng din “Khung phat trién phan mém an toan (phién ban 1.0)” dugc Cuc An
toan thong tin ban hanh tai Van ban s6 166/CATTT-ATHTTT ngay 10/02/2022.

Phuong an dam bao an toan thong tin theo cac yéu cau an toan co ban ddi
v6i phan mém ndi bo tai Quyét dinh s6 742/QD-BTTTT ngay 22/4/2022 (d6i véi
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cap do an toan thong tin 13 cip d6 2) theo bang sau:

TT

Yéu cau Ky thuit

Mo ta yéu cau

Dap tung

Xac thuc

1.1

Cé6 chuc nang xéc thuc
nguoi st dung khi truy
cap, quan tri, ciu hinh
Phan mém.

a) Co giao di¢n quan ly tai
khoan nguoi st dung.

b) Yéu cau xac thuc ngudi
st dung khi truy cap quan
tri, cAu hinh Phan mém.

¢) Yéu cau xéac thuc nguoi
st dung khi truy truy cap
str dung Phan mém.

1.2

Co6 chtic nang cho phép
luu trtr c6 ma hoa thong
tin xac thyc hé thong.

Thong tin xac thuc dugc
lvu trr ¢6 ma hoa trén
Phan mém sir dung thuat
toan hash tor SHA-256,
SHA-512, SHA-3 va céac
thuat toan tuong duong

1.3

Cé6 chuc nang cho phép
thiét 1ap chinh sach mat
khau ngudi sir dung.

a) Co chuc ning yéu cau
nguoi dung dit mat khau
moi khi dang nhap 1an dau
st dung mat khau mic
dinh.

b) Co6 churc nang cho phép
thiét 1ap quy tac dat mat
khau vé sb ky tu, loai ky
tu.

¢) Co6 chtrc nang cho phép
thiét 1ap thoi gian yéu cau
thay do6i mat khau.

d) C6 chuc nang cho phép
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TT

Yéu ciu k§y thuit

Mo ta yéu cau

Dap urng

thiét lap thoi gian mat
khau hop 1¢.

d) Khoa tai khoan va yéu
cau nhap mat khau méi
khi mat khau cua tai khoan
d6 hét han thoi gian hop
1€.

e) Mo khoéa tai khoan khi
thay doi mat khau thanh
cong ddi voi truong hop
mat khau hét han thoi gian
hop 1é.

1.4

Cé6 chuc nang cho phép
han ché s6 lan ding nhap
sai trong khodng thoi
gian nhat dinh voi tai
khodn nhat dinh.

a) Co giao di¢én cho phép
thiét 1ap chinh sach vé gioi
han sb lan ding nhap sai
trong khoang thoi gian
nhat dinh.

b) Co6 chiric ndng canh bao
téd1 nguoi su dung khi vi
pham chinh sach.

c¢) C6 chuc nang tu dong
ngan can viéc dang nhap
tu dong khi vi pham chinh
sach trén.

Kiém soat truy cap

2.1

Cé6 chuc nang cho phép
thiét 1ap gi6i han thoi
gian cho (timeout).

a) Co6 chtric nang cho phép
thiét 1ap gidi han thoi gian
chd (timeout) dé dong
phién két ndi khi Phéan
mém khong nhan duogc
yéu cau tir ngudi dung.

b) Hién thi thong bao,
dong phién két ndi da hét
han thoi gian timeout va
yéu cau dang nhap lai.
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TT Yéu ciu k§y thuit M5 ta yéu cau Pap ing
a) Co giao di¢n cho phép
quan tri vién quan 1y chinh
sach vé gi6i han dia chi
Co6 chirc nang cho phép | mang quan tri dugc phép X
giéi han dia chi mang | truy cip, quan tri Phan
2.2 | quan tri dugc phép truy | mém tir xa.
cap, quan tri Phan mém | b) C6 chuc ning thyuc thi
tir xa. chinh sach vé gi6i1 han dia
chi mang quan tri duogc X
phép truy cap, quan tri
Phan mém tir xa & trén.
3. | Nhit ky hé thong
Co chirc nang cho phép |a) Phan mém cung céip
3.1 | ghi nhatky hé thong gdm | chirc ning ghi nhat ky hé X
nhiing thong tin. théng.
i. Thoi diém sinh nhat ky;
ii. Phan nhém nhat ky;
iii. M0 td thao tac/16i;
iv. Péi tuong thuc hién
thao tac/sinh 10i;
v. Murc d quan trong.
4. | An toan wng dung va mi ngudn
Cé6 chuc nang cho phép | Co chiric nang thyec thi viéc
kiém tra tinh hop 1¢ cia | kiém tra tinh hop 1& cua
4.1 . . o qen aX s " . ~ 1en A \ X
thong tin, dir liéu dau vao | thong tin, dir liéu dau vao
trudce khi xur 1y. trudce khi xur Iy
C6 chire ning cho phép a)AThélzg tin xac thuc, bi
, , N - | mat khong dugc dua truc
bdo dam khong luu tri tiép vao mad ngudn ing
4.4 | thong tin xac thuc, thong X

tin bi mat trén ma nguon
ung dung.

dung ma phai dugc thiét
lap thong qua giao dién
céu hinh hé thong.

Muc 2. Ban vé

Khong c6 ban ve.
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Muc 3. Kiém tra va thir nghiém

Chu dau tu sé tién hanh thué don vi tu van kiém thir doc 1ap Nén tang xac
thuc dién tr tap trung (SSO). Nén tang xac thuc dién tir tip trung (SSO) duoc
kiém thor truée khi tién hanh nghiém thu theo quy dinh tai Thong tu sd
16/2024/TT-BTTTT ngay 30/12/2024 ctia B Thong tin va Truyén thong quy dinh
chi tiét ndi dung cong tac trién khai, gidm sat cong tac trién khai, nghiém thu d6i
v6i du an dau tu tng dung céng nghé thong tin; xac dinh yéu cau vé chat luong
dich vu va cac ndi dung dic thu cua hop dong thué dich vu ddi voi thué dich vu
cong nghé thong tin theo yéu cau riéng.



