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Phin 2. YEU CAU VE KY THUAT
Chwong V. YEU CAU VE KY THUAT

Muc 1. Yéu ciu vé ky thuat

I. Giéi thiéu chung vé du toAn mua sim, géi thau

- Tén dy todn mua sim: Pam bao An toan thong tin Hé thong thu phi ha ting
cang bién Hai Phong.

- Tén goi thau: Goi thau sb 01: Cung cép thiét bi, dich vu Pam bdo An toan
thong tin Hé thong thu phi ha ting cang bién Hai Phong.

- Gia g6i thau: 2.641.804.000 dong.

- Chu dau tu: Cang vu Puong thay ndi dia Hai Phong.

- Ngudn von: Kinh phi phuc vu céng tac thu phi st dung cong trinh két cau ha
téng, cong trinh dich vy, tién ich cong cong trong khu vuc cua khéu cang bién Hai
Phong nam 2025 tai Quyét dinh sb 257/QD-SXD ngay 07/5/2025.

- Thot gian thyce hién: Nam 2025 - 2026.

- Pia diém thuc hién: Phong may chu Chi cuc Hai Quan Khu vye I11 - S6 159
duong Lé Hong Phong, Phuong Pong Hai, thanh ph Hai Phong.

- Quy md du toan mua sam: Trién khai cac phuong 4n dam bao an toan thong
tin cho hé thong thu phi ha tang cang bién bao gom:

+ Dich vu quan 1y truy cip giita cic ving mang va phong chdng xam nhap.
+ Dich vu chan loc phﬁn mém ddc hai trén moi trudng mang.

+ Thiét bj chir ky sb.

+ Dich vu can bang tai va du phong nong cho céc thiét bi mang chinh.

+ Dich vu phong chdng tan cong tir chéi dich vu.

+ Dich vu giam sat an toan hé thong thong tin tip trung.

+ Dich vu phong, chdng thit thoat dir liéu.

+ Djich vu phong chdng tin cong mang cho tng dung web; sir dung San pham
Tuong Itra tng dung web.

II. Yéu ciu vé ky thuat
1. Yéu ciu vé ky thuit chung
1.1. Yéu ciu ddi véi hang héa

Nha thau phai chao thau hang muc hang hoa cta goi thau dap mg cac thong
s6 k¥ thuat theo danh muc liét ké dudi day, trong trudng hop bat ky thong sb ki
thuat nao c6 chi dan lién quan dén nhin hiéu hang hoa hodc ky hiéu/quy dinh



144

riéng khac kém theo thi chi mang tinh chat tham khao, nha thau c6 thé chao thau
cac loai hang hoa c6 tinh nang k¥ thuat “twong duwong” hoac “uu viét hon” so voi
cac yéu cau toi thiéu.

Nha thau phai c6 bang so sanh chiing minh tinh dap ing cia cac thong so k¥
thuat gitra hang hoa, thi€t bi chao thau va yéu cau ky thuat cua E-HSMT day du
cac ndi dung sau:

- Thong sb k¥ thuat hang hoa theo E-HSMT

- Thong s6 k¥ thuat hang hoéa theo E-HSDT (model, ky mé hiéu, hang san
xuat)

- Hang hoa, thiét bi thudc gbi thau phai méi 100%, chua qua st dung, san xuat
nim 2024 trd lai day cho dén thoi diém dong thau, ¢ ngudn gdc xudt xtr rd rang, cd
Catalogue hodc tai liéu ky thuat voi ddy dii cac thong sb k thuat kém theo. Pa bao
gdm day du cac vat tu, phu kién kém theo dé lp dit hoan chinh, van hanh theo yéu
cau cua chu dau tu.

- Cung cip Catalogue hoic tai liéu ki thuat & chirng minh hang héa chao thau
dap ung yéu cau k¥ thuat cia E-HSMT. Trudng hop, trong catalogue hodc tai liéu
k¥ thuat khong day du thong sb theo yéu cau ctia E-HSMT thi nha thau phai c6 xac
nhan thong ) ky thuat cua nha san xuat hodc dai 1y phan phéi chinh thirc tai Viét
Nam.

- Tham chiéu thong sd k¥ thuat hang hoa theo E-HSDT véi ho so, tai liéu
k¥ thuat, catalogue cua nha san xuat. Yéu cau tham chiéu tirng muc thong so ki
thuat dugc thé hién tai trang..., dong... cua ho so, tai li¢u ky thuat, catalogue.

- Thoi gian bao hanh theo tiéu chuan cta nha san xuat.

- Béi v6i hang héa nhap khau:

+ Hang héa phai dugc phan phdi tai Viét Nam.

+ Nha thau phai c6 ban cam két cung cap cac loai gidy to trong qua trinh
thuc hién hgp dong, cu thé: Ching nhan xuat x (Certificate of Origin - CO),
Ching nhan chat lugng (Certificate of Quality - CQ) do Hang san xuat cap (ban
chinh hodc ban sao chung thuc hop I¢).

- Tai liéu tiéng nudc ngoai nha thau dich sang Tiéng Viét.

- B6i voi cac loai thiét bi, vat tu san xuit trong nudc

+ Nha thau phai c6 ban cam két cung cap cac loai gidy tO trong qué trinh
thuc hién hop dong, cu thé: Cung cp gidy chimg nhan xuat xudng vao thoi diém
giao hang, cung cip gidy Chirmg nhan chat luong do hang san xuét cip (ban chinh
hodc ban sao chung thuc hop 1¢).

- Cam két trong trudng hop tring thdu nha thau phai cung cap dung ching loai
hang hoa dé xuat trong E-HSDT.

- Nha thau phai c¢6 bang tuyén bd dap Gmg vé k¥ thuat cua hang hoa chao thau
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theo mau sau:

Ky ma hi¢u/ A A Théng s6 ki a1 o
A ~ A Yéu cau Ay gin 2 Tai liéu ky
Tén Nhan mac san - ~, | thuat, tiéu chuan ny
. P A . | ky thuat £ 9 thuat tham
TT | hang | pham, Tén nha chat lwgng, dac Y
héa | sin xuit, Xudt | D E- | b ky thuat | Chiéu trong E-
y HSMT Y A HSDT
Xu chao thau
@ @ 3) “4) 6)) 6
1 Trang ... cua
Catalog ... thugc
E-HSDT
Trang ... cua
Catalog ... thuoc
E-HSDT
n Trang ... cua
Catalog ... thugc
E-HSDT

(Ghi chu:
- Cot 1, 2, 4: Nha thau ghi théng tin theo yéu cau cia E-HSMT;
-Cot 3, 5, 6 : Nha thau ghi cdc thong tin cua hang hoa dy thau,

-Cot 3, 5, 6: Nha thau cung cdp tdi liéu chitng minh cho cdc théng tin ké
khai.)

1.2. Yéu ciu doi véi dich vu

- Nha thau phai tich hop dich vu trong goéi thdu ndy voi nhitng thiét bi dang sir
dung tai cac dia diém lép dat sao cho d(‘Sng b0, phu hop dam bao sy lién Kkét, théng
nhat hoat dong dich vu phai twong thich véi ha ting hién c6 cua don vi st dung.
Trong truong hop Nha thiu can nghién ctu hién truong dé co co s& chuan bj E-
HSDT nha thau can dé xuat dén Bén moi thau bang vin ban trudc thoi diém dong
thau ti thiéu 03 ngay lam viéc. Toan bo chi phi di nghién ctru hién treong do nha
thau tu chi tra.

- Bén moi thau s& cho phép nha thau va cac bén lién quan cta nha thau tiép can
hién trudng dé phuc vu muc dich nghién ctru hién trudng véi diéu kién nha thau va
cac bén lién quan cta nha thau cam két rang Bén moi thdu va cac bén lién quan cua
Bén moi thau khong phai chiu bat ky trach nhiém nao ddi véi nha thiu va cac bén
lién quan cua nha thau lién quan dén viéc nghién ctru hién trudng nay. Nha thau va
cac bén lién quan ctiia nha thau s& tu chiu trach nhiém cho nhiing rui ro ctia minh nhu
tai nan, mat mat hodc thiét hai tai san va bat ky cac mat mat, thiét hai va chi phi nao
khéc phat sinh tir vi¢c nghién ctru hi¢n truong.
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2. Céc yéu cau ky thuit chi tiét

2.1. Yéu cdu vé Dich vu quén 1y truy cp giira cic viing mang va phong
chdng xAm nhip

a) Véi dich vu quan ly truy cép giira cac ving mang

Quan 1y truy cdp gilta cac vung mang dong vai tro nhu mot rao can giira
mang ndi bd (LAN) va mang bén ngoai (Internet) dé bao vé hé thong khoi cac
mbi de doa mang. Tudng lira hoat dong bang cach kiém soat luu lugng mang vao
va ra dya trén cac quy tac bao mat duoc dinh nghia trude, cho phép hodc chin cac
g6i tin theo cac tiéu chi nhu dia chi IP, giao thirc, cong, hodc ing dung. Tudng
lira giup ngan chin cac cudc tin cong mang nhu truy cip trai phép, mi doc, hoic
khai thac 16 hong.

Tinh ning hé thong

- Trung tdm diéu khién: Cung cip mirc d6 hién thi da dang vé cac hoat dong,
rui ro va moi de doa trong h¢ thong véi nhiéu tién ich nham bo sung thong tin cho
ngudi quan tri, dé dang truy cap.

- Tinh nang Firewall:
+ Thiét 1ap chinh sach truy cdp mang.
+ Thiét 1ap chinh sach truy cap ung dung mang.
+ Thiét 1ap chinh sach truy cap mang theo lich c6 san.
- Tinh nang [PSec VPN:
+ Két nbi VPN giira 2 site.
+ Giri bao cdo cac loai tan cong ty dong.
+ C6 giao dién web dé giam sat bang thong st dung.
+ Hb tro giit nguyén giao thirc dinh tuyén tinh/dong.
+ Két ndi VPN giira nhiéu site (hon 2 site).
- Static/dynamic routing:
+ Ho tro RIP/OSPF/BGP Routing.
+ HO tro Static route.
- C4u hinh NAT: Cung cap tinh ning NAT.
- VPN — Két ndi an toan va bao mat tir xa: Ho trg day du cac cong nghé két
noi VPN site-to-site, client-to-site.
- Reporting and Lo,%ging: Béor c4o va ghi log cac hoat dong: cung cip kha ning
luu trir log ca trén cloud 1an trén thiét bi linh hoat voi mirc do tiry chinh cao ma khong
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phai tra thém khoan phi nao. Bao céo vé cac méi de doa theo timg ngudi ding.
Théng luong cta thiét bi tuong lira > 18 Gbps.
Yéu cau tinh du phong: hd tro trién khai mé hinh active-active hoic active-passive.
b) Véi dich vu phong chdng xAm nhép

- Dich vu phong chdng, ngan chin xam nhap (IPS) cung cap kha ning quét
luu lwong mang hi¢u suat cao dé€ phat hién va ngan chan cac moi de doa mang
trong thoi gian thuc. IPS hoat dong bang cach phan tich luu luong mang dé xéac
dinh cac mau hanh vi doc hai, chang han nhu céc cudc tin cong khai thac 16 hong,
mi doc hodc cac nd luc xAm nhap. Vi kha nang xt 1y t6i thiéu 5 Gbps cho IPS
dam bao hiéu suit ngay ca trong moi truong mang c6 luu lugng cao.

- Tinh ning IPS dugc hd tro béi tri tué nhan tao (AI) va cong nghé may hoc,
gitip nhan dién cac mdi de doa chua ting biét (zero-day threats) trudc khi ching
xam nhdp vao mang. Dir li¢u moi de doa dugc cap nhat lién tuc, ddm bao phan
ung nhanh chong. Dich vu nay cling tich hop voi tudong Itra, tir d6 tu dong co 1ap
cac thiét bi bi nhiém dé ngan chin 14y lan.

- IPS hd tro kiém tra TLS 1.3 v6i hiéu suét cao, loai bo cac diém mu bao mat
trong luu luong ma héa. Nguoi dung co thé tiy chinh cac mau IPS theo timg quy
tac tuong ltra, tdi vu hoa hiéu suat ma khong lam giam mirc d6 bao vé. Ngoai ra,
céc bao cdo chi tiét vé luu luong mang, mbi de doa va hoat dong IPS dugc cung
cap qua giao dién web, giip quan tri vién dé dang theo ddi va diéu chinh chinh
sach bao mat.

Cong ngh¢ nén tang: IPS sir dung nhiéu cong nghé va phwong phép dé phat
hién va ngdn chan céc mébi de doa.

Phén tich miu chir ky (Signature-based Detection):

- Dua vao co so dit liéu chira cac mAu chit ky cua cac loai tin cong da biét,
IPS so sanh luu luong mang voi cac miu nay dé phét hién tin cong.

- Hiéu qua cao d6i véi cac moi de doa di biét.

Phan tich hanh vi bat thwong (Anomaly-based Detection):

- Xay dyng md hinh hanh vi binh thuong ctia hé théng; bat ky hanh vi nao
vuot qué gio1 han binh thuong s€ bi coi 1a dang ngo.

- Hitu ich trong viéc phat hién cac mdi de doa mai.

Yéu cau nang luc cua dich vu IPS > 5 Gbps

2.2. Yéu cau Ky thuat dich vu chiin loc phan mém ddc hai trén méi truwong
mang

- Giai phap chin loc phan mém doc hai trén méi trudng mang (Network
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Antivirus) cung cép kha nang bao v¢ chéng lai cac mdi de doa phén mém ddc hai,
bao gdm ransomware, phin mém gian diép, trojan va cac mdi de doa zero-day,
ngay tai 16p mang. Giai phap quét va theo doi luu lwgng mang trong thoi gian
thuc v6i hiéu suat cao, cho bao vé mdi de doa, dam bao hiéu qua ngay ca trong
cac moi trudong mang cé luu lugng 16n.

- Network Antivirus st dung cong ngh¢ quét sau cac goi tin (deep packet
inspection) dé kiém tra tit ca luu luong vao va ra, bao gém cac tép duoc truyén
tai qua cac giao thirc pho bién nhuw HTTP, HTTPS, FTP, SMTP va POP3. Tinh
nang nay co thé phat hién va chan céc tép doc hai & nhiéu dinh dang, chéng han
nhu .exe, .docx, .pdf, va cac t€p nén nhu ZIP, RAR, hodc 7Z. Cong nghé phan
tich hanh vi va hoc sdu (deep learning) cho phép nhan dién cac mdi de doa chua
ting biét trudc, dua trén cic mau hanh vi bat thuong thay vi chi dwa vao chir ky
(signature-based detection).

- Thong lugng giai phap can dap tng khi bat tinh ning

Threat Protecion > 4.5 Gbps.

2.3. Yéu cau k¥ thuat thiét bi chir ky s6

Thiét bi ky s6 HSM (Hardware Security Module) 1a mot thiét bj phan cing
chuyén dung, duoc thiét ké dé quan 1y, luu trit va xtr Iy cac khoa ma hoa mot cach
an toan, ddm bdo bdo mat cho cac giao dich s6, dit liéu nhay cam, va quy trinh
xéac thuc. HSM cung cap méi trudong bao mat vat 1y va logic dé bao vé khoa ma
hoa khoi cac cudc tin cong, bao gdm ca xam nhap vat Iy va phan mém.

HSM thuc hién cac chirc nang ma hoa chinh nhu tao khoa, ma hoa/giai ma,
ky s6, va xac thuc chit ky s6. Chung hd tro cac thuat toan ma hoa ddi xting (nhu
AES) va khong d6i ximg (nhu RSA, ECC), dap mg céc tiéu chuin bao mat
nghiém ngat nhu FIPS 140-2/140-3, Common Criteria, va NITES.

Hé thong hién tai hién st dung mot thiét bi ky s6 HSM Utimaco Security
Server Sel2 LAN V4 chay doc 1ap, khong c6 thiét bi du phong va da hét vong doi
san pham, khong ¢6 dich vu bao hanh va hd trg k¥ thuat tir hing. Dé dam bao
tuong thich vé mit cong nghé dé xuét trang bi thiét bi HSM cua hiang Utimaco:

HSM cung cép céc tinh ning chinh nhu:

STT Yéu cau Thong s6 k¥ thuit va cac tiéu chuin

- Thuat toan RSA c6 d6 dai khoa: > 2048 bit.
- Signature Creation RSA-2048: > 101 Signatures/s
- Key Generation RSA-2048: >2.53 (Key/s)
- Key Generation ECDSA P-256 bit: > 267 (Key/s)

1 | Hiéu ning thiét bi
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STT

Yéu cau

Thong s6 ky thuit va cac tiéu chuin

- Encryption/Decryption AES 256 — GCM: > 37.00
(Mbytes/s)

- Encryption/Decryption AES 256 — ECB: > 67.90
(Mbytes/s)

- Containers: > 1

Cac giao dién lap
trinh Ung dung
(APIs)

Téi thiéu co:
- PKCS#11.
- Java Cryptography Extension (JCE).

- Microsoft Crypto API (CAPI) and Cryptography Next
Generation (CNG)

- Extensible Key Management (SQLEKM)
- OpenSSL.
- CXI

Thuat toan ma hoa

Téi thiéu co:
- RSA, DSA, ECDSA with NIST, Brainpool and
FRP256v1 curves, EADSA

- DH, ECDH with NIST, Brainpool, FRP256v1 and
Montgomery curves

- AES, Triple-DES, DES.

- MAC, CMAC, HMAC.

- 5@, Block-chain and PQC ready

- SHA-1, SHA2-Family, SHA3, RIPEMD.

- B6 tao s ngau nhién dua trén ham biam (DRG.4 acc.
AIS 31).

- Thuét toan sinh s6 ngiu nhién dua trén nén tang phan
cung (PTG.2 acc AIS 31).

Tiéu chuan an ninh

Téi thiéu co:

- FIPS 140-2 Level 3

- Operation in FIPS Mode is possible.
- CC/NITES

- PCI PTS HSM v3

Tinh ning thiét bi

- T6i thiéu hd trg hé diéu hanh: Windows, Linux

- C6 chtic nang luu trit va quan ly khéa an toan.
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STT

Yéu cau

Thong s6 ky thuit va cac tiéu chuin

- C6 t6i thiéu 2 ché do: Iuu khoa bén trong thiét bi HSM
va bén ngoai dudi dang file ma hoa.

- Cho phép xéc thyc quyén admin bang thé thong minh.

- Cho phép quan 1y truy cap dua trén yéu t6 phan dinh vai
tro va phan tach chirc nang (role-based access control
and separation of functions).

- Cho phép trién lfhai nhiéu HSM méi theo cum véi HSM
cli (Utimaco) dé dér’n bdo tinh san sang (high available)
va tu dong phan phoi tai (load balancing).

- C6 co ché quan Iy HSM tir xa.

- Dung luong luu (cdp khoa, chimg thu sb): > 3000 voi
thudt toan RSA c6 d¢ dai khoa: > 2048bit.

- Phan vung quan tri: HY tro 1én téi 1.000 partitions/slots.

- Sb lwong két ndi tir server tmg dung t6i thiét bi HSM:

>3000.

- Dang thiét bi lép lén ta rack, kich thudc 1U, 19 inch

- Cong két ndi RJ45 loai 1Gb/s: > 02.

- Nguon dién cua thiét bi: 2 qguén x 100~240 VAC,
50~60Hz, c6 kha nang thay thé nong (hot-swap)

6 | Thiét ké

Bao hanh va hd trg

k¥ thuat 12 thang

2.4. Yéu cau dich vu cin bing tai va dw phong néng cho cac thiét bi mang
chinh — Twong lira co sé dir liéu DBF

Do can ngdn chin theo thoi gian thuc cac tn cong vao database nén hé thong
dugc thiét ké cap thiét bi Tuong Itra CSDL hoat dong theo co ché Inline layer 2
bridge va Active-Active Failover. Khi mot thiét bi gap su cd, dit liéu duge failover
sang thiét bi con lai xur 1y tiép, khong giy gian doan hé thong. Ngoai ra thiét bi
con hd tro ché do Fail-Open cho phép mé thong mang néu 15i thiét bi. Tuong lira
CSDL dugc dit trude cac may chu CSDL, kiém soat céc truy cdp tir tng dung,
nguoi dung qua mang vao may chi CSDL. Tuong Itra CSDL bdo vé CSDL trude
nhing loai tin cong khai thac 156 héng CSDL (SQL injection...) va hanh vi bat
thuong dong thoi ghi lai log toan bd thao tac véi CSDL dé 1am bao cdo, diéu tra.

- Nhat ky su kién quan trong: cho phép ghi lai cac su kién quan trong lién
quan dén truy cap dit liéu va quan 1y co so dir liéu, bao gdm viéc truy cip bang,
cot, thuc hién truy van, thay d6i dit liéu, tao va x6a ngudi dung, cap quyén, va
nhiéu hoat dong khac.
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- Thu thap thong tin audit: cho phép thu thap thong tin chi tiét vé ngudi dung,
thoi gian, dia chi IP, chuong trinh rng dung, va hanh dong thyc hi¢n trong h¢
théng co so dir lidu.

- Tich hgp v61 giam sat va nhat ky ngoai vi: cho phép tich hgp véi cac cong
cu giam sat va giam sat bao mat bén ngoai dé cung cap cai nhin toan dién hon vé
hoat dong co s& dir li€u va an ninh.

2.5. Yéu cau vé dich vu phong, chong tan cong tir choi dich vu (anti- DDOS)

- Giai phap Anti-DDoS duoc thiét ké dé phat hién va giam thiéu cac cudc tin
cong tir chéi dich vu (DoS) va phan tan (DDoS), von nhim lam qua tai va gian
doan céc dich vu mang.

- Anti-DDoS phan tich luu lugng mang trong thoi gian thuc, phat hién céac
mau luu luong bat thuong lién quan dén cac cudce tin cong nhu ICMP flood, SYN
flood, UDP flood, hoic HTTP flood. Tinh ning nay cho phép cau hinh cac gi6i
han tc do goi tin (packet rate) va téc do bung nd (burst rate) dé kiém soat luu
luong tir cac ngudn dang ngd. Vi du, quan tri vién co thé dat gidi han 1200
g6i/phut cho ICMP/ICMPv6 flood, giup ngin chin cac cudc tin cong 1am ngip
bang thong.

- Khi phat hién mét cudc tin cong DDoS, giai phap tu dong ap dung cac bién
phap giam thiéu, bao gém gi61 han luu lugng tr mdt dia chi IP cy thé, chan céc
g6i tin bat thudng, hoidc chuyén hudng lru lwong dé bao vé tai nguyén mang. Tinh
nang nay dugc cap nhat lién tuc dé nhan dién cac miu tan cong moi. Ngoai ra,
giai phap ho trg bao vé ca luu lwong IPv4 va IPv6, ddm bao kha ning twong thich
vOi cac moi trudng mang hién dai.

- Quan trj vién c6 thé thiét 1ap cac quy tic DoS duya trén loai tan cong, giao
thire, hodc nguodn luu luong, véi cac tiiy chon nhu gidi han toc do géi tin hodc
chin hoan toan cic ngudn tdn cong. Bao cao chi tiét vé cac cudc tin cong DDoS,
bao gdm thong tin vé luu lugng bat thuong va hanh dong giam thiéu.

Noi dung Yéu cau

a) Anti-DDoS dam bao kha nang phat hién va chan loc luu
Kha ning chin loc | luong tan cong toi thiéu 80%.

luu lugng tan cong b) Anti-DDoS ddm bao kha niang bao v¢ luu luong sach
toi thiéu 85%.

Anti—DDoS fiém bao digh vu van hoat dong binh thuong
trudce toi thi€u cac loai tan cong DDoS sau bao gom:

Kha nang bao vé | a) Tén cong lam tran ngap bing thong: UDP reflection
(DNS, NTP amplification, SSDP attack, Chargen attack),
IP fragment, ICMP flood va cac dang tan cong twong tu;
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Noi dung Yéu cau

b) Tan cong can kiét tai nguyén qua giao thirc TCP: SYN
flood, ACK flood, RST flood, SYN-ACK flood va cac
dang tan cong tuong tu;

¢) Tan cong st dung goi tin khong hop 18: malformed,
invalid packet;

d) Tan cong guri goi tin/yéu cau véi tan sudt cao, dot ngot;
d) Tan cong qua phan tich hanh vi ngudi dung: HTTP
page flood, DNS flood, brute force;

e) Kha nang chan loc goi tin theo chinh sach st dung ALC.

Anti-DDoS cho phép tu dong canh bao téi nguoi dung

_| theo tho1 gian thyc do6i véi cac loai su kién sau.
Canh bao theo thoi

gian thuc a) Canh bao khi c6 tan cong DDoS xay ra;

b) Canh bao vé ty dong xir 1y tin cong DDoS;

¢) Canh bao khi tin cong DDoS két thic.

Anti-DDoS cho phép giam sat va phan tich sy ¢6 tin cong
DDoS:

a) Cho phep giam sat thong tin cac cudc tin cong xay ra
theo thoi gian thyc va tim kiém trong cac cudc tin cong
Yéu cau vé giam sat | da xdy ra;

b) Cho phép giam sat bang thong theo dia chi IP va dai
mang phuc vu phan tich tan cong;

¢) Cho phép giam sat theo doi hiéu qua chan loc thong qua
luu lugng bang thong trude va sau khi di qua bo loc.

2.6. Yéu cau vé dich vu giam sat an toan hé thong thong tin tip trung

- Cong nghé giam sat (SIEM) phai duoc cac to chirc qudc té danh gia va cong
nhén vé tinh niang hiéu ning.

- Cong nghé giam sat phai nam trong top Leader ctia Gartner trong 10 nim
lién ti€p.

- Pon vi cung céap dich vu can c6 d6i ngil tmg ctiru xtr 1y su cd thuong truc
24/7 tai dia ban thanh ph6 Hai Phong san sang ho tro, (g ciru cac sy co An toan
thong tin trong toan bg qua trinh cung cap dich vu.

- Giam sat sy kién an toan thong tin gitp kip thot phét hién, xtr 1y, Gmg clru
cac rii ro gAy mat an toan thong tin, 16 lot dit liéu, trudc cac cudc tdn cong tir
trong va ngoai to chtrc. dich vu giam sat sy kién an toan thong tin phai dap tng
cac tinh nang sau:

+ Dir li¢u da dang va toan dién: Thu thap dit 1i€u an toan thong tin tu nhiéu
thiét bi can quan 1y théng qua co ché 1y Syslog hodc bang cac giao thirc nhu:
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JDBC, SNMP, SDEE, OPSEC... Hé thong twong thich tot v&i cac giai phap khac
nhu Antivirus, Firewall, VPN, WAF.

+ Chuén hoa va loai bo dir lidu du thira: Dit liéu thu thap vé s& dugc hé thong
sép Xép, chuin hoa va phan loai lai theo mot dinh dang chung, t8i wu hoa cho viéc
phan tich va diéu tra xur Iy su ¢6. Pong thoi dit liéu ciing duoc loc bét cac thanh
phan du thira, ddm bao cho ngudi van hanh ¢ thé diéu tra va nhin dién nhanh
chong cac vi pham, tin cong dang xay ra trong hé thong, tir d6 dua ra cac quyét
dinh hiéu qua va kip thoi.

+ Phat hién tAn cong thoi gian thuc dua trén Killchain va IOC: Thanh phan
phan tich va phat hién tin cong cia giai phap co kha nang xir Iy dén 5000EPS/1
thiét bi va c6 kha ning mé rong theo quy mé cua hé thdng. Cong nghé phan tich
twong quan nhiéu chiéu theo thoi gian thuc, nhiéu pha trén dir liéu, sir dung céc
mo hinh méi trén thé gii nhu Killchain va IOC. Hé théng tap luat mém déo,
tuong thich dé& dang vi moi truong ha tang khac nhau. Bo phan tich ¢6 kha ning
phat hién ra cac dau hiéu kha nghi, nhitng hanh vi bat thuong bén trong hé thdng
can phai diéu tra, xir 1y; loai bo cac canh bao gia, khong chinh xac.

+ Tdi wu luu trit va tim kiém phuc vu cho diéu tra: Luu trix di liéu duoc Sép
x€p, sao luu, tinh chinh d€ phuc vu t61 da cho viéc di€u tra va xu 1y sy co, cling
¢ thé mé rong dé dang theo quy md, yéu cu ctia hé théng.

+ Giao dién gidm sat tryc quan, da dang: Giao dién tryc quan, than thién,
cung cap san hang chuc loai dinh dang giao dién giam sat theo nhiéu tiéu chi da
dang, theo cac use case van hanh thuong gap.

+ Quan ly Workflow: Quan ly ticket va workflow gitip quan ly van hanh khai
thac an toan thong tin, lwu trir va truy vét lich st, xir 1y su ¢6 dé dang, quan 1y
duoc vong doi clia cac su o tir khi bat dau dén khi két thic

2.7. Yéu cau vé dich vu phong, chong thit thoat dir liéu

- Giai phap phong chong that thoat dir liéu (Data Loss Prevention - DLP) 1a
mot hé thong cong nghé va quy trinh duoc thiét ké dé ngan chin dit liéu nhay cam
bi 10 ri, mat mat hodc truy cip trai phép.

- Tinh ning can c6 cta dich vu chong thit thoat dit liéu (DLP):

+ Kiém soét toan bo dir liéu giri ra ngodi qua Internet, bao gdm: Email /
Webmail /Mang xa hdi /Messenger /Cloud (gdém Office 365 & Google Docs).

+ Phan tich ludng dit liéu ma hoa dang SSL ¢ 2 muc: Endpoint / Gateway.

+ Phan tich hanh vi ngudi dung /Tao ho so /Canh bao mbi de doa/ Ngan chin
su vi pham dir liéu.

+ Tao biéu do két nbi lién lac nguoi dung.
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+ Kiém soat thiét bi ngoai vi & thiét bi tai t6 chirc / Ngin chin chép anh ra
bén ngoai /qua in an.

+ M3 khoa file khi sao chép ra ngoai.

2.8. Yéu cau vé dich vu phong chéng tin cong mang cho ing dung web; sir
dung Sian pham Twong lira Gng dung web

Dich vu tuong Itra tng dung Web c6 nhiing tinh nang nhu sau:

- Ngin chin cac tin cong khai thac diém yéu da biét téi cac hé thong website
nhu cross-site-scripting (XSS), SQL injection, Local File Inclusion (LFI), XML
External Entity,...

- Phong chéng céc cudc tan cong tu chdi dich vu tai layer 7.

-Khi trién khai Giai phap tuong lira Gtmg dung Web dimg trudc web
application, 16p bao vé s€ ding gitra web application va internet do d6 céac irng
dung web s€ dugc bao vé b::ing cac bo loc, giam sat va chan cac traffic HTTP/S
doc hai té1 dich vu.

-Ngin tit ca cac dir liéu khong dugc phép tir client dén tryc tiép server
backend. WAF s¢€ dong vai tro nhu mot reverse proxy dé bao vé may chu web.

- Giai phap c6 thé giam sat, phan tich va thong ké truy cép ciia nguoi dung
theo thoi gian thyc tir d6 hd tro ngan chin, canh bao cac bat thudng trong truy cap.

- Kha ning chéng tan cong, thim nhép tir bén ngoai cd thé ngin chin ngay
1ap tirc voi cac cudce tin cong tng dung Web nam trong Top 10 OWASP bao gdbm:

+ Injection.

+ Broken Authentication.

+ Sensitive Data Exposure.

+ XML External Entities.

+ Broken Access Control.

+ Security Misconfiguration.

+ Cross-Site-Scripting(XSS).

+ Insecure Deserialization.

+ Using Components with Know Vulnerabilities.
+ Insufficient Logging & Monitoring.

Giai phap c6 kha nang theo ddi cac ludng traffic inbound, tir d6 theo doi dugc
hanh vi ctia cac cudc tin cong DOS vao timg dung web va dua ra canh bao, ngin
chin cac cudc tan cong nay. Tinh ning nay c6 thé duoc cau hinh trén Portal va co
thé diéu chinh rate-limit cho tirng website tng dung khac nhau.
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- Giai phap c6 thé thém, stra, x0a certificate mot cach dé dang trén Portal
quan tri cia WAF cho cac website dugc WAF béo v¢.

- Khi hé théng phat hién duoc c6 hanh vi thay d6i c4u hinh, dit liéu sé& co
canh béo kip thoi cho quan tri vién qua alert va email dé phong chong danh cap
dit liéu, ciu hinh hé thong.

Giai phap thong bao cac thong tin vé luu lugng truy cap trang web ciing nhur
cac sy kién an toan thong tin, WAF théng ké thong tin vé mutrc do sir dung CPU,
lru luong truy cap website (IP, Protocol, dang tan cong,.. ), WAF ciing cung cap
thong tin dia 1y tir cac dia chi IP ¢6 hanh vi tan cong.

2.9. Yéu céu vé quan Iy, van hanh dich vu

STT Dich vu Mo ta cong viéc
Cau hinh va trién khai:
Dich vu quan Iy | Thiét 1ap cAu hinh céc luat va chinh sich bao mat trén dé
truy cap gitta | kiém soat luu lugng mang vao ra.
1 | cacvang mang | Cap nhét phién ban méi hodc cac dir liéu bao vé mdi cho
va phong chong | tuong Itra khi ¢6 yéu cau.
xam nhap Hb trg doi ngii van hanh thiét 1ap, cdu hinh chinh sach truy
cap gifra cac vung mang
Dich ha , , < < < b A A A
FER VU CRAN ik hoat tinh nang ngan chan phan mém doc hai va cap
loc phan mém a1 1A \ n At A N
2 e nhat dir liéu thuong xuyén khi cé phién ban cap nhat méi
tréen mo1 truong )1 A
cua hang cung cap
mang
D. h h C A A ~ A A A \ A A A
1E0 VU PRONS, | T4 1ap ngudng, tan suat truy cap phong chong tan cong
3 | chongtancong | o' s i vy
ttr choi dich vu : :
Dich vu phong, | Cau hinh céc chinh sdch ngan chin céc hanh vi giri tap tin
4 | chong that thoat | ma hoa/dat mat khau, nén ra ngoai
di licu
Dl(ih vy tuong HO tro thiét 1ap, céu hinh dich vu tuong Itra CSLD tich hop
> lra CSDL {6 16 théng CSDL hién tai
(DBF) v g v i
Thém/x06a cac domain mdi vao hé théng bao vé
CAu hinh va trién khai WAF:
Dich vu tuong | - Thiét 1ap va cu hinh WAF theo céc yéu cau bao mat cua
6 Ira tng dung | ing dung web cu thé.
WEB Cap nhat va nang cap:

- Theo ddi cac ban cip nhat va phién ban méi cia WAF dé
dam bao tinh bao mat va hiéu suat tot nhat.
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STT Dich vu Mo ta cong viéc

- Thuc hién qué trinh nang cip phién ban WAF mot cach
can than dé tranh gap 18i hodc gian doan hoat dong cta tmg
dung.

Kiém tra va thir nghiém:

- Tién hanh kiém tra thir nghiém dé dam bao rang WAF
hoat dong dting cach va c6 kha nang ngan chin céc loai tin
cong mang nhu mong doi.

- Kiém tra can than truge khi trién khai cac quy tic bao mat
m&i dé tranh gay rdi hodc gian doan khéng mong muébn dén
ung dung web.

2.10. Yéu cdu vé sin sang véi Ipve6

Cac san pham, dich vu phai c6 tinh sin sang hd trg dia chi Internet thé hé
moéi IPv6, DNSSEC. Trién khai HTTPS sir dung giao thirc TLS v1.2 trd 1én véi
cic bdo ma hoa an toan trong xac thuc ngudi ding va truyén nhan cac thong tin
nhay cam (thong tin ca nhén, thong tin thanh toan). Cuy thé:

STT Yéu ciu

Pam bao phan mém hd trg IPv6

DPam bao duong truyén két ndi Internet cho Webserver hd trg IPv6

Khai bao Webserver lang nghe duoc cac két ndi qua mang IPv6

Khai bao ban ghi AAAA cho tén mién trén hé théng DNS Hosting

N | bW N | ==

Pam bao may chu DNS Hosting hd tro IPv6

San sang hd tro dia chi Internet thé hé méi IPv6, DNSSEC. Trién khai HTTPS
st dung giao thirc TLS v1.2 trd 1€n voi cac bo ma hoa an toan trong xac thuc
nguoi ding va truyén nhan cac thong tin nhay cam (thong tin ¢4 nhan, thong
tin thanh toan).

2.11. M6 hinh trién khai

Nha thau c6 ban v& logic mé hinh trién khai twong tmg véi cac giai phap k¥
thuat chi tiét cta cac dich vy, pht hop véi hién trang va dap tng dugc quy dinh
ctia phap ludt vé an toan thong tin cAp d6 3. Nha thau dién giai cdc ving mang
duoc thiét ké theo ban v& mé hinh logic.

3. Yéu ciu, diéu kién vé kha ning két noi, lién thong véi ing dung, hé thong
thong tin khac

Hé thong phai dam bao tuan thi ding theo Quyét dinh s6 292/QD-BKHCN
ngay 25/3/2025 vé viéc ban hanh khung kién trc Chinh phu sé Viét Nam, phién
ban 4.0 va Nghi dinh s6 47/2020/ND-CP ngay 09/4/2020 ctia Chinh phu vé quan
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1y, két ndi va chia sé dit lidu s6 cua co quan nha nudc, trong d6 ¢ cac két ndi
chinh nhu sau:

- Sén sang két ndi lién thong dir liéu voi cac hé thong tmg dung cong nghé
thong tin khic ctia cac SO ban nganh, co quan, doanh nghiép trong thanh phd
thong qua nén tang chia sé tich hop LGSP.

- Pam bao hd trg phan mém két ndi lién thong dit liéu vai cac hé théng thong
tin hién tai dang két ndi: Phan mém khai bao Hai Quan, Hé théng thanh toan 24/7
ctia Cuc Hai quan, ddi tac thanh toan, hoa don dién ti.

- San sang hd tro két ndi lién thong dit liéu v6i cac hé thong thong tin, co so dit
lidu ctia B6 nganh Trung wong thong qua nén tang chia sé tich hop LGSP — NGSP.

Céac két ndi nay co thé duoc thuc hién thong qua mang internet, mang s6 liéu
chuyén dung, mang VPN.

4. Yéu ciu vé dam bao an toan bio mat thong tin

Heé théng dugc Uy ban nhan dan thanh phd Hai Phong phé duyét 1a hé thong
thong tin cap do 3 tai quyét dinh s6 2331/QD-UBND ngay 19/7/2022 vé viéc phé
duyét cAp d6 an toan hé thong thong tin.

Nha thau thuyét minh chi tiét, ¢y da yéu cau co ban bao dam an toan hé
théng thong tin doi v4i hé théng thong tin cap do 3 quy dinh tai Nghi dinh s6
85/2016/ND-CP ngay 01/7/2016 cua Chinh phu va Thong tu sé 12/2022/TT-
BTTTT ngay 12/8/2022 ctia B4 Thong tin va Truyén thong.

5. Yéu cau vé ky thuit ha ting, diéu kién trién khai

Céc giai phap cung cip dich vu s& dugc cau hinh, cai dat, tich hop trén may
chu, thiét bi, phu hop véi moi trudng trién khai tai Phong may chi Chi cuc Hai
quan Khu vuc III.

DPam bao cac diéu kién trién khai vé ha ting may chu, thiét bi, méi trudng dé
cai dat, van hanh dich vu.

- Str dung cac may chi vat Iy hodc may chi do tuy thudc vao yéu cau cia
giai phap: dam bao may chu c6 du tai nguyén (CPU, RAM, Luu trir), hi¢u nang
dé dap ung yéu cdu cua giai phap.

- Heé thdng phai ¢6 kha ning mo rong dé dang khi can thiét dé dap tmg nhu
cau trong sudt thoi gian cung cap dich vu.

- Cic hé diéu hanh pho bién bao gom: Linux, Windows Server.

- Hé co s& dir liéu: MySQL, PostgreSQL, SQLServer, MongoDB....

- Pam bao cung cip co s¢ vat chit can thiét dé trién khai va cung cip dich
vu: mat béng, khong gian lép dat, dién, mang...
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6. Yéu cau ve nang lwe, kinh nghiém
6.1. Yéu cau vé nang lyc cia nha cung cap dich vu

Nha cung cip dich vu ¢ kinh nghiém trong viéc van hanh, quan tri hé thong
va cung cap dich vu an ninh thong tin cho chinh phu dién ti.

- C6 chimg nhan dam bao Phat trién, van hanh, bao dam an ninh mang, an
toan thong tin; Giam sat va xir 1y su ¢d an toan thong tin; Cung cap san pham, giai
phap va dich vu vé an ninh mang, an toan thong tin ISO 27001:2022.

- C6 kinh nghiém tim ra cac 16 hong phd bién duoc tiét 16 (CVE - Common
Vulnerabilities and Exposures) lién quan cac tmg dung web va thiét bj mang trong
thot han 1a cac nam g?m day (c6 tai liéu hoac danh sach dugc cong bd trén website
ctia td chire. C6 >250 CVE (Nha thau cung cap day du list CVE d duoc xac nhan

6.2. Yéu cau vé nang lyc nhan sy

Nha cung cép dich vu phai c6 d6i ngii nhan sy chuyén mon phu hop voi trach
nhiém quan ly, quan tri dich vy dang dugc bo tri ddm nhén cong viéc.

Co cau to chirc vé nhan sy chuyén mon cua nha cung cap dich vu can dap
ung nhiing yéu cau toi thi€u nhu sau:

- Nhdn sw Quan ly ky thudt
+Sb lugng nhan syu: 01 nguoi.

+ Mo ta cong viéc: Phan tich nang cao cac giai phap an toan thong tin bao
mat cho hé théng dap tng cac yéu cau cua dich vy tng dung (Thu thap, xu 1y,
phan tich log, Phan tich phat hién tan cong dua vao phén tich luu luong mang,
Phan tich phat hién tdn cong Endpoints Server, Phat hién, ngin chin tin céng 16p
ung dung, Quan ly, phan tich, canh bao).

- Nhdn sw Quan tri, van hanh An toan thong tin, khai thac hé théng:
+Sb lugng nhan syu: 01 nguoi.

+ M5 ta cong viée: Thuc hién cong viéc truc tiép cac giai phap an toan thong
tin bao mat cho hé théng (Thu thap, xt 1y, phan tich log: (thiét bi mang Router,
Switch), thiét bi bao mat (Firewall, NIDS, Endpoint server), hé diéu hanh (Linux,
Windows), tng dung (Web, Mail, DNS, DHCP); Phan tich phat hién tin cong
dua vao phan tich luu luong mang: Phat hién tdn cong co ban 16p mang, phat hién
két ndi dén may chu diéu khién ctia mi doc; Phan tich phat hién tan cong
Endpoints Server: Phat hién cac hanh vi bat thuong nhu T4p tin bi thay d6i, thém
méi trén dudng dan, Chay cac 1énh nguy hiém, hanh vi nhu: thay d6i Registry,
tur dong khoi chay; Phat hién, ngin chin tdn cong 16p Gng dung: bao vé Web hoic
tich hop véi giai phap c6 san).
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7. Yéu cau vé hd tro ky thuit, bao tri va xir 1y sw ¢6 gian doan dich vu
7.1. Yéu cau quy trinh quan 1y sw ¢ ciia nha cung cap
- Phat hién su ¢

+ Nha cung cap dich vu can bd tri nhan sy lién tuc gidm sat hé thong va phat
hién cac du hiéu bat thuong.

+ Str dung gidi phap, cong cu dé gidm sat d€ nhan canh bao vé cac su ¢0 ti€ém nang.
- Phan tng su co

+ Cam két thoi gian phan tng khong qua 01 gid tir khi nhan duoc thong tin
vé su cd.

+ Sir dung quy trinh phan (mg nhanh dugc x4c dinh trudc dé bat dau xir 1y su cd.
- Xur 1y su ¢d
+ C6 bién phép khic phuc tam thoi dé bao dam hé thong khong bi gian doan.

+ Xac dinh nguyén nhan cua su c0, tién hanh stra chira, khac phuc su c6 dam
bao chat lugng da cam két.

- Bao cao su co

+ Ghi chép chi tiét vé su ¢ bao gom: thoi gian xay ra, nguyén nhan, bién
phap khic phuc va thoi gian hoan thanh.

+ Cung cép béo cao sir c¢d cho cac bén lién quan sau khi van d& da duoc xir 1y.

- Kiém tra va x4c nhan

+ Sau khi su ¢6 dugc khic phuc, tién hanh kiém tra lai toan bo hé thong dé
bdo dam sy ¢6 da duogc gidi quyét triet dé.

+ X4c nhan v6i cha du tu hodc cac bd phan lién quan vé tinh trang cua h¢
théng sau khi xir 1y.

7.2. Yéu cau vé bio tri, hd tro ki thuat

Nha cung cdp dich vu bao dam thuc hién cong tac bao tri dinh ky trong thoi
gian cung cap dich vu, bao gdm cac ban va 18i, cap nhap bao mat va hd tro k¥
thuat bao gom:

- Cap nhat: Nha cung cép dich vu ¢ ké hoach, phuong an cap nhép cac ban
va 10i, tinh ning k¥ thuat va bao mat.

- Nang cap: Nang cip cac phién ban méi ciia phan mém, dich vu véi cac
chtrc ndng cai tién hon trong tho1 gian cung cap dich vu.

- Viéc cap nhat, nang cap, cai thién chat luong tinh ning cua dich vu phai ¢6
thong bao bang vin ban hoic email dén chu dau tu trude 48h.
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- Yéu cau vé hd tro k¥ thuat: Cung cip ca hai hinh thire hd tro 13 online va
truc tiép.

- H6 tro qua online: Qua email, dién thoat, chat, bao dam hd tro 24/7 trong
thoi gian cung cép dich vu.

- HO tro truc tiép: Co k¥ thuat truc tiép tai dia chi cai dat hé théng trong thoi
gian 2h tir khi nhan duoc phét sinh yéu cau hd tro.

8. Yéu ciu vé tap huin hwéong din, sir dung
- Thanh phéan tham gia: Can bg, chuyén vién khai thac, str dung, quan tri van hanh.

- Hinh thirc: T6 chire 16p tp huan tap trung, huéng dan st dung truc tiép véi
su hudng dan cia giang vién.

- N6i dung tap huan: Huéng din st dung va khai thac quy trinh thuc hién xtr
1y thong tin, khac phuc su ¢6 va ho tro cong tac quan tri, van hanh h¢ thong.

- Pia diém tap huén: theo yéu cau ctia chu dau tu.

- Giang vién, tro giang cta nha cung cip truc tiép giang day.
III. Céc yéu cau khac

1. Yéu ciu vé phong chdng chdy nd, an toan trién khai

Trong qua trinh thiét 14p ha tdng cung cip dich vy, don vi cung cép dich vu
phai tuan thu cac diéu kién v€ phong chong chay no, cu thé nhu sau:

- V€ an toan lao dong: c6 phuong an ngan ngura hoac giam thiéu tdc dong
cua céac yéu to nguy hiém va cé hai trong qua trinh thi cong.

- Trang bi cac phuong tién bao vé dé tao ra nhimg diéu kién thuin loi tién
nhat cho co thé con nguoi thich ing v&i moi trudng xung quanh, bao dam diéu
kién lao dong.

- Cac phuong tién bao vé khong gay ra cac yéu t6 nguy hiém va c6 hai trong
qua trinh thi cong.

- Phuong tién bao vé can dap tng yéu cau thim my cong nghiép.

- Trong trudng hop khi két cdu cua thiét bi, té chic qua trinh thi cong va
phuong tién bao vé tdp thé chua ddm bao an toan lao dong s€ phai s dung céac
phuong tién bao vé ca nhan.

- Vé an toan khi lép dat hé théng: dam bao chéng chay nd, dién, giat, sét,
tranh roi hong, roi rét thiét bi xudng mat dat 1am hu hai thiét bi, tranh cac két nbi
gay cham, chap di¢n...

- Béo dam tudn thii cac diéu kién an ninh quéc phong cho cac hé théng CNTT
theo quy dinh.
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- Vé van dé bao dam an toan dién, an toan thiét bi.

+ Viéc thao g& day dan, sita chita hiéu chinh thiét bi dién phai do cong nhéan co
trinh d§ k¥ thudt vé an toan dién thich hop voi tirng loai cong viéc tién hanh.

+ Céc thiét bi dién di dong, may dién cAm tay va den dién xach tay khi ndi
vao ludi dién phai qua 6 cam. Viéc dau ndi phdi théa man cac yéu cau ve k¥ that
an toan dién.

+ Trude khi ldp rap va stra chira dién hay thiét bi, phai ngat dién cho khu vuc
thao tac, tai cau dao do6 can c6 bang thong bao.

2. S6 hiru thong tin, dir liéu hinh thanh trong qua trinh cung cap dich
vu va phuong 4n quan ly, chuyén giao

2.1. Viéc sé hiru thong tin, dir liéu hinh thanh trong qu4 trinh cung céap
dich vu

S& hitu cac thong tin, dit liéu hinh thanh trong qué trinh cung cap dich vu
tuan thi quy dinh tai khoan 4 diéu 52 ctia Nghi dinh s6 73/2019/ND-CP (duoc
stra d0i, bo sung tai Khoan 30, Piéu 1 ctia Nghi dinh s6 82/2024/ND-CP ngay
10/07/2024) cuy thé nhu sau:

“Thong tin, dir lieu hinh thanh trong qua trinh thué dich vu cong nghé thong
tin thudc so hitu cua co quan, don vi thué. Nha cung cd'p dich vu co trach nhiém
bdo dam an ninh, an toan théng tin, chuyén giao day di cho co quan, don vi thué
cdc théng tin, dit liéu khi két thiic hop dong thué dich vu céng nghé thong tin”.

2.2. Phuong an quin ly, chuyén giao cho bén thué

- Thong tin, dir liéu hinh thanh trong qua trinh thué dich vu CNTT thudc sé
hitu cta Bén thué. Pon vi cung céap dich vu c6 trach nhiém bao dam an toan, bao
mat va tinh riéng tu vé thong tin, dir liéu ctia co quan nha nudc; tuan thi quy dinh
cua phap luat vé an toan, an ninh thong tin, co yéu va Luat bao vé bi mat nha
nuoc.

- Pon vi cung céip dich vu c6 trach nhiém chuyén giao déy du cac thong tin,
dir liéu thudc s hitu ciia Bén thué va cac cong cu can thiét khi két thuc hop dong
dé dam bao Bén thué van c6 thé khai thac sir dung dich vu dugc lién tuc ké ca
trong truong hop thay d6i don vi cung cip dich vu.

- Trong qué trinh van hanh hé thong, Bén thué s& dugc cung cép céc tai khoan
hé thong dé truy cap, quan 1y cac théng tin dit 1iéu do minh s¢ hiru.

3. Yéu céu phat sinh trong qua trinh khai théc, sit dung dich vu

- Pon vi cung cap dich vu c6 cam két khi phat sinh yéu cau: vé k§y thuat,
chirc nang, tinh nang cua h¢ thong, vé két nd1, chia sé dir liéu khi Chinh phu hodc
Bo, nganh lién quan hodc thanh phd yéu cau hodc khi ¢6 van ban, quy dinh méi
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lién quan dugc ban hanh. Ngoai ra, don vi cung cép dich vu phai c6 trach nhiém
va cam két cy thé vé thoi gian cip nhét, bo sung, nang cap chirc nang trong hop
dong khi dang trong giai doan thué.

- D61 voi hoat dong bao tri va ho trg h¢ thong can tuan thu cac yéu cau:

+ Trong trudng hop hé thong bo sung, nang cip, cai thién chat luong cac tinh
nang cua hé thong trong gid lam viéc chinh thurc, phai ¢6 thong bdo bang van ban
hoic email dén khach hang trudc 48 gid.

+ Yéu cau lya chon thoi diém bao tri ngoai gio hanh chinh. Tong thoi gian
bao tri khong anh hudng téi thoi gian st dung dich vu cua khach hang khong qua
02 gid (120 phut).

+ BS trf nhan lyc phu trach xur 1y, giai quyét cac van dé vudng mic, hoi dap
cua nguoi dung ciing nhu don vi thué dich vu trong qua trinh tham gia s dung
dich vu.

+ Cam két hd trg van hanh 24/7 trong subt thoi gian thué dich vu.

Muc 2. Ban vé va hién trang

Ban v€ va hién trang theo Phu luc (dinh kém).

Muc 3. Kiém tra va thir nghiém

Céc kiém tra va thir nghiém can tién hanh gém c6: Kiém tra ngoai hinh va
van hanh thtr nghiém hang hoa.

Trudng hop hang hoa khong phu hop véi dic tinh ky thuat theo hop dong thi
Bén moi thiu c6 quyén tir chdi va nha thau phai co trach nhiém thay thé hoic tién
hanh nhirng diéu chinh can thiét dé dap ung ding cac yéu cau vé dic tinh k§ thuat.
Trudng hop nha thau khong c6 kha ning thay thé hay diéu chinh hang hoa khong
phtl hop, Bén moi thau c6 quyén t6 chirc viéc thay thé hay didu chinh néu thay
can thiét, moi rui ro va chi phi lién quan do Nha thau chiu. Viéc thuc hién kiém
tra, thir nghiém hang hoa ctia Bén moi thau khong dan dén mién trir nghia vu bao
hanh hay cac nghia vu khac theo hop dong ctia Nha thau.

Tat cac dich vu trude khi dua vao van hanh chinh thirc phai trién khai van
hanh thtr, néi dung van hanh thtr bao gdm: Kiém tra vé chic ning va kiém tra vé
hiéu nang:

- Yéu cau tai liéu phuc vu van hanh thir:

+ Tai liéu mo ta yéu cau cua hé théng;

+ Tai liéu huéng din nguoi sit dung, bao gém ca ngudi st dung 1a can bo
quan tri h¢ théng;

+ Tai liéu mo ta yéu cau k¥ thuat can dap ung cua dich vuy;
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+ Tai liéu mo ta yéu cau ha tang k¥ thuat can dap ung vé mdi trudng van
hanh, khai thac dich vuy;

+ K& hoach van hanh thtr do nha thau trién khai 1ap da dugc chu dau tu thong
qua;

+ Ho so bao céo két qua kiém thir noi bd hodc két qua kiém thtr dich vu méi
nhat (néu co).

- Trinh ty, thu tuc van hanh thu:

Bao gdm cac budce nhu sau: 14p ké hoach van hanh thir; xay dung tinh hudng,
kich ban van hanh thir; thyc hién van hanh tht; 14p bao céo két qua van hanh tha.

- Chi phi van hanh thir: ¢4 bao gdm trong chi phi thué dich vu.



PHU LUC. HIEN TRANG MO HINH HE THONG VA CAC THIET BI MANG

1. M6 hinh hé thong
1.1. M6 hinh ha ting

Ve

s Viing DMZ Server
Ving CSDL

A% Py

Intemet

Ving backup : ‘Cyc Hai Quan




Mo ta:

Hé thong quan 1y thu phi st dung cong trinh két cdu ha tang, cong trinh
dich vy, tién ich cong cong trong khu vuc ctra khau cang bién Hai Phong hién
dang dat tai Phong may chu Chi cuc Hai Quan Khu vuc 11l dugc dua vao sir dung
van hanh tir nim 2018 va dugc dau tu, nang cap mot 1an vao nim 2020. Hé théng
duoc dau tu cac thiét bi nhu mdy chu, thiét b luu trit, thiét bi mang, thiét bi bao
mat, phdn mém hé théng.

- Vé thiét ké cac ving mang: Cac ving mang duoc thiét ké nhu sau:

+ Vung Internet (mang bién): Hé thdng tuong lta (firewall) phuc vu quan
1y két ndi giira Internet v6i hé thong.

+ Ving DMZ server: Dit cac may chii cung cdp dich vy ra bén ngoai Internet.

+ Ving Core: Hé thong Firewall thiét lap co ché quan ly, giam sat, diéu
huéng ngudi dung va dit liéu trong hé théng.

+ Ving WAN: Quén 1y duong truyén sb liéu chuyén dung két ndi thong
qua mang vién thong (Metronet) dén cac diém thu phi.

+ Vung CSDL: Pit cac may chi co s& dir liéu ctia hé thong.

+ Vung backup (sao luu): Hé thong luu trir tai nguyén dir liéu va chia sé dix
liéu tu dong voi vung trng dung.

- Vé thiét bi, giai phap an toan thong tin: Hé théng duoc trang bi cac giai
phép, phurong 4n an toan thong tin bao gom:

+ Phuong an bao dam an toan cho may chi co s dit liéu: St dung cip thiét
bi tuong Itra Firewall Cisco FirePower 2110 NGFW Appliance.

+ Phuong an giam sat hé thong thong tin tap trung: Hién dang sir dung
Netdata 1am cong cu gidm sét toan b hé thong.

+ Giai phap phong chéng mi doc cho may chu: St dung giai phap
Kaspersky antivirus tap trung.

+ Giai phap quan 1y sao luu du phong tap trung: Str dung phan mém Veeam
Backup & Replication dé sao luu dit liéu thuong xuyén (hang ngay), dit liéu ctia hé
thong dugc luu trit cling mi kiém tra tinh nguyén ven sir dung MD5 va luu trit trén
hé thong SAN HPE cuia hang HP, c6 ning luc quan 1y va luu trir 24TB dir lidu.

+ Phuong an duy tri it nhat 02 két néi mang: Hién c6 02 duong WAN két
ndi dén Cong thanh toan 24/7 ctua Cuc Hai quan (01 dwong chinh, 01 dy phong);
02 WAN két ndi voi Cang vu duong thily ndi dia; 02 dudng internet IP tinh (tiép
nhan thong tin khai bao to khai phi ctia doanh nghiép va trao ddi théng tin véi
doanh nghiép kho, bai, cang).



1.2. Mo hinh vat ly
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- Rack 1
u RACK.01 RACK.02
Cizco ISR 4331
Cizco ISR 4331
SW

Cisco ISR 4331

Cisco ISR 4331

Cisco ISR 4331

HPE DL380g10
B58703-B21/5GH053WE02

HPE DL330g10
B88703-821/5GH053Wa04

HPE MSA 2052 SAN

i L - - - =

= R e LR =) GO D

9
a
-
6
)
4
3
2
1

HSM
Cisco C9200 L24
FW-01 SuperMicro
RACK.3

FW-02 SuperMicro
SW-CORE M SuperMicro
SW-CORE 02 SuperMicro
SuperMicro

slot7? converter
SuperMicro

SuperMicro 19
(Ell converter |
QNAP EdgeCore ECS54120-28Fv2-AF
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Thiét bi k&t ndi toi

il | Port
Detait cn cabie|  Laver | - B
. RACKD1 | server jerve| card | Label | RACK | Unit | port Name Device SN |
mgmt copper 27 I
ROUTER-NB 01 Gel/D/0copper 40 ¥
Cisco ISR 4331 Gel/0f1copper 16 13 |Tiquang |EdgeCore ECS4120- -AF EC212700071%
Gel/0/2copper 16 12 |Thquang |EdeeCore ECS4120- 2127000719
mgmt copper 27 3
ASAESIE X 1 copper 42
2 copper 25
3 copper 27
ROUTER-NB 02 mgmt copper i
mEgmt copper 25 X
HOITLR- AR DY GeD/0/0copper 27
Cisco ISR 4331 1.1, CORP
GeD/0/1copper 33
ROUTER-WAN 02 MEME. LoRpE! % 2
2 1] 25 71
Cisco SR 4331 GeD/0/0copper 25 21
Gel/0f1copper 33 22
3 rcopper RACK.10/21-22  slot NIC | Thquang iconverter 3onedata 14 chassis converte
7 copper RACK.10| 16 8 Tuquang EdegeCore ECS412( \F EC21270) 9
11 copper user
13 copper user
Cisco 9200 L24 g A e g ) R
Co[447046P copper IC_|Tiguang cony VAGLO
20 copper G
22 copper G
23 copper
24 copper
mgmt ‘copper 5!
FW-01 £
Cisco FPR-2100 WHNI xappel 2
WAN2 ‘copper 0
FW-02
Detailon|___Port B " Thidtbi ket nbitei i
cable Label - T = note
RACK.01 _server serve| card | Label [ RacK [unit] port Name Device SN [
1 RAC) 42 memt
2 RACKD1! 39 mgmt
3 RACI
4 mgmt
5 mgmt
A Cerll mgmt
8 mgmt
9 iLo
11 11
12 g
13 NIC 4
14 NIC 2
2 LI L is Wit 2
Cisco Catatyst 3300-NM-8X iE Wit Fi
FOC250212NT i3 YEY
20
21
22
23 24
24 3
SRV-01 LINK2 SRV-01 LINK2 T
TE1 SW-COREDL SW-CORETL Flex 1 SERVER 01 HPE DL3BDgl10
TEOL TE.O1
SRV-02 LINK2 SRV-02 LINK2 i
TE2 SW-COREDL SW-COREDL RACK.DL 5-6 Flex 1
TED2 TE.D2
7 mgmt
5 mgmt
3 mgmt
2 mgmt
& Lo
3 QnNAaP
NIC L
NIC 1
NIC 3
SW-CORE 02 Wit 3
Cizco Catalyst 9300-NM-8X
FOC2503L721 35 Gel/0/0
RACK.D1' 33 23
RACK.0L 40 2
SRV-01 LINK1 SRV-01 LINK1 r
TEL SW-CORED2 SW-COREO2 | RACK.D1 B-9 Flex 2 SERVER 01 |HPE DL3BDg10 SGHO53WE02
TEOL TE.D1
¥ 02U r
TEZ SEV-0Z LNk SRV02 DR RACK.DL 5-6 Flex 2 SERVER 02 HPE DL3BOg10 SGHO53WED4 0448

SW-CORE TE.D2

SW-CORE TE.02
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Detailon__Port | iaict | Thist bi ket néi toi |
U RACK.01 server serve| card | tebet  TrRack[unit]  port Name | Device SN [’_‘m
SAN-S
mgmt copper  MGMT RACKO1| 27 8 2
SW-COREQ1 P.08
L4
SAN Partl SAN PORTL
Aot 0 © | invsvios oo | Sanswo oo |FACKO 23 | owD | L (M HPE MSA 2052 SAN 0448
HPE SN35008 SRV-OLFCOZ | SRV-OLFCOZ | ehfl et = £
e e 1 © | canswoipol | sanswoipgy RACKOL 910 POL 2 [SERVEROL HPEDL380g10 SGHOS
¥
SAN Partl SAN PORTL
4 SAN_Sw; wos | sansworpes RACKOL 23 cml 1 |MsA HPE MSA 2052 SAN 0003
SRV-02FCOZ | SRV-02 FC.OZ
5|t ANSWDLPOS | SAN.SWDLpgs |FACKOL 56| POL | 2 SERVEROZ |HPEDL380G10
SAN-SW02
= MGNT RACKO1 25 4 19
SW-COREQZ P.04
L4
SAN Port2 SAN PORTZ
SAlLSWo2 0 | % SAN-SWDOZ 200 | SaNSWo2pgg PACKOL 28 WD | 2 [wsA HPE MSA 2052 SAN 0012
HPE SN35008 SRV-01FCOI | SRV-01 FCO1
o 1| fe | gownipol | sanswppy |RACKOD B9 POL 1 |SERVEROL |HPEDL380g10 SGHOS
] z L
SAN Port2 SAN PORTZ
4| fo | rosl sanswos pos |ACKOL 23 Cil 2 |MsA HPE MSA 2052 SAN 0038
] ! N
SRV-02FCO1 | SRV-02 FCO1
5| T | nswoapos | Sav.swoo pps |RACKOD 56| POL 1 |SERVER 02 |HPE DL380E10 SGHOS3WE04 0559
L4
SRV-D1FCO1 | SRV-01FCO1
Bl 1| R | nr | sl bop |FACKEY 12 1 SAN-SWO2 |HPE SN3E00B CZC003ZSY2 (0209
] : L
SRV-D1FCOZ | SRV-01 FC.OZ
Pkl 2| e | i | o iy hop |RACKDY (14 1 SAN-SWOL |HPE SN36008 CZCOD3ZSYD (0010
SRV-DLLINKL  SRV-DL LINK1 GO i
Flex SW-CORED2 = SW-COREDZ | RACKOIL 25 LW Cisco Catalyst S300-NNI-BX FOC2S031721 0
TEO1 TEO1 o
SRV-DLLINKZ | SRV-D1 LINKZ r
SERVER 01 Flex| 1 | fc  SW-COREDL = SW-COREDL |RACKOL 27 TEL | SW-CORE 01Cisca Catalyst 8300-NA-8X FOC2502L2NT 0420
i O Seaio T
888703-B2ISGHIS3WE02 ; o g ekt g i
L0 fcoppen P RACKO1| 27 b!
SRV-01 P.01
NE | 1 pe RACKO1| 25 14 8
"sw-coreoz p.14 5
SRV-01 P.02
Ng | 2 2 RACKO1| 27 14 7
"sw-coreo1p.14 5 y
SRV-01P.03
NC | 3 pe RACKO1 25 16 9
" sw-coRED2 P16
SRV-01 P.04
NE | a4 RACKO1| 27 18 16
" Sw-CoRE0LP.16 5 y i &
Detailon|__Port .cabie Label i ‘Thibt bi két ndi toi _
y RACK 01 _server jerve] card | [ vLanel port [ Mame | Device S|
SRV-01 P04
M) SW-CORED] P16 g i ki
| SRV-02FCO1 | SRV-02FCO1 _ . ol N
PCl1 ; C SAN-SWO2 P05 SAN-SWO2 P05 RACK.01 12 5 SAN-SW02 HPE SN3600B
| sAvo2Fco2 | smvo2Fcoa | P o
PCI1 2 C SAN-SWOLP0S  SAN-SWOLP.OS RACK.01] 14 5 SAN-SWD1 HPE SN3600B
| sawozlmki | smv-ozunkl o ey SW-CORE | —
Flex 2 C SW-CORETEDZ SW-CORE TE.02 RACK.01] 25 E2 0 Cisco Catalyst 3300-NM-8X
SRV-02 LINK2 SRV-02 LINK2 Sw-CoRE
Fiex ; fc SW-COREO1 SW-CORED1 27 TE2 ar e Cisco Catalyst 9300-NM-8X
SERVER 02 TE.O2 TE.02
HPE DL380g10 - TERV-02 16 PR . o
258702-B21/SGHOS3WEDS i =" SW-COREDZ P.0S RAGEOL. 25 x 2 ¥
| SRV-02 P01 -
LA = sw-corED2 P.13 = 1 22 Y
NIC 2 z\:‘{fcfklgi RACK.01 27 15 10 v
NIC 3 z:‘_’f;;gi RACK.01 25 15 12 v
NIC 4 Z:stﬁzgi RACK.01 27 13 11 v
-
Cerl 1 1 fc SASNA,E\:‘S]R-EM SAiégWTln:Dﬂv RACK.01 14 4 SAN-SWO01 HPE SN3600B CZC003Z5Y0 0003
5 v
Conrt_r:“e‘ctrl 1 2 fc SASNA—E\:'gE lpzm SAlié:‘WF::’EEPZDFv RACK.01] 12 4 SAN-SWO02 HPE SN3600B CZC003Z5Y9 0038
MSA Cerl 1 S\iJA-EOF::t] RACK.01] 27 7 25 SW-Core01-P7|
HEE M B S SAN PORT1 SAN Portl
Q1J01B/ACKH102T1ZW fc ACK D 4 (1] AN-SWOT | SN36008
Cerl 0 1 C SAN-SWOLP.00  SAN-SWOL P.00 RACK.01] 1. 0 SAN-SWO01 HPE SN3600B
Controlle SAN PORTZ SANPor2 A — -
5 |Cerl 0 2 C SAN-SWOZP.00 SAN-SWOZ2 P00 RACK.01] 12 0 SAN-SWO02 HPE SN3600B
Ctri0 mgmt © S\ZA-E‘U::E)I RACK.01 25 3 23 SW-Core02-P3
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- Rack 2

169

- or e e
Detail on Port cable Label ‘ y Thiet bj ket noi t&i _ ‘
RACK 02 server | server |card | Label [ rack Junit | port Name Device SN |
3 RACK.02 | 29 NIC 1
4 RACK.02 | 31 NIC1
SW-THUPHI oid HUPHI old
11 RACKOL | 27 11
SW-COREQ P11 SW-COREDIP11 |™
13 RACK.02 | 23 NIC 1
14 RACK.02 |18-19 NIC 1
15 RACK.02 | 31 NIC1
SW-Thuphi 16 RACK.02 |18-19 NIC 4
Cisco 2960-X
18 RACK.02 11¢-15 NIC 1
13 RACK.02 118-18 NIC 3
20 RACK.02 114-16 NIC2
21 RACK.02 | 25 NIC1
22 RACK.02 | 27 NIC1
3 RACK.02 | 35 3
24 RACK.02 | 35 4
0 4300 Series
FW-Thuphi 3 19 39 23
ASASS06-X 4 39 24
HSM HSML 27 17
utimaco
HA-Server-02 i HA-Server-02-Portl o
NIC 1 39 4 SW-Thuphi
Superhlicro | SW-Thuphi-Port GiD/2 sk
HA-Server-01 = HA-Server-01-Portl ¢ T T
NiC1 39 3 SW-Thuphi Cisco 2960-X
Superllicro g SVi-Thuphi-Port GiD/1 siilile:
Web Server 01 NIC 1 Web-Server-01 RACkD? | 38 22
Sunerilicro i SW-Thupohi-Port FO/27
Web-Server-02 = Web-Server-02 < T
NIC1 RACK.02 | 398 21 SW-Thuphi
ertticro g SV-Thuphi-Part F3/21 i R
Detail on Port cabie Label -\ Thiet bi ket noi tei |
RACK.02 server [ server [card| L e [ Label [ RACK |unit] port Name SN |
Web-Server-02 Web-Server-02 s =
NIC1 RACKO2 39 21 Sw-Thupt
Superltiero SW-Thuphi-Part FO/21 il
DB-Server-02 SW-Thuphi-Port FO/13 N R .
NIC1 RACKO2 39 3 Cisca 2960-X
SuperMicro DB-Server-02 . ki —
DB-Server-01 DEB-Server-01 - _ =
RACKO2 39 1 SW-Thuphi
Sunerflicro o SW-Thushi-Part FO/15 B | 3 ’ Gl
DC-Server DE-Server-02
: I RACKO2 39 4 SW-Thuphi |Cisco 2960
Superlicro NIEL SW-Thuphi-Port FO/14 Tk X nuphi | Cisco 2960-X
DC-Server
NIC3 RACKO2 39 19 ~Thuphi | Cisco 2960-X
SW-Thuphi-Part FO/19 oo el o
DE-Server-01
4 RACKO2 39 ] Thuphi |Cisca 2960-X
e SW-Thuphi-Port FO/16 18 fuph 9298
GNAP-Server . QNAP PO/3 _—
anap NIC3| oo SW-CORED2 P/12 RACKOL | 25 12
NigT RACK0Z | 39 18 SW-Thuphi
QMNAP PO/4 - -
NICE o RACK10 27 12 |SW-CORED1
SW-COREDL P12
NIC 2 16 RACKO2 39 20 SW-Thuphi
Detail Thigt bi két ndi toi |
on cable | Label = = note
RACK CErET | Label ‘ RACK | Unit ‘ port ‘ Name ‘ Device ‘ SN |
Slot7 converter NIC copper RACKO1 | 33 3 Cisco £9200 122 VNNET
converter
3onedata
NIC copper RACK.01 33 VNNET
EdgeCore ECS4120-28Fv2-AF 2 jcoppe: it = el S T,
EC2127000719 12 |copper RAC 4z
13 copper RAC 42
19 copper RAC! 33 WNPT (chiwa d8u nd
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1.3. M hinh trién khai phan mém

Tra ctu théng tin
qua KVGS
CO QUAN HAT QUAN ELh L N%Tig KHO, BAL KHO BAC
Trd vé
théng tin t& khai _ ]
Ghi ot vao
tai khoin KBNN
s Traciu
‘Khal bio Tra vé thang tin thong tin NGAN HANG
L 16 khat HQ bién lai ndp phi
Tiép nhin 2,
thong bao (’31213_,;
. 16p phi ndp tién
v Khai bao ) Tlel? nhan _
t&r khai ndp phi théng bao nép phi
! ——— :
DOANH NGHIEP KHATBAO HE THONG THU PHI HE THONGZTEANH TOAN
biej:ia;; i Tra vé thong tin
HARRE Thanh todn ciia DN
A >
Mo ta:

- Doanh nghiép xuit nhap khau (XNK)

+ Thuc hién khai bao t& khai XNK, danh sach container cta t& khai dén hé
théng VNACCS/VCIS ctia Hai quan. Nhan két qua chip nhan thong quan hang hoa
tir hé thong cua Hai quan.

+ Thyc hién khai bao to khai ndp phi co so ha ting dén hé thdng thu phi.
Nhén két qua thu phi dugc tra vé tir hé thong thu phi.

+ Thuc hién ndp phi bang céc kénh thanh toan.

+ Quan ly thong tin to khai XNK, t¢ khai ndp phi, bién lai phi ciia Doanh nghiép.

- Co quan Héi quan

+ Tiép nhan to khai XNK va danh sach Container cua to khai, thuc hién kiém
tra, giam sat thong quan hang hoa trén hé théng VNACCS/VCIS.

+ Cung cap hé thdng tra ctru phuc vu viée tra ctru thong tin to khai da diéu
kién qua khu vyc gidm sat.

+ Pong bo dir liéu to khai Hai quan dén hé thong Thu phi dé thuc hién doi

soat dur liéu.

- Hé thong thu phi

+ Tiép nhan to khai ndp phi tir Doanh nghiép, tra két qua xir 1y.
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+ Thuc hién tao 1ap bién lai thu I¢ phi tir thong tin td khai nop phi ctiia doanh
nghiép, tra thong tin bién lai vé cho doanh nghiép.
+ Guri théng bao ndp phi dén Hé thong thanh toan 24/7 ctia Cuc Hai quan.

+ Cung cap hé théng tra ctru bién lai phuc vu viéc tra ctru théng tin bién lai
tor Doanh nghiép kinh doanh Cang.

+ Hé thong tiép nhan dit liéu to khai gui sang co quan Hai quan dé phuc vu
viéc doi soat dir licu.

+ Heé thdng quan 1y dir liéu thu phi ty dong.

+ Quan 1y ddi soat dir liéu vé6i co quan Hai quan.

- Doanh nghiép kinh doanh Cang

+ Tra ctru thong tin t& khai da diéu kién qua khu vuc giam sat.

+ Tra ctru thong tin bién lai nop 1€ phi cua to khai.

- Hé thong thanh toan 24/7

+ Tiép nhan thong bao ndp phi tir hé théng thu phi.

+ Chuyén thong tin ndp phi ctia doanh nghiép cho Ngan hang.

+ Tra thong tin thanh to4n cua doanh nghiép vé cho hé thdng thu phi.

- Pbi tac thanh toan - ngan hang, kho bac.

+ Tiép nhan thong tin gidy bao ndp tién.

+ Trich tién tir tai khoan doanh nghiép giri vé kho bac nha nudc.

+ Tra két qua trich ndp tién vé Hé thong thanh toan 24/7.

- Danh sach tén mién h¢ thong va cong dich vu:

STT TEN MIEN MUC PiCH SU DUNG

Getln/GetOut Cang tré vé cho hé thdng
1 | thuphi.haiphong.gov.vn:8220 thu phi; Két ndi véi phan mém khai bao
hai quan

2 | thuphi.haiphong.gov.vn:8221 Giao dién cho don vi thu phi

3 | thuphi.haiphong.gov.vn:8222 Giao dién cho ngudi dan, doanh nghiép

4 | thuphi.haiphong.gov.vn:8223 Giao dién ddi soat bién lai v6i Hai quan

5 | thuphi.haiphong.gov.vn:8224 Giao dién két ndi hoa don dién tr

6 | thuphi.haiphong.gov.vn:8225 Giao dién két ni héa don dién tir
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STT TEN MIEN MUC PiCH SU DUNG
7 | thuphi.haiphong.gov.vn:8522 Cung cap giao dién cho don vi Kho, Bai, Cang
2. Danh séch thiét bi mang trong hé thong
STT Tén thiét bi/Chiing loai 50 Muc dich sir dung
luwong
May chu HPE ProLiant DL380 , a1 a1
1 Genl0 SSFF 02 | May chu quan ly 4o hoa
Thiét bi luu trit HPE MSA 2052 N N
2 | SAN Dual Controller SFF 01 Stlorage (L,u 4 qu CSDL v file do
hoa cac may chu)
Storage
SAN Switch HPE SN3600B
3 16Gb 24/8 8-port Short Wave 02 | SAN Switch
SFP+ Fibre Chanel Switch
4 | Switch Cisco Cat9300 24-port 0 Thiét bi chuyén mach 18i
data only (Core Switch)
5 | Firewall Cisco ASAS506-X 02 | Firewall vao/ra Internet
w/FirePower Services
Thiét bi twdng lira Firewall Cisco
6 FirePower 2110 NGFW 02 [ Firewall co s¢ dir liéu
Appliance, 1U
Router Cisco ISR 4331 Sec .Dmh tuyen Internet 02 .duzong
7 bundle w/SEC license 02 |internet VNPT public dich vu
(400Mbps/Kénh)
Dinh tuyén WAN
- 02 Kénh Metronet gitta Phong may
Router WAN Cisco ISR 4331 5 chu Hé thﬁ“,g thu phi va C‘é\pg Vu‘ (S0
8 Sec bundle w/SEC license 0 1 Cu AChmh Lan Ha~1 Phqng)
- 02 Kénh metronet gitra Phong
may chu H¢ thong thu phi va Cuc
Hai quan (dat tai Ha No1)
Quan tri cac hé thong VCenter
, , (40 hoéa), VeeamSRV-BK
9 | May chu CSE-813MTQ-600CB 02 (Backup), Kaspersky ~Server,
Firewall mém
1o | Router WAN Switch Cisco o; |Thiét bi chuyén mach WAN
Cat9200L 24-port data (WAN Switch) - Tap trung cac
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STT Tén thiét bi/Chiing loai 50 Muc dich sir dung
lwgng
kénh truyén cua nhd cung cap
dich vu
11 | Thiét bi luu trit QNAP o1 |Backup CSDL SQL va céc mdy
ao hoa
1 Thiét bi ky s6 HSM Security o1 Thiét bj phuc vu giai phap ky sb
Server Sel2 LAN V4 ndi bd
13 May chu CSE-826BE1C- 07 May chu dang Supermicro- hién
R920LPB dung dé du phong va thtr nghiém
3. Panh gia vé cac giai phap, phwong 4n an toan thong tin hién
tai so v6i yéu cau ky thuit hé thong thong tin cap do 3
STT Yéu ciu Ghi chii/Mb t Dap umg/chua
dap ung
Hién chi cho phép truy cap,
quan tri h¢ thong tr mang nd1
b, khong cho phép quan tri hé
thong tir ngoai internet). Tuy
Phuong an quan ly truy cép, - viee quan ut l}e thong tu’ Chua
I uan trj hé théng tir xa an toan | "o & 1O! b¢ dang str dung gidi dap 1
d T & phap Remote Desktop Protocol ap ung
(got tat 1a RDP) khong thiét 1ap
cac co ché md hoa dé bao dam
kénh truyén an toan khi str dung
két no1
Phuong an quan 1y truy cap | Cac thiét bi firewall chi ¢ tinh Ch
. , X | s N wa
2 |gita cac vung mang va |nang firewall co ban, license .,
phong chong xam nhap IPS/IDS da hét han. dap ing
Phuong an can bang tai va du Cfl ¢ thle,t bi mang cl‘unh, server
. ) - .4 1.|déu c6 du phong nong Chua
3 phong nong cho cac thiét bi o NV S .,
mang chinh Tuy nhién chi c6 mot thiét bi ky dap wng
i so0 HSM
Str dung cap thiét bi tuong lta
Firewall Cisco FirePower 2110
Phuong 4n bao dam an toan NqFW éppﬂhapce, tuy‘ nh} en Chua
4 , , r 1 1iA thiét bi da hét license va chi la .,
cho may chu co s¢ dit licu dap ng

tuong lra 16p mang, khong co
nhitng tinh nang chuyén biét
cho viéc bao vé co so dir liéu
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Pap ung/chua

STT Yéu ciu Ghi chi/Mb ta L
dap ung
o Céc thiét bi firewall chi c6 tinh

5 Phuong 4n chan loc phan mém | ndng firewall co ban, license Chua
doc hai trén moi truong mang | antivirus trén moi truong mang dap wng

da hét han.

6 Phuong an phong chéng tan | Hé thong chua duoc trang bi Chua
cong tur chdi dich vu giai phap nay dap ting
Phuong an giam sat hé thong H}(‘m dang o dun’g Ne:[ dataAlan} .

7 N cong cu giam sat toan bd hé bép tng
thong tin tap trung X

thong
2 Phuong an giam sat an toan | H¢ thong chwa dugc trang bi Chua
hé thong thong tin tp trung | gidi phap nay dap wng
St dung phin mém Veeam
Backup & Replication dé sao
luu dir lidu thuong xuyén (hang
Phuong an quan 1y sao luu ngay), du ~11¢1} cua ~h¢.;thong .,
9 du phone tp trun dugc luu trlt cung ma kiém tra bép ung
+ PRONg tap & tinh nguyén ven su dung MD5
va luu trt trén hé thong SAN
HPE ctia hang HP, c6 nang luc
quan ly va luu trir 24TB dir ligu.
C6 phuong an quan ly phan
mém phong chong ma doc | S&* dung gidi phap cula .

10 trén cac may chu/may tinh | Kaspersky tap trung bap tmg
nguoi dung tap trung

1 C6 phuong an phong, chéng | Hé théng chua dugc trang bi Chua
that thoat dir li¢u gidi phap nay dap wng
C6 phuong én duphong kétnéi | S0 dung dong thoi 2 ket noi -

12 A A Internet va Metronet cua 2 nha bap ung
mang Internet cho hé thong T ,

cung cap dich vu khéac nhau.
C6 phuong an bao dam an | Hé théng khong thiét 1ap phan o

13 toan cho mang khong day hé nay. bap tmg
C6 phuong an phong chdng ’

14 tan cong mang cho tmg dung | H¢ thong chwa dugc trang bi Chua
web; su dung San pham | giai phap nay dap ting

Tuong lItra tng dung web
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