Chuong V — Yéu cau k¥ thudt

Phén 2. YEU CAU VE KY THUAT
Chuong V. Yéu ciu vé k§ thuit
Muc 1. Yéu ciu vé k§ thuit
1.  Giéi thiéu chung vé dy 4n, g6i thau
- Tén dy toan: “Mua sim thay thé thiét bi firewall cia Hoc vién Coéng nghé
Buu chinh Vién thong”.
- Tén goi thau: Mua sam thay thé thiét bi firewall cia Hoc vién Cong nghé
Buru chinh Vién thong
- Géi thau duoc td chitc dé mua sém: Thiét bi firewall cia Hoc vién Cong nghé
Buu chinh Vién thong
- Dia diém thyuc hién: G6i thiu dwoc thue hién tai Thanh phé Ha Noi.
- Thoi gian thuc hién géi thau: Thoi gian thye hién 14 40 ngay, trong d6 du kién
nhu sau;
STT| N§i dung céng viéc Thoi gian thyc |
hién (ngdy) |

| 1 | Thoi gian giao hang
2 | Thoi gian trién khai va nghiém thu
Téng thoi gian 40
2. Yéu ciu chung:
2.1. Yéu ciu vé tuyén bd dép tmg

Yéu cdu vé k§ thuat cho hang héa méi thau gdm cac thdng tin ndi dung v yéu
cdu k¥ thudt chi tiét cho timg noi dung, chi tiét theo bang trong muc 3.1. Mdi yéu
cau k¥ thudt dugc mo ta mic d6 yéu cau dap ing 15 rang.

Pé chirng minh tinh d4p tmg yéu cau k¥ thudt, nha thiu duoc yéu ciu tuyén
bd hang héa minh chao thau “Pép tng” hay “Khong dap tmg” cac yéu ciu ki thuat
trong “Bang tuyén bd dap tng cac yéu cau ki thuat”.

Béng tuyén bd d4p tmg cac yéu ciu k¥ thuit dugc 14p dang bang gdm t6i thidu
céc théng tin véi clu triic sau:
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Trong do:
- Cot(1), (2), (3) 14y theo yéu ciu ki thuat trong E-HSMT
- Cbt(4) ghi tuyén bd: “Pap tmg” hoic “Khéng dap ung”. Trudng hop nha thiu
tuyén bd 13 “Khéng dap tng” thi yéu cdu k¥ thuat @6 s& bi danh gia 12 “Khong dat”.
- Cét (5) giai thich ly do tuyén bd dap tng hoic khong dap mg va cung cip tai
liéu chimg minh. Nha thau phdi chi r& tén tai lifu, muc, trang, dong ciia tai liéu chitng
minh, Nha thau phai chiu trach nhi¢m vé tinh chinh x4c cia cac tai liéu minh cung
cép, trudng hop Bén moi thau phét hién cac tai liéu cung cép khong dung sy that,
thi Nha thau s& dugc danh gia 13 gian lan va bi loai.
2.2. Yéu céu vé cung cap tai liéu k¥ thuat
- Nha thau liét ké chi tiét va giai thich bang tiéng Viét toan bd cac thanh phén:
+  Céc phin mém, tinh ning, dich vu hd tro k¥ thuét, license c6 sin hodc da
dwoc nha thiu cung cép theo géi thau.
+ Céc phan mém, tinh ning, dich vu hd trg k¥ thuat, license c6 hd trg nhung
khong cung cép theo gdi thiu va cin phai mua bd sung néu mudn st dung.
- Nha thiu phai cung cép giai phap k¥ thuat mé ta chi tiét cac thanh phan nhu sau:
+ Trién khai 13p dt ha ting thiét bj.
+ Thiét ké LLD va céu hinh thiét bj Firewall
. Yéu cAu k§ thuit chi tiét hang héa:
3.1. Yéu cAu k¥ thudt chi tiét ctia hang héa, dich vu:
(Chi tiét nhu Phu luc 1 kém theo)
3.2, Yéu cu vé tién do thuc hién gbi thin
. Thoi gian giao hang va trién khai thi cong lip dit, cdu hinh hé théng: Téi da 40
ngay.
- Dja diém giao hang va trién khai l4p d3t hang héa: Tang 1 nha A3, co s& dao tao Ha
Dong, 96A Tran Phi, Ha Dong, Ha Ngi.
3.3. Yéuchu vé hang hoéa, dich vu:
a.  Thoi gian, dia diém bao hanh
Nha thiu phai cam két dap tmg cac yéu ciu tbi thiéu nhu sau:
- Thoi gian bao hanh: 1 nim theo tidu chuin ciia nha san xuét.
- Dia diém bao hanh: Toan bd hang héa dugc bao hanh tai dia diém lip dit cua
Cht dAu tu.
- Chinh sach béo hanh: Bao hanh chinh hang
b. Cam k‘é't hd tro tir hing )
Nha thau phai cung cap ho trg tir hing san xuat.
¢.  Tailiéu chirng minh tinh hep 1€ ciia hang héa:
+ Gidy chimg nhan xuat x& hang héa (CO), Gidy chimg nhén chét lugng hang héa (CQ)
hodc céc gidy to khac tuong duong chimg minh tinh hop 18 vé ngudn gdc, xuét xir, chit

lrong ctia hang hoa. iy
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+ Phiéu bao hanh, Bién ban kiém tra xudt xwdng ctia nha san xuit (néu c6)
d. Quy trinh thyc hién

Cé quy trinh céc bude thue hién lap dat, chuyén ddi cau hinh tir thiét bi firewall Fortinet
600D dang sir dung 1én thiét bi firewall méi.

e. Caccam két khic

Cam két tién d@6 trién khai dich vy ding yéu cau cia E-HSMT.

Cam két thoi gian gisin doan dich vu (downtime) <= 2h (2 tiéng)

Cam két thiét bi firewall méi tuong thich va chuyén déi toan bd cau hinh, dich vu trén
thiét bi cii (Firewall fortinet 600D) 1én thiét bi firewall méi hoat dong binh thudng.
Muc 2. Ban vé: Khong cé.

2 we-
Muc 3. Kiém tra va thir nghiém: Khéng co.
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PHU LUC 1 - YEU CAU KY THUAT CHI TIET CUA HANG HOA VA DICH VU

STT | NOI DUNG YEU CAU
A | THIET BI FIREWALL, LICENSE, MODULE, DAY QUANG
I | THIET BI FIREWALL
| Nha san xuit thiét bi phai thugc nhém Leader
trong danh gia: Gartner Magic Quadrant
, , Network Firewall 3 nim gan nhat
1 | Thong tin hdng san xuit T s )
Giai phap nam trong nhém leader theo danh gia
md&i nhit: Gartner® Magic Quadrant™ for
Hybrid Mesh Firewall
2 | Théng tin vé phin ciling
2.1 Thong luong Firewall > 164 Gbps
22 Firewall Latency < 3.87 us
)3 Firewall Throughput (Packet Per Second) >
L 217.5 Mpps
| 24 Maximum Sessions > 16000000
2.5 New Sessions(Connections)/Sec > 140000
2.6 oA Firewall Policies > 10 000
Hiéu suat va nang luc
2.7 Théng lugng IPSec VPN > 55 Gbps
2.8 SSL VPN Throughput > 8 Gbps
2.9 SSL/TLS Inspection Throughput > 14 Gbps
2.10 IPS Throughput > 38 Gbps
2.11 NGFW Throughput > 29 Gbps
2.12 | Théng luong Threat Prevention > 26 Gbps
2.13 Application Control Throughput > 50 Gbps
2.14 S6 cdng RJ45 built-in > 8
2.15 S slot giao tiép SFP > 16
2.16 | Giao dién hd tro S6 slot giao tiép SFP+ > 8
ﬂ} ' Sc":> C(f)ng USB > 2
2.18 S6 cong Console > 1
2.19 | Ngudn dién H3 tro 2 ngudn
1 2.20 | Tich hop SSD storage Téi thiéu 960Gb
3 | Tinh nang
Tich hop véi kién triic phan cling doc quyén
bao gom cac thanh phan ting téc (SPU) va bd
3.1 | Kién triic phén cing xi ly da 1Gi.
Tich hop phin mém va phén cig vuot troi
dam bao sir dung t&i wu cac thanh phan phin

W
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climg, mang lai chi phi / hidu sut cao nhét cho
khach hang.

32

Tinh ndng IPS

Ho trg tinh nang IPS dé ngén chidn cic dang tin
cong mang dua theo thong tin nhén dién duoc
cip nhat tir hing san xuét va cho phép quan tri
vién ty dinh nghia thong tin nhén dién

33

Tinh ndng Antivirus

HB3 tro tinh ning Antivirus dé loc virus/malware
qua céc kénh truyén mang nhu HTTP, FTP,
SMTP, IMAP, POP3

34

Application Control

Tinh ning Application Control: HJ tro phat
hién hang ngan Ung dung, cd kha ning tuy
chinh thong tin nhéan dién Ung dung. ‘

3.5

Tinh ning VPN

Hb trg tinh niing Auto Discovery VPN ‘
(ADVPN): Ty dong thiét 1ap Tunnel két nbi

(goi 1a duong tat - shorteuts) gitra cac Spoke
trong kién triic Hub va Spoke.

H3 trg tinh ning IPSec Aggregate tunnels: H
tro cdn bang tai trén timg goi tin (Per-packet)
theo cac thuat toan: IP Addresses, L4

information va (weighted) round-robin.

3.6

Tu déng hoa

Automation: Hd tro tu dong hoa cho phép quan
tri vién dinh nghia phan tng khi c6 su cd, vi du:
cach ly host, giri canh bao, thuc hién CLI
Script... Tat ci dugc cu hinh va quan ly tap
trung trén cung maot giao dién GUIL

3.7

Co ché HA

H3 tro co ché HA: Active-passive, active-
active, virtual clusters, VRRP

3.8

Ban quyén sir dung

Thiét bi c6 diy dit ban quyén sir dung céc tinh
ning IPS, Anti-Malware Protection,
Application Control thdi han 1 ndm

Thiét bi c6 day du ban quyén st dung dich vu
Sandbox Cloud tir nha san xuit thdi han 1 ndm

3.9

Bao hanh

Dich vu bdo hanh phﬁn cing va hd tro k¥ thut
ctia hiing san xuit, thoi han 1 nam

II.

LICENSE

2.1

22

Bén quyén sir dung

Thiét bj c6 ddy da ban quyén sir dung céc tinh
nang IPS, Anti-Malware Protection,
Application Control thoi han 1 nim

| Sandbox Cloud tir nha san xuét thoi han 1 nam

Thiét bi cé ddy & ban quyén st dung dich vu

w
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Module 10G SR SFP+
I 10GBASE-SR SFP+ 850nm LC 300m (OM3), 4
400m (OM4) MMF, with DOM function,
Commercial Temperature
Module 25G SR SFP28
v 25GBASE-SR SFP28 850nm LC Connectors, 4
up to 70m(OM3) or 100m(OM4) on MMF,
with DOM function
V. | Day nhay quang OM4, 15m 4
V1. | Dy nhdy quang OM4, 20m l| 4
B | DICH VU TRIEN KHAI HE THONG
Khao sat hién trang & chuin hoéa méi truong;
- Kiém tra cac két néi, rule, zone, ... ctia thiét bi
Fortinet 600D hién tai dang sit dung.
1 | Khéo sat £ 1s .
- Sao luu cau hinh Fortinet 600D
- Upgrade Firmware mdi nhét cho thiét bi
firewall mai.
Thiét ké map cdng & ciu tric interface trén
thiét bi firewall méi:
- Bang anh xa: WAN, LAN/DMZ, |
i LACP/aggregate, hardware-switch vs. interface
2 | Thiét ké
doc lap
- Tao trudc ciu tric
interface/switch/VLAN/aggregate/zone trén
firewall méi:
Chuyén ddi cau hinh;
- 300 rule firewall
- 150 VIP
- 11 interface
- SD wan rule
- 20 Static route
3 | Chuyén dbi cu hinh - 5 policy route
- 50 user VPN (local, ldap,radius)
- 6 user groups
- Config Log, monitor, SNMP, SSL VPN, VPN
site to site,... |
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Chuyén hé thong

Pre-staging & kiém thtr trude cét chuyén:

- Import cdu hinh d “massage” 1én thiét bj
firewall méi

- Kiém thir lab: parse policy, NAT/VIP, object,
route, VPN profiles, UTM profiles; kiém tra log
t61 FAZ/SIEM test

Quy trinh thyc hién, cac budce thuc
hién, thoi gian downtime

Cit chuyén (Cutover):
- Pam bao downtime t8i thidu (< 2 hours)
- Kich ban, checklist 1 rang cac budc thuc

| hién.

Kiém tht, tinh chinh

Kiém thir sau cit chuyén & tinh chinh:

- Routing néi bd/Internet, NAT/VIP,
IPsec/SSL-VPN, SD-W AN/health-check,
UTM, quén tri/Local-in, logging
FMG/FAZ/SIEM, NTP, AAA.

- Hiéu néng: get system performance status,
diagnose sys top, kiém tra session/throughput.
Rollback:

- Trudng hop cutover khdng thanh céng, thuc
hién rollback.

- Bién ban su ¢




