Phén 2. YEU CAU VE KY THUAT
Chwong V. YEU CAU VE KY THUAT

Muc 1. Yéu cdu vé ky thugt

1.1. Giéi thiéu chung vé dw dn/dw todn mua sim, géi thiu

* Tén dy toan mua sam: Thay thé thiét bi tuong lira va trién khai hé thong
mang WAN cua KTNN.

* Tén goi thau: Thay thé thiét bj tuong ltra va trién khai hé thdng mang WAN
ciia KTNN Kiém toan nha nudc.

* Pija diém thue hién: Tru s¢ cia Kiém toan nha nudc tai 116 Nguyén
Chanh, Ha Noi; 111 Tran Duy Hung, Ha Noi va cac Kiém toan nha nudc khu vuc

* Muc tiéu mua siam:

Thay thé thiét bi tuong ltra va trién khai hé thong mang WAN ciia KTNN
Kiém toan nha nude nhim dam bao dap ung duoc yéu cau vé an ninh bao mat, do
6n dinh ciia két ndi, chat luong cua két ndi cling nhu kha ning quan 1y tap trung
cua mang WAN phuc vu hoat dong cua KTNN.

Viéc dau tu hé thong SD-WAN nham giai quyét cac ton tai, han ché trong
mé hinh két ndi mang hién tai cua cac Kiém toan nha nude (KTNN) khu vuc va
dam bao dap ung yéu cau ngdy cang cao vé hiéu ning, bao mat va quan Iy tap
trung trong boi canh phat trién ha tang CNTT ctia KTNN:

Cung cip hé théng quan tri tip trung gitp quan tri, gidm sat va ciu hinh tap
trung céc thiét bi WAN tai Trung tam dit liéu 116 Nguyén Chanh va Trung tam
dir liéu 111 Tran Duy Hung, cac KTNN khu vuc.

Pam bao chat luong dich vu va chét luong duong truyén WAN, QoS cho céc
dich vu

Pam béao cung cip kha nang du phong, can bang tai giira cac duong truyén
WAN linh hoat, c6 kha ning chuyén d6i nhanh chong, tranh do tré két ndi.

Cung cap kha ning phan tach cac loai luu lugng nhu: Luu luong ngudi ding
ra internet tai don vi, luu lugng két ndi vé cac hé théng tai Trung tam dir li¢u 116

Nguyén Chanh va Trung tam dir liéu 111 Tran Duy Hung, cac KTNN khu vuc.

* Quy mo cua dy toan mua sam:



TT Tén thiét b viti | Pomvi 50
) ) tinh lwong
1 | Hé thong quan tri tap trung SDWAN DC Bo 1
2 | Thiét bi SD-WAN tai DC DC Chiéc 2
, 7 KT .
3 | Thiét bt SDWAN tai kiém toan khu vuc NN Chiéc 26
Khu vuc

* Yéu cau chi tiét vé cung cAp hang hoéa ciia g6i thau: Chi tiét tai Myc 1.2
Chuong V E-HSMT
* Thoi gian thue hién géi thau: 90 ngay.
* Gi6i thiéu vé hién trang co sé ha tang va ing dung cong nghé thong tin:
**V6 ha ting ky thudt - CNTT ciia KTNN:
Hién trang dau tw hé thong cong nghé thong tin (CNTT):

Hién nay, ha téng CNTT ctia KTNN d3 duge dau tu, trang bi may moc thiét
bi sir dung cac cong nghé tién tién, c6 kha ning dap Gmg yéu cau cho viéc trién
khai cac phén mém ung dung va dich vu mang hién c6 cuia KTNN. KTNN da xay
dyng Trung tdm dit liéu (TTDL) chinh tai 116 Nguyén Chanh, Ha Noi. Cac méy
chu tai TTDL c6 ddy du ban quyén hé diéu hanh Windows Server va hé quan tri
co so dir liéu MS SQL, Thiét bi an ninh bao mat c6 day du ban quyén cip nhat
cac mau tan cong cla cac hang bao mat... TTDL dé co ban dap ng tiéu chuan
d6i v6i TTDL theo quy dinh ctia B Thong tin va Truyén thong tai Thong tu sb
03/2013/TT-BTTTT ngay 22/01/2013. Trong nam 2019, KTNN xay dung TTDL
du phong tai Try s& 111 Tran Duy Hung, hinh thanh ha ting CNTT thong nhat dé
luu trit tap trung, ddm bao tinh du phong cao, hoat dong 6n dinh va lién tuc cta
hé thong thong tin KTNN.

a) M6 hinh tong thé hé thong CNTT
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MG hinh tong thé hé thong CNTT ciia KTNN

b) Mo hinh két néi vit Iy hé thong CNTT

Internet Module Internet Module

249

Jo

Server Farm Module MGMT Module
TRUNG TAM D LIEU KTNN (SAV DC)

GON

MGMT Module Server Farm Module

MG hinh két noi vit 1y hé thong CNTT ciia KTNN
Ha ting CNTT ctua KTNN d3 dugc dau tu theo timg giai doan phu hop voi
yéu cau phat trién cac phan mém tng dung, co so dit liéu va céc dich vu mang
ctia KTNN. Trong thoi gian téi, khi KTNN tiép tuc trién khai cac phin mém, co
so dit liéu can phai tiép tuc dau tu ha ting k¥ thuat cho phu hop. Theo danh gia




so bo, ha tang hién nay c6 thé dap tmg yéu cu ha tang k¥ thuét cho Co so dit liéu
dung chung hoat dong.

Hién trang hé thong an ninh bio mat:

a) Hién trang ha tcing mang va bao mat

Ha tﬁng mang va bado mat thuéc TTDL cia KTNN sau cac giai doan dau tu

d3 twong ddi diy du cac thanh phan can thiét, dap Gmg co ban yéu cau d6i voi hé
théng thong tin cap d6 3 (Theo phu luc 3 Ban hanh kém theo Thong tu sb
03/2017/TT-BTTTT ngay 24 thang 4 nam 2017 cta Bo truéng BO Thong tin va

Truyén thong):

Yéu cau thuoc TT 03 dap tng cac yéu cau dam bao
ATTT cho cac hé thong thong tin cip do 3

Hién trang KTNN (Phan
vung TTDL)

Yéu cau vé ki thuat

a) An toan ha ting mang

C6 thiét ké ving mang danh riéng bao gom ving
mang riéng cho may chu ndi by, viung mang riéng
cho cac may chil cung cap cac dich vu hé thong can
thiét (nhu dich vu DNS, DHCP, NTP va cac dich vu
khéc), vung mang riéng cho may chu co s¢ dir liéu
va cac ving mang riéng khac theo yéu cau cua to
chuc

Cé6 (theo hién trang md
hinh logic)

Co thiét ké vung mang ndi by thanh cac mang churc
nang riéng theo yéu cau nghiép vy; phan ving mang
riéng cho mang khong day tach biét voi cac vung
mang chirc nang; phan vung mang riéng cho cac may
cha cung cap dich vu ra ngoai mang Internet

Co

Cé6 phuong an can bang tai va giam thiéu tan cong
tur choi dich vu

Cé (F5, IPS TrendMicro
vung DMZ; A10 vung
User Internet)

C6 thiét ké hé thdng quan 1y luu trit tip trung va
giam sat an toan thong tin

C6 (Splunk)

C6 phuong 4n str dung thiét bi c6 chirc nang tudng
lra gifra cac vung mang quan trong

Co (Firewall CP,
Paloalto vung DC; FW
Fortigate vung DR)

C6 phuong an phat hién, phong chdng xam nhép va

Cé (IPS TrendMicro)




chan loc phan mém ddc hai gitra mang Internet va
cac mang bén trong

C6 luu trit nhat ky céc thiét bi mang va quan 1y tap
trung trong ving mang quan tri d6i v6i cac thiét bi
mang c6 hd trg tinh ning nay hoic thiét bi mang
quan trong

Co

C6 luu trix t6i thiéu trong 03 thang ddi véi nhat ky
ctia cac thiét bi mang va bao dam dong bo thoi gian
nhat ky vé1 may chu thoi gian thyc theo mui gio Viét
Nam

Co

C6 thiét ké du phong cho céc thiét bi mang chinh
trong hé thong bao dam duy tri hoat dong binh
thuong cua hé théng khi mét thiét bi mang gap su cb

Tai DC: C6
Tai DR: Chua dam bao

C6 phuong an cap nhat phan mém, xt 1y diém yéu
an toan thong tin va cau hinh téi uvu thiét bi mang
trudc khi dua vao s dung trong mang

Co

C6 phuong an xac thuc tai khoan quan tri trén tat ca
cac thiét bi mang trong d6 bao dam yéu ciu vé mat
khau c6 d6 phirc tap can thiét, phong chéng do quét
mat khau

C6 (PIM CyberArk)

C6 phuong an gi6i han cac ngudn truy cap, quan tri
cac thiét bi mang

Co

C6 phuong 4n chi cho phép quan trj cac thiét bi mang
thong qua mang Internet bang mang riéng 4o hoic
cac phuong phap khac tuong duong

Co

C6 ghi nhat ky d6i voi cac hoat dong trén thiét bi
mang ndi bd va bao dam dong bd thoi gian nhat ky
v&1 may chu thoi gian

Co

C6 ma hoa thong tin xac thuce luu trén thiét bi mang

Co

b) An toan may chu

C6 phuong 4n quan ly xac thuc tap trung; chdng
dang nhap tu dong va ty dong huy phién dang nhap
sau mdt khoang thoi gian chd phu hgp véi chinh

Cé giai phap




sach cua to chuc

Co6 thiét 1ap quyén truy cép, quan tri, st dung tai
nguyén clia ting tai khoan trén hé théng phu hop voi
nhiém vy, yéu cau nghiép vu khac nhau

Co giai phap

C6 phuong an quan 1y ban va, nang cip phan mém
hé thong tap trung

Co giai phap

Co6 phuong an luu trir va quan ly tap trung nhat ky
may chu. Nhat ky duogc luu tdi thiéu 03 thang

Co giai phap

C6 phuong an dong bo nhat ky may chi1 v6i hé thong
giam sat an toan thong tin

Co giai phap

C6 phuong an giéi han cac ngudn cho phép truy cap,
quan tri may chu; viéc quan tri mdy chu thong qua
mang Internet phai sit dung mang ri€éng 4o hodac cac
phuong phép khac tuong duong

Co

C6 phuong an str dung tuong Itra trén tirng may chu
nham thiét 1ap chi cho phép cac két nbi hop phap
theo cac dich vu dugc may chu cung cip

Co giai phap

C6 phuong an sao luu du phong hé diéu hanh may
chu, cdu hinh may chu phu hop véi yéu cau cua to
chtrc

Co

C6 ghi nhat ky ddi v6i cac hoat dong truy cap, quan
tri, phat sinh 16i

Co

¢) An toan ung dung

C6 thiét 1ap yéu cau thay d6i mat khau dinh ky d6i
voi tai khodn quan tri ing dung; gidi han thoi gian
chd dé dong phién két ndi khi tmg dung khong nhan
duoc yéu cau tir ngudi ding

Co

C6 thiét 1ap tach biét tng dung quan tri v6i tmg dung
cung céap dich vu cho ngudi sir dung va bao dam tg
dung hoat dong v&i quyén tdi thiéu trén hé thong

Co

C6 phuong 4n gidi han cac ngudn cho phép truy cap,
quan tri itmg dung; viéc quan tri ing dung thong qua
mang Internet phai st dung mang ri€éng do hoac cac

Co




phuong phép khac tuong duong

Cé6 phuong an kiém tra, loc cac dir liéu dau vao tur
phia nguoi st dung, bao dam céc dir li€u nay khong
anh huong dén an toan thong tin cua Gmg dung

Co

d) An toan dir li€u

Cé6 phuong d&n ma hoa dir li€u luu trit (khong phai la
thong tin, dit liéu cong khai) trén hé thong luu
trit/phuong tién luu trir

Co giai phap

C6 phuong an tu dong sao luu du phong ddi voi
thong tin/dit liéu phu hop véi tan suat thay do6i cia
dir licu

Co giai phap

Yéu cau vé quan ly

a) Chinh sach chung: Pinh ky 02 nim hoic dot xut
khi can thiét thuc hién ra soat, cap nhat chinh sach
chung vé an toan thong tin;

Co

b) T6 chirc, nhén sy:

- C6 ké hoach va dinh ky t6 chirc dao tao, bdi dudng,
tuyén truyén, phd bién nang cao kién thurc, k¥ ning
vé an toan thong tin cho can bd quan 1y va can bo k¥
thudt c6 lién quan

Co

- C6 chinh sach yéu cau can bd lién quan khi thoi
viéc can cam két gilr bi mat théng tin lién quan dén
dir liéu trén hé thong, thong tin riéng cua to chuc
hodc thong tin nhay cam khac

Co

¢) Thiét ké, xay dung hé thong:

C6 ho so dé xuit cAp d6 duoc tham dinh boi don vi
chuyén trach vé an toan thong tin ctia chi quan hé
thdng thong tin

Co

d) Quén ly van hanh:

- C6 phuong an giam sat an toan thong tin cho hé
thong trong qua trinh van hanh theo quy dinh cua
phap luat

Co




- C6 ké hoach va dinh ky t6 chirc dién tap bao dam
an toan thong tin cho h¢ théng; cu can b tham gia e
X A A . - A A Y
vao cac cudc dién tdp quoc gia hoac quoc t€ do co

quan chuc nang triéu tap

- C6 ké hoach khoi phuc hoat dong binh thuong ctia
hé théng trong trudng hop xay ra su ¢ hoic tham | Co
hoa

d) Kiém tra, danh gia va quan Iy rui ro:

- Pinh ky hang nam thuc hi¢n kiém tra, danh gid an
toan thong tin va quan 1y rti ro an toan thong tin theo | Co
quy dinh cta phép luat

- Viéc kiém tra, danh gid an toan thong tin va danh
gia rui ro phai do to chitc chuyén mén duoc co quan
c6 tham quyén cap phép hoic td chirc su nghiép nha Co
nudce co chic ndng, nhiém vu phu hgp do chu quan
hé théng thong tin chi dinh thyc hién theo quy dinh

cua phap luat.
b) Hién trang ha tang mang LAN/WAN
Ha tang mang LAN (nguoi dung) hién tai & KTNN dép (mg co ban cac tiéu

chi nhu sau:

Yéu cau vé thiét ké hé thdng dam bao an
toan (theo TCVN 11930:2017 danh cho hé
thong thong tin cap do 3)

Hi¢n trang KTNN (phan vung
mang nguoi dung)

C6 phurong #n quan 1§ truy cap, quan trj hé ,
O phuong an quan 1y truy ¢ap, quan e | o 16 théng VPN - FW Paloalto)
thong tir xa an toan

C6 oh . 0 10 t N i~
‘O phuong a‘n qlfan Y A’ruy CAap gnfa cac C¢ (Firewall Paloalto, Checkpoint)
vung mang va phong chong xam nhap

. L s o . Co (cac thiét bi mang chinh déu
Cé6 phuong an can bang tai va du phong . e
chay theo cap, chia tai va du

nong cho cac thiét bi mang chinh phong)

Co6 phuong 4n bao ddm an toan cho may

chii CSDL Co (Database Security - Imperva)

Co6 phuong an giam sat luu lugng mang | Chua c¢6 gidi phap giam sat luu




lugng mang & cac phan doan mang

quan trong

C r h s h \ h/\ t/( A t\

O PUONg &l phong chong fan €ong M| - 1pg TrendMicro)
choi1 dich vu
C6 phuong an giam sat hé théng thong tin
tap trung

- C6 (SIEM Splunk)

Co6 phuong an giam sat an toan h¢ thong
thong tin tap trung
Co ph : an 1y luu du phc

© PAUONE an quatl Ly 540 ¢ puong C6 (Dell EMC Networker)

tap trung

, , L Co (Trendmicro)
Co6 phuong an quan ly phan mém phong L o .
X N AR oA . .+ | Chua co gidi phap phat hién va
chong ma doc trén cac may chi/may tinh Hin hdi cAc mai Hat cho I¢
ngusi ding tap trung p ,an 01 cac mo1 nguy hai cho 16p
may tram

C6 phuong 4n phong, chong that thoat dir ,
lie Chua co
Su

Co6 phuong an du phong két nbéi mang | |
, . . 1 Co
Internet cho cac may chu dich vu

C6 phuong an giai phap quan tri, giam sat, Ch ,
. ua co
bao mat truy cap Web cho nguoi dung

Ha tang mang WAN hién tai ciia KTNN vé co ban 1a cac két ni VPN Site
to Site tir DC, DR t6i 13 khu vuc qua céc kénh truyén Internet.

¢) Cdp dé an toan théng tin dwoc phé duyét

Tai Quyét dinh s6 1948/QD-KTNN ngay 24/11/2021, Tong Kiém toan nha
nudc d phé duyét cap do an toan hé thong thong tin Kiém toan nha nudc 1a cap
do 3. Pon vi van hanh hé théng thong tin 1a Cuc Cong nghé thong tin da trién khai
cac phuong 4n bao dam an toan thong tin trong thiét ké va van hanh hé thong
tuong Gmg véi cip d6 3 tuan thu theo tiéu chuan qudc gia TCVN 11930:2017.

d) Hién trang két néi VPN doi véi phan mém ngi bé ciia KTNN

Pé tang cudng tinh bao mat cho hé théng mang va timg dung ctia Kiém toan
nha nuéc, ngudi dung can sir dung VPN dé két ndi dén mang ndi bo cua Kiém
toan nha nude. VPN cua Kiém toan nha nude sir dung phan mém Global Protect
cua hang Palo Alto, phﬁn mém c6 thé cai dit duoce trén cac thiét bi may tinh



Windows, Mac, cac thiét bj di dong thong minh c6 hé diéu hanh cta IOS va
Android.

Mo hinh mang két n6i

VPN Client Global Protect

- Pbi voi nguoi dung 13 can bo cong nhan vién cia Kiém toan nha nudc

+ Cai dit phan mém Global Protect trén thiét bi str dung (43 c6 hudng dan

str dung phu hop voi thiét bi).

+ C6 sir dung Internet va két néi VPN dén domain ctia kiém toan nha nudc.

+ St dung tai khoan ctia can bo dugc cép truy cap vao ung dung dé dang

nhap vao ung dung Global Protect.

+ Sau khi két ndi VPN, can bd kiém toan c6 thé truy cap dugc vao cac

trang nd1 bd cua kiém toan nha nuéc

- P6i voi nguoi dung 1 can bd cong nhan vién cia Kiém toan nha nudc
thudc phong hé théng CNTT hodc can bd hd trg quan tri hé théng cho Kiém toan
nha nudc

+ Cai dit phan mém Global Protect trén thiét bi str dung (d3 c6 huéng dan

str dung phu hop voi thiét bi)

+ C6str dung Internet va két ndi VPN dén domain ciia kiém toan nha nuéc.

+ St dung tai khoan cta can bo duoc cap truy cap vao Gng dung dé két
ndi hodc tai khoan duge tao trén thiét bi cua hang Palo Alto dé dang nhap



vao ung dung Global Protect.

+ Sau khi két ndi VPN, can bd kiém toan co thé truy cap dugc vao cac

trang ndi bd cua kiém toan, két ndi vao céc trang quan tri thiét bj hé théng

qua phan mém Cyberark dugc cung cdp cho cac can bd nhan vién.

- Péi v6i nguoi dung 1a can bo cong nhan vién cua Kiém toan nha nudc
thudc phong phan mém CNTT hoidc can bd hd tro tmg dung cho Kiém toan nha
nuoc:

+ Caidat phﬁn mém Global Protect trén thiét bi st dung (da c6 hudng dan
st dung phu hop voi thiét bi)

+ C6 strdung Internet va két n61 VPN dén domain ctia ki€m todn nha nudc.

+ St dyng tai khoan cua can bd duoc cap truy cip vao tmg dung dé két
ndi hodc tai khoan duoc tao trén thiét bi cua hang Palo Alto dé dang nhap
vao ung dung Global Protect.

+ Sau khi két ndi VPN, can bd kiém toan co thé truy cap dugc vao cac
trang ndi bo cua kiém toan, két ndi vao cac trang quan tri thiét bj hé thong
qua phan mém Cyberark dugc cung cap cho cac can bd nhan vién.
**Hién trang hé thong twong lira tai cac Kiém toin nhi nwéc khu vue
va ket noi mang giira cac don vi cia Kiém todn nha nwéc:
Céc thiét bi tuong lira tai cac KTNN Khu vyc dang sir dung thiét bi Check
Point 3100 Security Gateway duoc dau tu theo Hop ddng sd
26/2017/HDKT/HIPT-BQLCNTT ngay 26/9/2017 gitta Ban Quan 1y du 4n cong
nghé thong tin thudc Kiém toan nha nudc véi cong ty cd phan tap doan HIPT.
Thiét bi hét thoi han bao hanh vao thang 12/2024. Thiét bi da dugc sir dung trén
07 nam va s& hét han hd trg ctia hing (end of suport) vao thang 12/2025.

Céc thiét bi tuong lura tai 13 KTNN Khu vuc hién nay co6 churc nang két ndi
mang WAN véi TTDL ciia KTNN qua két néi VPN Site to Site. V& co ban,
phuong an két ndi nay di tao thanh 1 mang WAN tuy nhién dang ton tai mot s6
diém han ché sau:

+ Khong ¢ co ché quan 1y toan b cac thiét bi thuoc mang WAN

+ Khong thuc hién dugce tinh nang uvu tién dich vu (QoS), cac tng dung va
dich vu yéu cau do tré thép nhu VoIP va hoi nghi truyén hinh s& khong dat dugc
chét lugng dich vu nhu mong mubn.

+ Khong c6 co ché gop duong truyén dé ting bang thong, chia tai dan toi
khi 1 duong truyén gip su cb thi gdy gian doan t6i két ndi.



+ Khong phan tach gitra luvu luong mang ngudi dung truy cap internet vaoi
luu lwong mang giita cac site, diéu nay c6 thé gy mat an toan an ninh bao mat hé
théng cua KTNN.

+ Viéc két ndi thuong xay ra cac van dé nhu: Két ndi khong on dinh, hay
xay ra gian doan; Mat cau hinh két ndi, can cau hinh lai thiét bi dé két ndi VPN,
tdc do két ndi cham, ...

Céc thiét bi tudng ltra tai cac KTNN khu vyc dang sir dung ciu hinh thap
khong bat dugc nhiéu tinh ning bao mat ning cao va lac hau vé cong nghé nén
kho tich hop véi cac gidi phap cong ngh¢ bao mat maéi hién nay.

Ngoai ra, thiét bj tuong lira internet ctia Trung tdm dit liéu chinh DC khéc
v6i thiét bi twong lira tai Trung tdm dit liéu du phong DR (DC sir dung thiét bi
paloalto, DR sir dung thiét bi Fortigate). Do vay, mang WAN hién tai chi két n6i
gitra cac khu vuc voi DC, chua két ndi voi DR, do vay chua dam bao du phong.

1.2. Yéu ciu vé ky thuit

1.2.1. Yéu cau ky thudt chung:

- Tiéu chuin hang héa:

+ Céc san pham nha thau cung cip phai mdi 100%, san xuét tir nam 2024 tré
lai day, da bao gom day du cac vat tu, phu kién va dich vu k¥ thuat kém theo dé
lap dat hoan chinh, van hanh theo yéu cau ctia chu dau tu. Hang héa phai c6 ngudn
gbc, xuat xtr rd rang, ding chung loai, dam bao chat luong theo yéu cau cua Chu
dau tu.

+ P6i véi hang hoa nhap khau: Cam két cung cp Gidy chimg nhan chét
luong ctia nha san xuat (C/Q) va Gidy ching nhan chat lugng xuat xtr (C/O) khi
ban giao hang hoa.

+ Poi véi hang hoa san xuat trong nude: Cam két cung cap Gidy ching nhan
chat lugng ctia nha san xuit (C/Q) hodc phiéu xuat xuong khi ban giao hang hoa.

+ P6i voi phan mém: Cam két phan mém khong vi pham ban quyén va chiu
trach nhiém vé moi thiét hai phat sinh do viéc khiéu nai ctia bén tht ba vé vi pham
ban quyén sé hitu tri tué lién quan téi phan mém ma nha thau di cung cép.

- Tai li€éu chirng minh sy phu hgp ctia hang héa:

Nha thau nop tai liéu ky thuat (catalogue, huéng dan sir dung ,...) clia nha
san xuat (hing san xuit) chirng minh hang hoa du thau dap tmg yéu cau k¥ thuat
ciia E-HSMT. Trudng hop céc tai liéu nay bang tiéng nudc ngoai thi phai dinh
kém ban dich tiéng Viét va nha thau chiu trach nhiém vé tinh chinh xac noi dung
ban dich. Ban dich tiéng Viét c¢6 thé dich toan b tai liéu hodc tom tit ndi dung
nhung phai chimg minh dugc hang hoa dap tmg day di cac yéu cau tai Chuong
V cua E-HSMT.



1.2.2. Yéu cdu ky thudt chi tiét:

Hang hoa, dich vu lién quan phai tuan thi cic thong sé ki thuat va tiéu chuan
sau day:

Don vi So

TT Tén thiét bi Vi tri )
) ) tinh lwgng

1 | Hé thong quan tri tip trung SDWAN | DC Bo 1

Puogc trién khai & dang 4o hoda dugc cai
dat trén hé théng may chu tai DC/DR
Quan 1y dugc cac thiét bji SDWAN
trong mang

Co tinh nang SD-WAN monitoring, cho
phép giam sét lich sir chat luong duong
truyén véi cac thong sb Jitter, Packet
Loss va Latency.

Hb tro quan 1y tdi thiéu cho 40 thiét bi
va c6 kha nang mo rong.

Bdo hanh chinh hang 03 nam
Ban quyén, hd tro k¥ thuat 3 nim

2 | Thiét bi SD-WAN tai DC DC Chiéc 2

C6 kha nang tich hop dugc véi thiét bi
SDWAN tai DR (Fortigate 900D)
Hb trg SSLVPN ti thiéu 2.000 user
IPSEC throughtput 55 Gbps

Firewall throughput 130 Gbps
NGFW 22 Gbps

Threat Prevention throughput 10.5
Gbps

Béo hanh chinh hang 03 nam

HO tro k¥ thuat chinh hang 03 nam

KTNN
Khu Chiéc 26
vue

Thiét bi SDWAN tai kiém toan khu
vue




C6 kha nang tich hop dugc véi thiét bi
SDWAN tai DR (Fortigate 900D)
IPSEC  Throughput: 6.5  Gbps

NGFW 1 Gbps
Thread Prevention throughput
900Mbps

B4do hanh chinh hang 3 nam
Ho tro k¥ thuat chinh hing 3 nim

Yéu cau ki thuat chi tiét:

STT Yéu ciu ky thuat Théng s6 ky thuat

Yéu ciu vé phin cing
I cho thiét bi tai cic KTNN
Khu vuc

Téi thiéu 6 cong 1GE RJ45

1.1 S6 luong giao dién mang o .
To1 thiéu 2 cong WAN 1GE RJ45

1.2 | Thong lugng Firewall > 10 Gbps

1.3 Thong lugng IPsec VPN | > 6.5 Gbps

14 | Thong luong IPS (Trong |, , 0

moi trudng thuc té)

Thong luong NGFW

1.5 .
(Trong mo1 truong thuc té)

> 1 Gbps

Thong  luong  Threat
1.6 Protection (Trong moi | > 900 Mbps
truong thuc té)

S6 luong két ndi dong thoi

1.7 . > 1.5 Million
(Concurrent Sessions)
S6 két ndi moi/gidy (New

1.8 >45.000
Sessions/Second) -

19 S6 luong Firewall a0 co > 10

san




STT Yéu ciu ky thuat Théng s6 ky thuat
H trg phat hién giao thirc bt thuong,
1.10 | Hb tro tinh ning IPS ngudng bat thuong, ty dinh nghia
signature.
HO tro tinh ning Anti- | Antivirus va phong chéng Botnet, Content
1.11 | Virus/ Malware, URL | disarm and reconstruction (CDR)
Filtering H6 tro tinh ning URL Filtering
, HO tro Active-Active, Active-Passive,
112 | Ché do du phong ) r,. ctive-Active, Active-Passiv
Clustering
Bao hanh va hd trg k¥ x
113 |20 e va RO HY Y 3 ham bao hanh va hé trg k¥ thuat
thuat
I Yéu ciu vé phin cimg
thiét bi tai Data Center
2.1 Thiét ké Dang Rack mout - t6i thiéu 1U
Téi thiéu 8 cong GE RJ45
2.2 S lugng giao diénmang | T&i  thiéu 8 céng IGE SFP
Téi thiéu 4 cong 10GE SFP+
C6 san 2 ngudn , dam bao dy phong vé
2.3 | Nguon dién nguon. Nguon hd tro kha ning thay thé
nong.
2.4 | Hb trg SSLVPN > 2000 User
2.5 Thong lugng Firewall > 130 Gbps
2.6 | Thong lugng IPsec VPN | > 55 Gbps
57 TllA(?ng ‘1u:qng IPS; (Trong > 14 Gbps
moi truong thuc te)
Tho 1 NGFW
2.8 ong uong " | =22 Gbps
(Trong mé1 truong thyc te)
Thong  luong  Threat
2.9 Protection (Trong moi | > 10.5 Gbps

truong thuc té)




STT Yéu ciu ky thuat Théng s6 ky thuat
510 S6 lugng két ndi qéng thoi - & Million
(Concurrent Sessions)
)11 SH k'ét nbi méi/gidy (New > 550.000
Sessions/Second)
) 12 Sj) lugng Firewall 4o co =10
san
213 | Ché do du phong Ho trq Active-Active, Active-Passive,
Clustering
Bao hanh va hd trg k¥ x
2.14 |00 MM VA RO HY Y 5 ham béo hanh va hé tro k§ thudt
thuat
Yéu cau chung vé tinh
11} ning WAN/SD-WAN
cho cac thiét bi Firewall
Thiét bi quan ly céu hinh, poli
SD-WAN Controller On-| . —r 90 i:au , 1n > POTIEY:
3.1 . monitoring, report, quan tri tap trung SD-
premises .
WAN Router dat tai TTDL
HO tro tinh ning Z , : ‘
3.2 ° e 1n. . njdng ero Trién khai cau hinh ban dau ty dong
Touch Provisioning
x L, Tinh ning giam sat, do kiém chat lugng
3.3 HO trg giam sat mang , . N ..
dich vy duong truyén theo thoi gian thuc
HO6 tro  Per-flow/per-
3.4 | session/per-packet  load | Can bang tai dudng truyén theo session
balancing
Ap dung chinh sach uu tién bang thong
35 H6 tro Smart QoS, |cho cac ung dung quan trong va tu dong
' bandwidth limitation phat hién mutc bang thong st dung theo
thot gian thuc
HO tro tinh ning Dynamic | Tinh ning ty dong thay doi duong di két
3.6 |Path Switching/Dynamic | ndi tiy thudc chat luong duong truyén

traffic Steering

theo thoi gian thyuc




STT Yéu ciu ky thuat Théng s6 ky thuat
37 Hb trg tinh ning Forward | Khac phuc mét goi tin qua duong truyén
' Error Connection (FEC) kém chat luong
. , M3 héa du lidu truyén dan trén duon
3.8 | HO trg Data Encryption e \ oa i fiet Hyen dan tren 5
truyen
H6 trg tinh nd ,
© ) r: = . r.12'1ng Kha nang tu dong nhan dién va dinh tuyén
3.9 Application visibility/ o, 5
.. , theo tirng rng dung cu thé
Application routing
310 Hb tro phan tich va giam | Phan tich ludng tin giup kiém soat bing
' sat thong dudng truyén theo thoi gian thuc
311 | Dinh tuyén OSPF Ho tro cac gia‘o thire dinh tuyén OSPF tur
mang WAN va mang Core
Tich hop tinh nang tudng lta (Fi 11
3.12 | Tinh nang tudng ltra 1 ? Op = nflng . (zng Lfa (Firewall)
kiém soat truy cap tai dau cuoi
. , Can bang tai két ndi WAN/SD-WAN:
113 | HO trotinh nang vé WAN, WazN an% ?,1 ,e t,nm < o
: imization r a
SD-WAN | ptimization, erve 0
Balancing
Bao hanh va hd trg k¥ x
3.04 | 00 AR VA RO MO R 5 dm bao hanh va hd tro k§ thuat
thuat
v Phin mém quan ly tap
trung
Gidi ohip d . | HO tro cai dit trén cac ha tﬁng a0 héa nhu
a1 phap duogc cung ca
. phap S 8 kp VMware ESX/ESXi, Microsoft Hyper-V
4.1 dudi dang phién ban phan o
v L Server, Citrix va Open Source XenServer,
mém 4o hoa :
Linux KVM, Amazon AWS, GCP
L HO trg quan ly 1én t6i 40 thiét bi tudng lira,
4.2 Ban quyén phan mém ,O r;_ qllan }i - ) ' ) 1? ' gl
c6 thé nang cap thém khi can
Cho phép tu dong kham phé hodc thém
43 Tinh ning quan 1y thiét bi | cac thiét bj tuong lira bang tay vao co s&

(Device Management)

dir li¢u

Xem thong tin thiét bi twong ltra sau khi
dugc thém vao co sé dir licu, cho phép




STT

Yéu ciu ky thuat

Théng s6 ky thuat

nguoi quan tri chinh stra thong tin trén
thiét b

Cho phép hién thi téi thiéu cac théng tin
trén thiét bi tudng lira bao gdbm: hostname,
IP address, firmware, license,
configuration status

Cho phép céu hinh va giam sat hoat dong
tinh ning sin sang cao High Availability
(HA)

Cho phép truy nhap quan tri dén thiét bi
tuong lra

4.4

Tinh nang quan 1y cau hinh
(Configuration
Management)

Hb tro quan 1y cac phién ban ciu hinh trén
thiét bi tudng ltra, cho phép xem thong tin
vé timg phién ban, so sanh sy khéac biét
gilta cac phién ban

Cho phép kiém tra dong bo giira cau hinh
Iwu trong co sé dit liéu v6i cdu hinh dang
chay trén thiét bi tuong ltra

4.5

Tinh ndng quan 1y chinh
sach (Policy Management)

Cho phép tao cac d6i tuong (object) dé
dinh nghia chinh séach (policy)

HO tro tdi thiéu cac loai chinh sach: IP,
NAT, Proxy, Interface

4.6

Tinh nang quan ly VPN

Cho phép ciu hinh, giam sat va quan 1y ca
[Psec VPN va SSL VPN

HO tro tao IPSec VPN theo cac md hinh:
Full Meshed, Star hoac Dial up

Ho tro giam sat trang thai IPsec VPN

Ho tro cac mau cau hinh c6 san cho SSL
VPN: Web-access, Tunnel-access, Full-
access




STT

Yéu ciu ky thuat

Théng s6 ky thuat

4.7

Kha nang chia mién quan
tri

HO trg tinh nang chia nhi€u mién quan tri
dé tang kha nang van hanh hi¢u qua

4.8

Tinh nang v€ lai Topology

HO tro tt ca cac thiét bi tuong lura két ndi
trong mang cta hé thong, gitp giam sat
nhanh choéng va dé dang

4.9

Ho tro giao dién quan tri
ban quyén phian mém
(license) cho cac thiét bi
tuong ltra thé hé méi cod
trong du 4n nay vdi cac
chtrc ndng sau

Xuit bdo céo ¢ dinh dang PDF vé danh
sach thiét bi, thong tin license, thong tin
cap nhat chi tiét

HJ tro hién thi danh sach thiét bi chi tiét
theo cac thong tin sau: tén thiét bi, sb
serial number, dong san pham, phién ban
Firmware

4.10

Hb tro co ché hoat dong
nhu may chad nd1 bd cap
nhat thong tin nhan dién
cho cac thiét bi tuong lira
thé hé méi c6 trong dy an
nay

Cép nhat database cac tinh ndng Antivirus,
IPS tir thiét bi quan 1y tdp trung toi céc
thiét bi tuong ltra ¢6 trén toan hé thong

4.11

Bao hanh va hd trg k¥
thuat

3 nam bao hanh va ho trg k¥ thuat

Ghi chu:

- Bdt ky hang san xudt, nhan hiéu, ky ma hiéu (néu co) trong bang yéu cau ky
thudt chi nham muc dich mé ta va khong nham muyc dich han ché nha thau. Nha thau
c6 thé lya chon du thau hang héa c6 nguon goc nha san xudt, nhan hiéu, ky ma hiéu
khac nhung phai phi hop voi diéu kién cung cdp ciing nhw phai dam béo yéu cau ¢6
tiéu chudn ky thudt, ddc tinh ky thudt, tinh nang su dung “twong duong” hodc “cao
hon” s0 véi cac yéu cau toi thiéu ciia E-HSMT. Nha thau phdi cung cdp cdc tai liéu
chitng minh san pham chao thau cé tiéu chudn kj thudt, ddc tinh ky thudt, tinh
nang sir dung “twong dwong” hodc “cao hon” so véi cdc yéu cau ti thiéu cia

E-HSMT.

Nha thau ndp Bang tuyén bo ddp vmg chi tiéu kj thudt cia hang héa chao
thau theo mdu bén dudi:

MAU BANG TUYEN BO PAP UNG CHI TIEU KY THUAT




Yéu cau cia Chu dau Nha thiu chao .
STT fu : : : Ghi
Noi dung Yéu ciu | Thong s0 | Tuyén bo | Tai li€u tham chu
: ky thuat | ky thuat | dap ung chiéu
\ . Hang héa 1 (Ghi rd ky ma hiéu SP/Hang
| [enelicag SX/Xuét xir)
Neéu r6 tham
Ghird | chiéu tai liéu
bap nao, chuong,
ung/Vuot | muc, trang,
tro1 hodc | dong nao hodc
Khong danh dau
dap ung | highlight tai tai
liéu k¥ thuat
\ . Hang héa 2 (Ghi rd ky ma hiéu SP/Hang
LR sl 2 SX/Xuit xit)
Néu ro tham
Ghird | chiéu tai liéu
bap nao, chuong,
ung/Vuot |  muc, trang,
tro1 hodc | dong nao hodc
Khong danh dau
dap ung | highlight tai tai
liéu k¥ thuat

1.2.3. Cdc yéu cau phi chirc niing:

1.2.3.1. Céc yéu cdu vé cai dit, ha ting, dwong truyén, an todn vin hanh,
khai thac, sir dung

Céc thiét bi Firewall tai cic KTNN Khu vuc va tai Data Center dugc két ndi
thiét 1ap hé thng mang WAN/SD-WAN. Céc két ndi WAN dugc cdu hinh VPN
dam bao két ndi dix licu gitra cac Khu vyc va Data Center.

Thanh phan giam sat, quan tri tip trung va luu trir log dugc cai dat trén hé
théng may chii cia KTNN, 4p dung cic tiéu chuan k¥ thuat vé an toan, an ninh
bao mat cia KTNN

Puong truyén sé dugce cdu hinh SSL nham bao dam an toan dir liéu trong
qua trinh luu chuyén trén mang.

1.2.3.2. Yéu cau vé tinh sin sang véi IPv6

Hé thong duogc thiét ké va xay dung s& dam bao twong thich va sin sang voi
v6i IPv6 hodc giai phap nang cip bao dam sin sang v6i IPv6 néu hoat dong trén



moi truong Internet; truong hop khong két ndi Internet, khuyén khich kha ning
tuong thich hd trg IPv6 hodc c¢6 giai phap nang cip bao dam sin sang véi IPv6
1.2.3.3. Yéu cau vé ning lwe ciia cdn bg tham gia
Pé dam béo tién do cling nhu chét luong hé théng khi dua vao trién khai theo
ké hoach. Yéu cau tdi thiéu nang luc ctiia can bo tham gia nhu sau:

C6 tdi thiéu 02 nhéan su c6 chimg chi Architect vé Network Security cta hing
san xuAt thiét bi (PNCSE cua Palo Alto hodac NSE7/FCSS cua Fortinet hoac tuong
duong)

1.3. Yéu ciu khac:

1.3.1. Yéu céu vé trién khai

Sau khi két thuc giai doan cai dit va dao tao chuyén giao cong nghé, don vi
trién khai hé théng phai c6 phuong an hd tro cho KTNN trong viéc khai thac, sir
dung va quan tri van hanh hé thong nham kip thoi xir Iy ngay van dé xuét hién
trong qua trinh hoat dong, ddm bao hoat dong li€n tuc va an toan, 6n dinh sau khi
hé thong dua vao sir dung.

Pham vi va hinh thurc trién khai:

+ Pham vi trién khai: Trién khai cai dat hé théng tai Trung tdm dit li¢u ctua
KTNN va cac KTNN khu vuc.

+ Hinh thtc trién khai: Trién khai truc tiép tai Trung tam dit liéu cia KTNN
va cac KTNN khu vuec.

1.3.2. Yéu cau vé bdo hanh, bio tri
- Thoi han bao hanh, hd tro k¥ thuat 3 nam theo tiéu chuan cua hang.
- Thoi gian phan hoi (d6i voi sy ¢b nghiém trong) trong vong 1h

- Thoi gian phan hdi (d6i v6i su ¢ khong nghiém trong) trong ngay 1am viéc

tiép theo

- Bao hanh thay thé thiét bi: trong thoi gian bao hanh thiét bi, néu thiét bi
dugc hing xac dinh 14 16i, hing s& giri thiét bi thay thé trudc, khach hang gui lai
thiét bi 16i sau

- Ho tro qua dién thoai
- Hb tro qua website
- Puoc sir dung cong cu hd tro online

- Pugc cap nhat cac ban va cua sdn pham



Muc 2. Bdn vé: Khong co

Muc 3. Kiém tra va thiv nghiém

- Kiém tra, thir nghiém s& duogc tién hanh khi hang dén dja diém ban giao
theo yéu cau ctia E-HSMT.

- Chu dau tu s& truc tiép kiém tra, thu nghiém hang hoa véi su chiing kién
ctia nha thau.

- Truong hop hang hoa khong phu hop véi dic tinh k§ thuat theo hop dong
thi Chu dau tu co quyén tir chdi va nha thau phai co trach nhiém thay thé hodc
tién hanh nhimg diéu chinh can thiét dé dap ung dung cac yéu ciu vé dic tinh ky
thuat. Trudong hop nha thau khong c6 kha ning thay thé hay diéu chinh hang hoa
khong phu hop. Chu dau tu ¢6 quyén td chic viée thay thé hay diéu chinh néu
thay can thiét, moi rui ro va chi phi lién quan do Nha thau chiu. Viéc thuc hién
kiém tra, thir nghiém hang hoa ctia Chii dau tu khong dan dén mién trir nghia vy
bao hanh hay cac nghia vu khac theo hgp dong ctua Nha thau.



