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Phin 2. YEU CAU VE KY THUAT
Chuong V. YEU CAU VE KY THUAT

Muc 1. Yéu cau vé k§ thuat

1.1. Gidi thigu chung vé dw dn/dw todn mua sim, goi thiu

* Tén du toan mua sam: Cung cap, lap dat thiét bj cong nghé thong tin nim 2025

- Chu dau tu: Trung tam Y t& huyén Pam Ha.

- Pia chi: Trung tim Y té huyén Pam Ha - Phd Ly A Coong - xa Pam Ha - Tinh
Quang Ninh

- Tén gbi thau: Cung cép, lap dit thiét bi cong nghé thong tin nam 2025.

1.2. Yéu cdu vé kj thugt

a) Yéu cdu vé ky thudt chung:

- Tét ca cac hang héa va dich vu dugc cung cdp c6 ngudn gbc rd rang, hop phap,
duoc phép luu hanh Viét Nam.

- Hang hoa cung cép 1a san pham chinh hing hodc ché tao, thiét ké. Tat ca hang hoa
moi chua qua sir dung, san pham phai con day du bao bi, nguyén dai nguyén kién, tem nhén,
tem bao hanh ciia nha san xuat.

- Hang hoa cung cap méi 100%, nam san xuat tir 2023 tré lai day, ddy da nhan mac
ctia nha san xuét, nguyén dai nguyén kién, c6 dic tinh/thong s k¥ thuat ctua hang hoa dap
{mg yéu cau E-HSMT.

- Cam két dam bao hang hoa dugc dong goi theo tiéu chuan ciia nha san xuat, khong
gy v&, bop méo.

- Yéu cau vé van chuyén, lap dat: Nha thau phai van chuyén, lip dat, ban giao hang
hoa dén dia diém yéu cau cua Chu dau tu. Viéc cung tng, lap dit hang hoa phai dam bao
dang k¥ thuat, my thuat va an toan. Nha thau tu chiu toan bd chi phi va rui ro ¢cé thé xay ra
trong qua trinh van chuyén hang hod, bao gom ca thao d&, lap dat van hanh, chay thir hang
hoa tai cac dia diém cung cip va lip dit hang hoa;

- Nghiém thu toan b hang héa trude thoi diém két thuc goi thau 05 ngay, 05 ngay
con lai kiém tra va hoan thién san pham 13i (néu c6) va hoan thién cac ho so lién quan.

- Nha thau cam két cung cap trong truong hop tring thau truéc khi giao hang s& cung
cap cac chung tir sau:

+ P6i voi hang hoa nhdp khau khi giao hang cung cp: gidy chimg nhin xuat xt
(CO), gidy chimg nhan chat lvong (CQ) hodc cac chimg tir phap 1y dé chirng minh hang héa
duoc nhap khau chinh hing c6 xuét xi 16 rang.

+ Pdi voi hang hoa san xuat trong nudc khi giao hang cung cap Phiéu kiém tra, kiém
nghiém hang hoa hodc gidy ching nhan xuat xudéng, cac gidy to lién quan dén chat luong
san pham.

b) Yéu cau vé ky thudt cu thé:

Hang héa tiwong dwong ma/Hang/Nha san xudt/ Xudt xir sau ddy:
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STT Tén hang héa Théng s6 ky thuit tdi thiéu
1 | May chu
Kiéu dang Rack 2U
> 02 x bd xur 1y Intel Xeon Silver hoac tuong duong
B6 vi xur ly + 86 nhan: > 24 cores, s6 ludng: > 48 ludng
+ Téc d6 xir 1y: > 2.4 Ghz
B6 nho trong + Dung lugng RAM: >128GB RDIMM DDR5-4800
: + HO trg: > 16 khe cam RAM
+>2 6 SSD SAS/SATA Hot-Plug, dung luong mdi 6 >
960GB
A +>5 6 HDD SAS/SATA Hot-Plug, dung luong mdi 6 >
O cung ATB
+ 86 luong 6 cimg hd tro gan toi da: > 8 6 HDD/SSD
SAS/SATA 2.5"; 3.5"
+ C6 bd diéu khién 6 cing RAID
Raid hd tro + Hb trg RAID t6i thieu: 0/1/5/6/10/50/60
+ B0 nhé Cache >8GB
Cong két ndi mang 202 Cong 1 GbE
: +> 02 cong 10 GbE SFP/SFP+
C6 Cong quan tri Out of Band
+ C6 san license: ddy du tinh niang (iDRAC Enterprise
hodc tuong duwong), mot sé chirc ning chinh bao gdm:
* C6 san tinh nang quan tri (Piéu khién, giam sat) thiét bi
phan ctng tir xa thong qua giao dién Web/ console.
* C6 san tinh nang quan tri cai dat va ciu hinh hé thong tir
Quan tri Xa.
+ Cho phép quan tri tap trung tat ca cac thiét bi may chu
qua mdt giao di¢n.
+ Cho phép quan tri cai dat va cau hinh h¢ diéu hanh, cap
nhat phan cing, ban va tir xa.
+ Cho phép dua ra cic canh bao, nguy co tiém an cho toan
hé thong dang gidm sat, quan tri.
+ C6 sin Trusted Platform Module 2.0, Cryptographically
Tinh nang bio mat: signed firmware hodc tuong duong
o + Secure Boot, Secure Erase, Ho tr¢g System Lockdown
hodc tuong duong
PR > 02 bo nguodn, dap ung cheé do chay du phong va cé the
Nguon dién thao I3p trgong quél:‘)crin}% vinhanh DS
Cong suit nguon: > 800W
H) trg Microsoft Windows Server with Hyper-V, Red Hat
Hé diéu hanh Enterprise Linux, SUSE Linux Enterprise Server, Wmware
ESXi...
Bao hanh > 36 thang
Ph’an mem 11(; t.liong‘ cho Ban quyén Window Server
2 may chu (H¢ diéu hanh
\ ; 2025
cho may chu)
3 Hé thong hru trir dir lidu
NAS
Kiéu dang Rack 2U
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B6 vi xit Iy +S4 core 2. 12-core

i + Xung nhip > 2.1Ghz
Bo nhé trong + > 64GB RAM DDR4 ECC REG

j + C6 kha nang mo rong toi da 1én 128GB

+ Loai 6 dia tuong thich: 24 x 2.5" SAS SSD/SAS
O clng thé ran HDD/SATA SSD ‘. :
+ HO trg mé rong toi da 72 6 dia 2.5"
+>6 6 SSD SAS Hot-Plug, dung luong mdi 6 > 1.92TB
Raid hd tro + HJ trg Raid 0,1,5,6,10
+>04 Cong 1 GbE
Cong két ndi mang +>02 cong 10 GbE SFP/SFP+
+>02 cong 10 GbE RJ45
Cong mé rong 2x USB 3.0
Khe cim mé rong 1 x Gen3 x8 slot (x8 link)

. < . + C6 san license phan mém quan tri tap trung chinh han
Tinh nang quan tri (DSM hodc tuonglg3 duong); ! P ¢ ¢
Tinh nang backup Snapshot Replication, Hyper Backup, Active Backup hodc
va phuc hoi: tuong duong.

+ Ma hoa dir liéu chia sé
. < . A + Co tich hop tuong lura
Tinh ning bao mat + Céc tinh ggng tu:oging tu: Login auto block, rsync over
SSH hodéc tuong duong
Tinh nang High f LR
Availability €6 ho tro
A aia + Cong suat ngudén > 5S00W
Nguon dién + 86 h%qng ng%lé)n >2
Béo hanh > 36 thang
4 Thiét bi twong lira
Firewall

Giao dién két no1

> 8 cong 1GE RJ45

>2 cong 1GE SFP

>2 cong SFP 10G+

> 1 cOng console

HO tro 6 cimg 1én t6i 4T

>2 cong USB

> 2 cong bypass GE RJ45

C6 2 khe cam m¢ rong

Céu hinh phén cimg va

nang luc cua thiét b

CPU: > 4-Core 2.0GHZ

Memory: > 8 GB

Flash: > 8 GB

L2&L3 Firewall Throughput: 8Gbps

Max. Concurrent: 3 Milion

New Connection/Second: > 80000

Recommend Users: > 1000

Max. [PSec Tunnels: > 1500

Max. IPSec Throughput: > 1Gbps
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Tén hang hoa

Théng s6 ky thuit tdi thiéu

Max. IPS Throughput: > 2Gbps

Max. AV Throughput: > 3Gbps

Max. NAT Policy: > 4000

Céc tinh nang kiém soat

truy cap

Routing: Default routing, static routing, policy routing va
cac tinh nang dinh tuyén dong RIP, RIPng, OSPF, BGP

NAT: Bao gom nhiéu hon 4 phuong thirc cho dia chi
nguon/dich va port

Load balancing: Bao gdm multi-link load balancing, DNS
traffic load balancing, server IP-based load balancing,
IPSec VPN multi-link backup and load

Tinh nang IPv4, IPv6 dual-stack

Bao gom DHCP server, DNS transparent proxy, ARP
proxy

VPN: IPSec VPN, L2TP VPN, PPTP VPN, GRE VPN

Kha ning cach ly hoan toan hé thong ao: routing,
switching, monitoring, auditing, protection

High reliability: Bao gom tinh ning dual-system hot
backup, cac ché do hoat dong master-standby, master-
master, routing va transparent mode, cac tinh nang
interface linkage, link detection.

Bao gom kiém soat truy cip dua trén security domains,
VLANS, vung dia ly, applications. Co thé cau hinh cac
chtrc nang kiém soat truy cap nang cao bao gdm hon sau
chinh sach bado mat, thuc hién nghién ctru va phan tich
nhanh chéng

Application identification: c6 kha nang xac dinh hon
6000+ ung dung internet va 900+ ng dung di dong

Kiém soat chinh xac hanh vi bat thuong tir SMTP, POP3,
IMAP, FTP, TELNET, HTTP va céc giao thurc khac

Bao gém xac thyc web, xac thuc qua AD, LDAP,
RADIUS

Loc hon 30 dinh dang thuong dugc st dung trong tai li¢u,
nén va luu trix

Bao gdém loc nguoi giri va ngudi nhan e-mail, Bao gom
churc nang chong thu rac

Loc URL véi thu vién phong phu duoc cai dit san, Bao
gom cdp nhat ngoai tuyén/truc tuyén, loc tity chinh

Loc ndi dung hai chiéu ctia nam giao thirc tng dung bao
gom HTTP, FTP, POP3, SMTP va IMAP

Quan ly bang thong

Céc tinh nang chdng tan

cong

Béo vé nguoi dung khoi cac kiéu tan cong: SYN Flood,
ICMP Flood, UDP Flood, IP Flood, DNS Flood, HTTP
Flood, SYN Cookie, IP scanning attack, port scanning, IP
spoofing, DHCP monitoring auxiliary inspection, Ping of
Death, Teardrop, IP option , TCP exception, Smurf,
Fraggle, Land, Winnuke, DNS exception, IP fragmentation

Phat hién va loc SQL, cross-site scripting, CC attacks

Bao gém cong nghé phat hién va tiéu diét vi-rit tir cac luu
luong SMTP, POP3, IMAP, HTTP, FTP
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Tén hang hoa

Théng s6 ky thuit tdi thiéu

C6 thé xéac dinh va chin hon 5000 18 hong, phan mém gién
di€p, dong thoi Bao gom tao chinh sach dong

Cac tinh nang quan ly

Quan 1y thiét bi thong qua Http, Https, SSH, Console, CLI

Phén chia quyén truy cap theo 3 cap, Bao gdm quan tri
vién va chinh quyén tuy chinh

Phén tich, thong ké va xép hang mang thong qua 5 tiéu chi:
session, threat, content, URL, va byte count

Tuong Itra phan tich cac hanh vi de doa nang cao trong
mang dya trén vi¢c may chu truy cap cac URL ddc hai va
tén mién doc hai

Hién thi nhat ky chin cia ngudi ding, tng dung, mbi de
doa, ndi dung, URL...

Bao gé)m truy vAn nhat ky loc URL, nhat ky loc thu, nhat
ky mdi de doa, nhat ky t€n mién, nhat ky hanh vi va nhat
ky luu lugng truy cap. Bao gom guri nhat ky ra bén ngoai

Bao gom sap xép tmg dung, IP, nguoi dung.

Bao gom thong ké lich sur cac két nd1 méi va két noi dong
thoi

Bao gom thong ké xép hang dua trén luu luong truy cap
trong mang.

Bao gom ban d6 mdi de doa dé gitip ngudi dung hiéu dugc
su phan bo moi de doa dua trén vi tri dia ly trong cac mang
16n.

Bao gdm giam sat va phan tich tai nguyén hé thong, nguoi
dung, tai san, phién, tuyén duong

Gidy phép

Pi bao gdm gidy phép 1 niam cho céc tinh ning application
identification, URL identification, AV prevention, IPS
prevention library

Nguén va nhiét d hoat
dong

Di bao gom 2 ngudn AC

Bao gém nguon dién 100-240V/50-60HZ

Nhié¢t d0 hoat dong: 0-45°C

Do 4m hoat dong: 5%-90%, no-condensing

Bdo hanh

> 24 thang

H¢é thong chira chay
phong may chu

H¢ thong chira chay phong may chii bao gom: Thiét bi
giam sat & canh bao; Cam bién khéi; Binh ciu chira
chay dang treo; Binh chira chay dung b{t chira chay
4kg. Chi tiét cu thé nhw sau:
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Tén hang hoa

Théng s6 ky thuit tdi thiéu

5,1

Thiét bi giam sat & canh
bao

- Bao gé)m cam bién nhiét do, do 4m va anh sang trén thiét
bi

- Dai do nhiét do tir -20°C dén 60°C (0.3°C)

- Dai do d6 am tir 10% dén 90% (£3%RH)

- b6 phan giai 0.1°C va 1%RH

- Cam bién 4nh sang: 0.01 dén 83,000 lux (+2%)

- Két ndi dén coi tai chd: 110dB, Flashes: 150 lan/ phut
- Két ndi voi Cloud thong qua WiFi hoic Ethernet Cable
- Giam sat tir xa qua internet, App

- Canh bao qua nhiét do, d6 am

- Luu trir dir li€u trén tai khoan Cloud: 12 thang

- Man hinh LCD 4" hién thi gia tri do

- B§ nh¢ trong > 300.000 ban ghi

- Ngudn dién: 2900mAh Lithium Battery/ DC 5V~12V

- Can nang: 474g (+5%)

- Kich thudce: 115(W) x 90(H) x 55(D) mm (£5%)

- Chung chi chét luong: CE, FCC, IC, RCM, Ro

- Bdo hanh: > 12 thang

5,2

Cam bién khéi

- B¢ nhay: 0.5dB/m (+0.1dB/m)

- Tich hop cam bién nhiét d6 va d6 am

- Dai do nhiét 6 -20°C dén 60°C (£0.3°C)

- Dai do do am tir 10% dén 90% (£3%RH)

- Bién 4p hoat dong: DC 9-36V

- Dong dién hoat dong: < 20mA

- Am thanh bao dong: > 85dB/3m

- Kich thudc: 101mm (diameter)*34mm (height) (+5%)
- Giao tiép Communication protocol: RS485 hoic tuong
duong

- Bao hanh: > 12 thang

53

Binh ciu chira chiy dang
treo 8kg

Thot gian bao hanh > 24 thang

Tuan thu Tiéu chuan Viét Nam; San pham phai duoc dan
tem kiém dinh phuong tién phong chdy va chira chay

Chét chira chay: Bot ABC

Kiéu lap dat: Moc treo trén thang cap hodc gia c6 dinh bat
trén tran nha

Chiéu cao va duong kinh: 300x300 (mm) (£5%)

Nhiét do lam viéc: -20°C - 60°C

Khdi lugng chat dap lira(kg): 8.0£2%

Tong khdi lugng cua thiét bi dap lta(kg): 12.5 £2%

Vit li¢u vo binh: Thép cacbon déo

Van: Pong ma Crom

5,4

Binh chira chay dung bot
chira chay 4kg

Tuén tha Tiéu chuan Viét Nam; San phém phai dugc dan
tem ki€ém dinh phuong ti¢n phong chay va chira chay

- Loai chit chita chay: Bot ABC

- Khéi luong chat dap lira(kg): 4 + 2%

- Tong khoi lugng thiét bi dap lra(kg): 5.5 + 2%

- Vit li¢u vo binh: Thép cacbon déo

- Van: Pong
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Théng s6 ky thuit tdi thiéu

Thiét bi mang khéong day
Wireless

Giao dién két noi

1 cong 10/100/1000Mbps Base-T hd trg PoE 802.3af

4 cong LAN 10/100/1000Mbps Base-T

1 dén LED xanh (hién thi trang thai hé thong va radio)

1 nut reset

Thong sb k¥ thuat song
WIFI

Dai tan 2.4 GHz: 2.400 dén 2.4835GHz
Dii tan 5 GHz: 5.150-5.350GHz, 5.47-5.725GHz, 5.725-
5.850GHz

Bang tafln 2.4 GHz: 2 stream 2x2
Bang tan 5 GHz: 2 stream 2x2

Téc d6 truyén:

802.11b: 1Mbps, 2Mbps, 5.5Mbps, 11Mbps

802.11a/g: 6Mbps, 9Mbps, 12Mbps, 18Mbps, 24Mbps,
36Mbps, 48Mbps, 54Mbps

802.11n: 6.5Mbps-300Mbps (MCS0-MCS31, HT20-
HT40), 400Mbps with 256-QAM

802.11ac: 6.5Mbps-866Mbps (MCS0-MCS9, NSS=1-2,
VHT20-VHT160)

802.11ax (2.4GHz): 8.6Mbps-574Mbps (MCS0-MCS11,
NSS=1-2, HE20-HE40)

802.11ax (5GHz): 8.6Mbps-1,202Mbps (MCS0-MCS11,
NSS = 1-2, HE20-HE80)

Gi6i han bang thong: theo SSID hodc theo User

Cén bang tai theo user

Ning lyc thiét b

Chuan wifi IEEE 802/11a/b/g/n/ac/ax

Kiéu lap dat: Wall Mounting

S6 luong SSID tdi da: 16

S6 lugng ngudi dung t6i da: 256

Kiéu bao mat hd tro: Open, PSK, WPA-Personal, WPA-
Enterprise, WPA2-Personal, WPA2-Enterprise, WPA3-
Personal, WPA3-Enterprise, Portal, 802.1X, Radius

H5b trg cong nghé Multi-User Multiple Input Multiple
Output (MU-MIMO)

H) trg cong nghé Maximum Ratio Combining (MRC)

HO trg cong nghé Space-Time Block Coding (STBC)

H5 trg cong nghé Cyclic Delay/Cyclic Shift Diversity
(CDD/CSD)

H5 trg cong nghé DFS (Dynamic Frequency Selection)

HO trg cong nghé Spectrum Navigation

Tiét kiém ning lugng véi: U-APSD, Green AP mode

Yéu cau vé ngudn, nhi¢t do

Ngudn PoE 802.3af (LANO) hoic DC12 V/1.5 A

Power consumption: < 12W

Nhiét d6 1am viéc: 0°C dén 45°C

hoat dong Nhiét d6 bio quan: -40°C dén 70°C
D6 am lam viée: 10% dén 90% khong ngung tu
Do am bao quan: 5% dén 95% khong ngung tu
Béo hanh > 24 thang




135

STT Tén hang héa Théng s6 ky thuit tdi thiéu
; Thiét bi dinh tuyén
(Router)

Giao dién két noi

>2 cong 10GE SFP+ WAN

> 2 cong GE SFP WAN

> 4 cong GE RJ45 WAN

> 24 cong LAN GE RJ45

> 1 cong console RJ45

> 1 cong USB 2.0

CAu hinh phan ctng va
nang luc cua thiét bi

CPU: 4 Core

Memory: > 2GB

Flash: > 8GB

Max. Throughput (1400 Byte): 14Gbps

Tinh nang

Bao gé)m cac tinh nang WAN: DDR, NDIS, PPPoE,
Bridge Group, Virtual Ethernet, HDLC, Frame Relay

Bao gom céc giao thirc LAN: STP/RSTP/MSTP, MAC
Management, 802.1Q VLAN, LACP, Loopback Detection,
SPAN, LLDP, Port-isolate, Error-disable, ULFD, Port
Security, Voice VLAN

TCP/IP Protocol: DHCP, DNS, DDNS, NAT, NAT64,
NAT66, NAT ALG, IPIP

Bao gdm cac giao thirc dinh tuyén IPv6: IPv6 Static,
RIPng, OSPFv3, IS-ISv6, BGP4+, PBRv6, VRRPV3

Bao gdm cac giao thirc Multicast:IGMP v1/v2/v3, PIM-
DM, PIM-SM, PIM-SMv6, SSM, MVPN, NG MVPN,
MSDP, IGMP Snooping, MLD, MBGP

Bao gé)m cac giao thirc VPN: DMVPN, IPSec, GRE,
L2TPv2, L2TPv3

Bao gdm cac giao thirc nhin da giao thirc MPLS: MPLS
LDP, MPLS L3VPN, MPLS VPLS, MPLS VPWS, MPLS
TE, MPLS VRF, IPFRR,LDP FRR, TE FRR, MPLS
OAM, 6PE

Bao gom cac tinh ning bao mat: CPU protection, DHCP
Snooping v4/v6, IP Source Guard v4/v6, Dynamic ARP

Inspection, AAA, 802.1X, PKI, IKE, ACL, Anti-attack,

ASPF, SSAC, SECP, Portal Redirection, DPI, IPS, URL
Filtering

Bao gom cac tinh niang QoS: FIFO, PQ, FQ, WFQ,
CBWFQ, LLQ, RSVP, CAR, H-QoS, GTS, MPLS RSVP,
QPPB, SPQ

Quan tri va du phong

Quan tri thong qua giao di¢n dong 1¢nh CLI

C6 thé quan tri thong qua giao dién web HTTP/HTTPS

Ho tro SSH, SNMP V1/V2/V3, Keepalive, NTP, EEP,
RMON, Telnet, PING, Trace
Route, Login, FTP, TFTP, TR069, IP-SLA

Bao gdm cac tinh ning dy phong: Backup interface,
VRRP/VRRPv3, VBRP, rack, BFD/BFDv6, ULFD

Nguén va nhiét d6 hoat
dong

Bao gom 2 ngudn AC 100V-220V, 50-60Hz

Cong suét tidu thu < 86W
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Nhiét do hoat dong: 0°C~45°C
D6 4m hoat dong: 5%-85%/RH
Bao hanh > 24 thang
3 Hé thong chuyén mach

trung tam core switch

Giao dién két noi

> 24 cong 10G SFP+

> 2 cong 100G/40G QSFP28

> | cong RJ45 Console Port

> 1 cong USB 2.0

> 1 cong DCO

CAu hinh phan ctng va
nang luc cua thiét bi

Switching capability: 880Gbps

Throughput: 589Mpps

Flash: 8G

Memory: 2G

MAC Address Entry: 384K

Jumbo Frame: 12K

ARP Entry: 62K

ND Entry: 19K

VLAN Entry: 4K

LACP Group: 64

LACP Member in Group: 32

MSTP Instance: 64

IPv4 Routing Entry: 632K

IPv6 Routing Entry: 383K

L2 Multicast Entry: 8K

L3 Multicast Entry: 8K

MTBF: >100000 hours

Céc tinh nang layer 2

Bao gom céc tinh nang Auto MDI/MDIX, Port Speed, Port
MTU, Switch Port, Port Loopback, Port Energy Control

Bao gom céc tinh nang Loopback Interface, Tunnel
Interface, Null Interface, L2/L3 VLAN Interface, L3
Ethernet Interface, VXLAN Interface

Bao gom cac tinh ning quan Iy MAC: Storm Control,
Flood Control, MAC Address Aging Time, Mac Address
Learning on va off, Mac Address Learning Limitation,
Mac Address VLAN Binding, MAC Debug

Bao gdm céc tinh ning VLAN, QinQ, Flexible QinQ,
VLAN PVID, VLAN Tag/Untag, VLAN Trunk, MAC
VLAN, Protocol VLAN, Subnet VLAN, Super VLAN,
Voice VLAN, Private VLAN, Guest VLAN, VLAN
Debug, GVRP, VLAN Isolation

Bao gom céc tinh ning cho giao thirc tong hop lién két:
LACP Link Aggregation, LACP Port Priority, LACP Load
Balance, LACP Rate Monitor, LACP Debug

Céc tinh nang layer 3 va
multicast

Bao gém cac tinh nang ARP, DNS, NTP Server/Client
v3/v4, PTP IEEE 1588v2, ICMP, ECMP, GRE
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Bao gé)m cac tinh nang IPIP, IPv6 over IPv4, ISATAP,
IPv4 over IPv6, IPv6 over IPv6

Bao gdm tinh ning Static route cho IPv4 va IPv6

Bao gom céc tinh nang dinh tuyén RIP/RIPng, IRMP,
OSPF v2/v3, BGP/BGP+, ISIS/ISIS v6, PBR/PBR v6, IP-
VRF

Bao gom cac tinh ning DHCP v4/v6 Server, DHCP v4/v6
Client, DHCP v4/v6 Relay, DHCP Snooping, DHCP
Option51/82

Bao gom céc tinh nang L2 Multicast: IGMPv1/v2/v3
Snooping, IGMP Snooping Proxy, MLD Snooping, MVR,
MVP

Bao gdm cac tinh ning L3 Multicast: IGMPv1/v2/v3, PIM
v4/v6-SM, PIM v4/v6-SSM, PIM-DM, PIM-SDM

Céc tinh nang data center

Bao gdm cac tinh ning VXLAN/EVPN: IPv4/IPv6 VXLAN
Tunnel, Distributed VXLAN Gateway, VXxLAN Static
Centralized Gateway, VXLAN QoS, BGP-EVPN

Bao gom céc tinh nang END-TO-END VXLAN, VLAN
Hand-Off, Cross As Segment VXLAN

QoS

Danh dau va uu tién luu lugng véi 802.1P Priority, DSCP
priority

Phan loai luu lugng Three Color Marker, Priority Remark,
Traffic Redirect, Traffic Meter, Traffic Mirror

Kiém soét luu lwgng: Rate Limit, Traffic Shaping

Céc thuat toan: SP, RR, WRR, WDRR, SP+WRR,
SP+WDRR

Quan 1y nghén: Tail-drop, RED, WRED

Tinh ndng bao mat va
du phong network

Kha ning cau hinh vo hiéu hoa céc 16i dua trén:
bpduguard, Dai, DHCP Snooping, Link-Flap, Loopback-
detect, Port Security, Storm Control, Transceiver Power

Kha ning phat hién 16i: ULFD, Track, Loop-back
Detection, CFM(802.1ag)

Bao gom tinh ning Port Security On aging, deny, permit,
violation, ACL

Bao gdm tinh ning IP Source Guard (ISG), DHCP
Snooping, ND Snooping, Host Guard

Bao gom céc tinh nang phong chdng de doa Dynamic ARP
Inspection(DAI), ARP Check, AARF ARP-Guard, ARP
Speed Limit, ARP Source Suppression, PPPoE+

Bao gom céc tinh nang Standard IP ACL, Extended IP
ACL, Standard MAC ACL, Extended MAC ACL,
Standard Hybrid ACL, Extended Hybrid ACL, Standard
IPv6 ACL, Extended IPv6 ACL, Time-based ACL

Bao gom céc tinh ning Anti-Attack Detect, Drop, Flood,
Log, URPF, White List, Black List

Bao gém cac tinh nang AAA, Radius, TACACS+, 802.1x,
Portal

C6 kha ning va di bao gom cac cong stacking, hd trg cong
nghé M-LAG
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Théng s6 ky thuit tdi thiéu

Pi bao gdm céc tinh ning du phong HA, ULFD, UDLD,
ULPP, Monitor Link, Track, VRRP, VRRPv3, VBRP,
EEP, BFD voi Static, RIP, OSPF, BGP, ISIS

Céc tinh nang quan tri, cau
hinh thiét bi

Bao gom céc tinh nang SPAN, RSPAN, ERSPAN, VLAN
SPAN, sFlow, LLDP, IP-SLA

HO trg FTP, TETP

Quan tri thong qua giao dién WEB(HTTP/HTTPS)

HO tro quan tri qua giao dién dong lénh CLI, Telnet

Ngudn va quat

HO tro 2 khe cim ngudn

Ngudn xoay chiéu 100V ~ 240V, 50Hz ~ 60Hz

Hai khe cim quat

Nhiét d§ hoat dong: -5°C dén 50°C, nhiét d6 luu kho: -
40°C dén 70°C

D6 am lam viéc: 10%~90% khong ngung tu, do am luu
kho: 5%~95% khong ngung tu

Bdo hanh

> 24 thang

Thiét bi chuyén mach
(switch) 24 cong

Giao dién két noi

> 24 cong 10/100/1000M Base-T PoE+

> 4 cong 10G SFP+

> 1 cong RJ45 Console Port

> 1 cong USB 2.0

Céu hinh phén clmg va
nang luc cua thiét bi

Switching capability: 128 Gbps

Throughput: 95.2Mpps

CPU: 1 Core 800MHz

Tong cong sut PoE t6i da: 380W

Dién nang ti€u thu (khong PoE): <29W

Flash: 256 MB

Memory: 512MB

MAC Address Entry: 16K

Jumbo Frame: 12K

ARP Entry: 2K

ND Entry: 1.5K

VLAN Entry: 4K

LACP Group: 64

LACP Member in Group: 8

MSTP Instance: 64

L2 Multicast Entry: 3K

MTBF > 80000 gid

Céc tinh nang layer 2

Bao gom céc tinh nang Auto MDI/MDIX, Port Speed, Port
MTU, Switch Port, Port Loopback, Port Energy Control

Bao gom tinh ning UNI/NNI trén céc tit ca cac cong, phi
hop v&i mang Metro Ethernet

Bao gom céc tinh nang Loopback Interface, L2/L3 VLAN
Interface, L3 Ethernet Interface
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Bao gdm cc tinh ning quan Iy MAC: Storm Control,
Flood Control, MAC Address Aging Time, Mac Address
Learning on va off, Mac Address Learning Limitation,
Mac Address VLAN Bunding, MAC Debug

Bao gom cac tinh ning VLAN, QinQ, Flexible QinQ,
VLAN PVID, VLAN Tag/Untag, VLAN Trunk, MAC
VLAN, Protocol VLAN, Subnet VLAN, Super VLAN,
Voice VLAN, Private VLAN, Guest VLAN, VLAN
Debug, GVRP, VLAN Isolation

Bao gom céc tinh ning cho giao thirc tong hop lién két:
LACP Link Aggregation, LACP Port Priority, LACP Load
Balance, LACP Rate Monitor, LACP Debug

Cac tinh nang layer 3 va Bao gom cac tinh ning ARP, DNS, NTP Server/Client,
multicast ICMP

Bao gom tinh ning Static route cho IPv4 va IPv6

Bao gom céc tinh nang DHCP v4/v6 Client, DHCP
Snooping, DHCP Option51, DHCP Option82

Bao gdm cac tinh ning Multicast: IGMPv1/v2/v3
Snooping, IGMP Snooping Proxy, MLD Snooping, MVR,
MVP

QoS Panh dau va uu tién luu lugng véi 802.1P Priority, CoS,
DSCP priority

Phan loai luu lugng Three Color Marker, Priority Remark,
Traffic Redirect, Traffic Meter, Traffic Mirror

Kiém soat luu lugng: Rate Limit, Traffic Shaping

Céc thuat toan: SP, RR, WRR, WDRR, SP+WRR,
SP+WDRR

Quan 1y nghén: Tail-drop, RED, WRED

Kha ning cau hinh vo hiéu hoa céac 16i dua trén:
bpduguard, Dai, DHCP Snooping, Link-Flap, Loopback-
detect, Port Security, Storm Control, Transceiver Power

Tinh ndng bao mat va
du phong network

Kha ning phat hién 16i: ULFD, Track, Loop-back
Detection, CFM(802.1ag)

Bao gom tinh ning Port Security On aging, deny, permit,
violation, ACL

Bao gdm tinh ning IP Source Guard (ISG), DHCP
Snooping, ND Snooping, Host Guard

Bao gdm cac tinh ning phong chdng de doa Dynamic ARP
Inspection (DAI), ARP Check, AARF ARP-Guard, ARP
Speed Limit, ARP Source Suppression, PPPoE+

Bao gom céc tinh nang Standard IP ACL, Extended IP
ACL, Standard MAC ACL, Extended MAC ACL,
Standard Hybrid ACL, Extended Hybrid ACL, Standard
IPv6 ACL, Extended IPv6 ACL, Time-based ACL

Bao gém cac tinh nang Anti-Attack Detect, Drop, Flood,
Log, URPF, White List, Black List

Bao gém cac tinh nang AAA, Radius, TACACS+, 802.1x,
MAC+IP+VLAN, Portal

C6 kha ning phong chéng DOS/DDOS
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C6 kha nang xép chong dé tang tinh du phong va da bao
gom cac cong stacking

Céc tinh ning quan tri, ciu
hinh thiét bi

Bao gom céc tinh nang SPAN, RSPAN, VLAN SPAN,
sFlow, LLDP

HO) trg FTP, SFTP, TFTP, FTPS

Bao gé)m cac tinh nang TR069, SNMP v1/v2/v3, MIB,
RMON, SYSLOG, Debug, Keepalive Gateway

Tuong thich v6i cong nghé Telemetry cho phep thu thap
dir liéu giam sat theo thoi gian thyc nhi€u hon véi d§ chinh
xac cao hon

Quan tri giao dién WEB(HTTP/HTTPS)

HO tro quén tri qua giao dién dong lénh CLI, Telnet

Nguén, quat va nhiét do
hoat dong

Bao gom 1 nguon

Ngudn xoay chiéu 100V ~ 240V, 50Hz ~ 60Hz

Pi bao gdbm quat

Nhiét d6 hoat dong: -5°C dén 50°C, nhiét d6 luu kho: -
40°C dén 70°C

Do am 1am viée: 10%~90% khong ngung tu, d6 am luu
kho: 5%~95% khong ngung tu

Bdo hanh

> 24 thang

Ghi chu:

- Bat ky thuwong hiéu, md hiéu (néu cd) trong bang yéu cau ky thudt la dé minh hoa

cdc tiéu chudn chat luwong, tinh nang ky thudt yéu cau, nha thau c¢é thé lua chon du thau

hang hoa co nguon goc, xudt xw, nha san xuat, thwong hiéu, ma hiéu phu hop voi diéu kién

cung cdp nhwng phai dam bdo yéu cau cé tiéu chudn k thudt, dic tinh kj thudt, tinh ndng sir

dung twong dwong hodc wu viét hon so véi cdc yéu cau toi thiéu. Trieong hop nha thau chdo

hang héa twong dwong, nha thau phdi cung cdp tdi liéu kém theo dé chirng minh.

- Trong yéu cau vé ky thudt, néu cum ti “twong dwong” dwoc mo tda sau cdc yéu
cau vé ky thudt cua thiét bi thi duoc hiéu twong dwong vé dac tinh ky thuqt, tiéu chuan
cong nghé, néu cum tir “twong duwong” dwoc mo ta sau cdc yéu cau vé chuiec nang cua thiét

bi thi dwoc hiéu twong dwong vé tinh néing sir dung.

- Tat ca thong sO ky thudt néu trong E-HSMT dua trén cdc tai lieu dwoc chu dau tu

cung cdp va dwoc chit dau tw xét duyét.
c. Bang so sanh hang hoa cung cap cho goi thau

Bang so sanh hang hoa

Yéu cau | Pap iing
STT | cuaE- cia nha Twong dwong/uwu viét hon Tra ctru
HSMT thau
(1) 2) 3) 4 )
1
2
*Chuy:

- Nha thau dién cac cot: (2) (3) (4) (5)
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- Cot s6 (4):

+ Nha thau chi 15 cu thé, giai thich céc chi tiét trong duong hodc wu viét hon.

- Cot s6 (5):

+ Nha thau dién vi tri sb trang trong tai li¢u k¥ thudt cua nha san xuét hodc
catalogue cua nha san xuit nha thiu dinh kém hodc dudng link da duoc cong bd trén hé
mang tuong ng voi hang hoa nha thau chio thau.

1.3. Cic yéu cdu khdc: Khéng.

Muc 2. Ban vé: Khong c¢6 ban vé

Muc 3. Kiém tra va thir nghi¢m

Céc kiém tra va thir nghiém can tién hanh gom co:

- Viéc kiém tra, thir nghiém quy dinh theo ting giai doan nhu: Trudc va sau khi
nhan hang.

- Kiém tra chit luong cta Chil dau tu trude khi ban giao dua vao st dung.



