Chuong V. YEU CAU VE KY THUAT
1. Gi6i thiéu chung vé dy an/dy toin mua sim, géi thiu:

- Tén goi thau: Goi thau s6 01: Bao tri, cap nhat Phan mém Quan 1y cén bo,
hoi vién cua Ho1 LHPN Viét Nam nam 2025

- Chu dau tu: Ban cong tac Phu nit - Hoi lién hiép phu nit Viét Nam.

- Thoi gian thuc hién: 35 ngay.

- Pia diém thuc hién: Hoi Lién hiép phu nit Viét Nam - 39 phd Hang Chuéi,
phuong Hai Ba Trung, thanh phd Ha Nbi.

2. Muc tiéu, ngi dung cong viéc:

a) Bao tri, cap nhat Phan mém Quan 1y can bo, hoi vién ciia Hoi LHPN Viét
Nam nim 2025 dap Gng cic yéu cau nghiép vu va cac quy dinh méi ban hanh
cling nhu lién thong, dong bd véi CSDL qudc gia vé dén cu.

b) Trién khai, dao tao chuyén giao dua vao sir dung hé théng phan mém
tmg dung dugc nang cap méi (Theo bang pham vi cung cdp).

3. Yéu cau k¥ thudt cia goi thiu:
3.1. Yéu cau k§y thuit

3.1.1. Danh muc quy chuan, tiéu chuan k¥ thuét dwgc ap dung

Tuan thi cac quy chuan, tiéu chuan ky thuat vé tng dung cong ngh¢ thong
tin trong co quan nha nudc duge cong bd tai Thong tu sé 39/2017/TT-BTTTT
ngay 15/12/2017 cua Bo Thong tin va Truyén thong ban hanh Danh muc tiéu
chuan k¥ thuat vé ing dung cong nghé thong tin trong co quan nha nudc cu thé
nhu sau:

TT Loai Eleu Ky hlglxl ticu Tén day di ciia tidu chuin Quy dinh dp
chuin chuan dung
1 Tiéu chuén vé két noi
| HTTPVII Hypertext Transfer Protocol | Bat budc ép
11 Truyén si€u version 1.1 dung ,
van ban HTTP v2.0 Hypfertext Transfer Protocol | Khuyén nghi ap
version 2.0 dung
FTP File Transfer Protocol Bat budc 4p
dung mot hodc
HTTP v1.1 Hypgrtext Transfer Protocol ci  hai  tidu
Y A version 1.1 2
12 Tmyen tép chuan ‘
tin HTTP v2.0 Hypgrtext Transfer Protocol | Khuyén nghi ap
version 2.0 dung
WebDAV Web-be}sed ' Dl.strlbuted Khuyén nghi ap
Authoring and Versioning dung
A RTSP Real-time Streaming Protocol Khuyen nghi dp
Truyén, dung ]
1.3 Phat luong RTP Real-time Transport Protocol Khuyen nghi dp
am thanh/ dung
hinh anh RTCP Real-time Control Protocol I(;lh;lgen nghi ép




pr | Leaititu | Kyhieutieu | po) g3y 4 cia tieu chugn | QUY dinhap
chuan chuan dung
Truy cap va £ ./
1.4 chia s¢ dir | OData v4 Open Data Protocol version 4.0 I(Elrlllyen nght dp
ligu ine
Truvén Simple Mail Transfer Bét bude &
1.5 YN | SMTP/MIME | Protocol/Multipurpose S
thu dién tr . . dung
Internet Mail Extensions
Cung cap | POP3 Post Office Protocol version3 | Bat budc 4ap
1.6 d}Ch Ve tr1A1y Internet Message Access dung, ca h;a.u t1e’u'
cap hop | IMAP 4revl : .. chuan doi voi
A Protocol version 4 revision 1 . ,
thu dién tr may chu
17 Truy  cap LDAP v3 Lightweight ‘Dlrectory Access | Bat budc 4ap
thu muc Protocol version 3 dung
1.8 D1‘<§h vy fen DNS Domain Name System Bat “bugc dp
mién dung
Giao  vin Bit buoe 4
1.9 | mang co6 két | TCP Transmission Control Protocol dun : p
noi N
Giao  van Bit budc &
1.10 | mang khong | UDP User Datagram Protocol i P
X, A dung
két nd1
IPv4 Internet Protocol version 4 Bat buge ap
dung
111 Lién mang Bat  budc ap
LANWAN IPv6 Internet Protocol version 6 dgr}g d(?l Vol g
thrlet bi co ket
noi Internet
Institute of Electrical and Bét  budc &
IEEE 802.11¢g Electronics Engineers Standard : P
Mang cuc dung
n N (IEEE) 802.11¢g
1.12 | bd khong - -
4 Institute of Electrical and Khuvén nohi 4
y IEEE 802.11n Electronics Engineers Standard duny ght ap
(IEEE) 802.11n g
Truy  cap )
113 Inj[?rnet VOI | AP v2.0 W1r§1ess Application Protocol | Bat budc ap
thiet bi version 2.0 dung
khong day
SOAP v1.2 Slmple Object Access Protocol
version 1.2 Bit  bube ip
Dich VU | WSDL V2.0 Web Serv1ges Description dung mé) t. hai
1.14 | Web dang Language version 2.0 <o o
- — hodc ca ba tiéu
SOAP Universal Description, chudn
UDDI v3 Discovery and  Integration
version 3
Dich VU | pESTRI  web Khuyén nghi 4
1.15 | Web dang service Representational state transfer duny ght ap
RESTful e
. 9 Web Services Business Process x .
1.16 D}Ch vu ddc WS BPEL v2.0 | Execution Language Version Khuyen nghi dp
ta Web dung

2.0




pr | Leaititu | Kyhieutieu | po) g3y 4 cia tieu chugn | QUY dinhap
chuan chuan dung
WS- Simple )
SOAP Binding | Simple SOAP Binding Profile | Khuyén nghi ap
Profile Version | Version 1.0 dung
1.0
WS- Federation | Web  Services  Federation | Khuyén nghi ap
vl.2 Language Version 1.2 dung
WS- Addressing | b Services Addressing 1.0 Khuyen nghi p
v1.0 dung
WS- o Web  Services Coordination | Khuyén nghi ap
Coordination Version 1.2 dun
Version 1.2 ston 1 ung
WS-Policy v1.2 Web. Services Coordination | Khuyén nghi ap
Version 1.2 dung
OASIS Web
Serylces Web Services Business Activity | Khuyén nghi ap
Business Version 1.2 dun
Activity Version ' g
1.2
WS- Discovery | Web Services Dynamic | Khuyén nghi ap
Version 1.1 Discovery Version 1.1 dung
WS- Web Services Metadata | Khuyén nghi ap
MetadataExc
Exchange dung
hange
D‘ich vu | NTPv3 I;Ietwork Time Protocol version Bit buoc ap
L7 df)ng bo tho Network Time Protocol version dupg Am()t tgong
gian NTPv4 4 hai tiéu chuan
2 Tiéu chuan vé tich hop dit liéu
i(ll\/([)L(s th Editio Extensible Markup Language |
Ngén ngi n)' version 1.0 (5th Edition) Bat budc 4ap
2.1 dinh  dang dung mot trong
van ban AML Extensible Markup Language | hai tiéu chuan
v1.1 (2nd Editio : b Languag
version 1.1
n)
Ngbén ngir
d{nh 7 dang 1SO/TS Electrqmc Business Bit buoc 4p
2.2 van ban cho 15000:2014 Extensible Markup dun
giao  dich ) Language (ebXML) Hne
dién tir
binh nghia ’
2.3 cac luge do XML Schema XML Schema version 1.1 Bat buge dp
trong tai | V1.1 dung
ligu XML
K aRs 1o Bit budc ap
2.4 Fien doi du XSL Extensible Stylesheet Language | dung phién ban
1cu roe A
mdi nhat.
Mo hinh . . £ .,
25 hoa déi UML v2.5 Unified Mod(?lhng Language | Khuyén nghi ap
version 2.5 dung

tuong




pr | Leaititu | Kyhieutieu | po) g3y 4 cia tieu chugn | QUY dinhap
chuan chuan dung
Mb (4 i RDF Resource Description Khuyén nghi ép
A 1~ Framework dung
2.6 nguyén dir Khuvén nohi 4
ligu OWL Web Ontology Language uy dun gg tap
\ .x 8-bit Universal Character Set z . A
27 | Trinhdicn UTF-8 (UES)/Unicode Transformation | Do 0u0¢ 4P
bo ki tu dung
Format
Khuén thire )

73 trilO dql GML v3.3 Geography Markup Language Bat budc ap

thong tin version 3.3 dung
dia ly
TAIuy AP VA | WS v1.3.0 OpenGIS Web Map Service Bat budc ap
29 cap nhat cac version 1.3.0 ’ dung
' thong tin Web Feature Service version Bat budc ap
Ty WEFS v1.1.0
dia ly 1.1.0 dung
Trao doi dir )
210 11@1‘1. d?‘f ta XM v2.4.2 XML Metadata Interchange Khuyén nghi 4p
tai ligu version 2.4.2 dung
XML
211 ssigudzrflﬁilgl ISO/IEC S6 dang ky siéu dir liéu Khuyén nghi ap
(MDR). 11179:2015 (Metadata registries - MDR) dung
B phan tu ‘ ’
212 siéu dir lidu ISO 15836- B0 phan tr siéu dir li¢u Dublin | Khuyén nghi ap
' Dublin 1:2017 Core dung(*)
Core
Pinh glang
trao doi1 dir
liéu mo ta X .,
2.13 dbi tuong JSON RFC JavaScript Object Notation Khuyén nghi ap
. 7159 dung
dang kich
ban
JavaScript
Ngon ngir ,

)14 mo hl‘l’lh BPMN 2.0 Business Process Model and | Khuyén nghi ap
quy trinh Notation version 2.0 dung
nghiép vu

3 Tiéu chuan vé truy cédp thong tin
HTML v4.01 Hypertext M‘arkup Language Bat budc, ap
version 4.01 dung
2 A W3C Web Content X .,
3.1 gf;lar\ly\?:; WCAG 2.0 Accessibility Guidelines Khuyzﬂr?gm ap
& (WCAG) 2.0 Hng
HTML 5 Hypertext Matkup Language | Khuyeén nghi ap
version 5 dung
Chuén ndi . < A
39 dung Web NHTML v1.1 Extensible Hypertht Markup Bat budc ap
A Language version 1.1 dung
mo rong
33 Giao dién CSS? Cascading Style Sheets

nguoi dung

Language Level 2



https://thuvienphapluat.vn/van-ban/Cong-nghe-thong-tin/Thong-tu-39-2017-TT-BTTTT-tieu-chuan-ky-thuat-ve-ung-dung-cong-nghe-thong-tin-trong-co-quan-370857.aspx#_ftn1

pr | Loaititu | KyhiCutidu | yo. g5y 4i cda tieu chujn | QuY dinhdp
chuan chuan dung
CSS3 Cascading Style Sheets Bt budc 4p
Language Level 3 dung mdt trong
XSL Extensible Stylegheet Language ba titu chudn
version
Dinh dang Plain Text (.txt): LA g
(.txt) Danh chogcéc tai liu co ban Bat buge dp
o . Ao, dung
khong c6 cau triac
Dinh dang Rich Text (.rtf)
(rtf) phién ban 1.8, 1.9.1: Danh cho | Bt budc ap
v1.8,v1.9.1 cac tai lidu c6 thé trao dbi gitra dung
céc nén khac nhau
(.docx) Dinh dang van ban Word mé | Khuyén nghi ap
34 Vén ban ) rong cuia Microsoft (.docx) dung
Pinh dang Portable Document
(.pdf) v1.4, (.pdf) phién ban 1.4, 1.5, 1.6,
v1.5,v1.6,v1.7 1.7: Danh cho cac tai liéu chi Bit budc ap
doc dung mot, hai
Dinh dang van ban Word cua | hodc ca ba tiéu
(.doc) Microsoft (.doc) chuan
Pinh dang Open Document
(-odt) v1.2 Text (.ozcglt) [I))hién ban 1.2
Dinh dang Comma eparated
(.osv) Variable/Delimited (.csv): Danh Bit budc ap
' cho cac bang tinh can trao do1 dung
gitta cac ing dung khac nhau.
(xlsx) Dinh dang bang tinh Excel m¢ | Khuyén nghi ap
3.5 Béng tinh ) rong cua Microsoft (.xlsx) dung
(xls) Dinh dalil/[g bang tinh Excel cua Bit bude i
icrosoft (.xls) N
- dung mdt hodc
Pinh dang Open Document ¢4 hai tiéu
(.ods) v1.2 Spreadsheets (.ods) phién ban 2
12 chuan
Dinh dang Hypertext Document
(htm) (-htm): cho cac trinh bay dugc Bit budc ap
' trao doi thong qua céc loai trinh dung
duyét khac nhau
Dinh dang PowerPoint mé rong | Khuyén nghi ap
(-pptx) cua Microsoft (.pptx) dung
. . Pinh dang Portable Document
36 Trinh dién (.pdf) (.pdf): cho céc trinh bay luu
dudi dang chi doc Bit budc ap
(.ppt) Dbinh dang PowerPoint (.ppt) dung mat, hai
' cua Microsoft hodc ca ba tiéu
Dinh dang Open Document chuan
(.odp) v1.2 Presentation (.odp) phién ban
1.2
Joint Photographic Expert Bit budc ap
JPEG . . .
3.7 | Anh db hoa Group (.pg) dung mot, hai,
GIF v&9a Graphic Interchange (.gif) ba hodc ca bon

version 89a

tiéu chuan




pr | Leaifitw | Kyhiéu tu | oy g3y dii cia ticu chugn | QY dimhap
chuin chuin dung
TIFF Tag Image File (.tif)
PNG Portable Network Graphics
- (.png)
Anh gan . Lo1A
33 véi toa do GEO TIFF Tagged Image Elle format for Bat budc ap
T GIS applications dung
dia ly
MPEG-1 Moving Picture Experts Group- | Khuyén nghi ap
1 dung
MPEG-2 Moving Picture Experts Group- | Khuyén nghi ap
2 dung
3.9 P:hlm anh, MPEG-4 Moving Picture Experts Group- | Khuyén nghi ap
am thanh 4 dung
MP3 MPEG-1 Audio Layer 3 Khuyén nghi ap
dung
AAC Advanced Audio Coding Khuyén nghi ap
dung
Céc dinh dang cua Microsoft % .,
(asf), (-wma), Windows Media Player (.asf), Khuyén nghi ap
(.wmv) dung
Lud hi (.wma), (.wmv)
uong put Céc dinh dang Real Audio/Real x .,
3.10 anh, am (.ra), (.rm), : Khuyén nghi ap
Video (.ra), (.rm), (.ram),
thanh (.ram), (.rmm) dung
(.rmm)
(.avi), (mov), | Céc dinh dang Apple Quicktime | Khuyén nghi ap
(.qt) (-avi), (mov), (.qt) dung
GIF v&9a Graphic Intferchange (.gif) Khuyén nghi ap
version 89a dung
Dinh dang Macromedia Flash | Khuyén nghi ap
(.swf)
3.11 Hoat hoa (:swi) dung
' o (swh) Dinh dang Macromedia Khuyén nghi 4p
) Shockwave (.swf) dung
(.avi), (.qt), Cac dinh dang Apple Quicktime | Khuyén nghi ap
(.mov) (.avi),(.qt),(.mov) dung
Chuan noi
dung cho Wireless Markup Language Bit budc ap
B2 b | WMLEV20 version 2.0 dung
dong
Bo ky tu va American Standard Code for Bat budc ap
3.13 A ASCII )
ma héa Information Interchange dung
BOky tr va TCVN TCVN 6909:2001 “Cong nght | gy ¢ 4p
3.14 | mahoa cho 6909:2001 thong tin - B ma ky tu tiéng dun
tiéng Viét ' Viét 16-bit” ung
Zip Zip (.zip) Bat budc ap
i e 1A dung mot hoac
315 | Nen dur lieu .gzv4.3 GNU Zip (.gz) version 4.3 ca hai tiéu
chuan
Ngon ngir )
kich ban ECMAScript version 6 Bat budc ap
306 1 hiatrinh | POMA 262 (6th Edition) dung

khach




pr | Leaititu | Kyhieutieu | po) g3y 4 cia tieu chugn | QUY dinhap
chuan chuan dung
RSS v1.0 RDF Site Summary version 1.0 Bat budc ap
Chia sé noi RSS v2.0 Really Slmple Syndication dugg .rAth troPg
3.17 version 2.0 hai tiéu chuan
dung Web Khuva hi 4
ATOM v1.0 ATOM version 1.0 uyen nght ap
dung
Java Specification Requests 168 Bat budc ap
JSR 168 : .
21z (Portlet Specification) dung
Chuan ket - - 7 7
L., Java Specification Requests 286 | Khuyén nghi ap
noi ung JSR286 . :
2 (Portlet Specification) dung
3.18 dung cong - TRV
D Web Services for Remote Bat budc ap
thong tin WSRP v1.0 .
dién tir Portlets version 1.0 (’1ung
i WSRP v2.0 Web Services for Remote Khuyén nghi ap
) Portlets version 2.0 dung
4 Ti€u chuan v¢€ an toan thong tin
Secure Multi-purpose Internet Bit budc ap
41 An toan thu S/MIME v3.2 Mail Extensions version 3.2 dung
dién tu OpenPGP OpenPGP Khuyen nghi dp
dung
An toan SSH v2.0 Secure Shell version 2.0 Bat;)ul;('); ap
4.2 tang giao - T~
van TLS v1.2 Transport Layer Security Bat budc ap
version 1.2 dung
HTTPS Hypertext Transfer Protocol Bat budc ap
\ Secure dung
An toan Khuyén nghi 4
43 truyén tép FTPS File Transfer Protocol Secure Y dun ghtap
tin Kh ,(u g hi 4
SFTP SSH File Transfer Protocol uyen ngh ap
dung
An toan . . Lo1A
44 truyén thu SMTPS Simple Mail Transfer Protocol Bat budc ap
A Secure dung
dién tr
An todn POP3S Post Office Protocol version 3 Bat bu?c ap
. Secure dung mot hoac
4.5 dich vu truy S
cap hop thr IMAPS Internet Message Access ca hai tiéu
o Protocol Secure chuan
An toan . . £ .,
46 dich vu DNSSEC Domain Né;:nizisgrelrsn Security Khuygn I?ghl ap
DNS vie
47 ‘AAn toan IPscc - IP ESP Internet Protocol security voi IP Bat budc ap
tang mang ESP dung
An toan )
4.8 thong tin WPA2 Wi-fi Protected Access 2 Bat buoc dp
cho mang dung
khong day
TCVN Cong nght thong tin. Ky thudt |y a0 o a0
et mat ma thuat toan ma dir liéu
Giai thuat 7816:2007 dung
4.9 mi hoa AES
Triple Data Encryption Khuyén nghi ap
3DES
Standard dung




pr | Leaititu | Kyhieutieu | po) g3y 4 cia tieu chugn | QUY dinhap
chuan chuan dung
Khuyén nghi ép
dung, str dung
PKCS #1 Va2 | RSA Cryprography Standard - luoc dd
' RSAES-OAEP
deé ma hoa
. Khuyén nghi 4p
ECC Elliptic Curve Cryptography
dung
Bat budc ap
dung, st dung
Gt e | PKCS#1V22 RSA Crylf;%ﬁﬁhzy ;tandard - lwoc db
410 | JPUE ' RSASSA-PSS
chir ky so 21
de ky
ECDSA Elliptic Curve D%gltal Signature | Khuyén nghi ap
Algorithm dung
Giai thuat Khuyén nghj 4
4.11 bam cho SHA-2 Secure Hash Algorithms-2 yen nghi ap
L A dung
chit ky so
Rivest-Shamir-Adleman - KEM ’
(Key Encapsulation Bat budc ap
412 Giai thuat RSA-KEM Mechanism) Key Transport dung
' truyén khoa Algorithm
ECDHE Elliptic Curve Diffie Hellman | Khuyén nghi ap
Ephemeral dung
Giai phap )
413 xac thuc SAML v2.0 Security Assertlop Markup Khuyén nghi ap
nguoi st Language version 2.0 dung
dung
XML ’
Encryption XML Encryption Syntax and Bat budc ap
An toan Syntax and Processing dung
4.14 | trao doi ban Processing
tin XML | XML Signature XML Signature Syntax and Bit budc ap
Syntax and .
. Processing dung
Processing
Quan ly
khoa cong XML Key Management Khuyén nghj ap
415 khai ban tin XKMS v2.0 Specification version 2.0 dung
XML
Giao ’
thirc an toan Platform for Privacy Khuyén nghi ap
4.16 N P3P vl.1 : .
thong tin ca Preferences Project version 1.1 dung
nhan
Ha tang khoa cong khai
Cu phép .
thong diép | PKCS#7v1.s5 | Cryptographic message syntax
Ap for file-based signing and x .
417 mat ma cho (RFC 2315) encrvotine version 1.5 Khuyén nghi ap
' ky, mi héa TypHng ' dung
Cu phép .
thong tin | PKCS#15v1.1 | . Cryptographic token
n A information syntax version 1.1
thé mat ma




pr | Leaititu | KyhiCutidu | o) gay 46 cia tieu chugn | QY dinhdp
chuan chuan y dung
gg rF h?ill)l PKCS#8 V1.2 | Private-Key Information Syntax
ongt (RFC 5958) Standard version 1.2
khoa riéng
Giao dién Cryptographic token interface
thé mat ma PRCS#1 v2.20 standard version 2.20
Cu phap
Erao c?01 | PKCS#12 v Personal Informa‘u'on Exchange
thong tin ca Syntax version 1.1
nhan
Khuén dang
danh sach Certificate Revocation List
ching thu RFC 5280 Profile
s0 thu hoi
Khuon dang .
ching REC 5280 Public Key 'Infrastmcture
Z Certificate
thu s
Cgup fg 5 PKCS#10 v1.7 Certification Request Syntax
y (RFC 2986) Specification version 1.7
chung thuc
Giao thuc
trang thai REC 6960 On-line Certificate status
ching thu protocol
tryc tuyén
Giao thirc
gan tem RFC 3161 Time stamping protocol
thoi gian
Information technology
ISO/EEC Security techniques - Time
18014-1:2008 stamping services
ISO/EEC Part 1: Framework
Dichvutem | 18014-2:2009 Part 2: Mechanisms producing
thoi gian ISO/EEC independent tokens
18014-3:2009 Part 3: Mechanisms producing
ISO/EEC linked tokens
18014-4:2015 Part 4: Traceability of time
sources
18 Az;gﬁnvﬁho WS-Security | Web Services Security: SOAP | Khuyén nghi 4p
' Web vl.l.1 Message Security Version 1.1.1 dung
Ijgfg:ﬁ?:f The Incident Object Description Khuvén nehi &
4.19 i sur cb RFC 7970 Exchange Format version 2 yen nght ap
01 su cO an (IODEF) dung
toan mang

Cac yéu cau an toan co ban dbi véi ph?m mém ndi bd duoc cong bd tai
Quyét dinh s 742/QD-BTTTT ngay 22/4/2022 ctia B6 Thong tin va Truyén thong
ban hanh yéu ciu an toan co ban d6i véi phr:in mém ndi bo, Nghi dinh )
85/2016/ND-CP ngay 01/7/2016 ctia Chinh phil vé bao dam an toan hé thong
thong tin theo cap d9, Thong tu s6 12/2022/TT-BTTTT ngay 12/8/2022 cia Bo




Thong tin va Truyén thong vé quy dinh chi tiét va hudng ddn mét sé diéu cua
Nghi dinh s6 85/2016/ND-CP.

Céc yéu cau vé quy dinh k¥ thuat két ndi, chia sé dit liéu tudn thu theo Cong
van s6 1016/BTTTT-CPSQG ngay 22 thang 03 ndm 2024 cua Bo Thong tin va
Truyén théng hudéng din xay dung, 4p dung quy chuan, tiéu chuan, quy dinh k¥
thuat két ndi, chia sé dir liéu, Nghi dinh 47/2020/ND-CP ngay 9/4/2020 ctia Chinh
phu vé quan 1y, két ndi va chia s¢ dir li¢u sO cua co quan nha nuac.

Hé thong ing dung phan mém can thiét tuan thu k§ thuat phdn mém va hé théng
- dam bao phan meém va h¢ thong theo TCVN 10607-1:2014.

3.1.2. Tong quan Ve hé thong thong tin Quan ly can b hdi vién

3.1.2.1. M6 hinh tong thé phan mém

Can b £ac don vi tuyén tinh

Lanh dao hoi

Can bd nhan sy don vi cac cap

&

Quin trj hé théng

Cén b cac don vi tuyén Xa

—~4

Lanh dao don vi bao cdo

INTERNET

H¢ thong quan ly can bd, hdi vién

| |
HT CSDL ! :
cw din qudc | - - z " = - - !
gia | NHOM CHUC NANG QUAN TRI NHOM CHUC NANG NGHIEP VU |
(L i
| |
: Hé thong phan quyen :
I T S !

- K L A
Pll{ng ‘j'."{% : : QL N%c’)m ) i Tfam QL Co ciu to chiic QL Hoi vién :
unir Viét | : Nguoi :: ol L Apa o |
Nam | { ding i daiol o mb o BS0E |
| : 0 dung i thong |
] e i . . - M—— |
= ! QL Thi dua khen | ||
L e | B T |
: I Darh mue ding chung QL cinbe thoomg | ||
Cong thong I DM I
tin dién tir | i DM i 2 hinh I
| : DM i chic i DMdia i thie o |
- I | ichicveii danh i oban i ¢ QL Can b6 Nit QL Van ban bidu | |!
= I : Y chudn i i Khen Lanh dao cac Bo miu I
1 R [ thuong £ ban nganh !
HT QL [ :
Doan vién : S T . |
Héi vién ciia | Két noi dir liéu voi cac hé thong khac |
Uy ban | |
MTTQ Viét : |
Nam | |
L '
| |
| ,
e = |
| |cos6DpU LIEU |
| |
H¢ thong : :
khac | |
: CSDL H¢ théng quén 1y can b3, hoi vien :
' ' |
! !
| |
| |
| |

Hé théng QLCB, Hoi vién duoc thiét ké gém cac nhoém chire nang chinh:
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* Nhom chirc ning hd tro xir Iy nghiép vu
Thyc hién hd trg ngudi dung trong qua trinh xir Iy nghiép vu, v6i cac module
chinh:

- Quan 1y co cdu té chire: cho phép quan 1y luu trit co cdu to chire cta hoi
bao gdm hoi céc céap, cac don vi phong ban trong hoi...

- Quan ly hoi vién: cho phép nguoi st dung quan ly thong tin hdi vién theo
cac ti€u chi...

- Quan [y can bg: cho phép nguoi su dung quan ly thong tin hd so can by
tr can bd cha chét, can b chuyén trach cap Tinh xudng dén tan cap xa
phuong....Cho phép két ndi téi hé théng quan 1y Can bo ciia Bo Noi vu hodc Uy
ban MTTQ khi c6

- Quan Iy thi dua khen thuong: cho phép quan 1y thi dua khen thudng ca
nhan, thi dua khen thudng theo cum...

- Quan ly can bo Nit lanh dao cdac bo ban nghanh: cho phép quan 1y danh
sach trich ngang cac can b nir 1a 1anh dao cac bd ban nghanh trong ca nudc.

- Quan Iy véin ban biéu mau:cho phép quan 1y va khai thang thong tin cac
van ban biéu mau nhu cac diéu 18, quyét dinh thanh 1ap, quy dinh, huéng dan...
phuc vu cong tac quan ly can bg, hoi vién.

* Nhom chirc nang quan tri
Cung cép cong cu thuc hién tri hé théng, bao gém cac module chirc nang sau:

- Hé thong phan quyén: thyc hién quan tri (thém, sira, x6a) thong tin nguoi
dung, nhom nguoi dung, vai tro. Thuc hién gan nguoi dung, nhom ngudi dung
cho vai tro;phan quyén hé thong; khai bao tham sb hé thong; ...

- Danh muc ding chung: thyc hién quan tri (thém, sira, x6a) thong tin vé
danh muc dung cho cho hé théng nhu danh muc chirc vu, danh muc chirc danh
chuén, danh muc dia ban, danh muc khdi don vi, danh muc hinh thtrc khen thudng

- Két néi dir liéu téi hé thong khdc:cho phép két ndi toi cac hé théng nhu
HT CSDL cu dan quéc gia, Ung dung phu nir Vi¢t Nam, Céng thong tin dién tu,
HT quan 1y Poan vién Hoi vién cua Uy ban MTTQ Viét Nam va cac hé thong
khac.

3.1.2.2. Suw tudn thi khung kién triic Chinh phi dién tr chinh phii s6 Viét
Nam, phién ban 4.0

Mo hinh téng thé phan mém cta du an can thiét tuan tha khung kién tric
Chinh phil dién tir chinh pha sé Viét Nam, phién ban 4.0 theo Quyét dinh sd
292/Qb-BKHCN ngay 25/3/2025 cta Bo Khoa hoc va Cong nghé ban hanh. Cu
thé nhu sau:

Nguwoi st dung 13 cac tac nhan tham gia str dung bao gom: Lanh dao, quan
tri hé thong va can bo hoi cac cap.

Kénh giao tiép 13 méi trudong, cong cu giup Nguoi sir dung twong tic voi
cac co quan nha nudc dé sir dung cac dich vu CPDT. Qua moi truong Internet,
Nguoi st dung c6 thé str dung cac kénh giao tiép sau: Trang thong tin dién tir cac
co quan nha nudc thong qua giao dién Web (trang web) hodc Mobile (dién thoai
di dong).
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Ky thudt - céng nghé 13 thanh phan k¥ thuat - cong nghé bao gdm céc thanh
phén k¥ thuat cong nghé théng tin (CNTT) nhu may tinh, thiét bi luu trir, ha tang
truyén dan LAN (mang cuc bd), WAN (mang dién rong), ha tang ky thuét dung
chung (trung tdm dr li¢u,..). Dya trén hién trang, nhu cau, giai phap ky thuat dé
xuat ap dung cac cong nghé, xu thé cong nghé tién tién hién nay nhu Pién toan
dam may (Cloud Computing), Tri tu€ nhan tao (AI), Dt li€u lon (Big Data),
Internet két ndi van vat (IoT).,...

Vé mit ha ting k¥ thudt truyén dan, cac hé théng CPDT st dung Mang
truyén sb liéu chuyén dung cua cac co quan Bang, Nha nudc, két hop cac ha tang
mang khac dé két ndi, truyén tai thong tin, dir liéu CPDT.

An toan thong tin H¢ thong phan mém duoc cai dat, van hanh tap trung tai
Trung tdm dit liéu ctia Trung tAm dir lidu qudc gia vé dan cu - Cyc Canh sat Quan
Iy hanh chinh vé trat tu x4 hoi - B6 Cong An, nén viéc bao dam an toan thong tin
phuc vu phét trién CPDT/CPS phai dugc trién khai cu thé, thong nhét, dong bo
gitra cac thanh phan, biao dam an toan thong tin hd tro giam sat va phong chéng
tan cong mang vao cac hé théng CPDT; He théng tong hop, phan tich, chia sé va
canh béo cac mdi de doa, nguy co vé an toan thong tin.

Nén ting chia sé, diéu phdi dir liéu dung chung Hé théng phan mém CSDL
tich hop, chia sé trong nd1 bd Hoi Lién hi¢p Phu nit Viét Nam, qua Nén tang chia
sé, diéu phdi dit liéu dung chung ctia Co quan Uy ban Trung wong MTTQ Viét
Nam.

H¢ théng théng tin bdo cdo Hé thong phan mém CSDL cho phép cung cap
thong tin cho Hé thong thong tin bao cao cua nganh va dia phuong.

Chi dao, chinh sdch bao gom cong tac chi dao, quan ly, t6 chrc, hudng
dan, dao tao, moi trudng phap 1y, truyén thong nham bao dam cac diéu kién trién
khai cac hé thong thong tin cia CPDT.

Mo hinh kién trac logic phan mém
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Phan mém duoc thiét ké va phat trién dya trén md hinh phén tang (3 — tier):

Thuyét minh mé hinh:

- Tang gtao dién nguwoi dung (Presentatton Layer): La cau ndi gilta nguoi
dung va hé thong, dam nhiém viéc hlen thi di¥ liéu va tiép nhan thao tic ngudi
dung. Tang nay duoc thiét ké nham tbi uu trai nghiém ngudi ding, dam bao tinh
than thién, dé sir dung.

- Ting xir Iy nghiép vu (Business Logic Layer): La trung tam xu ly cac
quy tic nghiép vu cta hé thng. Tang nay tiép nhan yéu cau tir tang giao dién, xir
ly theo quy trinh nghiép vu, kiém tra tinh hop 1& va diéu phéi truy cap dit licu.
Trong mé hinh hai ting, cac chtrc ning ndy thudng dit tai Client, gy kho khin
trong kiém soat va bao tri.

- Ta dang truy xudt dir ligu (Data Access Layer): La tang giao tiép voi co so
du licu. Tang nay thyc hién cac thao tac nhu truy van, cap nhat, xoa dir liéu theo
yéu cau tir tang nghiép vu. Tang dit liéu dugc to chirc thanh module riéng giup dé
dang thay d6i ngudn dit liéu ma khong anh huéng dén cac tang khéc.

3.1.2.3. M6 hinh vdt Iy
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Private Network
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replication

DMZ Application
\\ \\
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— N
‘ Load balancer N N
internet  https://qglcbhv.hoilhpn.org.vp/ s Load balancer N
3 3
user
S e
HAPROXY 02 Apg-02

Cac hé thdng khac bén ngoai

DMz
‘
https://qlcbhv.hoilhpn.org.vn/sso N
g Proxy-Out
O

Thuyét minh:

Pay 1a mo hinh vat Iy ciia hé thong dit tai Trung tim dir lidu qudc gia vé
dan cu - Cuc Canh sat Quan ly hanh chinh vé trat tu xa hdi - B Cong An, bao

gom cac thanh phan va ludng két n61 nhu sau:

Aplication: bao gdbm 2 may chi tmg dung (app) chay Load Balancer duoc

dat trong ving mang private network

Database: 2 may chu co s¢ dit liu(database) chay High Availability(HA)

trong vung mang private network

Proxy-in: Ngudi st dung tir ngoai internet két ndi t6i tng dung thong qua

cap HAPROXY in dit tai DMZ

Proxy-out: Cac két ndi tir may chu Gmg dung ra cac hé thong s& thong qua

server proxy-out dit tai DMZ dé két ndi ra ngoai.
3.1.3. Phan tich va mo ta chirc ning cua phan mém
3.1.3.1. Danh sach cdc tac nhdn cia phan mém

TT Tén tac nhan M0 ta tac nhan P!lan l?al Ghi chu
tac nhan
1 | Quan trj h¢ thong Quén trj hé thong Don gian
2 Léanh dao Can bd quan ly Phirc tap
3 | Can bf;’;;m cac Cén b tai cac don vi Phirc tap

3.1.3.2. Bang sap xép thir tir wu tién cdc yéu cau chike ndang can xdy dung

ciia phan mém

BANG SAP XEP THU TU U'U TIEN
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STT Mo ti yéu cau Phan loai Ghi chu
I | PIEU CHINH HAN CHE PHAN MEM
L1 | Co cu tb chirc
Diéu chinh chirc ning x6a t6 chirc HOi | .~ .. .1 .
1 N nns > D1t liéu dau vao
kém rang budc tai khoan
) f?leu chinh ngay kﬂet thuc t6 chirc Hoi kém Dir lidu ddu vio
rang budc tai khoan
biéu chinh dia ban hanh chinh: loai bo cap e rea ah s
3 A R D1t liéu dau vao
Quan/Huyén
.2 | H§i vién
Két xuit danh sach hoi vién theo dia ban Y
4 ~ A Y Dir liéu dau ra
dan cu theo céc tiéu chi tim kiém
Két xuat danh sach hoi vién theo mo hinh ‘
5 CLB, t6 nhom dac thu theo ca nudc, | Dir li€u dau ra
tinh/thanh pho
Piéu chinh thém méi hoi vién theo mo .
6 hinh CLB, t0 nhém dac thu c¢6 ho khau | Dir liéu dau vao
khac dia ban
Quan 1y qua trinh khen thudéng cua hoi | . .. & .
7| Vién theo mo hinh CLB, té nhom dgc thy | D leu dau vao
2 irlrrlport thong tin hoi vién theo dia ban dan Dit lidu ddu vio
Import thong tin hdi vién theo mdé hinh | . ... .
? | CLB, t nhom dic thu Dirlicu dau vao
10 | Quan ly thong tin hoi vién danh du Dit liéu dau vao
11 Chuyén dir liéu hoi vién theo dia ban Dit liéu dau vao
.3 | Can bg héi
Két xuat danh sach can b hoi theo tiéuchi | ... .
12 Y Dir liéu dau ra
tim kiém
13 Clrluyer‘l can 13(_) h(:)l €O cau sang chuyén Dit lidu ddu vio
trach va chuyén trach sang co cau
1.4 Can bo nir
Diéu chinh chirc ning két xuat danh sach | . .. . .
14 e A~ " AN Dir liéu dau vao
can bo nir theo tiéu chi tim kiém
L5 | Quan tri hé théng
B6 sung ddi twong khen thuong 1a HOi | o~ .. .x .
15" | vién thuge CLB t nhém diic thi Dirligu dau vao
16 AP,I chia sé thong tin hi vién cho hé thong Dit liéu déu ra
khac
II | NANG CAP MO RONG KET NOI
IL.1 | Két ndi véi CSDL qudc gia vé dan cw
Xac thyc thong tin hoi vién thong qua .
17 | cong két ndi Co s¢ dir ligu quoc gia vé dan | Dir li¢u dau vao
cu
Tich hop dfrqliéu h(f)i Yién tur dir liéu cu dé}n )
18 | thong qua cong két ndi Co s¢ dir liéu quoc | Dir liéu dau vao

gia ve dan cu
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Xéc thyc thong tin can bd hdi thong qua

19 | cong kétndi Co so dir lidu quéc gia vé dan | Dir liéu dau vao
cu
Tich hgp dir liéu can bd hoi tir dir ligu cu
20 | dan thong qua cong két noi Co s¢ dir liéu | D liéu dau vao
quoc gia vé dan cu
BO6 sung cac thong tin can thiét coa dir lidu | - .. .x .
21 f). Su.Ag C%C & , *" | Dt liéu dau vao
hoi vién d€ phuc vu tich hop
BO6 sung cac thong tin can thiét coadir lidu | . .. .x .
22 g g * | Dtr liéu dau vao

can bd hoi dé phuc vu tich hop
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3.1.3.3. Bang chuyén déi yéu cau chirc nang sang trweong hop sir dung
Sau day 1a mo ta chuyén d6i yéu cau chiric nang sang truong hop st dung:

Tén tac
Tén Use-Case nhan M6 ta trwong hop st dung
STT chinh
I | PIEU CHINH HAN CHE PHAN MEM
I.1 | Co céu té chirc
1 Piéu chinh chtc ning x6a to chic Hoi kém
rang budc tai khoan CBH;LD
Nguoi Qﬁng chon Xoa td chac hoi. Hé théng kiém tra dit liéu td chire c6 tai
khodn r6i thi thyc hién thong bao khong x6a dugc
) biéu chinh ngay két thiic t6 chirc Hoi kém rang
budc tai khoan CBH;LD
Nguoi dung chon Ngay két thic hoi. Hé théng kiém tra dir liéu t6 chirc co
tai khoan rdi thi thuc hién thong bio khong két thuc duogc.
3 Piéu chinh dia ban hanh chinh: loai bo cap
Quan/Huyén CBH;LD

Nguoi dung chon xem co céu t6 chire hoi di bo cap quan/huyén. Hé thong
hién thi co cdu to chirc hoi theo dang cay di bo cip quan/huyén

Nguoi dung chon cap nhat ngay két thuc cua to chirc hdi cip quan/huyén.
Heé thong thyc hién cap nhat thong tin két thiic cua to chirc cap quan/huyén
va tu dong chuyén cac mdi lién két dang tro dén quan/huyén sang tinh/thanh
phd hoic phuong/xi
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Nguoi ding chon Két xuit danh sach co céu to chuc hoi da bo cip
quan/huyén. H¢ thong thuc hién xuat danh sach co cau to6 chirc hdi da bo
cap quan/huyén ra file excel

Nguoi dung chon xem danh sach dia ban da bo cAp quan/huyén. Hé théng
hién thi danh séch dia ban da bd cap quan/huyén

Nguoi dung chon cép nhat ngay két thic cua dia ban cép quan/huyén. H¢
thong thuc hién cap nhat thong tin két thuc cua dia ban cip quan/huyén va
tu dong chuyén cac méi lién két dang tré6 dén quin/huyén sang tinh/thanh
phd hodc phuong/xa

1.2 | Hoi vién
4 Két xuit danh sach hdi vién theo dia ban dan
cu theo cac tiéu chi tim kiém CBH:LD
Nguoi dung chon Xuat danh sach hoi vién theo dia ban dan cu theo céc tiéu
chi tim kiém. H¢ thong thuc hién xuat danh sach hoi vién theo ti€u chi tim
kiém ra file excel
5 Két xuat danh sach hoi vién theo mé hinh CLB,
to nhom déc thu theo ca nudc, tinh/thanh pho
CBH;LD
Nguoi dung chon Xuét danh sach hoi vién theo mé hinh CLB, td nhém dic
thu theo ca nudc, tinh/thanh phd. Hé thong thuc hi¢n xuat danh sach hoi
vién theo m6 hinh CLB, t6 nhém dic thu theo ca nudce, tinh/thanh pho ra
file excel
6 Piéu chinh thém mé&i hoi vién theo mo hinh
CLB, t6 nhoém dac thu c6 ho khau khac dia ban
CBH;LD
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Ngudi ding chon Thém méi thong tin hoi vién theo mé hinh CLB, t6 nhom
dac thu c6 ho khau khéc dia ban. H¢ thong thgc hién luu thong tin hoi vién
theo md6 hinh CLB, t6 nhom dac thu ¢6 ho khau khac dia ban

Quan ly qua trinh khen thudng cua hoi vién
theo mo hinh CLB, t6 nhom dac thu

CBH;LD

Nguoi dung chon tiéu chi tim kiém, nhén tim kiém. Hé théng thuc hién hién
thi két qua tim kiém

Nguoi dung chon Thém méi qua trinh khen thudng cua hoi vién theo mé
hinh CLB, t6 nhom dac thu. H¢ thong thuc hién luu qué trinh khen thudng
cua hoi vién theo mo6 hinh CLB, t6 nhém dac thu

Nguoi dung chon Chinh stra qua trinh khen thudng cua héi vién theo mo
hinh CLB, t6 nhém déc thu. H¢ thong cép nhét qua trinh khen thudng cua
hoi vién theo mo6 hinh CLB, t6 nhom dac thu

Nguoi dung chon Xo6a qué trinh khen thudng cua hoi vién theo md hinh
CLB, t0 nhom dac thu. HE thong thuc hién x6a qué trinh khen thudéng ctuia
hoi vién theo mo hinh CLB, t6 nhom dac thu khéi hé thong

Nguoi diung chon Két xuat danh sach qué trinh khen thuong cia hoi vién
theo m6 hinh CLB, t6 nhom dic thu. Hé théng thuc hién xuét danh sach qua
trinh khen thuong ciia hoi vién theo mo hinh CLB, t6 nhom dic thu theo
tiéu chi tim kiém ra file excel

Import thong tin hoi vién theo dia ban dan cu

CBH;LD

Nguoi dung chon Tai tép dir liéu mau thong tin hoi vién theo dia ban dan
cu. Hé thong thuc hién tai t€p dir liéu mau vé may
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Nguoi dung chon Import thong tin hdi vién theo ting chi héi theo dia ban
dan cu va tai tép dir li€u 1én. H¢ thong thuc hién luu dir 1i€u tir tép da tai lén

Import thong tin hoi vién theo mo hinh CLB, t&
nhom dac thu

CBH;LD

Ngudi ding chon Tai tép dir liéu mau hoi vién theo mé hinh CLB, t6 nhom
dac thu. H¢ thong thuc hién tai tép dir liéu mau vé may

Ngudi ding chon Import thong tin hoi vién theo mo hinh CLB, t6 nhom dic
thu va tai tép dir liéu 1én. HE thong thyc hién luu dir 1i€u tir t&p da tai lén

10

Quan ly thong tin hoi vién danh du

CBH;LD

Nguoi dung chon tiéu chi tim kiém, nhan tim kiém. Hé théng thuc hién hién
thi két qua tim kiém

Nguoi dung chon Thém mdai thong tin hdi vién danh du. Hé théng thue hién
luu thong tin hdi vién danh du

Nguoi dung chon Chinh stra thong tin hoi vién danh du. H¢ théng cap nhat
thong tin hdi vién danh du

Nguoi dung chon Xo6a thong tin héi vién danh du. Hé théng thuc hién xo6a
thong tin hoi vién danh du khoi hé thong

Nguoi dung chon Két xuat danh sach hoi vién danh du. Hé théng thuc hién
xuat danh sach hoi vién theo tiéu chi tim kiém ra file excel

11

Chuyén dit liéu hoi vién theo dja ban

CBH;LD

Nguoi dung chon danh sach hoi vién theo dia ban dan cu. HE théng hién thi
man hinh danh sach hdi vién theo dia ban dan cu.
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Nguoi dung chon chirc nang chuyén dir liéu hoi vién. Hé théng hién thi man
hinh chuyén dir li¢u hoi vién theo dia ban.

Nguoi dung chon dia ban chuyén dir liéu. Hé théng kiém tra diéu kién va
hién thi thong bdo xac nhan chuyén dit li¢u hoi vién.

Ngudi dung xac nhan chuyén dit liéu hoi vién. Hé théng thuc hién chuyén
dir liéu hoi vién sang dia ban khac.

I.3 | Can b héi
1 Két xuat danh sach can bo hi theo tidu chi tim
ki€ém CBH,LD
Nguoi dung chon Két xuit danh sach can b Hoi theo cac tiéu chi tim kiém.
H¢ thong thuc hién xuat danh sach can bg hdi theo tiéu chi tim kiém ra file
excel
13 Chuyén can bo hdi co ciu sang chuyén trach va
chuyén trach sang co cau CBH;LD
Nguoi ding chon chuyén can bo hoi co cu sang chuyén trach. Hé thong
thuc hién cdp nhat dir 1iéu can bd hdi co cau thanh CBH chuyén trach
Nguoi ding chon chuyén can bo hoi chuyén trach sang co cdu. Hé thong
thuc hién cép nhat dir liéu cdn bd hdi chuyén trach thanh can bd hdi co cau
1.4 | Can b nir
14 Diéu chinh chtrc nang két xuat danh sach can
bo nir theo ti€u chi tim kiém CBH;LD

Nguoi dung chon tiéu chi tim kiém, nhén tim kiém. Hé théng thuc hién hién
thi két qua tim kiém

Ngudi ding chon Két xuat danh sach can b nir theo tiéu chi tim kiém. Hé
thong thyc hién xuat danh sach can bd nit theo ti€u chi tim kiém ra file excel
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L5 | Quan tri h¢ thong
15 B6 sung déi7 tuong khen thudng 1a HG1 vién
thudc CLB t6 nhom dac thu QTHT
I\]gu(‘yi dung chon Thém’mdi ddi tuong khen thudng lé,H(f)i vién thuoc CLB,
t0 nhom dac thu. Hé thér}g thuc hién luu thong tin déi tuong khen thuong
la Hoi vién thuoc CLB, t6 nhom dac thu
Ngubi dung chon Chinh §1”Ia dbi tuong khen thudng 1a Hoi Vi@:n thudc CLB,
t0 nhom dac thu. HE thong thug hién cdp nhat thong tin doi tuong khen
thudng 1a HGi vién thudc CLB, t6 nhom dac thu
16 API chia sé thong tin hoi vién cho hé thong
khac QTHT
Hé théng khéc goi dich vu léy thong tin hoi vién. Hé théng truy van dit liéu
léy dir Liéu hoi Vi,én, dong goi dir licu theo dinh dang JSON va tra lai cho hé
thong khac goi dén.
II | NANG CAP MO RONG KET NOI
1.1 | Két ndi véi CSDL qudc gia vé dan cw
17 Xac thye thong tin hoi vién théng qua cong két
ndi Co sé dix liéu quoc gia vé dan cu CBH:LD

Nguoi dung nhin Xéc thyc thong tin théng qua cong két ndi Co 5O dir ligu
quoc gia vé dan cu. HE thong kiém tra yéu cau va thuc hién két ndi téi cong
két néi CSDL quoc gia vé dan cu dé thue hién xac thuc

Cong két ndéi CSDL qudc gia vé dan cu thuc hién xéac thuc va tra vé két qua
diung hodc sai. H¢ thong nhan két qua va tra thong tin lai cho nguoi dung
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Tich hgp dir liéu héi vién tur dir liu cu dan

18 | thong qua cong két ndi Co sé dit liéu qubc gia
ve dan cu CBH;LD
Nguoi dung chon Thém mdi héi vién, nhap thong tin can cude cong dan.
H¢ thong kiém tra yeu cau va thyc hi¢n két ndi t61 cong két n6i CSDL quoc
gia v€ dan cu d¢€ thyc hién lay thong tin hdi vién
Cong két néi CSDL qudc gia vé dan cu thyc hién xéac thuc va tra vé két qua
thong tin cong dan. H¢ thong nhan két qua va tra thong tin lai cho nguoi
dung
Ngudi ding thuc hién luu thong tin. Hé théng kiém tra va thém méi thém
méi hdi vién.
19 Xéc thuc thong tin can bo hoi thong qua cong
ket noi Co so dir liéu quoc gia ve dan cu
CBH;LD
Nguoi dung nhin Xéc thyc thong tin théng qua cong két ndi Co 5O dir ligu
quoc gia vé dan cu. HE thong kiém tra yéu cau va thuc hién két ndi téi cong
két ndi CSDL quoc gia vé dan cu dé thuc hién xéac thuc
Cong két ndi CSDL qudc gia vé dan cu thuc hién xéac thuc va tra vé két qua
diung hodc sai. H¢ thong nhéan két qua va tra thong tin lai cho nguoi dung
Tich hop dir li¢u cén bd hoi tir dit liéu cu dan
20 | thong qua cong két nd1 Co s¢ dir liéu quoc gia
ve dan cu CBH;LD

Nguoi dung chon Thém moi can bg, nhap thong tin can cudc cong dan. He
thong kiém tra yéu cau va thuc hién két ndi téi cong két noi CSDL qudc gia
vé dan cu dé thyc hién lay thong tin can bd hoi

23




Cong két ndi CSDL qudc gia vé dan cu thuc hién xac thuc va tra vé két qua
thong tin cong dan. H¢ thong nhan két qua va tra thong tin lai cho ngudi
dung

Nguoi ding thyc hién luu thong tin. Hé thdng kiém tra va thém méi thém
méi can bo hoi

21

B0 sung cac thong tin can thiét cua dir licu hoi

vién dé phuc vu tich hop CBH;LD
Ngudi ding chon Thém mdi cac thong tin can thiét cta dir liéu hoi vién dé
phuc vu tich hop. Hé thong thuc hién luu théng tin cac thong tin can thiét
cta dit liéu hoi vien dé phuc vu tich hop
Nguoi dung chon Chinh stra cac thong tin can thiét cta dit liéu hoi vién dé
phuc vu tich hop. Hé théng thuc hién cap nhat cac thong tin can thiét cua dir
liéu hoi vién dé phuc vu tich hop

B6 sung cac thong tin can thiét caa dir liéu can

22 NP .
bd hoi dé phuc vu tich hop CBH;LD

Nguoi ding chon Thém méi thong tin can thiét cta dir liéu can bd hoi dé
phuc vu tich hgp. H¢ thong thuc hién luu thong tin can thiét cia dir liéu can
bo hoi dé phuc vu tich hop

Nguoi ding chon chinh sira théng tin can thiét ctia dit liéu can bo hoi dé
phuc vu tich hop. H¢ thong thuc hién cap nhat thong tin can thiét cia dir liéu
can bg hoi dé phuc vu tich hgp
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3.1.4. Yéu ciu vé an toan thong tin, bao mat
3.1.4.1. Yéu cau chung
H¢ théng can tudn thu Nghi dinh s 85/2016/ND-CP ngay 01/7/2016 cua
Chinh phii vé bao dam an toan hé théng thong tin theo cap do, Thong tu sO
12/2022/TT-BTTTT ngay 12/8/2022 ctia Bo Thong tin va Truyén thong vé quy dinh
chi tiét va huéng ddn mot s6 dleu cia Nghi dinh s0 85/2016/ND-CP ngay 01/7/2016
va va phai dam bao cac yéu cau an toan co ban ddi véi phan mém noi bo duoc quy
dinh tai Quyet dinh s6 742/QDb-BTTTT ngay 22/4/2022 cia B Thong tin va Truyen
thong, bao gdm cac diéu kién phai tuan thu nham dam bao an toan théng tin trén moi
truong may tinh, mang may tinh va cac hé thong c6 kha nang tiép can thong tin sd
cua Ho61 Lién hiép phu nir Viét Nam.
3.1.4.2. Xdc dinh cap @6 dam bdo an toan hé thong théng tin
Ciap d6 an toan hé thong thong tin cho hé théng co so dit liéu, cac phin mém
thugc nhiém vu nay duoc xac dinh can ctr theo quy dinh cua Nghi dinh sO
85/2016/ND-CP ngay 01 thang 7 nam 2016 cua Chinh phu vé dam bao an toan hé
théng thong tin theo cap do.
- “Bdo tri, cap nhat Phan mém Quan 1y cén bd, hoi vién cua Ho1 LHPN Viét
Nam nam 2025”¢c6 cac muc dich hoat dong sau:
Phuc vu hoat dong ndi b cua co quan, t6 chure va c6 xir 1y thong tin riéng, thong tin
ca nhan cua nguoi st dung nhung khong xur 1y thong tin bi mat nha nudc.
Hé théng co sO ha téng thong tin phuc vu hoat dong cia mdt co quan, t chuc.
Theo Diéu 8 cua Nghi dinh 85/2016/ND-CP thi cac hé théng nay co cap d6 dam bao
an toan hé thong thong tin 1a cap d6 2.
Vi vay, “Béo tri, cap nhat Phan mém Quan Iy can bo, hoi vién caa Hoi LHPN
Viét Nam nam 2025”can tuan thu cac quy dinh tai Phu lyc 2 “Yéu cu co ban bao
dam an toan hé thong thong tin ddi v6i hé thong thong tin cap do 2 ciia mot co
quan, to chitc ban hanh kém theo Thong tu s6 12/2022/TT-BTTTT ngay 12/8/2022
ciia Bo Thong tin va Truyén thong vé quy dinh chi tiét va hudng dan mot s6 diéu
ctia Nghi dinh s6 85/2016/ND-CP ngay 01/7/2016 va phai dam bao cac yéu cau an
toan co ban ddi v6i phan mém ndi bo duoc quy dinh tai Quyét dinh s6 742/QP-
BTTTT ngay 22/4/2022 ctua Bo Thong tin va Truyén thong.
3.1.4.3. Yéu cau vé bdao mdt vé mirc hé thong, mirc vmg dung, mirc CSDL
Tuén thi cac tiéu chuin vé an ninh bao mat, an toan dit liéu dbi véi hé théng,
céc tiéu chuin bao mat vé muc hé théng, muc ung dung, muc CSDL.
A. Bao mat muc hé thong
- Thiét lap tudng lira dé quan 1y viéc truy cap Internet cling nhu bao vé cic may
tinh khoi sy tAn cong cua virus, hacker.
- Thiét lap an ninh cho cac may cha Web: nang cap va cau hinh bao mat cho phan
mém web server, nang tinh bao mat cho hé diéu hanh may cha qua viéc quan 1y cap
nhat ban stra 16i.

25



B. Bao mat murc img dung

- Co che phan quyén truy xuat tai nguyén: Co ché phan quyen dam bao vi¢c quan
1y, truy xuét, chia s¢, va sir dung cac tai nguyen nay mot cach t61 wu.

- Khi nguoi dung dugc phan quyén trong pham vi ndo thi chi co thé tac dong 1én
cac Object (d6i tuong tai nguyén) thudc pham vi do.

- Thiét 1ap phan quyén dén tung nguoi dung, nhom nguoi dung, vai tro, va dbi
VOl ting tai nguyén trong hé thong.

- Chong tan cong SQL injection: Cac thong tin yéu cau tuong tac cua nguoi dung
vao hé thong déu duogc kiém tra va xt 1y dé phong tranh viéc tan cong bang SQL
Injection. C6 kha ning loai bo bat ky thong tin k¥ thuat nao chtra trong cac thong
diép chuyén xudng cho ngudi dung khi tng dung c6 16i.

C. Bao mat mic CSDL

- Hé théng phan quyén vao CSDL cho ting nhom, timg ngudi sit dung dam bao
theo chirc ndng nhiém vu dugc phan cong.

- Trao d6i thong tin, dir lidu theo cic chuan vé an toan thong tin SSL v3.0,
HTTPS,...

- C6 co ché theo dbi va giam sat, luu vét tat ca cac hoat dong cho mdi kénh thong
tin va toan hé théng.

- Toan bo cac dir liéu can quan 1y, phai dugc luu trong CSDL duoc ma hoa va
phan quyen truy cap chat ché.

Yeéu cau chung veé két ndi, chia sé dir liéu

3.1.5. Yéu ciu vé trao d6i thong tin, dir liéu

3.1.5.1. Yéu cdu trong viéc té chirc trao doi thong tin, dit liéu giita 2 hé thong thong
tin:

- Tuén tha céc tiéu chuan, quy chuan k¥ thuat quy dinh bao dam su tuong
thich, thong sudt va an toan giita cic co quan nha nudc trong qua trinh chia sé, trao
d6i thong tin, dir liéu;

- Can lap ké hoach trude khi tao ra hodc thu thap dir liéu méi véi muyc dich sir
dung 6 rang, xac dinh rd pham vi khai thac dit liéu va vai tro caa dit liéu cung cap
cho mbi co quan khac khai thac, st dung;

- Dit liéu trao d6i can phai dugc chuén hoa, c6 tinh 6n dinh;

- Dit liéu trao d6i phai c¢6 cau tric dir liéu tham chiéu. Mdi bén khi cung cép
c6 trach nhiém xay dung va ban hanh cAu trac dit liéu;

- Cong bé cong khai cac céu trac dir liéu trao doi, mo ta ndi dung, thanh phan
dir ligu, dau mdi tiép nhén yéu cau khai thac dir lidu. Pbi v0i viée trao d6i dir liéu
tryc tuyén trén mang, can cong b 16 dia chi két ndi cung cap dir licu.
3.1.5.2. Giao thirc trao doi

- Théng nhat giao thuc trao ddi dit liéu s& dam bao dit liéu duoc chuyén tur
bén cung cap toi bén khai thac tron ven. Céac yéu cu sau phai dugc ap dung thong
nhat:
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- Thong nhat str dung giao thitc mang TCP dé trao ddi dit liéu trong méi truong
mang va cac giao thirc khac nhu LGSP/NGSP;

- DB6i v6i viée trao d6i bang phuong thirc khai thac truc tuyén trén moi truong
mang, st dung cac giao thiuc HTTP/FTP khi khong doi héi mire do bao mat va giao
thiaee HTTPS/FTPS khi doi hoi mirc dd bao mat.

- Béi véi phuong thire trao doi truc tiép:

+ Théng nhat str dung dich vu web (webservice) trén nén tang cac giao thirc
HTTP hodc HTTPS trong trao doi dit liéu truc tiép giita cac hé thong thong tin;

+ St dung ngdn ngit WSDL dé mo6 ta dich vu web duoc cung cip, sit dung
tiéu chuan SOAP dé dong goi yéu cau truy van dit liéu va di liéu can trao doi.
3.1.5.3. Ngén ngit, dinh dang trao doi

Pam bao bén cung cap va bén khai thac c6 thé hiéu dugc ndi dung thong diép
dir liéu trao d6i. Ngon ngit mé ta, dinh dang dit liéu trao doi can ap dung cac tiéu
chuan théng nht:

- Str dung ngdn ngir XML 1a ngdn ngit mo ta dit liéu phuc vu trao ddi. Noi
dung dir liéu duoc mo ta bang ngoén ngir XML phai chit ché, tudng minh; Kiéu dir
liéu duwoc mo ta theo quy dinh thong nhét cta luge d6 dit liéu co ban XML (W3C
XMLSchema);

- Théng tin dugc mo ta trong ngdn ngit XML st dung théng nhat bang ma
UTFS;

- Céu truc dir lidu duoc mo ta dudi dang luge d6 cdu trac dir liéu. Luoc do cdu
truc dir liéu dugc xay dung trén co sé ti€u chuin XML Schema - XSD. Dit liéu trao
d6i mo ta bang ngdn ngit XML phai thong nhat va tham chiéu tdi cac luoc d nay;

- Sir dung tiéu chuan XSLT (Extensible Stylesheet Language
Transformations) lam ngdn ngit mo ta dé chuyén doi, trinh dién dit lidu trao d6i dudi
dang than thién, truc quan vé1 ngudi st dung;

Cac thong tin, dir 1i€u thudc pham vi chuyén nganh nhu dir li¢u dia 1y, dir liéu
giao dich di¢n tu,... st dung cidc ngdn nglr mo t4 md rong tir ngdn ngir XML nhu
GML, ebXML... va tuan thi, tham chiéu twong minh cac luoc d6 dit lidu twong tmg.
3.1.5.4. Cac diéu kién, yéu cdu khéc thic day trao doi dit liéu giita cdc hé thong
théng tin théng nhat

- Thong nhat, dong bd va nhat quan cach thirc ma hoa thong tin gitta céc co
s¢ dir li€u trong co quan nha nudc, cy thé, cac thudc tinh dit liu duoc luu dudi dang
ma (ma don vi hanh chinh, mé quéc gia,...) cin st dung theo cac quy dinh hién hanh
trong co quan nha nudc, khong tao ra cac hé théng ma danh muc riéng dac thu cho
ting hé théng thong tin, co so dit lidu..

- Mot thanh phan thong tin ¢6 mot cau tric dit liéu thuoe mot luoc dd mo ta.
Khong xay dung lai cac cdu tric dit liéu ciia thanh phan thong tin da c6, néu can sir
dung phai tham chiéu va str dung chung.

27



- Bbi véi viee ddm bao an toan, an ninh, cac don vi c6 thé ap dung céc bién
phap: trién khai dudng truyén mang phu hop, st dung giao thirc ma héa duong
truyén, str dung chit ky s6, ddng nhap xéac thuc tai khoan va cac bién phap khac phu
hop véi cac quy dinh cua phéap ludt va muc dich, nhu ciu trong trao doi di liéu trén
the té. Phuong phép str dung can cong bd cu thé cho bén khai thac str dung.
3.1.5.5. Cdc phwong an trao déi dir liéu
Mo hinh va quy trinh trao d6i dir liéu tong thé giira cac hé thong thong tin ¢ cac
phuong &n nhu sau:

Cong cu Céng thong tin v | O :
trich xuidt dién t . . N
dir liéu / 2 g [ Thong tin khal thic tryc quan - HTTP P
ETL = 1/
Céng cy tich hop
Tra ciry, khai dir liéu / ETL
thac A 3 N
@ < g |__HTTP/FIP >
Hé théng quan ly Hé théng quan ly
di li¢u dir liéu / Hé thong
‘ sirdyung dir ligu
ks o, )
O ligu i . <‘ HTTP/SOAP | 2 -—=x
Crosaa » o 2| - N
donggil ||| — l = R
san chia —= | :
s B ' |
S S PIC.<
csDL Webservice csoL
Bén cung cip Bén khal thic

Cédu tric dir ligu trao d6i XML Schema (XSD)

Hinh 14. M6 hinh va quy trinh trao doi dit liéu tong thé
Trong do:

- Ngon ngilt mo6 ta dit liéu dugc sir dung l1a ngon nglr XML da dugc quy dinh
bt budc st dung tai Thong tu s6 39/2017/TT-BTTTT .

- Lugc d6 cau trac dit liéu trao d6i XMLSchema (XSD) dugc bén cung cap
chuan héa va cung cap rong rii cho cac bén khai thac phuc vu muc dich théng nhat
cau trac di liéu duge mé ta bé‘mg XML. Luge dd cu trac dit liéu duoc dang tai trén
duong dan mang phu hop véi khong gian tén cia luge do.

- Cong cu trich xuat/tich hop dir lidu 1a mot thanh phan cua hé thong quan 1y
dir li¢u dugc xay dung dé trich xuat/tich hop dit liéu tir co sé di liu sang dinh dang
dir ligu trao d6i XML hoic nguoc lai. Cong cu trich xuat/tich hop co thé 1a mot phan
mém thuong mai ETL hoic phan mém ndi bo dugc xdy dung theo nhu cau.
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- Tuy theo muc dich khai théc, cac hé théng cua bén khai thac c6 thé sir dung
dir liéu truc tiép hodc Iwu trit ndi bo dé st dung.

Dir liéu dong gbi san duoc trich xuét tir co so dit liéu cta bén cung cip bang
cong cu phan mém trich xuit hodc phdn mém thuong mai ETL theo muc dich str
dung thong dung nhat va luu trit trén hé théng quén Iy phuc vu khai thac ctia bén
khai thac. Vai tro cua dir liéu dong goi san gitp giam tai qua trinh xtr 1y dit lidu cta
bén cung cap va dap ung nhanh nhu cau st dung.

3.1.6. Cac yéu cau phi chirc ning
3.1.6.1. Yéu cau vé mirc do chiu dung sai hong déi véi cac 16i cii i phdp lap trinh, 16i
l6-gic trong xu Ly dit li¢u, 16i kiém sodt tinh ding ddn cia dit liéu ddu vao

Quy dinh vé 16i quy trinh nghiép vu: Dam bao dung va day du quy trinh nghiép
vu theo thiét ké chi tiét.

Quy dinh vé cac yéu cau phi churc nang:

- Khi xay ra cac sy ¢d lam nging van hanh hé thong, hé théng phai dam bao
phuc hoi 50% trong vong 1-2h va 100% trong vong 24h;

- Hé thng gdy trung binh 1 13i / thang trong 3 thang van hanh déu tién. 1 15i
/ nam trong 3 ndm van hanh tiép theo va 0 16i / nim trong cac ndm van hanh tiép
theo. L&i chap nhan 1a 13i trung binh khong gy ton hai tram trong hé thong va cd
thé phuc hdi 90%.

Trong qua trinh st dung néu xay ra 15i ¢t phap lap trinh, h¢ thong dam bao
khong bi treo, hién thi thong bao 151, dir liéu dang thao tac tra vé nguyén trang trudc
khi xay ra 1.

Hé thdng c6 co ché kiém tra tinh ding dén cua dit liéu dau vao va thong bao
cho nguoi str dung.
3.1.6.2. Yéu cau ve my thudt, ky thudt can dat dwoc ciia cac giao dién chuong trinh

- Giao dién ngudi dung, ké ca cac giao dién khai thac va quan tri hoan toan
trén nén Web, giao dién duoc trinh bay khoa hoc, hop 1y, dam bao m¥ thuat hai hoa.
Tuong thich v6i cac trinh duyét thong dung hién nay (IE, FireFox, Google Chrome,
Safari, Coc cbc..). Giao dién duoc thiét ké hién thi tot trén nhiéu loai thiét bi khac
nhau (May tinh dé ban, x4ch tay, may tinh bang, dién thoai théng minh...)

- Giao dién HTML duoc thiét ké dé twong thich véi chuan XHTML 1.0 va css
2.0.

- Giao dién nhét quan (Consistent screen layout): Tat ca cac giao dién cua tmg
dung dugc thiét ké theo mot chuan chung nhit va nhat quan, bao gom mau sdc nén
(background color), kich ¢& (form size), cac nhan (labels), tiéu dé (titles), nut 1énh
(command button), luéi dir liéu (data grids), bd cuc (lay-out). ..

- Ngon ngit giao dién: Tiéng Viét, st dung bang mi chuan Qudc té Unicode
dé ma héa va luu trit dit liéu dang van ban. HS tro cac dinh dang khac nhau d6i véi
van ban bang tiéng Viét. Chi sir dung nhiing font chit pho bién dé hién thi van ban
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nhu: Arial, Verdana, Times New Roman (phd bién cho PC), Helvetica (pho bién cho
Mac), véi kich thudce phu hop.

- Céc chtre ning dugce bd tri khoa hoc, dé thao tac, hd tro viéc kiém tra, bat 15i
nhap liéu, cac thao tac sai quy trinh bang hinh thtre hién thi cac thong bao va chin
nguy co dién bién cac 16i ngoai mong mudn. C6 canh bao nguoi dung khi nhép sai,
thiéu dir liéu. Tat ca dir liéu trén form nhap liéu déu duoc kiém tra trudc khi gui vé
may chu (server).

- Pam bao toc d9, kha ning xir ly, dé truy cap va tra ctru. Cac chure nang tim
kiém thuan tién, c6 thé to hop duoc nhiéu diéu kién tim kiém khac nhau

- Giao dién thé hién 1 dia chi nguoi ding dang ¢ vi tri nao trén hé thong.

- C6 huéng dan str dung va tro gitip truc tuyén.

- Tuong thich vdi cac hé diéu hanh Windows 7/10/11 hodc cao hon
3.1.6.3. Cdc yéu cau vé tinh san sang véi IPv6

“Bao tri, cap nhat Phan mém Quan 1y can bd, hdi vién ctia Héi LHPN Viét
Nam nam 2025 1a hé thong ndi bo hoat dong trong mang riéng WAN trén moi
truong Internet, do vay nén tang ha tang may chil, mang can dam bao san sang voi
dong thoi IPv4 va IPv6, cu thé nhu sau:

- Phin mém Ung dung can thiét duogc cai dit trén cac thiét bi may chu, luu tri,
thiét bi mang co hd trg cong ngh¢ Ipv6 hodc dbi véi cac thiét bi cii can c6 ké hoach
nang cép, bo sung, thay thé.

- Yéu cau hd trg IPv6 trong cac hop dong thué dich vu két ndi Internet, hop
ddng cung céap dich vu Internet (web hosting, email hosting...)

- Hé théng ph?m mém c¢6 thé cai dat va hoat dong dugc binh thuong trén moi
truong ha ting mang st dung IPv6.

- Hb tro truy cdp hé thong phan mém sir dung qua tén mién (domain name)
hoac dia chi IP.
3.1.6.4. Cdc yéu cau phi chirc nang khdc

A. Yéu cau déi véi co 56 div lieu

- C6 kha nang ma hoa mot phan hoic toan bo di liéu (khong phai 1a thong tin,
dir liéu cong khai), cung cap kha nang ma hoéa dir liéu trong sudt cho phep tmg dung
c6 thé ma hoa va tim kiém dit liéu ma hoa ma khong can phai thiét ké lai tng dung.

- C6 kha nang luu trit véi dung lugng 16m, trong thoi gian 1au dai, c6 tinh nang
6n dinh cao “sao luu dif liéu” giita hai may chu, cho phép ciu hinh ty dong chdng
16i va tu chuyén ddi phién két ndi va c6 co ché chéng 15i phu.

- Duogc luu trir dy phong hang ngay/tuan, dam bao co thé phuc hoi khi co sy
cO.

- C6 kha nang luu trir duoc nhiéu dinh dang dir liéu khac nhau nhu dit liéu c6
cAu trac, ban céu tric, phi cau trac dudi dang tép gﬁn kém (dr liéu tép van ban, dix
liéu phim, anh, am thanh,...)

- Chuan hoa dir liéu dé luu trir theo chuan ky tu Unicode.
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- Cac View (cac truy van Select), Function/Stored Procedure (ham/thu tyc),
Script can duoc tao lap truoc nham dam bao dir liéu duoc két xuat tic thoi.

B. Cic yéu cau déi véi ghi nhdt ky hé thong

Hé théng can dam bao ghi nhan lai lich st truy cép, cac thao tac trén phﬁn
mém:

- Cac thao tac trén hé thong ctia toan bo ngudi dung dugc ghi nhan lai véi day
du céc thong tin phuc vu viéc truy xét.

- Dit liéu nhat ky hé théng duoc quan 1y mot cach tap trung.

- Cho phép phan quyén quan 1y chiic nang nhat ky hé théng theo timg cap do.
bam bdo an toan dir li¢u nhat ky, tranh x6a nhat ky cia hé théng.

C. Cdc yéu ciu vé kiém sodt truy cdp

- Hé thong cho phép thiét 1ap cac gii han thoi gian chd cia truy van tir cac
may tram dén may chu.

- Quan ly két ndi toi cac hé thong khac, phan quyén truy cap d6i véi timg hé
thong phan mém va co so dir liéu duoc két nbi.

D. Cic yéu ciu cin ddp teng vé thoi gian xiv Iy, dé phikc tap xi Iy ciia cdc
phin mém

- Yéu cau vé tinh dép tmg tirc thoi va dam bao thong luong:

+ Hé thdng phai c6 kha ning dap tGmg tirc thoi, phuc vu cong tac quan 1y, tra
clru.

+ Hé thong can dam bao thong luong 16n, dap tmg sé luong nguoi st dung
ddng thoi cao va luong dit lidu truyén tai 16n trong cac thoi diém, Cu thé:

+ Thoi gian dap tng trung binh dbi vé6i cac chiic nang nghiép vu, trong diéu
kién binh thuong dat dudi 5 giay.

+ Tbc d6 tra ctru, tim kiém dit liéu theo nhiéu diéu kién duéi 15 gidy.

- Yéu cau vé hiéu qua st dung truc tuyén (end user efficiency online): Hé
thong can thiét ké dam bao hd trg nguoi sir dung thuc hién tot va nhanh chong céc
quy trinh nghiép vu quan ly, tra ctru.

- Yéu cau vé do phirc tap cua xtr Iy bén trong (complex internal processing):

+ H¢ thong dap ung xu ly khéi luong dir liéu 16n cua toan he thong.

+ Hé thng can dap ung xu ly tinh toan trich Xuat dir liéu chinh xac.

E. Cdc yéu cdu vé cdi dit, ha ting, dwong truyén, an todn vin hanh, khai
thdac, sw dung

- Hé théng s& duoc cai dat, ciu hinh va van hanh trén hé théng may chu dat
tai Trung tdm dir liéu ctia Trung tam dir liéu qudc gia vé dan cu - Cuc Canh sat Quan
Iy hanh chinh vé trat tu x3 hoi - B6 Cong An.

- Trién khai tai Trung wong Hoi Lién hi€p phu nit Viét Nam, Dia chi: 39 P.
Hang Chudi, Phuong Hai Ba Trung, Ha Noi, sir dung s& két ndi véi hé théng thong
qua dudng truyén Internet.

F. Yéu cdu vé bao mdt vé mirc hé thong, mirc irng dung, mirc CSDL
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Tuén tha céc tiéu chuin vé an ninh bao mat, an toan dit liéu ddi v6i hé théng,
céc tiéu chuin bao mat vé muc hé théng, muc ung dung, miac CSDL.

Bdo mat murc hé théng

- Thiét 1ap tudng ltra dé quan 1y viée truy cap Internet ciing nhu bao vé cac
may tinh khéi su tan cong cta virus, hacker.

- Thiét 1ap an ninh cho cac may cha Web: ning cap va ciu hinh bao mat cho
phan mém web server, ning tinh bao mat cho hé diéu hanh may chii qua viéc quan
1y cap nhat ban stra 16i.

Bao mdt mirc ung dung

- Co ché phén quyén truy xut tai nguyén: Co ché phan quyen dam bao viéc
quan 1y, truy xuat, chia s¢, va sir dung cac tai nguyen nay mot cach t6i wu.

- Khi nguoi dung duge phan quyén trong pham vi nao thi chi c6 thé tic dong
1én cac Object (ddi tugng tai nguyén) thugc pham vi do.

- Thiét lap phan quyén dén timg ngudi ding, nhom nguoi dung, vai tro, va dbi
vOi tung tai nguyén trong hé thong.

- Chdng tan cong SQL injection: Cac thong tin yéu cau tuong tac cua nguoi
dung vao hé thong déu duoc kiém tra va xir Iy dé phong tranh viéc tan cong bang

SQL Injection. C6 kha ning loai bo bat ky thong tin k§ thut nao chitra trong cic
thong diép chuyén xudng cho ngudi dung khi tng dung c6 15i.

Bao mat mwre CSDL

- Hé théng phan quyén vao CSDL cho timg nhom, timg ngudi sir dung dam
bao theo chirc nang nhiém vu dugce phan cong.

- Trao d6i thong tin, dit li€u theo cac chuin vé an toan thong tin SSL v3.0,
HTTPS,...

- C6 co ché theo ddi va giam sat, luu vét tat ca cac hoat dong cho mdi kénh
thong tin va toan hé thong.

- Toan bo céc dir liéu can quan 1y, phai dugc luu trong CSDL dugc ma hoa va
phan quyén truy cap chit ché.

G. Cic rang bujc hé thong

Hé thong can dam bao cac yéu céu co ban sau:

- Khong ¢6 yéu cau ddc biét vé cdu hinh may chu cai dat hé théng, vi du nhu
yéu cau vé may chi str chi sir dung 1 dong CPU cu thé vi du nhu x86, risc.

- C6 khd nang cai dat duoc va hoat dong 6 6n dinh ngay ca trén cac may chﬁ vat
1y cling nhu may chu 4o hoa.

-Hé théng 6 thé cai dat va hoat dong on dinh trén moi truong dién toan 64bit.

- Cac bao cao tir hé théng phan mém co thé xem duogc tir moi trudng web,
khong phu thudc vao trinh duyét sir dung mién 12 trinh duyét hd tro HTMLS5 va tuong
thich vo1 XHTML 1.1.

H. Cdc yéu cau vé d phirc tap ky thudt-cong nghé ciia phin mém
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Cac phan mém can dép tng cac yéu cau ky thuat-cong nghé c6 do phuc tap
sau:

- Kha ning d& béo tri, sira chita md ngudn

- Kha ning dé tich hop, nang cap, mé rong

- Kha ning dinh nghia cac tiéu chi va thiét 1ap cac mau bao cdo dong, cac mau
thong ké theo nhiéu tiéu chi

- Toc do thuc thi cao khi xuét bao cdo, hién thi thong tin truy van.
phuong an bao dam tinh két ndi, lién thong, chia sé dir liéu voi cac hé thong thong
tin, phan cung, phan mem co s¢ dit liéu lién quan.

I Cdc yéu cdu vé ning lwc ciia cin bé tham gia ning cip phan mém

- Céan bo Quan tr1 du an: Co6 trinh d§ dai hoc chuyén nganh Cong nghé¢ thong
tin. C6 t6i thiéu 05 nam kinh nghiém dam nhiém vai tro Quan 1y du an trong cac hop
dong xay dung, nang cap, chinh stra phan mém ndi bo.

- Can bd truéong nhom 1ap trinh: Coé trinh d§ Dai hoc trd 1€n chuyén nganh
Cong nghé thong tin. C6 t6i thiéu 03 nam kinh nghiém dam nhiém vai trd trudng
nhom 1ap trinh trong cac hop dong xay dung, nang cip, chinh sira phan mém noi bo.

- Can b truong nhom kiém tha: C6 trinh d6 Pai hoc tré 1én chuyén nganh
Cong nghé thong tin. Co t6i thiéu 03 nam kinh nghiém dam nhiém vai tro truong
nhom kiém thir trong cac hop dong xy dung, nang cap, chinh sira phdn mém noi
bo.

J. Phuong an bio dim tinh két néi, lién thong, chia sé div ligu véi cic hé
théng théng tin, phan cirng, phdn mém, co sé dir ligu lién quan.

Viée két noi, lién thong chia sé dit lidu véi cac hé thong thong tin, phan cing,
phan mém, co s¢ dit liéu lién quan (néu co), ~dap ng cac yeu cau ky thuat két ndi
cac hé thong thong tin, co so dit liéu quoc gia dugc quy dinh tai Nghi dinh
47/2020/ND-CP ngay 09/04/2020 cua chinh phu, va cac quy dinh khéc.

Nén tang ha tang CNTT duya trén Trung tdm dit liéu qudc gia vé dan cu - Cuc
Canh sat Quan 1y hanh chinh vé trat ty x3 hoi - B6 Cong An cho phép Chu dau tu
thuc hién viéc két ndi an toan thong tin vo1 cac hé théng khéc trén nén tang chia sé
dir liéu ctia Thanh phd LGSP va qua d6 NGSP véi cac hé théng cip nganh va dia
phuong.

K. Cic yéu cdu vé trién khai, hé tro, qudn tri, van hanh sin phdam hodc
hang muc céng viéc ciia dw dn trwée khi nghigm thu ban giao, yéu ciu vé bdo
hanh va bao tri

K 1. Yéu cau vé trién khai, hé tro, quan tri, van hanh san phcfm hodc hang muc
cong viéc cua dw an trudc khi nghiém thu ban giao

Hé thong phan mém can dap ung cic yéu cau vé kiém thir hodc van hanh thu
theo quy dinh tai Nghi dinh s6 73/2019/NB-CP ngay 05/9/2019 cta Chinh pha vé
quan 1y dau tu Gng dung cong nghé thong tin st dung ngudn von ngan sach nha
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nude, duge stra d6i, bo sung bai Nghi dinh s6 82/2024/ND-CP ngay 10/7/2024 cia
Chinh phu trude khi nghiém thu ban giao san pham du an.

Tat cac hang muc phan mém ndi b cua du an trude khi dua vao van hanh
chinh thic phai trién khai kiém thtr doc 1ap theo khoan 3 diéu 10 thong tu
04/2020/TT-BTTTT ngay 09 thang 9 nam 2020 cua Bo Thong tin va Truyén thong
Quy dinh vé cong tac trién khai, giam sat cong tac trién khai va nghiém thu dy an
dau tu ing dung CNTT sir dung von ngan sach nha nudc.

K2. Yéu cau vé bdao hanh

Thoi han tdi thiéu bao hanh san pham ctia du 4n dugc tinh tir ngay chi dau tu
ky bién ban nghiém thu ban giao, dua san phém hodc hang myc cong viéc ctua du an
vao khai thac str dung, cu thé t6i thiéu 12 thang.

K3. Yéu cau vé bdo tri

Viéc bao tri hé thong phan mém can duoc thyc hién trong thoi gian trién khai
thue hién du an ké tir ngay ky hop dong, bao gom céc cong viée sau:

- Khao sat hién trang van hanh phan mém va CSDL bao gom nhiing van dé
dang gap 16i xtr Iy, mat dit liéu, dung luong, téc do truy xuat, xir 1y dit liéu ca nguoi
dung, an toan thong tin.

- Sao chép (backup) dit liéu dinh ky sang hé thong du phong, thuc hién tinh
chinh (tuning) h¢ quan tri CSDL nham nang cao hiéu nang xir Iy, cap nhat ban va 15i
néu can thiét.

- Kiém thir chtrc ning dé phat hién 15i va chinh sira ma ngudn giam nguy co
bdo mat, hodc hiéu nang kém.

- Kiém tra phan quyén nguoi dung trong phan mém va database, cac két ndi
va dé xuat bién phap ting cudng bao mat.

- Téng hop bao cao vé tinh hinh hoat dong ctia phan mém dua ra cac dé xuét
nang cap hodc. bd sung tai nguyeén.
3.1.6.5. Yéu cau vé ddo tao

A. Muc dich dao tao

Phan mém duoc thlet ké hd tro cho nhiéu doi tuong nguoi dung khac nhau
nén viéc dao tao can phai to chirc cho hoc vién c6 thé nam vimng cac ndi dung quan
tri, van hanh, khai thac st dung, dé c6 thé hudng dan cho nhiéu ddi tuong ngudi
dung.

Céac doi tuong dao tao s€ dugc dao tao theo dung muc dich, ding nhu cau khai
thac hé théng, dam bao céac doi tuong co thé van hanh s dung h¢ théng phuc vu tac
nghi¢p hang ngay.

Hudng dan quan tri phan mém, dam bao hoc vién c6 kha niang dam bao hé
théng van hanh thong subt, on dinh va thuc hién thanh thao cac cong tac quan tri hé
théng phan mém tng dung.

B. Pham vi va hinh thivrc dao tao
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Pham vi dao tao: Pao tao toan bd céac ddi tuong co tham gia vao str dung, van
hanh hé théng, bao gdm:

- Can bd quan tri h¢ théng.

- Lanh dao don vi/phong ban c6 lién quan.

Hinh thirc dao tao: Dao tao tap trung 02 16p, cu thé nhu sau:

- L6p 1: Quan tri hé théng: Cung cap cac kién thirc va k¥ ning can thiét dé
quan tri nguoi dung, theo doi va duy tri van hanh h¢ thong

- Lop 2: Huodng dan su dung phan mém: Cung cip cac kién thirc va k¥ ning
can thiét dé quan 1y, khai thac phin mém.

C. Ngi dung dao tao

Viéc trién khai ddo tao bao gém:

- Chuan bi dao tao:

+ Lap ké hoach dao tao chi tiét cho cac dbi tuong;

+ Chuan bj noi dung va tai liéu dao tao;

+ Théng nhat vé ké hoach va ndi dung dao tao;

- Thuc hién dao tao:

+ Khai giang kho4 dao tao;

+ Phat tai liéu dao tao cho hoc vién.

+ Hudng dan cach doc va khai thac tai liéu hudng dan khai thac str dung phan

+ Hudng dan cac nghiép vu thuc té do phan mém thuc hién.

+ Hudng dan thyc hanh khai thac str dung cac chirc ning phan mém chuyén
giao.

+ Hudng dan cach thire kiém tra, d6i chiéu s6 liéu.

+ Mo ta mot so tinh hudng thuong gip trong qué trinh khai thac sir dung phan
mém chuyén giao.

+ Giai dap thic mac trong qua trinh hudng dan khai thac st dung phan mém
chuyén giao.

+ Ho trg giai dap cho hoc vién

D. Chwong trinh dao tao

- Du kién t6 chire 02 16p dao tao vdi cac ndi dung nhu sau:

TT Néi dung dio tao S616p | Sénguwdi | SO ngay Ghi chi

1 bao tao quan tri hé théng 1 3 1

Dao tao huéng dan sir dung

2 A A
phan mém

1 20 1 Téi da 20 nguoi

3.1.6.6. Cac yéu cau ha tang k¥ thuat CNTT phuc vu van hanh ting dung
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Pham vi du an khong thyc hién mua sam trang thiét bj phan cung. H¢ thong
chay trén ha ting hién tai dang van hanh dat tai Trung tam dit liéu quoc gia vé dan
cu - Cuc Canh sat Quan 1y hanh chinh vé trat tu xa hoi - B Cong An.

4. Giai phap va phwong phap luan:

Nha thau chuan bi dé xuat giai phap, phuong phap luén tong quat thuc hién dich vu
theo cac ndi dung quy dinh tai Chuong nay, gdm cac phan nhu sau:

1. Giai phap va phuong phép luan;

2. Ké hoach cong tac.

5. Quy dinh vé kiém tra, nghiém thu san phim:

Viéc kiém tra, nghi¢m thu san phém duoc thyc hién theo quy dinh tai Thong tu s6
16/2024/TT-BTTTT ngay 30/12/2024 ctia B6 TT&TT quy dinh chi tiét ndi dung
cong tac trién khai, giam sat cong tac trién khai, nghiém thu ddi v6i dy an dau tu
tmg dung coéng nghé thong tin; xac dinh yéu cau vé chat luong dich vu va céc noi
dung dic thu cia hop dong thué dich vu cong nghé thong tin theo yéu cau riéng.
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