Phin 2. YEU CAU VE KY THUAT~~GIAM DJC
Chuong V. YEU CAU VEKY THUAT )

Muc 1. Yéu ciu vé k§ thuat
1.1 Gidi thigu chung vé dy dn/dy todn mua sim, goi thiu_—~
a. Gidi thiéu chung vé dw dn C?’;/z,(f/n Mint Bion
> Tén dy 4n: Dau tu, nang cap ha ting Céong nghé thong tin tai Bénh vién

Nhi Trung wong nam 2024 — 2025.
> Chi dau tu: Bénh vién Nhi Trung uong.
> Muc tiéu dau tu:

Pau tu, nang cép ha téng Cong nghé thong tin tai Bénh vién Nhi Trung uvong
nam 2024 - 2025.

Muc tiéu cu thé:

Pau tu co s¢ ha tang CNTT dong bo, ¢6 tinh ké thira va dam bao du phong,
dap tmg nhu cau hién tai va kha ning mo rong trong tuong lai dé ¢ thé chuyén dbi
s6 thanh cdng, cu thé:

- Diu tw tgi co sé 1: Diam bdo ha ting trién khai Bénh dn dién tiv

+ B0 sung gap 06 may chu vét Iy d& dam bao van hanh an toan cho hé théng
HIS — LIS va hé thong phan mém Redcap néi trén, ¢6 phan mém ban quyén hé didu
hanh Windows Server 2022 tr& 1én, c6 ban quyén phan mém o hoéa dé ciu hinh
thanh cac may chi 4o héa va phan mém ban quyén quan tri co s& dif liéu MS SQL
Server 2022 cho hé thng LIS.

+ Hé thdng luu trit dap ing nhu cdu trong 3 — 5 nam t6i, c6 bao gdm thiét bi
luu trit dy phong.

+ Bo sung 01 cip SAN Switch thay thé thiét bi SAN Switch hién tai cta
phong may chti van hanh di 10 nam dang bi hong 01 chiéc khéng thé stra chira dugc.

+ B6 sung hé thdng tudng lira chuyén dung, hiéu suét cao, ¢6 du phong thay
thé thiét bi hién tai ctia Bénh vién da chay 10 ndm v&i cdu hinh lac hau, thuong
xuyén bj qué tai gy 16i treo hé thdng va khong dap tng nhu cau hoat dong trong
thoi gian gan day.

+ BO6 sung 02 Switch viing may chu dé két ndi cac may chi méi nham hd tro
viéc a0 hoa may chu.

+ B6 sung 01 Switch MGMT dung dé két néi va quéan Ly céc thiét bi ha tng
mang.

+ B6 sung hé théng giam sat mang, nang cao chat luong vén hanh va xu ly
su ¢b.

+ BO6 sung hé thong ha ting phu tro (ta rack, to cdp ngudn) dé dam bao hoat
dong cua cac thiét bi dau tu mai. W
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+ B6 sung hé théng ky s HSM tép trung dé dap tmg trién khai bénh 4n dién

+ Tén dung lai cac méy chu hién c6 dé cai dat cac phan mém nhu phan mém

diét Virus, phan mém giam sat mang...

- Dau tw tai co s 2: Dam bdo ha tang trién cdc cac phan mém wng dung

phuc vu cong tac kham chira bénh

+ Hé thong may chii phuc vu cho cic Gmg dung CNTT tai co s6 2. Dam bao

c6 phan mém ban quyén hé diéu hanh, c6 ban quyén phan mém o hoéa dé cau hinh
thanh cdc may chu 4o hoa va phan mém ban quyén quan tri co s¢ dit liu.

+ Hé théng thiét bi mang LAN/WAN, thiét bi mang cho hé théng server. Bap

g yéu cdu mang 15i dat toc do téi thiéu 10 Gbps.

+ B sung hé théng luu dién, phan phdi dién dam bao hoat dong ciia hé thong

trong DC.

+ Bb sung cac hé théng dam bao an toan, an ninh thong tin cia don vi: Hé

théng tuong lua, hé théng phan mém diét virus tip trung.

+ B sung hé thong gidm sat mang, ning cao chét luong van hanh va xir ly

su cO.

> Quy md diu tu:
- Péu tu, nang cip ha ting cong nghé thong tin tai Co s6 1:
+ Hé théng may chu
+ Ban quyén phan mém 4o héa
+ Ban quyén phan mém hé diéu hanh
+ Ban quyén phin mém Co sé dir liéu
+ Hé théng luu trir SAN
+ Hé théng SAN Switch
+ Thiét bi ky sb (HSM)
+ Thiét bi tuong ltra (Firewall)
+ Switch viing may chu
+ Switch quan ly (MGMT)
+ Ban quyén phan mém gidm st mang
+ Thiét bi luu dién UPS
+ Tu dién cdp ngudn
+ Phu kién (Module quang, ddy nhay quang, day nhay mang ...)
+ Chi phi lap dit, cai dat
- Pau tu, ning cap ha tang céng nghé théng tin tai Co s& 2:
+ Hé théng may chu
+ Thiét bi luu trit NAS

+ Switch ving may chu
N &
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+ Switch Distributor
+ Switch Access
+ Switch quan ly (MGMT)
+ Thiét bi luu dién UPS
+ Ban quyén phin mém 4o hoa
+ Ban quyén phin mém hé diéu hanh
+ Ban quyén phan mém co s& dit lidu
+ Ban quyén phin mém diét viruss tap trung
+ Ban quyén phin mém gidm sat mang
+ Tu dién cip ngudn
+ Phu kién (Module quang, day nhay quang, ddy nhay mang ...)
+ Chi phi lap dit, cai dat
> Pia diém diu tu:
- Bénh vién Nhi Trung wong tai 18/879 duong La Thanh, phutng Lang, thanh
pho Ha Noi.
- Bénh vién Nhi Trung wong - Co s 2 tai thén Ngoc Than, x4 Kiéu Phu, thanh
pho Ha Noi.
» Tong mirc diu tw ciia du 4n: 43.867.000.000 dong (Bdng chit: Bén muoi
ba ty, tam tram sau muoi bay triéu dong)
b. Gidi thiéu vé du todn mua sim, géi thau
- Té\n du toan: Cung cép thiét bi cong nghé thong tin cho du an “Pau tu, nang
cap ha tang Cong nghé thong tin tai Bénh vién Nhi Trung wong nim 2024 — 2025”;
- Téng gié tri du toan: 39.035.868.200 ddng (Bdng chit: Ba mueoi chin ty, khong
tram ba mwoi lam triéu, tdm trdm sau muoi tam nghin, hai tram dong);
Tén géi thau: Cung cép thiét bi dau tu ning cap ha ting cong nghé thong tin;
- Gi géi thau: 35.667.371.700 ddng (Bding chii: Ba muoi ldm 1y, sdu trim sdu
muoi bay triéu, ba tram bay muwoi mot nghin, bay tram dong);
- Nguén vén: Ngudn Quy phat trién hoat dong su nghiép cua Bénh vién Nhi
Trung uong;
- Hiph thirc lya chon nha thau: Dau thau rong rai trong nudc qua mang (xét theo
tung phan);
- Phuong thire lya chon nha thau: Mét giai doan, mdt tai hd so;
- Thoi gian t6 chirc lya chon nha thiu: 90 ngay
- Thoi gian bat dau t6 chirc lva chon nha thdu: Quy IV/2025
- Loai hop déng: Tron géi;
- Thoi gian thuc hién géi thau: 120 ngay;
- Tuy chon mua thém: Khong ap dung;
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- Giam sét hoat dong dau thau: Khong dé xuét;
- Pia diém thuc hién goi thau:
+Bénh vién Nhi Trung vong tai 18/879 duong La Thanh, phuong Lang,
thanh pho Ha Noi.
+Bénl} vién Nhi Trung vong - Co sé 2 tai thon Ngoc Than, xa Kiéu Ph,
thanh pho Ha Noi.
1.2 Yéu cau vé ky thudit
‘ Yéu cau Yé kS’f thuat bao gém: Yéu cau chung; Yéu cau k¥ thuat chi tiét thiét bi
phan cting, phan mém.

Nha thau cung cap trong E-HSDT ban dép tmg vé k¥ thuét‘ cho toan by danh
muc hang hoa du thau, trong dé6 moi danh muc hang hoa trinh bay day du cac ndi dung
dap tmg theo yéu cau ctia E-HSMT tham chiéu dén cac trang twong tmg trong catald/tai
liéu k¥ thuat ciia hang hoa du thau, trinh bay theo bang sau:

Mau s6 21
BANG SO SANH PAP UNG TIEU CHI YEU CAU VE KY THUAT CUA

E-HSMT
T | Yéu ciu ciia E- | Pap @ng cia thiét bi/hé | Tai liéu tham chiéu
HSMT thong
[ghi 56 ’ [ghi rd loai tai liéu, s6 )
hiéu .. x| [ghithdng s6 kY thudt va | trang, trich ddn thong s
hang [Ble e yeu cauf cdc tiéu chuan ] ky thudt vc‘f cdc tiéu
muc] chuan |

I. [Yéu ciu chung:

Yéu ciu ky thuiit
chi tiét thiét bi
phéin citng, phan
mém:

IL.

Cac ndi dung quy dinh tai cac Muc I va Muc II ddi véi timg danh muc hang hoéa
la cac yéu cau k¥ thuat bit budc ma nha thau phai dap Uing toan bo thong qua viée cung
cap tai liéu hogc thyc hién cam két dé chimg minh. Déi vdindi dung yéu cau tai Muyc
II. Yéu cau k¥ thuét chi tiét thiét bi phan cing, phan mém, nha thau phai cung cap
bang mo ta san pham (catald) hodc tai liéu k§ thuat ctia hing san xut phat hanh dé
chimg minh mirc d6 dap Gmg cua hang hoa dy thau. Céc tai liéu k¥ thuat thé hién bang
tiéng Viét hodc tiéng Anh do hang san xuét phat hanh (di voi cac thiét bi nhap khau),
néu 1a ngbdn ngit khéc thi phai ¢6 ban dich sang tiéng Viét (nha thiu chiu trach nhiém
vé tinh chinh x4c gifta ban gbc va ban dich).

&L
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(Déi Vi cde tiéu chi kj thudt chua duoc thé hién trong Catald, ban dit liéu san
phédm, nha théu duoc phép cung cap tdi liéu hodic ban cam két cia hding san xudt phdt
hanh d@é chitng minh. Bén moi thau sé kiém tra, ddnh gid cde tiéu chi k¥ thudt thuc
hién banfg cam két khi nhan hang hda. Truong hop hang hda khi nhdn khong dat theo
yéu cau tai E-HSMT, nha thau phdai thu hoi vé diéu kién hang héa dé va chiu trdch
nhiém boi thuong thiét hai va chiu phat vi pham hop déng theo quy dinh)

Hang héa, dich vu lién quan phai tuan thi cac thong sé k¥ thudt va tiéu chuan

sau day:
H Tén han ; s
z.lng’( - ; 2 Thong so k¥ thuit va cac tiéu chuan
muc so hoa
I Yéu cau chung (Ap dung ddi véi tit ca phan 16 thude gbi thau)

- Hang hoa méi 100%.

- Thoi gian ban giao hang hoéa va trién khai lap dat, chay
thir, nghiém thu hang hoa: < 120 ngay.

- Dia diém giao hang:

+ Bénh vién Nhi Trung wong : S6 18/879 duong La
Thanh, phuong Lang, TP. Ha Noi.

+ Bénh vién Nhi Trung wong co s& 2: Thon Ngoc Than,
x4 Kiéu Pha, TP. Ha Nai.

- Gia mua ban: Tron géi, bao gdm gia béan thiét bi, phi
van chuyén, lép dat hoan chinh tai bénh vién va dao tao, bao
hanh, cac loai phi, thué va cac chi phi khéac (néu c6).

o - Nha thau phai thuc hién 1ap dat, cai dat, chay hé thdng
1.1 Y&u cau vé tai dja diém theo yéu cau cua Chu dau tu. Khéi luong lap dat,
hang hoa: cai dat theo danh muc thiét bi dau tu cta du an

- Nha thau phai thyc hién bao tri/hiéu chudn, theo quy
dinh cta nha san xuit.

- Nha thau phai thuc hién dao tao tai chd viée van hanh
va bao dudng hé théng, thiét bi cho nguoi str dung.

- Nha thau _phai cung cap tai lidu gom: huong dan st
dung, hudng dan bao dudng, bao tri (Tai li¢u gde kem ban
dich tiéng Viét néu ban gbc 14 tiéng nuéc ngoai).

_ Nha thau phai cam két cung cip dy du ching chi chét
luong (CQ), xuét xtr (CO), van don va cac tai liéu chimng minh
hang hoa dugc phép luu hanh hgp phap tai Viét Nam.

- Nha thau phai cam két cung cép linh kién thay thé cho
thiét bi it nhat 5 nam.

Yéu ciu vé - Nha thau phai trinh bay giai phéap phu hop vdi hién
1.2 | gidi phap trang ha ting CNTT cta bénh vién, dong thoi tuan thi mo
thwe hién:

“tin //V/J/
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Hang
muc so

Tén hang
hoa

Thong s6 k¥ thudt va cac tiéu chuin

hinh hé théng va cac thanh phan chtc ning di duoc phé
duyét.

_ Giai phép trién khai phai ddng bd véi quy hoach tong
thé ctia bénh vién, dam bao khoéng gy gian doan hoic xung
dot véi cac hé théng CNTT hién dang van hanh khai thac.

_ Giai phéap k¥ thuat phai dap tmg cac yéu cau st dung
thuc té, ¢6 kha néng dy phong cao va dé dang mo rong dé dap
tng nhu cau phat trién 1au dai. Céng nghé dé xuét phal hién
dai, dé sir dung, thuén tién trong dao tao va chuyen giao.

- Ha thong duoc thiét ké phai dam bao hi¢u suét van hanh
cao, cd kha nang xur ly tap trung luu lugng truy cip va dit li€u
16n tai ca hai co sé cia Bénh vién Nhi Trung vong.

. Giai phdp cong nghé phai tuong thich voéi ha tang
CNTT hién hiru, dam bao tan dung t6i da tai nguyén san co,
tranh lang phi dau tu.

- Hé thdng phai ké thira va tich hop hiéu qua véi ha tang
vat ly hién cd, bao gém ha t:;“mg mang, phong may chu, thiét
bi bao mat (firewall), théng qua ha ting mang ndi bd ctia bénh
vién.

- Cong nghé va thiét bi st dung trong hé théng phai tuén
thu cac tiéu chuén k¥ thuat hién hanh cua Viét Nam va quéc
té, dam bao kha ning van hanh 6n dinh, bao mat va tuong
thich 14au dai.

- Hé théng phai hd trg md rong theo chidu ngang (scale-
out), cho phép bd sung may chu linh hoat dé dap ung toc do
tang trrdng dit 1idu va nhu cdu khai thac ngay cang cao tai ca
hai co s0.

1.3

Yéu ciu vé
dap urng cac
tiéu chi cia
hé théng
(bao gf“)m
yéu cau
chung veé
ung dung
CNTT va
yéu ciu dap
wng cac tiéu

~ Toan bd qua trinh trién khai cai dit, van hanh hé théng
phai dam bao ap dung céc tiéu chuan k¥ thuat theo:

+ Théng tu s6 39/2017/TT-BTTTT ngay 15/12/2017
clia Bo truéng Bo Thong tin va Truyén thong ban hanh danh
muc tiéu chudn ky thuat vé& tng dung c6ng nghé thong tin
trong co quan nha nudc.

+ Tiéu chudn quéc gia TCVN 11930:2017 vé Cong
nghé thong tin: cac k¥ thuat an toan, yéu ciu co ban vé an
toan hé thong théng tin theo cip do.

+ Thong tu 12/2022/TT-BTTTT ngay 12/08/2022 cta

B6 truong Bo Thong tin va Truyén thong quy dinh chi tiét va
huéng din mot sb didu ctia nghi dinh s6 85/2016/ND-CP




Han Tén ha "
o o Thong s6 k§ thuit va cdc tiéu chuin

muc 50 hoa
chi vé trang | ngay 01/7/2016 cua chinh phu vé bao dam an toan hé thong
thiét bi): thong tin theo cap do

+ Théng tu sb6 23/2022/TT-BTTTT ngay 30/11/2022
cta BO trudng Bo Thong tin va Truyén thong stra doi, bd sung
mdt sb diu cta thong tu sd 03/2013/TT-BTTTT ngay
22/01/2013 cua B truong Bo Thong tin va Truyen thong quy
dinh 4p dung tiéu chuin, quy chuin k¥ thuat dbi véi trung
tam dir liu.

- Céc trang thiét bi ha ting chinh phuc v hé théng phai
dap ung cac tiéu chuan, quy dinh trong san xuét, van hanh
duoc cdng nhan va dp dung rong rai trén thé gidi hodc/va tai
Viét Nam:

+ Tiéu chudn vé an toan thiét bi céng nghé thong tin:
TCVN  7326-1:2003/IEC  60950-1:2001; UL60950-1;
EN60950-1;...

+ Tiéu chuén tuong thich dién tir (EMC): TCVN 7909-
1-2:2016; EN55022 Class A; VCCI Class A; .-

+ Tiéu chuén qubc gia TCVN 9250:2021.

- Tinh sén sang va do tin cay cao:

+ Nha thdu phai dé xuét giai phap dam béo tinh sin
sang va do tin cdy cao cho hé thdng, bao gdm kha ning hoat
dong én dinh, lién tuc, han ché tbi da thoi gian ngung hoat
dong (downtime) va dam bao duy tri van hanh trong thoi gian
dai.

+ Giai phap hé thdng phai hd tro kha nang tuy bién linh
hoat, ddm bdo dé dang cap nhat, ning clp va mo rong cong
ngh€ trong tuong lai theo xu hudng phat trién toan cau, déng
thdi c6 co ché kiém so4t tdt vé an ninh va bao mat.

+ Tht ca cac thiét bi cung cap phai c6 dd tin cay cao,
hoat dong 6n dinh, ding chure ndng, khong phat sinh 16i hodc
hong hoc thuong xuyén trong qua trinh van hanh thuc té cha
hé théng.

+ Thiét bi, vat tu trong hé théng phai dugc lya chon tr
céc hang san xuat c6 uy tin, cé ning luc trong viéc cung cap
thiét bi chit lugng cao, ddng thoi dam bao kha ning bao hanh,
stra chita, thay thé kip thoi khi can thiét.

+ Viéc dam bao tinh san sang va do tin cay cao ciia hé
thong phai gop phan giam thiéu chi phi van hanh, khai thac,
bao tri va stra chita, tdi vu hiéu qua dau tu trong sudt vong

doi str dung ctia hé théng.
s oL
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- Thong s6 k§ thuat va cac tiéu chuin

- Tinh mém déo va linh hoat:

+ Nha thau phai dé xuét giai phap k¥ thut c6 tinh mém
déo va linh hoat cao, phu hgp véi dinh hudng dau tu theo
tung giai doan ctua bénh vién, dam bao hé théng c6 thé trién
khai theo tirng bude ma khong 1am anh hudng dén tinh dong
b téng thé.

+ Trang thiét bi dugc cung cap phai hd trg kha ning
tuong thich tot véi ha tang hién hiru, bao gébm cac thiét bi
mang, may chi, phdn mém va hé thdng bao mat dang str dung
tai bénh vién.

+ Heé théng phai d& dang mé& rong va nang cap trong
tuong lai, cho phép bd sung thiét bi, tinh ning hoc tich hop
véi cac hé théng md&i ma khong lam gian doan hoat dong hién
tai hodc phét sinh chi phi thay thé 16n.

Kha nang quan tri, van hanh: Yéu céu giai phap dam
bao hé thdng d& dang trong cbng tac quan tri va van hanh,
phtl hop véi mé hinh t6 chire, ha tang nhan sw va trinh d6 k¥
thuat hién c6 ctua bénh vién.

Chi phi hop ly va bao vé dau tu: Hé thong phai dap tmg
céc tiéu chi k§ thuat va dap ng cac yéu cau vé chi phi trién
khai, khai thac, bao dudng, sura chita va quan ly hop ly dé
dam bao cong viéc hiéu qua trong diéu kién vé ngudn luc tai
chinh cho phép.

1.4

Yéu ciu cac
titu chi vé
lra chon giai
phap cong
nghé, ky
thuat:

Pé dam bao muc tiéu va higu qua ¢ dau tu, giai phap cong nghé
va k¥ thuét do nha thdu dé xuat cin dép tmg céc tidu chi sau:

Tinh Ong thé va tinh hién dai: Phuong an ky thuét va
cong ngh¢ phai dam bao tinh hién dai, cong nghé nén tang
mo&i nhat, tién tién nhét, pht hop véi hinh thire, quy mé trién
khai hé théng.

Kién triic va mé hinh hé thong: Hé théng phai dugc xay
dung dya trén mat kién trac, méb hinh chuén, duoc ap dung
xuyén subt trong qua trinh phat trién cua hé thong. Phuong
an ky thuét va cong ngh¢ phai théng nhét giita cac hé thong
v6i nhau, tudn theo cac chudn trao ddi thong tin thong nhét
dam bao cho su lién két gitra cac hé thong. Kién trtc phai c6
tinh m&, ké thira va pht hop véi su phat trién trong tuong lai.

Tuan thu tiéu chuan Hé thong can duoc xay dung dua
trén cac tiéu chuan vé cong nghé, cau tric thong tin, trao doi
thong tin... nham dam bao kha ning tuong téc, tich hop gitra
c4c hé thdng ciing nhu kha ning phat trién mé rong hé thong

/,'W /f"/ | "r
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Théng s6 k§ thuit va cac tiéu chuin

trong tuong lai. Ngoai ra, hé théng can _dap Ung cac tiéu
chuan, quy chuan ciing nhu céc quy tic vé an toan thdng tin
da dwoc cong nhéan va ap dung rong réi trén thé giéi cling nhu
tai Viét Nam nhu b tiéu chuan ISO/IEC 27000, GDPR, PCI
DSS, HIPAA, FISMA/NIST, ...

Ung dung cong nghé tién tién: Hé thdng phai duoc x4y
dtrng trén co s nén tang coéng nghé théng tin hién dai voi
cong nghé tién tién, phit hop vai xu thé phat trién cia CNTT
trén thé gi¢i nhim tan dung cac thanh qua cla céc céng nghé
mai, gitp hé thong hoat dong hi€u qua trong thoi gian lau dai.
DAy ciing 14 yéu t6 quan trong d& bao vé thanh qua dau tu.

- Tinh linh hoat va kha nang mé rong: Hé thng phai c6
thiét ké mé-dun, hd tro linh hoat trong trién khai trén nhiéu
moi trudng ha ting k¥ thuét khac nhau. Pam béao kha ning
tich hop d& dang véi cac thiét bi va hé thong hién hiru. Co
kha ning mé rong timg phan theo nhu ciu phat trién trong
tuong lai ma khong 1am anh huéng dén tong thé hé thong.

Tinh sin sang va do tin cdy: Hé thdng can c6 tinh sin
sang va dg tin cdy cao, dam bao kha nang hoat dong mot cach
chinh xac, 6n dinh.

Kha nang quan tri, van hanh va hd tro k§ thuat: Hé
thdng phai cung cap cong cu hd trg quan tri, gidm sat, vén
hanh thuén tién, dé st dung cho can bd k¥ thuat. Céan ¢6 co
ché tur dong hoa quy trinh nhém giam thiéu tac vu thu cong.
Nha thau can c6 doi ngll cung cap dich vu hd trg k§ thudt phai
cé cam két hd tro ky thuat kip thoi trong sudt qua trinh trién
khai, van hanh va bao tri hé théng.

- Yéu céu vé an toan thong tin: Hé théng phai co giai
phép bao mét toan dién, bao gém: Kiém soat truy cdp, dam
bao tinh bi mit, thong nhét, toan ven. Pam bao tinh sén sang,
xac thuc, thira nhén.

Yéu cau vé an toan dit lidu: Dir liéu hé théng phai dugc
bao vé tuyét ddi, tranh mat mat hodc hu hong do 161 phz‘“m
clng, phdn mém hay tac dong bén ngoai.

1.5

Yéu cau giai
phap thiét ké
ha tﬁng
CNTT:

- Nha thau xay dung, trinh bay phuong an trién khai, lap
dat, cai dat dé dap tmg va tuan tha mo hinh giai phap thiét ké
cua Bénh vién da dugc phé duyét sau day:

/,,ﬁ.*l/
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AT R TR e N

Hinh 1: M6 hinh tong thé hé thong ha tang CNTT

ot “ e ¥ S RN RE RO

# # i
£ ¢ : 1
o BB L £ i " LD,

M, el i -~ \ F

; i N ¥

% ws i T,
v 4 e 25+ i o
g = g
. e gE .
- " i

- Hatang CNTT tai co's6 1 va co s& 2 clia bénh vién dugce
thiét ke theo cac 16p dé dam bao cac phan vung thyc hién cac
chtric nang khac nhau nhu:

+ Hé théng thiét bi ATTT.

+ Hé thdng thiét bi mang.

+ Ha tang thiét bi Server va luu tri.

+ Giltacoso 1 vacoso2se kétndi lién théng voi nhau
thong qua duong truyén kénh thué riéng dugc dau tu cua bénh
vién.
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Han Tén han , Sl 2
: gx . A Théng s6 k§ thuit va céc tidu chuin
muc soO héa
- Yéu cau két ndi gitra CS1 va CS2:

BENH VIEN NHI ,ﬁ;fﬁ";ﬂ, AR T ==‘;\““‘ BENH VIEN NHI
TWCS1 oo e TWCS2
;n x\ ARy AR
‘V / 4 i
‘ R T “7
6*1Gbps 4*1Gbps 2*1Gbps 2*1Gbps
FIREWALL CORE SW lTCH nCc CORE SWITCH DC FIREWALL
B i
@y s |[¥10Gh : il “ | 2410 Ghpe *ﬁ;
/R N — WAN i { shmpreme m;;i
e -l ! 3 ] i : 'y
] - pv 4 i
e : 10Gbps &Y o’
; [}
| ¢
1 //‘\\_\ 4'1(X]hps
SERVERSWITCH, FIREWALL
Bl B o &
<) )\‘..........1‘ ot =}; A ‘ﬁ’;,,
: i 7 4N mfl a{l

Hinh 2: M6 hinh téng thé ket noi giita co s¢ 1 va co 5o 2
+ Gifta co s¢ 1 va co s& 2 s€ két noi lién thong voi nhau
thong qua duong truyen kénh thué riéng duge dau tu ctia bénh vién.
Yéu cau mo hinh trién khai tai Co so 1:

HATANG ONTT Bl
VIENNHE TW S8

ANTERNEY WANNOI B0

Hinh 3: M6 hinh téng thé hé thong ha tang CNTT co s¢ 1

‘//w”

p W
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+ Yéu cau thiét ké hé théng mang:

HT CNTT BENH INTERNEY ot R

VIEN NHI TW CS1 AN s

{ ) Sz 3806 e m——

/A
T4y

\fk;j'

b prep s

6% 1Glps 4*1Gbps
FIREWALL B SERVER SWITCH
o mg . i
a7 =7 A ancup, EEE
etl E 1Ml ' a 1 Bl
ﬂf}.‘“*ﬁ' FAN Rl :
#5 o’ o

#10Gbps <. S 2#10Ghps

§ \\/ 12*10Gbps

Lo PR e FiRgneL JUGhps ; SRR i)
; P H ; | B
j i R i i i
I 106G edEm 2t 06 iy 2* 10G ; 24 110G S G - [ 2 G
L g
: i i 1

Miy chii 01

Hinh 4- Mé hinh két néi mang hé théng ha tang CNTT co' 56 1
+ Yéu cdu bd tri lap dat thiét bi tai phong may chu:

L e LT

T phan phoi dién Mang cap
H27880 2
2 1000 @ & ® & @
( \-
@
&
=
{ 1 e ek
Y =
i =1
Wy
P
i
i
08
T rack mad s

Hinh 5: Mt bang Idip ddt ti thiét bi trong phong mdy chii co s6' 1

W
¥ W



13

Hang
A
muc s0

Tén hang
hoa
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+ Yeéu cau cung cap dién cho ta rack méi:

NGUON UL TIEN TU TU TONG DEN

4X25 MM, + BLOMM2

B oo
L] vesw
G e
b e 53 W
D e e i e i ey g
MCCEB
AP 150A

{
j7h4 CONTACTOR 3P

S 1504
|
| MCCB | MCCB : MCCB
3P 63A 3P 63A 3P I5BA

CUPVCEVCIX 16 MM2

AIOIAVAS 14+ ENTT SEVIAH

~ :
“MCH  MCB | MCB  MCH
Po2p ;2P L P % oz2p

D 50A | S0A | S04 | 504
LURVCEVCIXOMM) . ; : :

H i

S T3

- =i =

= = z

= A

—. SR

3~

Hinh 6: So do cung cdp dién cho ti rack méi

2%
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+ Yéu cau lép dat thiét bi trén Rack:

cf  Rack-01 U {4 CRacko02 U
42 42 42 42
4 at Al 41
40 A0 a0 40
39 SW-MGMT-01 iy 39 W
a§ 38 3% 3§
37 SW-SERVER-01 ¥ » SW-SERVER-02 37
36 36 35 i
B o B B
34 EIREY e
g i i PN o
o SRV-ESX-03 = o SRV.ESX.06 B
EH 31 31 3
5? § SRV_ESX-02 _3?_ .‘2‘0.. SRV-ESX.-05 ,E‘L
20 x 19 29 1 L e
2% ] 28 b
; : a 27§ 27
SRV-ESX.01 T ey SRV.ESX-04 piaz

: 26 26 26

5 = - 3 R -
4 SAN-SW.01 2 23 SAN-SW-02 E

Hinh 7: So do tri thiét bi trén ti rack
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Thong s6 k¥ thuit va cac tiéu chuan

- Yéu cau mo hinh trién khai tai Co s¢ 2:
+ Yéu cau md hinh trién khai:

HA TANG ONTT BENT

INTERNET WAN NOI BO VIEN NHITW OS2

Glan difn kétndt
EOB205 gt
L
TG g

A TANG MANGLAN BENH VIEN
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Ha Tén han e o e
: ngx > = Théng s6 ki thuit va céc tiéu chuin
muc so hoéa :

+ Yéu cau thiét ké hé thong mang:

HA TANG CONTT BENH o —

VIENNHITWCS2 | “F A
w‘* 7 Bl
xR Bt e

2% 10l 2% 1Gbps

FIREWALL CORE SWITCH DC
il Vi o 10 (e
& {2010 Gbyps 410 Gbyps
= = %’ ...

S

R A
f o |
e ™~ PTG
e \\ AilK.:bps ] gl -
| Ethmlgti% ivn

SERVER SWITCIH

;.mc.uac,' PR P S e

@@W—fﬁ@

Miych#0?  Miyehi 03 My chii 64

Hinh 9: Mé hinh két néi mang hé théng ha tang CNTT co 56 2

e
% LV~
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Han Tén han . e o
: gi , 5 Thong sb ky thuat va cac tieu chuan
muc sO hoa

+ Yeéu cau lap dat tai phong may chu:

i TAm EPS
Ong thong gio ook

Tirack i}ataCeraterj

- Td phan phéi dign
) il i

"

i

Td rack hign co

400
2088

Hinh 10: Sor d6 mdt bang phong mdy chii

T ¥
&
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Théng s6 ky thuét va cac tiéu chuin

+ Yéu cau vé cap dién cho cac ti RACK:
NGUON UU TIEN TU TU TONG DEN

1
1
£

_ | M40

i T e
B8[7] s

I § “:iﬁ,;"{“ RTT.E A WY
| MCeB
3P 1504

- CONTACTOR 3P

1304
| MCCB MCCB | MCCB
{ 3P63A 3P 63A 3P 150A

CURVCAVCIX 1632 Durphong

_FDOTAVAS A4+ ENTT SSVIRE

seﬁm?s&a?s&a
CURVCRVC 3 X6 MM2 OO S

1.

800

Hinh 11: So do cdp dién cho cdc tii Rack co s6 2

+ Yéu ciu lép dat thiét bi trén Rack:

T+
& W
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Han Teén han = P - o 2
: g’{ 5 € Thong so k¥ thuat va cac tiéu chuan
mue SO hoa
u  Rack-01 v
a2 4
a1 41
49 40
39 SWMGMT-01 19
38 8
37 SW-SERVER-01 37
36 13
33 SW.SERVER-02 335
i 34
33 SW-DISTRIBUTION-01 33
3z 32
31 SW.DISTRIBUTION-02 31
2 ;
a3 23
> SRV-ESX.03 2
20 20
19 19
18 18
= SRV-ESX-02 F
16 16
. SRV-ESX-01 -
4 14
i3 13
12 i2
0 NAS-STORAGE-01 i
Hinh 12: M6 hinh vi tri lap ddt thiét bi trén Rack
5 e l‘ . ) r d ) -
1.6.1 Lap dat thiet bi mang ( ving may chu, vung quan
tri va can bang tai):
- Lap dat va cam noi céac thiét bi thuc hién theo tai liéu
huéng dan lap dat, cai dat (Installation guide/Setup guide)
A A A
Yéu cAuvé | ciia nha san xuét thiét bj;
1.6 bién phap . Céap d4u ndi dén thiét bi phai dugc di ngén nap, gon

lap dit, cai
dat thiét bi:

gang trén mang cap trunking sin c6 ctia TTDL. Viéc két noi
dam bao chinh xdc va thdm my¥, ddy cap dugc dén nhan chi
tlet dé thuén tién cho qua trinh quan tri, bao tri va nang cap
vé sau.
- CAu hinh thiét 1ap thiét bi:
+ Cép nhat Firmware thiét bi 1én phién ban méi nhét;

T

/{’.

W}

& W
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Théng s6 k thuit va céc tidu chuin

+ Céu hinh banner

+ T4i license va add vao thiét bi;

+ Két hop tén thiét bi va domain khach hang;

+ CAu hinh thoi gian trén thiét bi, time zone;

+ Gi6i han idle time cho phién két n6i SSH, HTTPS;
+ Gi6i han phién két ndi ddng thoi dén thiét bi;

- Thiét 1ap cau hinh dam bo an toan thdng tin:

+ Dt mat khau ding nhap qua Console;

+ Gi61 han idle time cho phién két ndi console;

+ Dt mat khéau ding nhap AUX;

+ Gidi han idle time cho phién két n6i console;

+ Céu hinh x4c thuc bing tai khoan local trén thiét bi;
+ Phan quyén tai khoan theo céc level: quan tri, xem

cau hinh, van hanh;

+ CAu hinh quan tri in band/out of band,;

- Thiét 1ap céu hinh:

+ Tao VLAN ID, name, description;

+ CAu hinh mode trunk trén port;

+ Allow VLAN cén thiét duoc phép di qua;
+ Tét tu dong trunking port;

+ C4u hinh Native VLAN;

+ C4u hinh mode access trén port;

+ Gan VLAN vao Access Port;

+ Tét céac port khong st dung;

+ Bat cac tinh nang: RSTP+, RSTP;

+ Chu hinh Bridge Priority;

+CAu hinh cost d& bau chon cac port dugc phép

forwarding hodéc block;

+ Bat Portfast, Root Guard, BPDU Guard, Loop Guard
+ CAu hinh chinh sach khi xay ra vi pham;

+ CAu hinh kiém soat CDP va LLDP;

+ Chu hinh bé cong trén switch;

+ CAu hinh LACP trén cong bé;

+ CAu hinh multi chasisis

1.6.2 Lip diit may chii (may chii 40 héa)
. Lap dat:

|
L @
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_ Théng s6 k§ thuat va cac tiéu chuin

+ Viée lap dit, cai dat thuc hién theo tai liéu huéng dan
1ap dat, cai dat (Installation guide / Setup guide) ctia nha san
xuat thiét bi.

+ Viée kiém tra hiéu chinh thiét bi sir dung cac phan
mém kém theo thiét bi cua hang cung cép, déi chiéu véi tidu
chuan k¥ thudt yéu céu ctia du an.

Két ndi hé thong:

+ Str dung cap mang dé két ndi cac ti rack. Cap di giita
céc ti phai duoc di ngin nip, gon gang trén mang céap
trunking san cé ctia TTDL.

+ Dbi v6i viéc két ndi gifra thiét bi luu trir s& thuc hién
bing cap quang st dung Fiber Channel két ndi téc do cao
thong qua thiét bi SAN Switch.

+ D& dam bao hé théng thiét bi van hanh dugc can co
hé thdng vat tu phu kién di kém va hé thong phén mém hé
thong.

+ Viéc két ndi dam bao chinh xac va tham my. Day cap
dwoc dan nhan chi tiét dé thuan tién cho qué trinh quan tri,
bao tri va nang cip vé sau.

Cai dat cdu hinh hé thong:

+ Thiét 1ap va cai dat hé thong.

+ Cai dit cac phan mém lién quan theo huéng dan cta
hang.

+ CAu hinh mang LAN két n6i hé théng.

1.6.3 Lip dit Hé théng may chii CSDL chuyén dung:
Liap dat:

+ Viée 1ap dat, cai dat thuc hién theo tai liéu hudng dan
lap dat, cai dat (Installation guide / Setup guide) cua nha san
xuét thiét bi.

+ Viée kiém tra hiéu chinh thiét bi st dung cac phé.n
mém kém theo thiét bj ctia hang cung cép, dbi chiéu véi tidu
chuan k¥ thuat yéu cau cua du an.

+ Hé théng may chi CSDL lap dat trong ta rack chuyén
dung: Thyc hién lap dat theo ding thiét ké, hudng dan cua
hang; cam nguon cap két ndi theo diing hudng dan ctia hang.

- Két ndi hé thong:
+ Str dung cap mang dé két ndi cac ti rack. Cap di gitra
cac ti phai dugc di ngdn ndp, gon gang trén mang cap
trunking san ¢6 cua TTDL.

P
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+ D& dam bao hé thdng thiét bi vén hanh duoc can co
hé théng vat tu phu kién di kém va hé thong phan mém hé
théng.

+ Viéc két ndi dam bao chinh x4c va tham my. Day cap
duoc dan nhan chi tiét dé thun tién cho qua trinh quan tri,
bao tri va ning cap vé sau.

Cai dat cAu hinh hé thong:

+ Thiét lap va cai dat hé thong.

+ Cai dit cac phan mém lién quan theo huéng dan clia
hang.

+ CAu hinh mang LAN két nbi hé théng
1.6.4 Lap dat thiét bi sao Iru dir liéu

Viéc lap dat, cai dit thue hién theo tai liéu huéng dan
14p dat, cai dat (Installation guide / Setup guide) ctia nha san
xuét thiét bi.

Str dung cap mang UTP CAT6 dé két nbi quan tri va
cap quang dé két ndi dix liéu. Cap di gifta cac ti phai dugce di
ngan nap, gon gang trén mang cap trunking san co6 ctia TTDL.

Viée két ndi dam bao chinh xéc va tham m¥. Day cap
duoc dan nhéan chi tiét dé thuan tién cho qua trinh quan tri,
bao tri va nang cép vé sau.

Céc bude cau hinh thiét bi sao luu bao gém:

+ Khoi tao hé thdng luu trit (khéi tao thong tin thiét bi,
ciu hinh password truy cap, cac théng tin quéan trj khéac cho
hé thdng).

+ CAu hinh RAID Group, Volume/LUN theo thiét ké.

+ CAu hinh SAN Switch, két ndi t dia t6i may chi

(Zonning, Add Host).
+ Cép tai nguyén luu trit cho méy chii (Assign LUN
cho Host).

1.6.5 Lap dit ti rack:
Nguﬁ“)n dién phai dugc ngét dién trude khi ddu ndi va
lép dat;

- Phai kiém tra day dién, cap dién va ngudn dién vé su
phtl hop véi yéu cau duge chi dinh trong ban vé hodc trong
yéu cau k§ thuét thiét bi trude khi 1dp dat;

- Chuén bi dung cu: ¢ 1é mé 1&t, tubc no vit, bang dinh
dién, dao cét, kim, kim bam cos, dau cos, df‘mg hd do dién...;

AR
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Chudn bi ban vé& da dugc chii diu tu phé duyét dé xac
dinh vi tri dat tu rack;

Tién hanh bt cac thanh din rail trong ta rack dé gén céc
may chu;

Lap dat cac khay truot dé thiét bi nhu: man hinh, ban
phim, thiét bi chuyén do6i quang dién (néu co);

Cét cac doan cap dién co tiét dién phu hop, tubt vo cac
déu cap, sir dung kim va coss dé kep céac dau day;

- Tién hanh d4u ndi cac doan cap gifta cac aptomat trong
td voi nguon dién cung cip bén ngoai theo diing thiét ké (hé
théng nguodn online).

- Dung ddng ho kiém tra chi tiét xem ngudn cép co bi
ngat mach hay khéng trude khi dua vao st dung;

N&i v ti v6i bang dong tiép dia an toan;

Lép dat cac thiét bi 1én t0 rack theo vi tri ding ban vé
thiét ké;

Cam day du day nguon cac thiét bi vao 0 cam dam bao
s6 luong trén maoi 6 cam la dong déu;

- Bat aptomat tong ngoai va aptomat phan phdi trén ta
rack dé chay thir tai.

1.6.6 D6i véi hang muc phan mém do héa, hé diéu hanh
(Linux, Windows):

Thuc hién cai dat, kich hoat ban quyén phin mém &0
héa theo tai liéu huéng dan lap dit, cai dat (Installation
guide/Setup guide) ctia hang;

Thyc hién clp phat tai nguyén, cai dat hé didu hanh va
céc go6i phan mém cho may chu 4o hoa theo tai nguyén duoc
quy hoach va phan mém yéu cau;

- Thiét lap cAu hinh, chinh sach dam bao an toan théng
tin.

1.6.7 Déi véi phan mém CSDL c6 cau tric

Thyc hién cai dat, kich hoat ban quyen phan mém
CSDL ¢6 chu tric theo tai liéu huéng dan lip dat, cai dat
(Installation guide/Setup guide) cia hang;

- Thyc hién cAu hinh theo thiét ké da dé ra;

- Thiét 14p cAu hinh c4c chinh sach dam bao an toan thong
tin.

Tw 4/

/4
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Thong s6 k§ thuét va céc tiéu chuan

- Nha thiu trién khai phai tu trang bi cac phuong tién bao
hé cho nguoi lao dong dé tao ra diéu kién thuan tién cho can
bd cua minh, thich img v6i mdi truong xung quanh va bao
dam didu kién lao dong t6t nhét.

- Cac phuong tién, dung cu bao hd phai dat chét luong,

thich hop vai tung cong tac dong thoi dap Gng yéu cau veé
tham m§ cung nhu céc tiéu chi vé vé sinh lao dong

. Yéu ciu trong khu vuc thi cong:

+ B tri cac thiét bi phong chdng chéy nd can thiét:
Binh phun bot, méat na phong ddc, bd tri cac binh chita chay
phong khi xay ra chay,...

+ Kiém tra khu vuc thi cong dam bao khong co vat
dung d& chay no;

+ CAm mang vt dung dé chay nd vao noi dang thi cong
trudong hop vét dung phuc vu cho thi céng can dam bao an
toan s dung;

+ Kiém tra nguén dién chay qua khu vue thi cong dam
bao khong xay ra va dép géy chap, chay no dién

- Yéu céu ddi véi can bd, cong nhén thi cong:

+ Cén bg, cong nhan tham gia thi cong tuyét d6i tuan
thu cac quy dinh vé an toan chay nd dad dugc néu trén;

+ G#n trach nhiém cua mdi thanh vién voi cong viée
dam bao khong bo vi tri khi xay ra sy cb;

+ Kip thoi t6 chtic phong chéng chay nd tai chd dong
thdi bao céo kip thoi cho don vi phong chéng cé chic ning
dé hd tro kip thoi.

- Yéu ciu an toan chay no khi van hanh hé thong (thiét
ké hé théng canh bao chéay va chira chay cho phong may chu
phai dam bao céc tiéu chuan ky thuat):

+ Tiéu chuén Viét Nam TCVN 5738 - 2021: (Hé thong
bao chay tu dong - Yéu cau thiét ké).

+ Tidu chuan Viét Nam TCVN 7161 - 1:2022; ISO
14520 - 1:2015: (Hé thong chita chay bang khi - Tinh chét
vat 1y va yéu cau thiét ké hé thong).

+ C4c tiéu chudn NFPA, EN, va ching chi chét luong
UL, FM, VdS ctia M§ va Chau Au déi v6i hé thong béo chdy,
chita chay.

T

G Wn



25

Hang Tén hang

A A fogd A 3 r -A R
X . Thong so k¥ thuat va cac tieu chuan
muc so héa

+ TCVN 3890:2023 vé Phong chdy chita chay —
Phuong tién phong chay va chita chay cho nha va cong trinh
— Trang bi, bo tri.

- Yéu ciu trang bi phuong tién bao hé:

+ Nha thau trién khai phai tu trang bi cac phuong tién
bao ho cho ngudi lao dong dé tao ra didu kién thuan tién cho
can bd cia minh, thich tng vdi moi trudng xung quanh va
bao dam diéu kién lao dong t6t nhét.

+ Cac phucmg tién, dung cu bao hd phai dat chat lugng,
thich hop véi tiing cong tac dong thoi dap ing yéu cau vé
tham m¥ cling nhu céc tiéu chi vé vé sinh lao dong.

Yéu cau tudn thi céc tiéu chudn k¥ thuat:
+ Thi cong dung theo yéu ciu k¥ thuat, dam bao chat
lugng cong trinh.
+ Cong cu, dung cu dung dé 18p dat phai 13 loai chuyén
dung va dugc st dung ding chirc nang.
+ Céc thiét bi thi nghiém thuc hanh va thiét bi mang
may tinh 14 cac thiét bi chuyén dung, c6 gia tri cao do vay
trong qua trinh thi cong yeu céu bat budc phai thuc hién ding

cac quy trinh, quy pham cua nganh ban vé th1et ké thi cong
x4y lap va tai liéu hudng din ctia nha san xudt.

+ Quy trinh di déy phai dam bao dung k¥ thudt, cin
than, chic chin ngay ngén va c6é my quan.

+ An toan trong van hanh khai thac la mét ti€u chi quan
trong cua thiét ké k¥ thuat thi cong cong trinh vién thong.
Pon vi thi cong can lap phuong an an toan lao dong dé dam
bao an toan cho ngudi lao dong va thiét bi trong subt qua trinh
thi cong. Khi lam viéc trén cao can dung thang hodc gian gido
va day treo an toan dam bao an toan vé dién.

+ Khi thi cong trong phong c6 thiét bi thong tin dang
khai thac cin c6 cdc phuong an dam bao tuyét dbi khong lam
anh hudng dén su ¢ cho hé thdng thong tin. Dam bao an toan
thong tin va an toan dir li¢u cua don vi khi chuyén déi.

+ Trong qua trinh thi cong phai dam bao khong lam anh
huéng dén vé sinh méi trudng & khu vuc thi cong cong trinh
va noi cong cong.

- Yéu céu an toan dién, an toan thiét bi:

+ Khi thi cong, bd tri cAp nguon dién phai riéng r& dé
c6 kha nang cat dién toan bd phu tai dién trong pham vi tiing
hang muc cong trinh hay mot s6 khu vuc san xuét. Viéc théo

T
o
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d& day dan, stra chita hiéu chinh thiét bi dién phai do cong
nhan dién ¢6 trinh d6 vé k¥ thuat an toan dién thich hop véi
timg loai cong viéc tién hanh.

+ Céo thiét bi dién di dong, mdy dién cam tay va dén
dién xdch tay khi nbi vao ludi dién phai qua 6 cam, phich cam
hodc cAu dao dién. Viéc dau, ndi phai thoa man cc yéu cau
vé k¥ thuat an toan dién.

+ Trude khi 14p rap va sira chita dién hay thlet bi, phai
cét cdu dao cip dién cho khu vuc thao tac Va tai cau dao treo
bang “CAm déng dién! C6 nguoi 1am viéc” . Néu cau dao d6
ndm ngoai tram bién ap (cau dao phén doan, ré nhanh) ngoai
c4c bién phap trén phai tiép dét va ngat mach cac pha phia
déu ngudn, céc nguon c6 kha ning dan dong dién tdi.

+ Céc dung cu cAm tay (Khoan dién, den xach tay, may
bién &p, ha ap, bo bién doi tan sb...can phai thuc hién cac yéu
cau):

o Trudc khi cap phét dung cu mdi phai kiém tra cach
dién v6i vo, théng mach nbi dét. Xem ciu tao bao vé co phu
hop vé6i diéu kién st dung hay khong. Nghiém cdm st dung
céc dung cu dién cam tay co dau hiéu hu héng;

e Trude khi sir dyng cac dung cu dién cam tay, cong
nhan phai thuc hién kidm tra cdc mach ndi dat, cac chi tiét
quay, tinh trang cua chéi than, vanh gép;

e Céc cAu dao dién, may tu ngit phai c6 vé hodc hop
bao vé, cdc phan dan dién cua thiét bi dién can dugc cach ly,
c6 hang rao che chan, cé bién phap ngan ngira nguoi khong
¢6 phén sy tiép xdc véi nd;

e Khi st dung thiét bi, dudong day dién can tranh kha
nang phat nong do qua tai hodc cac moi noi khong tét.

- Yéu céu an toan trong qué trinh thi cong:

+ Nha thdu phé bién kién thirc cho cong nhan vé van
dé an toan lao dong, an toan dién, an toan chdy nd, ndi quy
cong truong. Trang bi cho cong nhan cac phuong tién bao vé
can thiét cho qua trinh thi cong. Thuong xuyén kiém tra céc
phuong tién phong h¢ trude va trong khi st dung. Trong qua
trinh thi c¢6ng, phbi hop v6i cac don vi khac dé c6 bién phap
ngéan chan hoa hoan, mét an toan lao dong.

- Yéu céu tuan tht noi quy lao dong:

st
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+ Nha thau phéi hop véi Chu dau tu xay dung ndi quy
lao dong theo Ludt An toan vé sinh lao dong sO
84/2015/QH13 ban hanh ngay 12/06/2015.

+ X1r Iy sai pham theo ding ndi quy da quy dinh.

1.8

Yéu cau vé
dao tao quan
ly, van hanh
hé thong:

- Nha thau thuc hién huéng dan dao tao bao gdm viéce lap
ké hoach dao tao va thuc hién dao tao.

. Hinh thtre dao tao: Truc tiép tai cac 16p dao tao. Trong
truong hop bét kha khang khoéng thé thuc hién to chirc dao
tao truc tiép, co thé thay thé bang hinh thire dao tao truc tuyén
thong qua cac ung dung va cung clp céc video ho trg sau dao
tao.

- Lich trinh dao tao: Khi ¢6 su thong nhét véi Chu dau tu
nhung két thuc khong qua thoi gian thuc hién hop dong.

_ - Tai liéu giang day: hoc vién dugc cung cip tai liéu hoc
day du dang dién tir hodc dang in tiy thudc vao khoa hoc.

- Pbi twong dao tao:

+ Cac can bd chuyén trach v& CNTT tai Bénh vién.

+ Cac can b tham gia quan ly va vén hanh hé théng
CNIT.

+ Céac can bd thudc cac bo phén lién quan dén hé théng
CNTT.

+ Gido vién giang day: Méi 16p hoc c6 01 giang vién
chinh.

- Pao tao trong qué trinh trién khai (on-the-job training),
quan ly, van hanh:

+ Huéng dén thyc hién khi c6 su cb thuc té, cach khic
phuc, diéu tra.
+ Dao tao trong qua trinh cung lam viéc.
- Quy mo 16p dao tao: 02 16p

Stt | Tén l6p Ghi cha

-01 lop
- Thoi gian: 02 ngay

Lép dao tao quan 1y, | _ g4 jyong hoc vign: 06

1 van hanh hé théng 40 | hoc vién
hoa - Pia diém dao tao: Ha
Noi
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— [ -ollp
Lop dao tao quan 1y, | _Thyi gian: 03 ngay
5 van hanh h¢ th@l}g - 86 lwong hoc vién: 08
mang, bao mat, phéan hoc vién
mém gidm sét - Dia diém dao tao: Ha
Nbi

- V& co s dao tao va trang thiét bj:
+ Sir dung phong/ héi truong ciia chu dau tu.
+ Trang thiét bi: C6 du céc trang thiét bj nhu may chiéu,
mierg; loa, ..

- Thuc hién c6ng tac trién khai: Nha thau thuc hién theo
Thong tu 16/2024/TT-BTTTT ngay 30/12/2024 cua B
Théng tin va Truyén théng quy dinh chi tiét ndi dung cong
téc trién khai, giam sat cong tac trién khai, nghiém thu dbi
v6i du 4n dau tu (mg dung cong nghé théng tin.

A A A
Yéu cau ve

Céc thiét bi phai dugc bao hanh theo tiéu chuan cua
héng san xuét.

Thoi gian bao hanh: theo yéu cau bao hanh ddi véi timg
thiét bi tai “Muc II. Yéu cau k¥ thuét chi tiét thiét bj phan
cting, phin mém” va theo tiéu chudn ctia hang san xuat ddi
véi cac thiét bi chua duoc néu yéu cau vé thoi gian bao hanh
tai muc II.

- Thoi han bao hanh dugec tinh tir khi hang hoa dugc ban
giao nghiém thu cho toan bo hang hoa cung cép theo tiéu
chuén ctia hing san xudt. Nha thau cung cap phai co trung

1.9 | bao hanh, tam bao hanh, bao tri c6 kha nang thuc hién cac dich vu bao
béo tri: hanh, bao tri, duy tu, bao dudng, stra chita, cung cép cac dich
vu sau ban hang, phu ting thay thé dung cu chuyén dung.

- Nha thau phai c6 phuong an khéc phuc sy cb ngay sau
khi nhin duoc théng bao, thoi gian khic phuc su cb trong
vong 04 git (ké ca ngay nghi 18). C6 thiét bi dy phong dé thay
thé tam thoi dam bao h¢ thong ctia Chii dau tu hoat dong tré
lai trong thoi gian ngin nhét trong trudng hop phai di bao
hanh thiét bi.

_ C6 sb dién thoai dudng day nong dé hd tro van hanh va
khéc phuc su cb hé théng tai bénh vién. (24/7).

Yéu chu vé V6i mdi phan 16 tham du thau, nha thdu can phai cé
110 | nhén sy doi ngii nhan su ¢6 chuyén mon tét, c6 kinh nghiém trong cac
tham gia
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thue hién goi | cong viéc tuong tu dap ing nang luc trién khai du én, cu thé
thau nhu sau:

Phan 16 1 - Ha tang tinh todn va lwu triv

- Céan bd quan ly du an: 01 can bg co trinh d6 Dai hoc
trd 1én chuyén nganh CNTT hodc nganh gan CNTT theo quy
dinh; kinh nghiém tir 05 nam hodc thuc hién 02 hgp dong tr
1én; c6 chuing chi quan tri du an PMP.

- Cén bd trién khai: 03 can b6 c6 trinh d6 Pai hoc tré
1én chuyén nganh CNTT hoac nganh gan CNTT theo quy
dinh; kinh nghiém tr 03 ndm hoéc thuc hién 01 hop dong tré
lén;

e C6 it nhat 02 can bd c6 01 chimg chi vé may chi
thudc danh sach sau ddy: HPE ATP - Server Solutions, HPE
ASE Compute Solutions, HPE ASE Server Solutions
Architect, HPE Master ASE - Advanced Server Solutions
Architect, HPE Master ASE Compute Solutions, Dell
PowerEdge Implementation Engineer, Dell EMC Certified
Associate (DECA), Fujitsu SELECT Expert Server
Certifications, Fujitsu Certified System Engineer, CompTIA
Server+ hodc tuong duong.

e Co it nhét 01 can bd c6 01 ching chi vé 4o héa va
hé diéu hanh thudc danh sach sau diy: VMware Certified
Advanced Professional (VCAP), VMware Certilied
Professional - Data Center Virtualization (VCP-DCV),
VMware Certified Implementation Expert (VCIX);
Microsoft Certified: Windows Server Hybrid Administrator
Associate; Microsoft Certified: Azure Administrator
Associate; Red Hat Certified System Administrator
(RHCSA); Red Hat Certified Engineer; Oracle Linux
Administration hodc twong duong.

- Cén bd kiém tra chét luong trién khai: 01 can bd co
trinh do Pai hoc tré 1én chuyén nganh CNTT hodc nganh gan
CNTT theo quy dinh; kinh nghiém tir 03 ndm hoéc thuc hi¢n
01 hop ddng tré lén.

Phin 16 2 - Ha tc"ing mang

ﬁ/m /
VA7
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Nha thau cén phai c6 d6i ngii chuyén mén tét, ¢ kinh
nghiém dap tng nang luc trién khai du 4n, cu thé nhu sau:

- Can bo quan ly du an: 01 can bd ¢o trinh do Pai hoc
tré 1én chuyén nganh CNTT hodc nganh gan CNTT theo quy
dinh; kinh nghiém tir 05 ndm hodéc thuc hién 02 hop dﬁ“)ng tro
1én; c6 ching chi quan tri du an PMP.

- Cén bd trién khai: 02 can b c6 trinh d6 Dai hoc tré
lén chuyén nganh CNTT hodc nganh gan CNTT theo quy
dinh; kinh nghiém tr 03 nam hoac thuc hién 01 hop déng tréy
lén;

e MBJi can bd c6 it nhat 01 ching chi vé kiém tra,
danh gia hodc kiém thtr bao mat thudc danh sach sau day:
CompTIA Security+, Offensive Security Exploitation Expert
(OSEE), Offensive Security Certified Expert (OSCE),
Offensive Security Web Expert (OSWE), HTB Certified
Web Exploitation Expert (CWEE), GIAC Penetration Tester
(GPEN), GIAC Web Application Penetration Tester
(GWAPT), OSCP (Offensive  Security  Certified
Professional), OSCP Plus (Offensive Security Certified
Professional Plus), CISA (Certified Information Systems
Auditor); GSEC (GIAC Security Essentials Certification);
CRTE (Certified Red Team Expert), LPT (Licensed
Penetration Tester) hodc tuong duong

- Cén bd kiém tra chét luong trién khai: 01 cén bd co

trinh do Pai hoc trd 1én chuyén nganh CNTT hodc nganh gan
CNTT theo quy dinh; kinh nghiém tir 03 ndm hoéc thuc hién
01 hop ddng tré 1én.
* Nha thiu cung cap trong E-HSDT bin ké khai dé xuit vé
nhén sw chit chét theo biéu miu 064, 06B, 06C tai chwong
IV Biéu mau moi thau va dw thiu thupc E-HSMT, dong
thoi cung cip tai lteu chitng minh nhin su do nha thau dé
xudt ddp itng yéu cau ciia E-HSMT vi theo dung ké khai
ciia nha thau.

Yéu cau ky thuét chi tiét thiét bi phan cirng, phin mém (Ap dung chi tiét

II -
theo tirng phan 16)

et
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1. Yéu ciu chung:
- D0i v6i hang hoa 1a thiét bj: méi 100%, san xuat tir ndm
2025 tréd vE sau.
- Di¢n 4p st dung (d6i v6i céc thiét bi st dung dién tiéu
chuan): 220V/50Hz
- Mobi truong hoat dong (dbi véi thiét bi phin cimg):
+ Nhiét d¢ t6i da dén > 25°C.
+ DO am t6i da dén > 75%.
2. Yéu cau ciu hinh:
- May chu: 09 bd
- Bén quyén phan mém ao hod: 09 bd
- Thiét bi luu trit online SAN: 01 bd
- Thiét bi luu try offline NAS: 01 bg
- San Switch: 02 bd
- Switch viing may chii: 04 chiéc
- Switch Distributor: 02 chiéc
Phin16 1 — - Module quang 10G SFP SR: 60 chiéc
A Ha ting tinh - Day nhdy quang, Multimode dai 3m LC-LC: 26 chiéc

toan va luu
tri:

- Day nhdy quang, Multimode dai 10m LC-LC: 18 chiéc
- Day nhay dong, dai 3m: 20 chiéc
- Day nhay ddng, dai 10m: 10 chiéc
- Ta rack 42U: 03 chiéc
- Thanh quan ly ngudn dién: 06 cai
- Thiét bi luu dién UPS 20kVA: 03 bd
- Tu dién cép ngudn: 02 cdi
- Ban quyén phan mém Windows Server: 36 g6i
- Ban quyén phan mém Windows Server — 1 User CAL:
01 goi

- Ban quyén phan mém Microsoft SQL Server: 08 201

- Ban quyén phan mém Microsoft SQL Server — 1 User
CAL: 01 goi

3. Chi tiéu ky thuit:

3.1. May chu:

- Kiéu dang: 2U Rack

- Bo xu ly trung thm: > 2x Intel Xeon-Gold 6548N
2.8GHz 32-core hoic cao hon

TR
2
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- RAM:

+ > 768 GB DDRS5-5600

+ HOb tro > 32 khe cim B6 nhé truy cdp ngdu nhién
(RAM)

+ Dung luong cho phép mé rong dén > 8TB

- Hb tro cong nghé bao vé tinh nang bd nho:

+ Cong nghé béo vé b nh¢ 6n dinh, kha dung va c6
tinh bao tri (RAS) vdi bd nhd c6 kha nang ty sta 10i
néng cao (Advanced ECC)

+ B6 nh¢ du phong truc tuyén (Online Spare)

+ Phan chiéu bd nhé (Mirroring)

+ Ché d6 Lockstep

+ B nhé chiu 16 nhanh (Fast Fault Tolerant Memory)
hodc Bo nhé phuc hoi 16i (Fault Resilient Memory)

. § cung:

+ Dung luong 6 cimg > 4x 960GB SSD SATA 6Gb/s
+ HO trg cim néng

- RAID Controller:

+ Raidhé trg: 0, 1, 5, 6, 10, 50, 60
+ Cache: > 4GB

- Network:

+ =4 x 1 Gbit/s Ethernet (RJ45)
+ >4x 10 Gbit/s SFP+ (kém theo module SFP+ chuan
SR)

- Card HBA: > 2 x FC 32G (kém theo module)
- Hd trg cac cong giao tiép:

+ >4x USB 3.0
+ > 1x VGA

- C6 kha ning nang cap 1én dén > 8 khe cdm PCle Gen5
- Céc tinh ning hd tro:

+ Kha ndng quan tri thong qua: RESTful API, giao dién

web, giao dien dong lénh (CLI), tap 1énh (script) , giao dién
quan ly nén tang thong minh (IPMI).

+ Kha néng giam sat: B§ xur ly (Processor) va b xur ly

dd hoa (GPU), B0 nh¢ truy cép ngau nhién (RAM), BIOS,
mang (network), 6 cimg (storage), ngudn, quat, nhiét do.

ﬂ/
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+ HO tro: SNMPv3, Thales TCT KeySecure for
Government G350v, Thales KeySecure k150v hodc Thales
CipherTrust Manager 2.2.0.

+ Céc giao thic quan tri hd trg: SNMP, IPMI 2.0,
SMASH CLP, RIBCL XML hoac RACADM,RESTful API.
+ HJ tro tich hop quan tri ha tang tap trung ctia hing
dang cloud
- Bao mat:

+ H6 tro x4c thuc Microsoft Active Directory,
OpenLDAP.

+ Céc may chu cé thé dugc tich hop an toan vao mang
xac thuc 802.1X.
+ Silicon root of trust hd trg ngén chan phé’in mém doc
hai hodc virus lam hong qua trinh khdi tao.
- Hé diéu hanh hd tro:
+ Microsoft Windows Server
+ VMware ESXi
+ Red Hat Enterprise Linux (RHEL)
+ SUSE Linux Enterprise Server (SLES)
+ Canonical Ubuntu
+ Oracle Linux and Oracle VM
+ SAP Linux
- Ngudn:> 2 ngudn, c6 kha nang dy phong va hd tro cam
nong
- Lam mat: > 4 quat tan nhiét, c6 kha ndng du phong va
ho trg cam nong
- Bao hanh: > 3 nam
3.2. Ban quyén phan mém Ao hoa:

- Cung cap kha nang quan 1y tip trung trén giao dién web,
quéan 1y nhiéu tai nguyén ao hoa tir 1 dashboard duy nhat.

- Tao mdy 4o nhanh chéng: Tao, khoi dong, anh chup
nhanh (snapshot) va sao luu may 4o nhanh.

- HO tro 40 héa nang cao nhu: Live Migration (di chuyén
mdy do gilta cac host ma khong gian doan dich vu), HA (tu
dong restart VM khi host vat ly bi 16i), DRS (Céan bang tai
nguyén VM)
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- HJ tro nhiéu loai storage: iISCSI, FC, NFS, Snapshot,
clone, thin provisioning day du...

- Bao mat da lop: Cach ly (Isolation) gilta cac may ao,
quan ly quyén nguoi dung chi tiét.

- Giam sat va canh bao thong minh: Realtime
monitoring: CPU, RAM, Disk, Network... giri canh bao qua
Email, SNMP.

- HBO tro tich hop véi hé théng khic qua API

- Ban quyén phdn mém ao hoéa tinh theo CPU ctia may
chu vat ly.

- Thoi han ban quyén va hd trg k§ thuét > 3 nam.

3.3. Thiét bi lwu trir online SAN:

- Kiéu dang: 2U rack mount
- B6 diéu khién: > 02 Bo diéu khién trén mbi hé thong
luu trir (Controller per array)
- Kién trtc: Block
- Hiéu néng:
+ Doc: = 783000 IOPS
+ Ghi: > 227000 IOPS
- Dung luong yéu cau:
+ >15x 2.4TB SAS, 10000 rpm (vong mdi phit)
+ >10x 8TB, 7200 rpm (vong mdi phut)
+ > 6x3.84TB SSD
- Dung lugng luu trit:
+ 86 luong 6 cimg tdi da: 1én dén > 240
+ Dung luong luu trit téi da: 1én dén > 737.28 TB
- B6 nhé hé thdng (cache + system memory): > 48 GB
- Cong két ndi hd tro:
+ Két nbi cdng FC: 16 Gb and 32 Gb
+ Két ndi cong iSCSI: 10/25 GbE, 10GBase-T
- RAID hd trg: 0,1, 5, 6, 10,
- Tinh nang phan mém:
+ Coéng nghé cp phat dong (Thin Technologies)
+ Ty dong phén tang dit liéu (Automated Tiering)
+ Nhéan ban ditr liéu (Replication)
+ Quan ly chit luong dich vu (Quality of Service)

s
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- Bao hanh: > 3 nam
3.4. Thiét bj lrru trit offline NAS:

- CPU: Intel Xeon D-1567 hoic tuong duong hoic tét
hon

- Bd nhé (Memory):
+ > 16GB DDR4
+ C6 kha ning mé rong 1én dén > 128GB
- O cimg:
+ >12x 20TB 3.5 HDD 7200 rpm
+ C6khaning morong 1én dén>12x3.5" SAS/ SATA
HDD, hodc 2.5" SAS SSD
- Giao dién két ndi LAN:
+ > 4x 1GbE RJ-45
+ >2x 10GbE RJ-45
+ >2x 10GbE SFP+ (Kém 02 module SFP+ chuan SR)
- Khe mo rong PCle: > 2x & slot
- Hb tro cac giao thic mang: SMB, AFP, NFS, FTP,
WebDAYV, CalDAV, iSCSI, Telnet, SSH, SNMP, and VPN
(PPTP, OpenVPN™, L2TP)

- File hé théng:
+ Cho 6 dia bén trong: Btrfs, ext4
+ Cho 6 dia gén ngoai: Btrfs, ext4, ext3, FAT32, NTFS,
HES+, exFAT

+ Hb tro céc loai RAID: RAID 0, RAID 1, RAID 5,
RAID 6, and RAID 10

- Nang luc chia sé file:
o+ S6 luong ngudi dung t61 da: >16000 hodc kha ning
dong bd thu muyc chia sé t6i da > 32
+ S6 luong nhém téi da: > 512
+ Sb lugng thu muc chia sé t6i da: > 512
- Bao mat: Tuong lua, chia sé file c6 ma hoa, ma hoa
SMB, FTP over SSL/TLS, SFTP, HTTPS
- Phu kién bao gém: Bd ray truot (Slide Rail Kits)
- Bao hanh: > 1 nam
3.5. San Switch:

- Kich thudce: 1U

e 4
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. Cbng Fibre Channel: > 24x 32 Gbps (Kém theo 24
SFP+ 32 Gbps)
’ Céng hd trg céc tde do sau: 8 Gbps, 16 Gbps, va 32
Gbps

- Béng thong: > 1024 Gbps
- Giao dién quan tri: Hb tro giao dién dong 1énh (CLI),
tuan thu chuan SMI-S va Giao dién lap trinh img dung (API)
dich vu web
- Bao hanh: > 3 nam
3.6. Switch ving may chu:

- Giao dién két noi:
+ > 24x 1/10/25-Gbps
+ > 6x 40/100-Gbps
- Hiéu nang thiét bi:
+ BO xir Iy trung tdm (CPU): >4 cores
+ BO nhé truy cép ngau nhién (RAM): 1én dén > 32GB
+ O SSD: > 128GB
+ Bo dém hé théng (System buffer): > 40 MB
+ VLANS: hd trg 1én dén > 4096
+ $6 muc dia chi MAC: hd tro 1én dén > 512000
+ S& tuyén Multicast: hd tro 1én dén > 128000
+ S6 kénh céng (Port channels): hd tro 1én dén > 512
+ S muc Dich dia chi mang (NAT): > 1023
) thue thé Pinh tuyén va Chuyén tiép ao (VRF): hd
tro [én dén > 16000
- S nhom Giao thirc Router dy phong nong (HSRP): hd
tro 1én dén > 490
. H3 tro giao thic dinh tuyén nhu: BGP, OSPF, EIGRP,
RIPv2, PIM-SM, SSM, MSDP
- Tinh nang HA: st dung tinh nang du phong high
availability HA nhu VPC hoac VSX hoac VLT
. i kém mdi thiét bj 02 cp dai Sm (bao gom dau néi
QSFP+ toc d6 40Gbps)
. Quan tri: > 1 cong RJ-45
- Ngudn: > 2 ngudn, c¢6 kha ning hd trg du phong va cim
nong

74 }
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- Ban quyén phan mém: > 3 nim
- Dich vu bao hanh phan cimg va hd tro k¥ thudt: > 3 ndm
3.7. Switch Distributor:

- Giao dién két nbi:
+ > 24x 1/10/25-Gbps
+ > 6x 40/100-Gbps
- Hiéu nang thiét bi:
+ B0 xtr ly trung tam (CPU): > 4 cores
+ B0 nhé truy cdp ngiu nhién (RAM): Lén dén > 32GB
+ O 8SD: > 128GB
+ B6 dém hé thdng (System buffer): > 40 MB
+ VLANS: hd tro 1én dén > 4096
+ S6 muc dia chi MAC: hd trg 1én dén > 512000
+ S6 tuyén Multicast: hd tro 16n dén > 128000
+ S kénh cong (Port channels): hd tro 1én dén > 512
+ S6 muc Dich dia chi mang (NAT): > 1023
+ Sé thuc thé Pinh tuyén va Chuyén tiép ao (VRF): hd
tro [én dén > 16000
R ; S6 nhom Giao thirc Router dy phong nong (HSRP):
ho trg 1én dén > 490
+ Hb trg giao thiic dinh tuyén nhu: BGP, OSPF,
EIGRP, RIPv2, PIM-SM, SSM, MSDP
- Tinh nang HA: st dung tinh nang du phong high
availability HA nhu VPC hodc VSX hoac VLT
- i kém mdi thiét bj 02 cap dai Sm (bao gom dau néi
QSFP+ toc d6 40Gbps)
- Quan tri: > 1 cong RJ-45
- Ngudn: > 2 ngudn, ¢ hd tro du phong va cdm néng
- Bén quyén phin mém: > 3 nim
- Dich vu bao hanh phan ctmg va hd tro k¥ thuat: > 3 nam
3.8. Module quang 10G SFP SR:

- Module quang 10G SFP+ Multimode

- Téc dd 18n d&én > 11.1 Gbps Data Links
3.9. Day nhay quang, Multimode dai 3m LC-LC:
chiéu dai > 3m
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3.10. Day nhay quang, Multimode dai 10m LC-
LC: chiéu dai > 10m

3.11. DAy nhay dong, dai 3m: chiéu dai > 3m

3.12. DAy nhay dong, dai 10m: chiéu dai > 10m
3.13. Tiirack 42U:

- Kich thuée: 42U, chiéu sau 1070mm (+£50mm)

- Ctra va mit bén c6 chia khéa gidng nhau

- Chan dé can bang ta

- C6 sén banh xe

- Tiéu chuén: UL 2416, UL 60950-1, EIA-310E
3.14. Thanh quéan Iy ngudn dién:

- Céhu hinh nguén: 324, 230V, 7.3kW
- Péura: >20 6 loai IEC C13,> 4 6 loai IEC C19
3.15. Thiét bi lwu dién UPS 20kVA:

- Céng suat: 20kVA/20kW
- Coéng nghé: Chuyén dbi kép truc tuyén
- Kiéu dang: Rackmount
- Pau vao: Pién 4p 3 pha: 345/360/380/400/415 VAC
hodc dién ap 1 pha: 200/208/220/230/240 VAC
- Péura:
+ Dién 4p: 200/208/220/230/240 VAC
+ Hiéu sudt AC-AC: 1én dén > 95.9%
+ Chiu dugc qua tai (Main Mode Overload): < 105%

lién tyc, 105 t61 125% trong 5 phut, 125 t6i 150% cho 60
gidy, > 150% trong thoi gian tbi thiéu 200 mili gidy (ms)

- Tinh nang:
+ Gidam sat: HO tro céng cu gidm sat tor xa
SNMP/webcards
+ C6 thé thuc hién thay thé néng mé-dun pin trong qua
trinh hoat dong cua thiét bi
# O cém c6 thé 1ap trinh dé wu tién tai trong quan trong
va toi uu hoa nang luong
- Chung nhén an toan: Safety IEC 62040-1: 2008 (First
Edition) + Am 1:2013, EN 62040-1:2008+A1:2013

- Dich vu bao hanh: > 1 nim

T 4
# P
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3.16. T dién cAp nguon:

_- Vattu va phu kién kém theo cho mdi ti cAp ngudn bao
gom:
+ Aptémat (MCCB) 3 cyc 150A: 2 Chiée
+ Aptdémét (MCCB) 4 cuc 63A: 2 Chiée
+ Cbng tic to (Contactor) 150A: 1 Chiéc
+ Pén bao pha: 3 Chiée
+ Dbng hd do dién 4p (Von ké): 1 Chiée
+ Pdng hd do dong dién (Ampe ké): 3 Chiéc
+ Aptdmat kép (MCB) 2 cuc 50A: 4 Chiéc
+ Céap dién 1x 16mm?2: 144 m
+ Cap dién 1x 10mm2: 18 m
+ Cap dién I1x 6mm2: 126 m
~+ Vot dién (H1600 x W800 x D400), day 1.5mm: 1
Chiec
+ Vat tu phu kién (thanh céi, mang luoc, thanh tiép
dia): 1 Goi
3.17. Ban quyén phin mém Windows Server:

- Ban quyén phin mém Windows Server 2025 Standard
- 16 Core License Pack hodc cao hon

- Thoi han ban quyén: Vinh vién
3.18. Bin quyén phin mém Windows Server — 1
User CAL:

- Ban quyén phin mém Windows Server 2025- 1 User
CAL hoéc cao hon

- Thoi han ban quyén: Vinh vién
3.19. Ban quyén phan mém Microsoft SQL Server:

. Ban quyén phin mém Microsoft SQL Server 2022
Standard Edition hodc cao hon

. Thoi han ban quyén: Vinh vién
3.20. Bin quyén phan mém Microsoft SQL Server
— 1 User CAL:

- Ban quyén phin mé&m Microsoft SQL Server 2022 - 1
User CAL hodc cao hon

#

Ti |
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- Thoi han ban quyén: Vinh vién

Phan 16 2 -
Ha tang
mang:

1. Yéu cau chung:
- D&i véi hang hoa 1a thiét bi: mdi 100%, san xuat tir
nam 2025 tr¢ vE sau.

- Dién ap sir dung (ddi v6i cac thiét bi str dung dién tiéu
chuén): 220V/50Hz

- MBbi trudmg hoat dong (ddi voi thiét bj phan cing):
+ Nhiét d6 tdi da dén > 25°C,
+ DO am ti da dén > 75%.
2. Yéu ciu cdu hinh:
- Thiét bj twong lira: 04 cai
- Module quang cho thiét bi twong lira: 12 cai
- Switch MGMT: 02 chiéc
- Switch Access: 06 céi
- Module quang 1Gbps: 14 chiéc
- Module 1G Base T: 04 chiéc
- Module quang 10G SFP LR: 30 chiéc
- DAy nhay quang, Singlemode dai 10m LC-SC: 30 chiéc
- Thiét bi ky s§: 01 bd
- Ban quyén phan mém gidm sat mang: 02 license
Ban quyén phan mém diét virus tap trung: 01 license

3. Chi tiéu ky thuat:
3.1. Thiét bi twong lira:

- Giao dién:
+ > 12x GE RJ45 Ports
> 8x GE SFP
+ >4 x 10GE/GE SFP+/SFP
+ =2 x USB Ports
+ > 2x GE RJ45 MGMT/HA
+ > 1x Console Port
- Hiéu sudt va nang luc:
+ Thong lugng tuong Ita (vai gdi tin 1518 byte): > 139
Gbps
+ DO tré clia tudng Iira (v6i goi tin 64 byte): < 4.12 ps
+ S6 phién két ndi ddng thoi (TCP): = 8 000 000

+
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+ S6 lugng chinh sach tuong lta (Firewall Policies): >
30 000
+ Thong lugng IPsec VPN: > 55 Gbps
+ Théng lugng SSL VPN: > 4.3 Gbps hoac Thong
lugng Phong chong Pe doa (Threat Prevention) (Gbps): > 25
Gbps
~ + S6 nguoi dimg SSL-VPN dong thoi: > 10 000 hozc
So két noi maoi moi gidy (Connections/sec): > 700 000
+ B0 nh¢ trong: > 2x 240 GB SSD
- Tinh nang:
+ Kién tric phan cimg bao gdm cac thanh phan ting toc
(SPU) va bo xu ly da 161
ok Kiém tra hjéu qua luu lugng duge ma hoa SSL véi
nhiéu bién phap kiém soat bao mat khac nhau
+ Tinh ning ngin chin tin cong Zero-day hd trg co ché
phén tich malware dua trén Al
+ Hb trg tinh nang Antivirus dé loc virus/malware qua
cac kénh truyén mang nhu HTTP, FTP, SMTP, IMAP, POP3
+ Hb tro ch~1'1c nang tu dong hoa: Xac dinh céc host khi
phat hién lay nhiém va cach ly
o HO tro tinh ning IPSec Aggregate tunnels: Ho trg can
biang tai trén tirng gai tin (Per-packet) theo cac thudt toan: [P
Addresses, L4 information va (weighted) round-robin
+ Ty dong thiét 1ap Tunnel két ndi giita cac Spoke
trong kién trac [Tub va Spoke
+ HB3 tro thiét 1ap két ndi shortcut giira cac Spoke nam
sau lop NAT
- Tinh nang IPS&DoS:
+ Tén cong lut SYN TCP (TCP Syn flood)
+ Quét cong TCP/UDP/SCTP
+ Quét mang bang ICMP (hay Do quét ping)
+ Tan cong lut phién két ndi TCP/UDP/SCTP/ICMP
(theo nguon/dich)
- Co ché HA: Chu déng-Bi dong, Chi dong-Chii dong,
cum ao, VRRP.
- Ban quyén tinh nang va thoi gian st dung:
+ Thiét bi co day du ban quyén sir dung cac tinh ning
Bao vé Hop nhat khoi Pe doa (Unified Threat Protection)

=
TR
oo
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(Chéng xam nhép (IPS), Chéng phan mém doc hai (Anti-
Malware), Kiém soat ing dung, Loc web, va Chong thu rac
(Antispam))

+ Thiét bi c6 day du ban quyén st dung dich vu
Sandbox Cloud

+ Thoi han: > 3 ndm

- Dich vu bao hanh phén cting va hd trg k¥ thuat: > 3 nam
3.2. Module quang cho thiét bj twong lira:

- Loai Module: 10GBase-SR
_ Cung hing vdi thiét bi tuong lira
3.3. Switch MGMT:

- Giao di¢n két nbi:
+ >24x 10/100/1000 ports
+ > 4x 10 Gigabit SFP+
- Hiéu nang thiét bi:
+ Tbc d6 chuyén mach (Switching capacity): > 128
Gbps
+ Sb gbi mdi gidy (Packets per second): > 95.23 Mpps
+ Bo nhd: DRAM > 1 GB, Flash > 512 MB
+ MAC table hd trg: > 16000
- Giao thitc mang hd tro:
+ Layer 2: Spanning Tree Protocol (STP), RSTP,
RPVST+, LACP

+ Layer 3: static routes, RIP v2, PBR, DHCP
- Dich vu bao hanh phf;‘m ctng va ho tro k¥ thuat: > 3 nim
3.4. Switch Access:

- Giao dién két nbi:
+ > 24x 10/100/1000 Copper Ports
+ >4x 1/10G

Tinh nang HA: s dung tinh nang duy phong high
avallablhty HA nhu Stack hoac VSF hoac VLT

- Hibu ning thiét bi:
+ Tbe dd chuyén mach (Switching capacity): > 128
Gbps
+ Ty 1é chuyén tiép (Forwarding Rate): > 95.23 Mpps




43

Hang
muc so

Tén hang
hoéa

Thong s k§ thuit va céc tiéu chuin

+ B0 nhé: DRAM > 2 GB, Flash > 4 GB
+ $6 dia chi MAC hd trg: > 16000
+ 86 VLAN IDs hd tro: > 4096
- Giao thitc mang hd tro: Layer 2, Static Routing, RIP,
EIGRP Stub, OSPF, PBR, VRRP
- Ngudn: 01 bd ngudn tiéu chuén kém theo (roi hodc tich
hop) N \ \
- Ban quyén phan mém: > 3 nam
- Dich vu bao hanh phr:in cting va ho tro ky thudt: > 3 ndm
3.5. Module quang 1Gbps: module quang loai 1Gbps
3.6. Module 1G Base T: module 1G loai base T
3.7. Module quang 10G SFP LR:

- Module quang 10G SFP+ Singlemode
- Tbc do 1én dén > 11.1 Gbps Data Links
3.8.Day nhay quang, Singlemode dai 10m LC-SC:
loai singlemode, chiéu dai > 10m
3.9. Thiét bi ky sb:

- HBO trg hé diéu hanh: Windows, Linux
- Céac giao dién 1ap trinh tng dung (APIs):
+ PKCS#11
+ Java Cryptography Extension (JCE)
+ Microsoft Crypto API (CSP), Cryptography Next
Generation (CNQG)
- Thujt toan va ma hoa hd tro:
+ RSA, DSA, ECDSA with NIST, Brainpool and
FRP256v1 curves, EdADSA

+ DH, ECDH with NIST, Brainpool, FRP256v1 and
Montgomery curves

+ AES, Triple DES, DES
+ MAC, CMAC, HMAC
+ SHA-1, SHA-2, and SHA-3 Family, RIPEMD

+ Hash-based deterministic RNG (DRG. Acc. AIS 31/
NIST SP800-90B)

+ Bo tao sb ngau nhién thuc (PTG.2 acc2 AIS 3 1)
- Tiéu chuan vét ly: chudn rack 19 inch
- Ngudn: > 2 ngudn, hd tro du phong va cim néng

W
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- "l:iéu chuén an ninh: Pat tiéu chuan an ninh FIPS 140-2
toi thiéu Miuc dé 3
- Ché db luu trir khéa: Hd tro luu khoa bén trong thiét bi
HSM hodéc luu trit bén ngoai
- Tbc do ky: Téi thiéu > 2.000 tps RSA 2048 bit (ky theo
16)
S6 luong két ndi: > 4096
- Hd trg 1én dén > 1000 khe cam PKCS
- Xac thuc va quan tri:
+ Co churc nang luu trir va quan ly khda an toan
+ Co ché x4c thuc “m out of n”
+ CAu hinh dugc viée quan ly truy cp dua trén yéu té
phén dinh vai tro va phan tach chiic ning
- Chtrc néng:
+ Xac thuc thé thong minh
+ Tuy chon xéac thuc: Mat khau
- Phén mém gia 1ap: cung cap kém theo thiét bi
3.10. Ban quyén phin mém giam sit mang:

- Phén tich luu lugng mang va giam sat bang thoéng theo
thoi gian thuc

- Giam sat bang thong st dung SNMP

- HJ tro gidm sat céc thiét bi cta cac hing nhu: Cisco,
Palo Alto Networks, HPE, Juniper, Huawei, Extreme
Networks.

- Du bao, canh bao va bao céao tu dong

- Cho phép cai dat, tiy chinh dé c6 chiic ning tly bién
bao céo theo cac dang khac nhau

- Co kha nang canh bao theo thoi gian thuc thong qua
email/ Script/ Webhook

_ C6 kha nang phéan quyén nguoi dung trong hé théng

- Thoi han ban quyén: Vinh vién

- Dich vu hd trg k§ thuat: > 3 nim

3.11. Bén quyén phin mém diét virus tip trung:

- Kha nédng bao vé:

+ Phét hién va loai bé cac mbi de doa trén thiét bi theo
thoi gian thuc

T
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+ Cong nghé quét t6i wru, khong quét lai cac file di quét
truoc do

+ Phong chéng gia mao (anti-phishing)

+ Tao cac vung tin cay (Trust-zone)

- Kiém soét tmg dung:

+ Céc quy Vtéc Kiém soat khoi chay tng dung c6 thé cho
phép hodc tur chéi khaoi chay img dung

+ Kiém soat han ché quyén truy cp vao céac tmg dung

. Kiém so4t thiét bi ngoai vi:

+ iném soat két ndi ctia c4c thiét bj nhu: may in, O dia
ngoai va 0 dia CD/DVD

+ Théng tin hién thi trén bao céo: Tén thiét bi

- Kiém soat truy cap web:

+ Thiét 14p danh sach Web han ché ngudi dung truy cép

+ Kiém soat linh hoat theo nhém nguoi dung, theo lich
tuy chon

- Ngén ngir hd tro: HO tro giao dién tiéng Anh hodc tiéng
Viét

- Hé diéu hanh hd trg: Windows Server 2016/2019/2022,
Windows 10, 11; MacOS, Android, 10S

- Tinh ndng quan tri:

+ C6 co ché Out-of-Office cho phép thuc thi mét chinh
sach bao vé phu hop khi ngudi st dung mang may tinh ra
khdi mang cong ty

+ Tao hé théng phén cip cia May cha quan tri: thém
may chu quan tri thir cép

o+ H3 trg dong thoi ca giao dién quan ly Bang diéu
khién Quan tri (MMC) va Bang diéu khién Web

+ Cho phép tuy chinh, trich xudt luu trit cac bdo céo
theo cac dinh dang XML, HTML, PDF

- Khanang phan tich su co Tét ca cac phat hién déu dugc
thé hién trén biéu do, cung cap théng tin day di vé su ¢

- Thoi han ban quyén: 3 nim

_ Ban quyén st dung dugc cho > 287 méy (3 may chu va
284 may tram)

1.3 Cic yéu ciu khic: Khong yéu ciu

™ &
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Muc 2. Ban vé: Khong c6 ban vé
Muc 3. Kiém tra va thir nghiém

Céc kiém tra va thir nghiém cén tién hanh gdm cé:

- Céc bén sé tién hanh kiém tra va van hanh thtr thiét bi truée khi nghiém thu.
Kiém dinh trong trudong hop cé yéu cau cia chu dau tu hodc co quan cé tham quyén
va tuan theo cac van ban quy dinh cta phap luat hién hanh

Trudng hop phai kiém tra, thir nghiém hang héa thi s& dugc tién hanh kiém tra
tai cac don vi ¢6 chirc ning hoac tai Bénh vién Nhi Trung wong. Mot chi phi cho
viée kiém tra, thir nghiém do nha thiu chiu trach nhiém. Thoi gian nha thau giai
quyét cac kién nghi vé chit luong hang hoa khong qua 05 ngay lam viéc ké tir ngay
nhan dugc thong bdo cia bén mua (khong bao goém thoi gian kiém tra, thir nghiém).

. Bét ctr mot hang hoa hodc chi tiét hang héa qua kiém tra va thi nghiém ma
khoéng phu hop vé chét luong, vé dic tinh k§ thuat ..., thi chu dau tu c6 thé tir cho1
va nha thiu s& phai thay thé cac hang héa hoéc chi tlet hang hoa bi tur ch01 hodc tién
hanh nhitng sira d6i cAn thiét mét cach mién phi, dap Ung céc yéu cau vé dic tinh k¥
thuét. Truong hgp nha thau khong c6 kha nédng thay thé hay dleu chinh céc hang hoa
hodc chi tiét hang hoa khong phu hop, chti ddu tu ¢ quyén t6 chire viée thay thé hay
didu chinh d6 néu cn thiét. Moi rui ro va chi phi lién quan do nha thau chiu
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