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2.2. Tiéu chuén d4dnh gii vé nhin sw chi chét: Khong co

Muc 3. Tiéu chuin dinh gia vé k§ thuat

- Nha thiu c6 hd so @& xuat k¥ thuit dap dmg yéu cau tai Muc 2 s& duoc
danh gié tiép tai Muc nay.

- Viéc danh gia k§ thuat ciin ot trén cac thong tin nha thiu trinh bay trong
Bang dé xuiit ky thudt danh muc hang hoa, dich vu chao thiu (Chuong V)

- MBJi dau muc thiét bi, dich vu, d& xuét tién d6 cung cip thiét bi, dich vu
va bao hanh trong gbi thiu duoc dénh gia theo nguyén tic Pat/Khdng dat theo
Bang danh gia chi tiét thiét bj va dich va (Chwong ITII).

- MBOi dau Muyc s& gém nhiéu dong chi tiéu k¥ thuat. Trong mdi dong chi
tiéu k¥ thuét cé céc tiéu chi k§ thuat chi tiét.

- Mbi dong chi tiéu k¥ thuat s& duge danh gid Pat néu Nha thiu c6 dé xuét
k¥ thuat dap tmg (hodc cao hon) yéu ciu HSMT.

- MJ3i dAu Muc duoc danh gia 1a Pat khi tit ca cac dong chi tidu k¥ thuét
trong ddu Muc d6 dugc danh gia 12 Pat.

- Phuong 4n k¥ thust do nha thau dé xuit dugc danh gia 13 Pat khi tit ca
cdc ddu Muc thiét bi, dich vy, d& xuit tién d6 cung cép thiét bi, dich vu va bao
hanh trong g6i thau dugc danh gi4 13 Pat.

Cu theé:

1. Ddnh gid vé thiét bi:

1.1. Nguyén tic dinh gid chung:

- Tai liéu sir dung dé chimg minh cho bang dé xuat k¥ thuat ctia nha thiu
14 tai liéu k¥ thudt cia hing (bao gom: Catalog, user guide, technical guide, ...).
Céc vat tu, phu kién (cable...) khéng can tai liéu k§ thuat ctia hing dé chimg minh.

1.2. Ddnh gid vé chi tiéu ky thugt:

- Trong Béng dé xuét ky thuit danh muc hang hod, dich vu chio thiu
(Chuwong V), néu hang héa do nha thiu dé xuit ddp sing ddy di va c6 tai lidu k§
thuat chimg minh phii hop véi dé xuét k¥ thuat thi dong chi tidu ki thuét d6 duoc
danh gia la dat.

- Trong Bang dé xuit ky thudt danh muc hang hod, dich vu chao thau
(Chuwong V), dong chi tiéu k¥ thuét duge danh gia 1a khong dat néu:

+ Nha théu d& xuét thip hon dong chi tiéu k¥ thuét hodc thip hon tiéu
chi k¥ thuét chi tiét.

+ Nha thau dé xuét thiéu dong chi tiéu k¥ thuat hosc thiu tiéu chi k§
thudt chi tiét. />
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- Trong Bang dé xuét k¥ thuat danh muc hang ho4, dich vu chao thau, néu
nha thdu d& xudt dong chi tiéu ky thuat cia thiét bi d4p tmg so véi yéu cdu clia
HSMT nhung chua cung cip tai liéu k¥ thuat cia hing dé chimg minh hogc c6
cung cap tai lidu k¥ thuat clia hing nhung tai liéu khong thé hién duoc ding dong
chi tiéu k§ thuat nha thiu dé xuét thi Chu diu tr 1am 18 theo quy dinh. Sau khi
13m 13, néu nha thdu cung cip tai 1iéu va chimg minh dugc hang héa ciia nha thiu
dé xuét dép tmg yéu ciu ciia HSMT thi dong chi tiéu k§ thuét nha thiu d& xuét
dugce danh gia l1a dat. Cac truong hop con lai thi dong chi tiéu k¥ thudt nha thau
dé xudt duoc dénh gid 1a khéng dat.

2. Pinh gid vé dich vu

- Trong Bing dé xuit kj thugt danh muc hang hod, dich vu chao thiu
(Chirong V), néu nha thu d& xuét thdp hon dong chi tiéu k¥ thuit holic thdp hon
tiéu chi ky thudt chi tiét thi dong chi tiéu k§ thuat d6 dugc danh gia 13 khdng dat.

- Trong Bang dé xuit ky thugt danh muc hang hod, dich vu chao thau
(Chwong V), néu nha thdu dé xuét thiéu dong chi tiéu k¥ thuat hodc thiéu tiéu chi
k¥ thuét chi tiét thi dong chi tiéu k¥ thuit d6 dwoc danh gia 13 khdng dat.

- Trong Bing dé xudt kjj thudt danh muc hang hod, dich vu chao thau
(Chuong V), néu nha thau dé xuét ddp tng ddy dii dong chi tiéu k¥ thust thi dong
chi tiéu k¥ thuét d6 dugce danh gia 1a dat.

3. Pdnh gid vé tién do cung cdp thiét bi, dich vu va bio hanh
Nha thiu dé xuat day da va dap ng tién d6 cung cép thiét bi, dich vu va
bao hanh theo yéu cdu tai Piém D chwrong V ctia HSMT.

Panh gia muc yéu cau tién d6 cung cap thiét bi, dich vu va bao hanh nhu
sau:

- Trong HSDT, nha thau phai d& xuét theo Piém D Chwong V — Yéu ciu
vé tién dd cung cAp thiét bi, dich vu va bao hanh, nha thau c6 dé xuit ddy da
va dap wng cho muc yéu chu nao thi dong chi tiéu k¥ thuit cha muc d6 dugc
danh gia dat.

- Trong HSDT, nha thiu phai d& xut theo Piém D Chuong V — Yéu ciu
vé tién d6 cung cép thiét bi, dich vu va bio hanh, nha thdu khdng d& xuit diy
di hoic co dé xuat nhung khong dap wng cho muc yéu céu nao thi dong chi
tiéu k¥ thudt ciia muc d6 dugce danh gia khong dat. Y
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Bang danh gia chi tiét thiét bj va dich vu

Muc |  Chi tiéu k§ thugt thiét bi va dich vu Danh gid
* ) Dat Khong dat
1 Thay thé twomg lira @mg dung ving
Internet tai Trung tdm dir liéu chinh
1.1 | Thay thé thiét bi
Model

- Hardware Appliance or hardware platform

- Form factor: Rackmount

Hardware specifications

- Hard drive: 2TB SSD

- 36vCPU or 32 Core Processors

- Memory: 256GB

Network Interface

- 8x25G/10G SFP28/SFP+ ports with 6 SR
module (or transceiver)

- 4x100G/40G QSFP28/QSFP+ ports

- Management Port: 1 * (100/1000 or
10/100/1000Base-T) Copper

Performance

- WAF throughput (or L7 throughput): 125
Gbps

- (115K TPS (RSA 2k keys)) or (SSL
Transactions/sec (2K Key): 115.000)

-(Hardware Compression) or (Compression
througput): 36 Gbps

- L7 requests per second or L7 HTTP
requests/sec: 4,5M

Features

- Tinh ning ting toc giai md SSL (SSL
acceleration)

- Tinh néng chdng tin cong DDOS

- Tinh ning chdng céc loai tan cong thude
OWASP Top 10

- Protect API or API Security

- Support multi-tenancy

- Internet Protocol: IPv4; Support IPv6
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Myc |  Chi tiéu k§ thujt thiét bj va dich vu LT
Dat Khong dat
Deployment mode
-Transparent bridge or L2 mode
- Reserve proxy or Packet Forwarding
Management software
- Quan ly truy cép theo vai trd (User Role or
Role-based dashboards)
- Giao dién quan tri: GUI (or WEB), CLI
- H6 trg SNMP
License
- Web Application Firewall (WAF): 5- Year
Subscription
- (Threat Campaigns) or ( Bot management):
5-Year Subscription
Others
- Power Supply: (Dual hot-swap) or (Two
hot-swappable)
- AC Power (or Input Power): 220-240V
1.2 | Dich vu trién khai

Pham vi

- Khéo sat, thit ké, cai dit, chu hinh trién
khai thay thé thiét bi twong lra ng dung
vung Internet tai Trung tdm dif liéu chinh

Noi dung dich vu

- Khéo sat hién trang thiét bj tuong lira (mg
dung vung Internet tai Trung tdm dir li€u
chinh

- Thiét ké mé hinh trién khai thay thé thiét bi
tudng lra img dung ving Internet tai Trung
tam dit liéu chinh, bao gdm: thiét ké tong thé,
thiét ké chi tiét

- Xay dung quy trinh cai dat

- Xay dung bién ban cai dit, bién ban kiém
tra cai dat

- Xay dung quy trinh quan tri, van hanh
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Muc

Chi tiéu k¥ thuat thiét bi va dich vu

Panh gia

Dat Khong dat

- Xay dung kich ban kiém tra két ndi qua
thiét bi tuong lira ng dung ving Internet tai
Trung tam dit liéu chinh sau trién khai

Trien khai

- Cai dit, cu hinh trién khai thiét bi tudng
hra timg dung vung Internet tai Trung tim di¥
liéu chinh theo quy trinh

- Thuc hién kiém tra két ndi qua thiét bj thiét
bi twdmg lta ung dung ving Internet tai
Trung tdm di¥ liéu chinh theo kich ban

Thay thé thiét bi Firewall Internet tai
Trung tam dit lieu due phong

2.1

Thay thé thiét bi

Model

- Next Generation Firewall

- Form factor: Rackmount

Performance

- Firewall throughput (appmix) or NGFW
(Enterprise Testing Conditions): 70 Gbps

- Threat Prevention throughput (appmix) or
Threat Prevention (Enterprise Testing
Conditions): 47,4 Gbps

- (Max concurrent sessions: 7M) or
(Concurrent connections (LAB): 48M)

- (New sessions per second: 370.000) or
(Connections/sec (LAB) : 1.250.000)

- Virtual systems: 15

Network Interfaces

- (8 * 1G/2.5G/5G/10G) or (8 *
10/100/1000Base-T RI45) or (8 * 1/10GbE
Fiber) ports

- 4 * (10G SFP/SFP+ or 10GBase-F SFP+)
port with 2* SR module (or transceiver) with
2 * 30m LC/L.C cables
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Muc

Chi tiéu k¥ thuat thiét bi va dich vu

Panh gia

Dat

Khong dat

- 4 *(40G QSFP+ or 40G QSFP28) ports
with 4* SR4 module (or transceiver) with 4
* 30m MPO-12 cables

- Management port: 01 * out-of-band
management (or Lights-Out-Management)

Features

- DoS protection or DoS Mitigation

- Network address translation

- Content Inspection or Identifies all payload
data within the application or HTTPS
Inspection

- [PSec VPN

- DNS Sinkholing or DNS Trap

- Support Policy Optimizer

Feature with License

- (Advanced Threat Prevention & Advanced
WildFire: 5-year subscriptions) or (Next
Generation Threat Prevention & SandBlast:
5-year subscriptions)

Routing

- Static route, RIP, OSPFv2/v3, BGP

- (Policy-based forwarding) or (Policy-based
routing)

Management

- Command Line Interface

- Web Interface

- Support centralized management

Others

- Redundant power supply

- Power input (AC): 220 - 240V

2.2

Dich vu trién khai

Pham vi

- Khao sat, thiét ké, cai dat, cAu hinh trién
khai thay thé thiét bi Firewall Internet tai
Trung tdm dir liéu du phong
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Mue

Chi ti¢u k§ thuat thiét bi va dich vu

Panh gia

Dat

Khéng dat

Noi dung dich vy

- Khao sat hién trang thiét bi Firewall
Internet tai Trung tAm di liéu du phong

- Théng nhét yéu cau trién khai thay thé thiét
bi Firewall Internet tai Trung tAm dir liéu du
phong

- Thiét ké mé hinh trién khai thay thé thiét b
Firewall Internet tai Trung tdm dir liéu dy
phong, bao gdm: thiét ké téng thé, thiét ké
chi tiét mé hinh trién khai

- X4y dung phuong 4n trién khai

- g(éy dung quy trinh cai dét, tai liéu hudéng
dan cai dat

- Xay dung bién ban cai dit, bién ban kiém
tra cai dat, bién ban nghiém thu

- Xdy dung quy trinh quéan tri, vin hanh,
checklist hé thong

- Xay dung kich ban kiém tra két ndi qua
thiét bi Firewall Internet tai Trung tim di
liéu dur phong sau trién khai

Trién khai

- Cai dat, cAu hinh trién khai thiét bi Firewall
Internet tai Trung tdm dir liéu dy phong theo
quy trinh

- Thue hién kiém tra két nbi qua thiét bi thiét
bi Firewall Internet tai Trung tam dit liéu du
phong theo kich ban

Yéu cau vé tién @) cung cip thiét bi, dich
vu va bao hanh

IC



57

Panh gi4

Muec Chi tiéu k¥ thuit thiét bi va dich vu —
Dat Khong dat

- Nha thau c6 dé xuat dap mg day du theo
muc - Tién d6 cung cap thiét bi, dich vy tai
biém D chuong V cua E-HSMT

- Nha thiu c6 d& xuit dép tmg day du theo
muc II- Yéu cau vé& thoi gian, hinh thirc bao
hanh thiét bi tai Piém D chuong V cia E-
HSMT

- Nha thau c6 dé xuat dép tmg ddy di theo
muc II- Yéu cau ve chat lugng dich vu tai
biém D chuong V cta E-HSMT

Muc 4. Tiéu chuin danh gia vé tai chinh

4.1. Phwong phap gia thap nhat':

Céch xac dinh gi4 thap nhét theo cic budc sau day:

Budce 1. Xac dinh gia du thau, gia du thdu sau giam gia (néu cb);

Budc 2. Xac dinh gia tri vu dai (néu cd) theo quy dinh tai Muc 28 E-CDNT;

Budc 3. Xép hang nha thdu: E-HSDT ¢6 gia du thiu sau khi trir di gié tri giam
gi4 (néu c6), cong gid tri wu d&i (néu c6) thp nhat duge xép hang thir nhét.

! Truomg hop ap dung phuong phép nay thi x6a bé khoan 4.2 Myc 4 Chuong nay. Déi véi goi thau mua sém tap
trung ap dung lya chon nha thiu theo kha ning cung chp, 4p dung phurong phap gid thép nhit.



