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Phan 2. YEU CAU VE KY THUAT
Chuwong V. YEU CAU VE KY THUAT

A. GIOI THIEU CHUNG VE DU AN VA GOI THAU.
I. Tom tit vé du an.

a. Tén du 4n: Hoan thién hé thong tudng ltra (firewall) dé dam bao cong tac
an toan thong tin tai Cong ty Dich vu Pién luc mién Trung.

b. Quy mo va dia diém hang muc du &n: Trang bi 02 thiét bi tuong Itra thé hé
moi tai phong may chu Cong ty Dich vu Pién lyc mién Trung.

c. Thoi gian thyc hién du an: Nam 2025.

d. Pia diém thuc hién: Cong ty Dich vu Dién luc mién Trung.
I1. Tén va ndi dung chii yéu ciia goéi thau.

1. Danh muc hang hoéa:

Nha thau chiu trach nhiém cung tng day du hang hoéa véi s luong nhu bang
dudi day:

TT Danh muc Dvt S6 lwong

1 |Thiét bi tuong lta Bo 02

Ghi_chii: Nha thau chiu trach nhiém van chuyén hang héa, bao hiém van
chuyén hang hoa (néu co).

2. Danh muc cac dich vu lién quan:

TT Hang muc Dvt Khoi lwong

1 | Dich vu cai dit cAu hinh thiét bj theo mé hinh B 02

I11. Pia diém giao hang va thwe hién dich vu.

1. Pia diém giao hang: Toan bo hang hoa cia goi th‘éu phai dugc ban giao va
thuc hi¢n dich vu tai Try s¢ Cong ty Dich vu Dién luc mién Trung (Dia chi: 81-89
Nguyén Hitu Tho, Phuong Hoa Cuong, TP Da Nang).

2. Pia diém thue hién dich vu: Try s¢ Cong ty Dich vu Dién lyc mién Trung
(Pia chi: 81-89 Nguyén hiru Tho, Phuong Hoa Cuong, TP Pa Nang).
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3. Thoi gian thye hién: Toan bo hang hoa cua goi thau phai duoc giao hang
va thyc hién dich vu trong vong 20 ngay ké tir ngay hop dong co6 hiéu luc. Néu nha
thau chao thoi gian giao hang dai hon thoi gian yéu cau néu trén thi E-HSDT sé& bi
loai.

Trong truong hop dugc lya chon tring thau, I}éu nha thau khong hoan thanh
viéc giao hang dung quy dinh cua hop dong thi chu dau tu s€ xem x¢ét tinh phat cham
tre tién d¢ theo Muc 22 E-BKC.

B. CAC YEU CAU VE KY THUAT.

I. Yéu ciu chung.

Tat ca hang hoa yéu cau cuia E-HSMT phai dap ung duogc cac yéu cau ki thuat
chung sau day:

1. Piéu ki€én méi trwomg lam viéc ciia hang hoa:

Nhiét d6 moi trudong 16n nhat 40°C
Nhiét d6 moi truong nho nhat 0°C
Khi hau Nhiét d6i, néong am
Do 4m 16n nhat 90%
P cao so v4i muc nude bién <3048m
D6 on 40.4dBA

2. Pic diém lwéi dién:
Pién 4p danh dinh cta hé thong (V) 100-240 VAC
So do ndi 1 pha
Ché d6 ndi dat N&i dat truc tiép
Dién 4p lam viéc 16n nhét cua thiét bi (V) 240 VAC
Tan s6 (Hz) 50

3. Yéu ciu vé bao hanh: Pép tng cac quy dinh tai E-DKC 23.3 Chuong VII
cua E-HSMT.

4. Yéu cau ky thuat chung.

4.1. Doi vdi vit tw, thiét bi:

- Phéi dugc nhiét dé1 hoa va phu hop diéu kién moi truong lam vi¢ce tai Muc
B.1.1 (Piéu kién méi1 trudong lam viée cua hang hoa).

- Thiét ké, ché tao va thi nghiém phu hop vé6i Tiéu chuan Viét Nam, IEC,
IEEE, ANSI hoac cac tiéu chuan tuong duong.
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- Tiéu chuén k§ thuat ap dung tuong duong 1a tiéu chuén quy dinh vé thiét ké,
ché tao va thi nghiém bang hodc tot hon tiéu chuan duogc trich dan ap dung.

- C6 day dua bién ban thir nghiém theo yéu cau tai Muc B.1.4.3 (Danh muc cac
tai liéu chirng minh ngudn gbc va chat lugng hang hoa).

- T4t ca céc hang héa va vat li¢u, vat tu st dung cho goi thau phai méi, chua
qua st dung; ap dung toan bd céc cai ti€én moi nhat vé thiét ké va vat liéu, trir truong
hop ¢6 quy dinh cu thé khac trong hop dong.

4.2. Yéu cdu vé bién bén thir nghiém déi véi hang héa:

- Hang hoa dugc cung cap phai co bién ban thtr nghiém pht hop véi tiéu chuan
IEC hoac tiéu chuan tuong duong.

- Tai thoi diém chao thau: Nha thau phai dinh kém bién ban thtr nghiém xuat
xudng (Rountine Test) hodc bién ban thir nghiém dién hinh tir phong thtr nghiém doc
1ap & Viét Nam dat tiéu chuan ISO/IEC 17025 phat hanh cta hang hoa twong duong
chung loai hang hoa chao thau trong E-HSDT theo yéu cau tai Muc B.1.4.3 dé chimg
minh san pham chao thau phu hop véi ddc tinh k¥ thuat cua hd so moi thau.

- Tai thoi diém giao hang: Nha thau phai cung cap bién ban thir nghiém xuat
xudng (Rountine Test) clia cac loai hang hoa yéu cau cu thé trong bang thong sb k¥
thuat.

4.3. Danh muc cdc tai ligu chitng minh nguon géc va chit lwong hang héa
(theo Muc 3 Chwong III - Tiéu chudn ddnh gid vé mdt kj thudt):

Bién ban thi Tai liéu ky Gidy phép ban
TT Danh muc nghi¢m/Bién ban | thudt (ban vé, | hang cia nha
xXudt xwong Catalogue, ...) sdn xudt
1 | Thiét bi twong laa X X X
Ghi chu:

- Dau "X" 1a cac tai liéu bat budc ho so dy thau phai cung cap;

- Bién ban thir nghiém cua VTTB phai dap tng yéu cau tai muc B.II-Yéu cau
ky thuat Chuong V cuia E-HSMT.

- Bdi v6i cac VTTB khac thudc pham vi goi thau (khong duoc liét ké ¢ bang
trén): D& danh gid dap tng k¥ thuét cua hang hoa chao thau, Chu dau tu c6 quyén
yéu cau nha thau b6 sung bién ban thir nghiém va céc tai liéu k¥ thuat lién quan trong
truong hop can thiét.

5. Cdc yéu cdu khdc:
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- Céac tiéu chuan k¥ thuat va ngon ngit: Pon vi do luong hé SI (hé quic té)
duoc sir dung trong tat ca cac tai liéu k¥ thuat lién quan, so do k¥ thuat.

- Tai liéu k¥ thuat, huéng dan van hanh va bao dudng:

+ Khi giao hang, Ngudi ban phai ban giao dy du tai lidu ki thuat, hudng din
lap dat van hanh va bao dudng thiét bi bang tiéng Anh hodc bang tiéng Vi¢t.

+ Cac tai liéu hudng dan phai rd rang, gdm: C6 minh hoa ddy du bang cac hinh
v¢; Céc thong so hang hoa nhu: kich thudc, cau tao, vat liéu ché tao,...

- Céc thiét bi cung cap phai co gidy ching nhan chat luong, ching nhan bao
hanh cua nha sadn xuat. Nha thau phai cam két trong hoé so du thau va ban giao tai
thoi diém giao hang.

I1. Yéu ciu Ky thuat

IL.1. Cac yéu cau chi tiét:

- Pau tu trang bi méi 02 thiét bi twong lra thé hé mai, trong d6 01 thiét bi thay thé
cho thiét bi hién c6 bao vé hudng truy cap Internet, 01 thiét bi lép dat méi bao vé huong
két nbi mang ndi bod dén cac don vi khac truc thudc Téng Cong ty Dién luc mién Trung
(CPC), bao gom tinh niang IPS, Antivirus, loc file, web filter... lap dit tai phong méay chu
¢6 thoi han ban quyén va hd tro ki thuat > 3 nam.

- So dd két ndi tuong lira trang bi moi:
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I1.2. Yéu cau thong so k¥ thuat:

85

TT N¢i dung Théng s6 ky thuat
1 | Nudc san xuét Khing dinh 1&
2 | Nha san xuat Khang dinh 1
3 | M4 hiéu Khing dinh 1&
4 | Chung loai Khing dinh 1&
5 | Yéu cau chung Dap tng quy dinh tai muc B.IL.1
6 | Phan ctng Tudng lira thé hé moi
6.1 | Kiéu thiét ké (Form factor) > Rack mount 1U
‘ N ’ _ =2b0 nguodn ho trg du phong.
6.2 | Nguon co san trén thiét bi Nguon dau vao: 100-240VAC (hodc phu hop
véi vi tri lap dat).
7 | Giao dién két noi (trén cung 01 thiét bi)
7.1 | Giao dién dién 1GE RJ45 > 12 céng
7.2 | Giao dién khéac Khang dinh rd
8 | Nang lyc va tinh ning thiét bi
8.1 | IPS Throughput > 2.6 Gbps
8.2 | NGFW Throughput > 1.6 Gbps
8.3 | Threat Protection Throughput > 1 Gbps
8.4 ??24/ Ef;vyvf‘el’l gglg’;ghpm (1518 / >20/18/ 10 Gbps
8.5 | Firewall Latency (64 byte, UDP) >4.97 us
2.6 1;1erce(\)ziflaél)1 Throughput (Packet per > 15 Mpps
8.7 | Concurrent Sessions (TCP) > 1.5 Million
8.8 | New Sessions/Second (TCP) > 56 000
8.9 | Firewall Policies >10 000
8.10 | IPsec VPN Throughput (512 byte) > 1.5 Gbps
312 Gateway-to-Gateway [Psec VPN > 2.0

Tunnels
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TT N¢i dung Théng s6 k§ thuat
2 13 Client-to-Gateway IPsec VPN > 16
Tunnels
8.14 | SSL-VPN Throughput > 750 Mbps
Concurrent ~ SSL-VPN  Users
8.15 | (Recommended Maximum, Tunnel > 500
Mode)
SSL Inspection Throughput (IPS, -
8161 \ve HTTPS) 3 = 1 Gbps
217 SSL Inspection CPS (IPS, avg. >1.8
HTTPS)3
218 SSL Inspection Concurrent Session > 135
(IPS, avg. HTTPS)3
Application Control Throughput
8.19 (HTTP 64K) 2 > 2.2 Gbps
CAPWAP Throughput (1444 byte, -
8.20 UDP) > 15 Gbps
291 V1rtqa1 Domains (Default / >10/10
Maximum)
Maximum Number of
>
8.22 FortiSwitches Supported 224
Maximum Number of FortiAPs
>
8.23 (Total / Tunnel Mode) 264/32
8.24 | Maximum Number of FortiTokens >5
Maximum Number of Registered
>
8.25 FortiClients = 600
8.26 | High Availability Configurations | Active / Active, Active / Passive, Clustering
HO tro quéan tri thong qua: CLI, .
8.27 Web Interface bap ung
Bin quyén Unified Threat
Protection (UTP) (IPS, Advanced
9 Malware Protection, Application > 03 nam

control, URL, DNS&Video
Filtering, Antispam service and
Forticare Premium)




87

TT Noi dung Théng s6 k¥ thuit

Dy di phu kién lap dit, phu kién theo goi

10 | Phu kién kém theo \ S < £
san pham cua nha san xuat

- Cai dit cau hinh co ban thiét bi;

- Cai dat cAu hinh networking thiét bi;
- Cai dat firewall policy cho thiét bi;

- Cai dat bao vé giao thuc SCADA;

- Huéng dan van hanh sir dung.

Dich vu cai dat cau hinh thiét bi

i theo mo hinh

Luu y: Déi v6i cac yéu cau bit bude phai néu rd thong sd, giai phap, ... trong
bang yéu cau thong s6 ky thuat cua hang hoa thi trong E-HSDT Nha thau phai néu
cu the, day du thong s6, mo ta giai phap, khong dugce ghi “dap ing/dam bao/tuan thu
E-HSMT,...”

C. TAI LIEU THAM KHAO.

E-HSMT nay gom c6 céc tai liéu trong danh myc sau day:

Danh muc tai li¢u
STT Tén tai liéu tham khio Muc dich str dung

\ \ \




