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Phin 2. YEU CAU VE KY THUAT
Chuong V. YEU CAU VE KY THUAT
Muc 1. Yéu cau vé ky thuat
1.1. Giéi thiéu chung vé dw 4n, géi thau
- Tén nhi¢m vu, du toan: Nang cao nang luc xu ly, luu trit dir li€u; thay thé

thiét bi tuong Itra, tang cuong dam bao an toan thong tin cho cac vung mang bén
trong Trung tam tich hop dir li¢u tinh Bac Ninh.

- Chu dau tu: Trung tam Cong nghé thong tin va Truyén thong —S¢ Khoa
hoc va Cong ngh¢ tinh Bac Ninh.

- Ngudn vén: Ngudn kinh phi chi thuong xuyén, ngin sach nha nudc cip
nam 2025.

- Pia diém thuc hién du an: Trung tam Tich hop dit li€u - Trung tam Cong
nghé thong tin va Truyén thong — S& Khoa hoc va Cong nghé tinh Bic Ninh.

- Tén goi thau: Nang cao nang lyc xtr 1y, luu trit dir liéu; thay thé thiét bi
tuong lura, tang cuong dam bdo an toan thong tin cho cac ving mang bén trong
Trung tdm tich hop dif liéu tinh Bac Ninh.

- Tém tat cong viée chinh ctia gbi thau: Nang cao nang lyc xu 1y, luu trit
dir liéu; thay thé thiét bi tuong ltra, ting cuong dam bao an toan thong tin cho céc
ving mang bén trong Trung tdm tich hop dit liéu tinh Bic Ninh.

- Hinh thire t chirc thuc hién géi thiu: Chao hang canh tranh trong nudc.

- Phuong thuc d4u thau: Mot giai doan mot ti ho so.
- Loai hop dong: Hop ddng tron goi.

- Thoi gian thuc hién géi thau: 30 ngay.

1.2. Quy md dau tw

Quy md dau tu duge xac dinh trong bang dudi day:

STT| Danh muc thiétbi | PVT | >0 Ghi chi
: lwgng

1 Thiét by luu i SAN Bo 1 Luu trir hi¢u nang cao (All-Flash)
storage

o | Thiétbituongluachay | I | Thay thé thiét bj EoL
chinh

3 Thiét bi tuong lira du Chi { Chay HA (Active/standby) cho
phong thiét bi chinh
B6 nhé RAM tuong )

4 | thich may chu DELL | Cai 50 Nang cap may chu 4o hoa
R740




STT | Danh muc thiétbi | PVT S0 Ghi chu
. 0 llr(.),ng
5 | Thiét bj sao luu NAS Bo 2 Sao luu dit liéu offline

1.3. Yéu cau vé ky thuat

1.3.1. Yéu cau ky thudt doi véi hang héa, thiét bi
1. Yéu ciu ky thuit ddi véi thiét bi luu trit SAN

STT

Hang hoa

Thong s6 ki thuit

Don vi
tinh

S6
lwgng

Thiét bi luu
trt SAN
storage

- Kich thuée: 2U Rack SFF

- Bo diéu khién: C6 02 bo diéu khién hoat dong song
song Active - Active

- Bo vi xtr ly: 6 Core, Memory: 32GB /controller

- Cong giao tiép: 8x16Gbps FC (2x 16 Gb FC 4 Port
Adapter Cards), 2x10Gbps iSCSI, 2x 12Gb/s SAS

- Dung lugng 6 cimg: > 12 x 3.84TB 12 Gb SAS 2.5
Inch Flash Drive, H) tro sb luong b cung tdi da: >
240 6 cung, HO tro All Flash, Hybrid, hd tro khay dia
mo rong: 12x 3.5", 24x 2.5" hoac 92x 3.5"

- Tinh nang Tbi wu dit liéu: HS tro tinh ning phan
tang dir liéu, H tro tinh ning cluster cho phép md
rong 4 controller, HO trg cac loai RAID: 1, 5, 6 hodc
DRAID, tinh s&n sang 99.9999%.

- C6 kha nang di tra dir liéu tur tu dia cua hang khac
sang ma khong can dung dén phan mém chuyén dung
- Hiéu ning hé thong: IOPS t6i da 1.2M IOPs;

- H tro Hé diéu hanh: Microsoft Windows Servers,
Linux, Vmware.

- Quan tri: Giao dién dd hoa GUI hodc Webbased

- Hé théng quat va ngudn dién: Fully redundant,
hotswappable;

- Cong suit ngudn: 800W

- 2x AC Power Supply High Efficiency.

Bo

2. Yéu cau k¥ thuat ddi véi thiét bi twong lira chay chinh

STT

Hang hoa

Thong s6 ki thuit

Pon vi
tinh

)
lugng

Thiét  bi
tuong lta
chay chinh

Théng s6 ky thuit:

- Firewall throughput: 75.000 Mbps

- Firewall IMIX: 33.000 Mbps

- Firewall Latency (64 byte UDP): 3 us

- IPS throughput: 29.500 Mbps

- Threat Protection throughput: 25.200 Mbps
- NGFW: 23.000 Mbps

Cai




STT

Hang hoa

Thong s6 ki thuit

Pon vi
tinh

So
lugng

- Concurrent connections: 16.600.000

- New connections/sec: 368.000

- IPsec VPN throughput: 62.500 Mbps

- IPsec VPN concurrent tunnels: 8.500

- SSL VPN concurrent tunnels: 7.500

- Xstream SSL/TLS Inspection: 8.000 Mbps

- Xstream SSL/TLS, concurrent connections:
276.480

Giao dién vat ly:

- Torage (local quarantine/logs): 1 x min. 240 GB
SATA-III SSD

- Ethernet interfaces(fixed): 4 x GE copper; 4 x 2.5
GE copper; 4 x SFP+ 10 GE fiber (khong bao gém
module 10G SFP+)

- Bypass port pairs: 2

- Management ports: 1 x RJ45 MGMT; 1 x COM
RJ45; 1 x Micro-USB (cable incl.)

- Other I/0O ports: 2 x USB 3.0 (front)

- Number of Flexi Port slots: 2

- Flexi Port modules (optional): 8 port GE copper; 8
port GE SFP fiber; 4 port 10 GE SFP+ fiber; 4 port
GbE copper bypass (2 pairs); 4 port GE copper PoE
+ 4 port GE copper; 4 port 2.5 GE copper PoE; 2 port
GE Fiber (LC) bypass; + 4 port GE SFP Fiber

- Max. total port density (incl. use of modules): 28

- Max. Power-over-Ethernet (using Flexi Port
module): 2 modules: 4 ports, 60W max. each

- Optional add-on connectivity SFP DSL module
(VDSL2): SFP/SFP+ Transceivers

- Display: Multi-function LCD module

* G6i ban quyén phin mém cho thiét bj chay
chinh, thoi gian sir dung 12 thang:

- Network Protection (Bdao vé mang)

« Xstream TLS/DPI (Kiém tra sau goi tin va mi hoa
TLS)

« IPS (H¢ thong phat hién va ngin chin xam nhap)

« Active Threat Response (Phan tng méi de doa chu
dong) voi dir ligu tinh bao tr Sophos X-Ops threat
feeds

« Tich hop Sophos Heartbeat (d6ng b trang thai thiét
bi dau cudi va tuong lira)

« Hb trg két néi SD-RED (Remote Ethernet Device)
* Tinh nang bao cdo (Reporting)

- Web Protection (Bio vé web va kiém soat ng
dung)

« Xstream TLS/DPI engine (Kiém tra sau géi tin va
ma hoéa TLS)

« Web Security & Control (Bao mat va kiém soat truy
cap web)

« Application Control (Kiém soat truy cap tng dung)




STT

Hang hoa

Thong s6 ki thuit

Pon vi
tinh

S6
lugng

« Bao cdo va thong ké truy cap web (Reporting)
- Zero-Day Protection (Bio vé cic mdi de doa
chua dwgce nhan dién)
« Phan tich file bang Machine Learning va Sandbox
(moi truong mo phong hanh vi)

« Bao céo chi tiét két qua phén tich

- Central Orchestration (Piéu phoi va quan tri tap
trung) )
* Quan ly SD-WAN VPN Orchestration (tu dong cau

hinh VPN gitra cac chi nhanh)

* Central Firewall Advanced Reporting — bdo cao
nang cao qua central

« Két ndi dit ligu véi MDR/XDR Data Lake — cho
phép tich hop giam sat an ninh tap trung

- Bundle-only Features

* Active Threat Response tu dong phan ting v6i cac
mdi de doa, tich hop dir liéu tir MDR/XDR va bén
thr ba

* NDR Essentials (Network Detection and Response

co ban)

- Enhanced Plus Support (Hb trg k§ thuit ning
cao)

« Cung cip hd trg 24/7, cap nhat firmware va tinh
ning mdi, cling v6i bao hanh thay thé phan cting
nang cao (Advanced Replacement) trong sudt thoi
han dich vu cua thiét bi chinh (Active) trong m6 hinh
HA (Active/Passive).

« M6 rong viéc cung bao hanh thay thé phin cung
nang cao (Advanced Replacement) cho thiét bi chay
du phong (Passive) trong mo6 hinh HA
(Active/Passive).

3. Yéu cau ky thuét déi véi thiét bi twong lira dw phong

STT

Hang hoa

Thong s6 ki thuit

Don vi
tinh

S6
lwgng

Thiét bi
tuong ltra
du phong

Théng s6 ky thuit:

- Firewall throughput: 75.000 Mbps

- Firewall IMIX: 33.000 Mbps

- Firewall Latency (64 byte UDP): 3 us

Cai




STT

Hang hoa

Thong s6 ki thuit

Pon vi
tinh

So
lugng

- IPS throughput: 29.500 Mbps

- Threat Protection throughput: 25.200 Mbps

- NGFW: 23.000 Mbps

- Concurrent connections: 16.600.000

- New connections/sec: 368.000

- IPsec VPN throughput: 62.500 Mbps

- IPsec VPN concurrent tunnels: 8.500

- SSL VPN concurrent tunnels: 7.500

- Xstream SSL/TLS Inspection: 8.000 Mbps

- Xstream SSL/TLS, concurrent connections:
276.480

Giao dién vat ly:

- Torage (local quarantine/logs): 1 x min. 240 GB
SATA-III SSD

- Ethernet interfaces(fixed): 4 x GE copper; 4 x 2.5
GE copper; 4 x SFP+ 10 GE fiber (khéng bao gom
module 10G SFP+)

- Bypass port pairs: 2

- Management ports: 1 x RJ45 MGMT; 1 x COM
RJ45; 1 x Micro-USB (cable incl.)

- Other I/O ports: 2 x USB 3.0 (front)

- Number of Flexi Port slots: 2

- Flexi Port modules (optional): 8 port GE copper; 8
port GE SFP fiber; 4 port 10 GE SFP+ fiber; 4 port
GbE copper bypass (2 pairs); 4 port GE copper PoE
+ 4 port GE copper; 4 port 2.5 GE copper PoE; 2 port
GE Fiber (LC) bypass; + 4 port GE SFP Fiber

- Max. total port density (incl. use of modules): 28

- Max. Power-over-Ethernet (using Flexi Port
module): 2 modules: 4 ports, 60W max. each

- Optional add-on connectivity SFP DSL module
(VDSL2): SFP/SFP+ Transceivers

- Display: Multi-function LCD module.

* Dy phong twong thich véi thiét bi tuong lira chay
chinh bén trén.

* H tro co ché chay HA (Active/Standby)

Khi thiét bi chay chinh bj 15i, cho phép kich hoat ban
quyén phan mém trén thiét bi chay chinh sang hoat
dong trén thiét bj du phong.

4. Yéu cau k¥ thuit ddi véi bd nhé RAM twong thich may chi DELL

R740
STT | Hang héa Théng sb ki thuat Donvi | S0
tinh | lwgng
1 Bonhd | Thong so k¥ thuit Cai 50
RAM - Tinh ndng bo nho: B6 nhd ECC, Registered
tuong - S(A? chan cdm: 288 chan
thich may | - Toc d6 bus: PC4-25600 (DDR4-3200)

- Tong dung luong: 32 GB




Ponvi | So6

STT | Hang héa Théng s6 ki thuét .
tinh | lwgng
chiu DELL | - Hinh thirc module: DIMM
R740 - Loai b§ nhé: DDR4 SDRAM
- Tuong thich v&i may chu Dell R740

5. Yéu cau k¥ thuét ddi véi thiét bi sao luu NAS

Ponvi | SO

STT | Hang héa Théng s6 ki thuét g
tinh | lwgng
1 | Thiét bi sao | Thong so ky thuat Bo 2
Iuu NAS - CPU 4 nhan, > 3,35 GHz

- RAM Téi thiéu 8 GB DDR4 ECC

UDIMM (cho phép m¢ rong 1én téi 32 GB)

- O cung kém theo: Bao gdm 12 6 ctng loai 20 TB,
3,5inch, 7200 rpm, 512 MB cache, hd tro hot swap

- Hd tro céc loai RAID 0, 1, 5, 6, 10

- HO trg cac giao thirc: SMB1 (CIFS), SMB2, SMB3,
NFSv3, NFSv4, NFSv4.1, NFS Kerberized sessions,
iSCSI, HTTP, HTTPs, FTP, SNMP, LDAP, CalDAV
- Phy kién kém theo 2 x Day nhay quang LC-LC
OM3, Duplex, 100m, s¢i do1

- Ngudn cip 100 V to 240 V AC, 50/60 Hz

- Ray truot bit NAS vao ti Rack.

Ghi chu:

- Tén hang san xudt, model, ky md hiéu ciia thiét bi (néu cé) néu trong E-
HSMT chi mang tinh chdt tham khdo, khéng nham chi dinh mét hiing san xudt,
model nao.

- Yéu cau ky thudt cia cdc thiét bi néu trén la mirc yéu cdu téi thiéu can
ddp img, nha thau phdi chao thiét bi c6 cau hinh ky thudt dat mitc twong dwong
hodc cao hon véi yéu cau ky thudt néu trén.

- Cong nghé cua cdc thiét bi néu trén chi mang tinh chdt tham khdo, nha
thau cé thé chao cong nghé twong dwong dam bdo dap vmg yéu cau chat lwong
sdn phéam.

1.3.2. Yéu cau ky thudt khdc

- Qué trinh trién khai bd sung, thay thé phai dam béo tinh ké thira, tich hop
ddng bo va 6n dinh véi cac thiét bi dang hoat dong tai Trung tAm tich hop dit liéu
tinh Béc Ninh (tai Phuong Bic Giang) dong thdi khong duoc gay gian doan dich
vu, anh huéng dén viéc khai thac cia nguoi ding trong gio hanh chinh.

- Nha thau c6 cam két lép dat hoan chinh, chay thir, hudng dan sir dung
thanh thao tai noi lap dat thiét bi.

- Tai liéu chimg minh vé tinh hop 18 cta hang hoa:

+ Bang tuyén bd dap tng yéu cau vé k¥ thuat ciia hang héa chao thau véi
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dﬁy da thong s6 ky thuat, Xuat xtr, thuong hi¢u, ma hi¢u, nhan méc, nha san Xuat
va cac thong tin khac theo mau dugc quy dinh trong muc nay;

+ Cam két hang hoa chao thau phai mé&i 100%, san xuét tir ndm 2024 tré vé
sau (trir hang muc hang héa B nhd RAM tuong thich may chu DELL R740)

+ Cam két cung cip Gidy ching nhan xuat xt (C/O) va Gidy chimg nhan
chét luong hang hoa (C/Q) ddi v4i hang hoa nhap khau khi giao hang.

+ Hang hoa phai c6 Catalogue, tai li¢u k¥ thuat duoc léy tir cac Website
ctia nha san xuét (ghi cu thé dudng link website) dé chimg minh tinh dap ung day
da vé yéu cau k¥ thuat, tinh ning str dung ctia hang héa nhu Muc 1.3.1 Chuong
V ctia E-HSMT. Trudng hop trong catalogue, tai lidu k¥ thuat khong thé hién day
du thong s6 k¥ thuat nhu yéu cau cia E-HSMT thi nha thau phai cung cép cac tai
liéu c6 du thong ) ky thuét c6 xac nhan cua Nha san xut hodc Vin phong dai
dién cuia nha san xuat tai Viét Nam (dinh kém E-HSDT) dé chting minh ddy du
tinh dap ung vé yéu cau k§ thuat.

+ Céc tai liéu ching minh tinh hop 1¢ clia hang hoa néu sir dung bang tiéng
nudc ngoai phai kém theo ban dich tiéng Viét cua co sd dich thuat hop phap. Nha
thau phai chiu trach nhi¢m vé tinh chinh xé4c cua céc ndi dung ban dich so véi ban
gbc va tinh phap 1y cua tai liéu nay.

- Nha thau phai c¢6 bang tuyén bd dap ting yéu cau vé ky thuat cua hang hoa
dé xuét cho goi thau theo Mau sau:
BANG TUYEN BO PAP UNG YEU CAU KY THUAT CUA HANG HOA

CHAO THAU
Théong s6 ki | Théng s6 ky
Danh myc | thudttheo |  thudtcia Ky ma hiéu, Tai liéu tham
STT hang yéu hang nhin hi¢u, hing h ;
héa ciu cia E- héa chao san xuat e
HSMT thau
@ (2) 3) “4) )
- V& thong s6 k¥ thuat
chi tiét: Tham chiéu tai
trang s6 ... (bang sd...),
- Hang sén xuAt tai te}1 ligu Catalogue;
1 - Ma hiéu - ‘Ve t1,nh hop 1¢é (.:l;\la
e | hang hoa: Tham chi¢u
- Ky hiéu (Model) | (0 sy (Ten file tai
liéu ky thuat ctia hang
hoa chao thau, dinh kém
cung E-HSDT)
Ghi chu:

(1) Dan chiéu theo theo néi dung danh muc hang héa

Chuong 1V.

tai Mau s6 014,




8

(2) Dan chiéu theo yéu cau tai Muc 1.3.1 Chuwong V, E-HSMT.

(3) Nha thau ké khai ddy di cdc thong sé kj thudt ciia hang héa chdo thau
twong 1ng véi cdc ndi dung dwoc yéu cau trong E-HSMT. S6 liéu phdi dwrgc mé
ta chi tiét theo tirng théng sé ky thudt chi tiét, tinh nang sir dung ciia hang héa
theo yéu cau ciia E-HSMT.

(4) Nha thau ghi ré xudt xit, ky md hiéu, nhan hiéu, hing san xudt ciia hang
héa phit hop véi dé xudt vé ky thudt.

(5) Nha thau phdi dan chimg tai trang nao, phdn ndo, muc ndo, tai liéu nao
ciia HSDT ddp iing yéu cau ky thudt trong HSMT, dé bén moi thau tham chiéu khi
xem xét danh gia HSDT. Trwong hop nha thau khéng trinh bay ddy di théng tin
theo yéu cau néu trén, Bén moi thau sé tra ciru théng tin trén website ciia nha san
xudt/dai Iy phdn phéi dwege ity quyén hop 1é ciia nha sdan xudt dé xem xét. Néu Bén
moi thau khéng tim thdy cdc théng tin vé hang héa trén website hodc ¢ thong tin
nhung cdc théng tin nay sai léch vé ky thudt so véi tai liéu do nha thau cung cdp
trong HSDT dan dén khéng dii co sé dé danh gid tinh dép vmg kj thudt ciia hang
héa dir thau thi nha thau phdi chdp nhdn két qua danh gid ciia Bén moi thau.

1.3.3. Yéu cau vé bdao hanh, hé tro ky thudt

- Nha thau c6 cam két thoi gian bao hanh > 12 thang cho cac hang muc ciia
g6i thau.

- Trong thoi gian bdo hanh, Nha thau cam két c6 mit dé khic phuc su cd
va thay thé (hodc sira 161) san pham 13i trong thoi gian cham nhét 03 ngay sau khi
nhan dugc thong bao ctia bén moi thau va nha thau phai chiu chi phi cho viéc khic
phuc cac 16i, hu hong nay.

Muc 2. Ban vé

Khong cbé.

Muc 3. Kiém tra va thir nghiém

- Nha thau cam két cung cip gidy to dbi v6i hang hoa chinh hing san xuét
nhu sau:

+ Pbi v6i hang hoa nhap khau thi hang hoa phai duoc nhap khau nguyén
dai, nguyén kién theo ding quy dinh ctia nha nudc Viét Nam, c6 day du gidy
chtng nhén chat luong (CQ), gidy ching nhan xuat xi (CO) (Ban gdc hoic ban
sao cong chung).

+ P01 voi hang hoa san xuat trong nudce: Yeu cau cung cap tai liéu chung
minh chat lugng hang héa, phi€éu ching nhan xuat xudng hoac tai liéu tuong
duong chirng minh nguén goc cua hang hoa (Ban goc hoac ban sao cong chung).
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- Nha thau c6 trach nhiém phédi hop kiém tra, thir nghiém hang hoa dé khang
dinh hang hoa c6 thong sé k¥ thut va cac tiéu chuan phu hop voi yéu ciu cua
hop ddng.

- Pham vi kiém tra, thir nghiém: Toan b theo danh muc hang hoa tai Pham
vi cung cp.

- Thoi gian kiém tra, thir nghiém: Khi c6 yéu cau tir phia Chu dau tu.

- Pia diém kiém tra, thir nghiém: Trung tdm Tich hop dit liéu - Trung tdm
Cong nghé thong tin va Truyén thong — S& Khoa hoc va Cong nghé tinh Bac Ninh.

- Céch thire kiém tra, thi nghiém:

+ Nha thau tryc tiép kiém tra, thir nghiém hang hoa véi sy chimg kién cua
Chu déu tu. Chi phi cho viéc kiém tra, thir nghiém do nha thau chiu.

+ Bét ky hang hoa nao qua kiém tra, thir nghiém ma thong sé k¥ thuat va
cac tiéu chuan khong phu hop véi yéu cau ciia hop dong thi Chu dau tu ¢6 quyén
tir chbi va nha thau phai c6 trach nhiém thay thé thiét bi khac dé dap img ding
cac yéu cau veé dic tinh ky thuat. Viéc thuc hién kiém tra, thi nghiém hang hoéa
ctia Cha dau tu khong dan dén mién trir nghia vu bao hanh hay cic nghia vu khac
theo hop ddng cua nha thau.



