Phan 2. YEU CAU VE KY THUAT
Chuwong V. YEU CAU VE KY THUAT

1. Gi6i thiéu chung vé géi thau

- Tén gobi thau: Bao dam an toan thong tin mang trén dia ban TP H6 Chi Minh.
- Ngudn vén: UBND Thanh phé hd trg nam 2025,

- Hinh thirc lya chon nha thau: d4u thau rong rai.

- Phuong thtc lya chon nha thau: mot giai doan mot ti hd so.

- Thoi gian bat dau t6 chirc lwa chon nha thau: Quy 1V/2025.

- Loai hop ddng: Tron goi.

- Thoi gian thyc hién géi thau: 15 ngay.

- Dia diém thyuc hién: Thanh phé H5 Chi Minh

- Quy mo:

Hoat dong: “Béao dam an toan thong tin mang trong cac co quan nha nudc trén dia
ban Thanh phd H6 Chi Minh nam 2025, Bao gom cdc hang muc sau:

T6 chirc kiém tra, d4nh gi4 an toan thong tin va to chuc dién tap thuc chién bao
dam an toan thong tin mang ndm 2025;

Ung pho su ¢6, dam bao an toan thong tin trén dia ban Thanh phd;
Mua sim, bd sung dich vu ddm bdo an toan thong tin cho thiét bi dau cudi;

Kiém tra, phan tich, danh gia an toan théng tin cho ha ting mang, mday cha, may
tram va thié€t bi s6 tai cac co quan, don vi trén dia ban Thanh pho;

Ra quét, boc tach ma doc tai cac co quan don vi trén dia ban Thanh phd.

2. Muc tiéu cong viéc

Cac thanh vién do6i ing ctru sy ¢d ¢6 co hoi tham gia, rén luyén k¥ nang, quy trinh
g pho su ¢ thuc té thong qua hoat dong dién tap thyuc chién trén hé théng thuc dang
van hanh.

Trang bi nhimng kién thirc, k§ ning can thiét cho can bo chuyén trach CNTT cac
co quan, don vi kip thoi img pho, giai quyét cic van dé mat an toan thong tin thong qua
kich ban gia dinh tdn cong vao mang may tinh ndi bo (mang LAN) cua cac co quan, don
vi ma khong st dung virus; chiém tai khoan nguoi dung va lay lan ngang hang (lateral
movement) danh cap dir liéu; phong ngura tan cong gia mao (phishing) chiém quyén
kiém so4t may ngudi dung, leo thang dic quyén chiém diéu khién may chu.

Nang cao kién thirc va k¥ nang thuc hanh vé an toan thong tin mang cho Doi Ung
clru su O an toan thong tin mang va cac don vi trén dia ban Thanh pho H6 Chi Minh.

Tang cudng chia sé, hoc tap kinh nghiém, kién thirc dam bao an toan thong tin
mang gitta cdc don vi cua Thanh phd H6 Chi Minh, qua d6 gép phan dam bao an toan
thong tin mang trén dia ban, phuc vu cong tac chi dao di€éu hanh ctia Thanh pho.



Ra soat va dam bao An toan hé thong sau dién tap: Kiém tra, ra soat danh gia va
phuc héi toan dién hé thdng sau khi két thic dot dién tip khai thac 16 hong bao mat,
dam bao réng hé théng da hoan toan thoat khdi trang thai bi tac dong tir cdc hoat dong
dién tap va tro vé trang thai hoat dong 6n dinh va an toan an ninh thong tin theo ti€u
chuan k¥ thuat da thiét 1ap. Noi dung chi tiét s& thuc hién trong hang muc “Kiém tra,
phén tich, danh gia an toan thong tin cho ha tang mang, may chi, may tram va thiét bi
s tai cac co quan, don vi trén dia ban Thanh phd”.

3. Yéu ciu ky thuit ciia géi thau

3.1. Quy mé, ndi dung céng viéc

3.1.1. T6 chirc kiém tra, danh gia an toan thong tin va té chirc dién tap thuc
chién bao dam an toan thong tin mang nam 2025

Ponvi | Khoi

STT No§i dung cong viéc tinh lwong

I | Dich vu dién tap thuc chién va to chtrc dao tao

Thué hoi truong — Khai mac, dao tao, bé mac (3 ngay):

Hoi truong stre chra to1 thiéu 200 hoc vién, khai mac, bé
mac, dao tao dién tap;

Man hinh led trong hoi truong kich thude téi thiéu 6,4m x
2,88m, man hinh thong b4o ndi dung sy kién rong 32 inch
| | gan bén ngoai moi phong hop; Goi 1
- P4 bao gom san khau va buc phat biéu

- P bao gdm ghé cho 200 khach

- P4 bao gém hé thong 4m thanh, 4nh sang va 2 mic

- P4 bao gém 2 man hinh thong bao ndi dung su kién rong
32 inch gan bén ngoai moi phong hop

Man hinh LED quang c4o bén ngoai sy kién dién ra chuong
trinh »
2| -2 Man hinh LED 16n tai 2 cong chao Got 1

- 10 Man hinh LED nhé bén trong khu t6 chirc sy kién

Trang tri hoi trudng, cong chao:

- HoO1 truong: 3 vi tri trong khu vuc ( 2 ddy ban dai biéu +
buc phat biéu);

- Cong chio: > 28 m2;

Go1 1

Trang tri khu vyc chup hinh, phong van bio chi dai truyén
4 | hinh: : \ Goi 1
Khu vuc chup hinh, phong van bao chi dai truyén hinh: >
15 m2




A A Ponvi | Khoi
STT Noi dung cong viéc tinh lwong
Standee (Poster dugc gin trén gia d5);
5 | Kich thudc: 0,8m x 1,8 m; Bo 4
Kém khung d6.
6 | Standee dién tur Cai 2
7 | Hoa tuoi buc phét biéu (khai mac va bé mac) Lang 2
8 | Goi hoa trang tri, hoa dé ban (khai mac va bé mac) Lang 8
9 | Hoa ting khach moi (bé mac) Bo 10
10 | MC dan chuong trinh - Khai mac, ddo tao, bé mac Nguoi 1
11 | Quay phim va chup hinh - Khai mac, dao tao, bé mac Go1 1
Xay dung kich ban, dung clip phong sy vé tinh hinh, thyc
12 | trang an ninh thong tin va tong két giai doan cta chudi su Clip 1
kién
13 | Vé sinh hoi truong - Xuyén sudt chuong trinh Goi 1
14 | Teabreak (Khai mac) Nguoi 200
15 | Teabreak (Dao tao) Nguoi 100
16 | Teabreak (Bé mac) Nguoi 140
17 | Nudc udng Thing 30
18 | Bang tén dai biéu Cai 10
Thiét ké phong nén, backdrop, chinh sira theo yéu cau .
19 . o 1A Cai 1
khong qué 5 lan
20 | In 4n bang tén va day deo thé Goi 1
21 | Dich vu viét thong c4o bao chi Goi 1
Dich vu phong VIP phuc vu tiép khach, hoi nghi quy mb -
22 . . . Goi 1
khong qua 20 nguoi
Trang tri khu vuc tac chién: doi tin cong, doi phong thu, -
23 . X . N . Goi 1
ban ghé, gia treo man hinh quan sat
24 | Trién khai lap dit va thao d& Goi 1




STT NOi dung cong viéc Dg::hvi llljz)’ll?ig
25 | Van chuyén cac thiét bi Goi 1
26 | In tai liéu hoc va thuc hanh Bo 80
27 | In gidy chtng nhan hoc vién Goi 1
28 | Vin phong pham: bat, viét, gidy photo... Goi 1
29 | Ao d6ng phuc (di bao gdm thiét ké) Cai 250
30 | In gidy ching nhan cac doi tham gia To 10
I Chuyég gia xdy dung va tu van dio tao nhan thirc an toan

thong tin mang
1 | Hoat dong 1: Chia sé kién thire, ddo tao an toan thong tin
1.1 | Chuyén gia trinh bay diéu phdi, thuyét minh Nguoi 2
1.2 | Chuyén gia Ho trg hoc vién trong qua trinh dién tap Nguoi 4
5 Hoat dong 2: dién tap thuc chién bao dam an toan thong tin
mang
2.1 | Chuyén gia tu vén, thiét ké thao truong Nguoi 4
2.2 | Chuyén gia xay duyng, duy tri thao truong Nguoi 8
2.3 | Chuyén gia diéu phdi dién tap Nguoi 2
Yy cclifyzlrlluglznl ag;abf:)pccgg}; (;:r}llgekte}ie 1¢ thi dau, chAm diém va Nguoi 4
III | Hé théng x4y dung thao trudng kich ban ddo tao
1 | Thué thiét ké kich ban cho thao trudong Kichban | 3
2 | Thué duong truyén internet Line 2
3 | Hé thong UPS du phong Goi 1
4 | O dién két ndi theo m6 hinh dién tap Cai 26
5 | Thué dich vu hé théng may chu (3 may chu vat 1) Hé thong 1
6 | Thué dich vu ban quyén phin mém ao hoa Goi 1




A A Ponvi | Khoi
STT Noi dung cong viéc tinh lwong
Thué dich vu phan mém tudng lira tmg dung cho cic muc .
7 A . Goi 1
ti€u cua Thao truong
Thué dich vu phong ché)ng ma ddc cho cac muc tiéu cua .
8 \ Goi 1
Thao truong
9 | Thué dich vu luu trix TB 10
10 | Thué dich vu tuong ltra tich hop IPS Hé thong 1
11 | Thué dich vy giam sat an toan mang Hé théng 1
12 | Thué dich vu Web proxy security (F5) Hé thong 1
Thué dich vu hd tro chdm diém danh cho Ban giam khao .
13 . A Go1 |
va hoc vién
14 Thué thiét bi hd tro mang ndi bd cho phong dao tao va dién B6 1
tap (Switch + Modem toc d§ cao) i
Thué Laptop c4u hinh manh cho hoat dong thuc hanh kich
ban dao tao an ninh thong tin:
CPU i5
15| Ram: 16GB cai 24
SSD 256GB
Man hinh: 14 inch
16 | Thué Man hinh gidm sat 60 inch + chan ding Ca 2
17 | Day cap HDMI 30m sQi 2
3.1.2. Ung phé sw ¢d, dam bio an toan thong tin trén dia ban Thanh phé
. £ Pon S6
STT Dich vu cung cap vi tinh | lwgng
I | Dich vu té chirc dao tao, tip huin wng phd sw ¢6 ATTT
Thué hoi truong — Khai mac, dao tao, bé mac (3 ngay):
Hoi truong strc chira t6i thiéu 200 hoc vién, khai mac, bé
. mac, ddo tao dién tap; Mt .
Man hinh led trong hoi trudng kich thudc tdi thiéu 6,4m x | bang
2,88m, man hinh thong bao ndi dung su kién rong 32 inch
gan bén ngoai moi phong hop;




STT

Dich vu cung cip

Pon
vi tinh

S6
luwgng

- P bao gom san khau va byc phat biéu
- i bao gém ghé cho 200 khach
- P4 bao gém hé thdng 4m thanh, 4nh sang va 2 mic

- B3 bao gém 2 man hinh théng bao ndi dung su kién rong
32 inch gan bén ngoai moi phong hop

Thué hoi truong — Khai mac, dao tao, bé mac (3 ngay):
Hoi trudng stc chira tdi thiéu 100 hoc vién, khai mac, bé
mac, dao tao dién tap;

Man hinh led trong hi truong kich thuée tdi thiéu 6,4m x
2,88m, man hinh théng bao ndi dung sy kién rong 32 inch
gan bén ngoai mdi phong hop;

- P bao gdm san khau va byc phat biéu
- bi bao gom ghé cho 100 khach
- P4 bao gém hé thdng 4m thanh, 4nh sang va 2 mic

- ba bao ’gém 2 man hinh thong bao ndi dung su kién rong
32 inch gan bén ngoai moi phong hop

Mt
bang

Man hinh LED quang c4o bén ngoai su kién dién ra chuong
trinh
- 2 Man hinh LED l6n tai 2 ¢cong chao

- 10 Man hinh LED nho bén trong khu t6 chirc sy kién

Go1

Trang tri hoi trudng, cong chao:

- Ho1 truong: 3 vi tri trong khu vue (2 vi tri ban khach dai
biéu/ 1 vi tri buc phat biéu);

- Cong chao: > 28 m2

Go1

Trang tri khu vuc chup hinh, phong van bao chi dai truyén
hinh:

Khu vuc chup hinh, phdng van bdo chi dai truyén hinh: >
15 m2

Goi

Standee (Poster dugc gin trén gia dd);
Kich thude: 0,8m x 1,8 m;
Kém khung d6.

Hoa tuoi buc phat biéu (khai mac va bé mac)

Ling

Goi hoa trang tri, hoa dé ban (khai mac va bé mac)

Léng




STT Dich vu cung cip V?g::h lll’?.)’f;)lg
9 | Hoa tang khach moi (bé mac) Bo 5
10 | MC dan chuong trinh - Khai mac, dao tao, bé mac Is\llrhén 1
11 | Quay phim va Chup hinh phuc vu Truyén thong Goi |3
12 | Vé sinh hoi trudng - Xuyén sudt chuong trinh Goi 3
13 | Tea-break ngay 1 Nguot | 320
14 | Tea-break ngay 2 Nguoi | 320
15 | Nudc ubng Thung | 36
16 | Bang tén dai biéu Cai 10
17 Thiét kf': phong nén, backdrop, chinh sira theo yéu cau khong Céi 1

qua 5 lan
18 | In 4n bang tén va diy deo thé Goi 1
19 | In gidy chimg nhan hoc vién To 400
20 | Khung gidy ching nhan hoc vién Cai 400
21 | In ta1 liéu hoc va thuc hanh Bo 400
22 | Vin phong pham: but, viét, gidy photo Bo 400
23 | Qua tang ddi c6 thanh tich tét trong phién tap huin Bo 3
24 | Ao dong phuc (d3 bao gdm thiét ké) Chiéc | 30
25 | Trién khai lap dat va thao d& Goi |3
26 | Van chuyén thiét bi (Tinh trung binh cho 3 diém) Goi |3
27 | Chi phi di chuyén Ban duy an Goi |3
28 | Chi phi nhan sy hd tro On-site Goi 1
I Chuyén gia xay dung va tw van dao tao tip huin vng

pho su co ATTT

Giang vién:
1 - Chiu trach nhi¢m dang 16p, truyén dat ndi dung va tryc Nguoi | 1

tiép diéu hanh budi Dao tao va Dién tap.

7




STT

Dich vu cung cip

Pon
vi tinh

S6
luwgng

Tro gidng / K§ thuat vién Hb tro:

- Hb trg Giang vién trong viéc quan ly 16p hoc, phan nhom
thao luan va xur Iy cac van dé ky thuat co ban cua hoc vién
tai chd.

Nguoi

Chuyén gia tu vén, thiét ké Lab tap huin

Nguoi

Chuyén gia thiét ké kich ban, viét tai liéu dao tao

Nguoi

I

Hé thong xay dung kich ban dao tao, tip huin

Thué vdich vu g(éy dun~g Moi truong va Kich ban Lab
- Chuan bi va cau hinh san kich ban Lab

- Cai1 dat cac cong cu phuc vu cong tac tap huén, dién tap

Go1

Thué Laptop cdu hinh manh cho hoat dong thuc hanh kich
ban dao tao an ninh thong tin

- CPU: Core 17
- RAM: 32GB
-SSD: 1TB

Cai

80

Goi cong cu gia lap su co:

- Metasploit Framework: phét trién, kiém tra va thuc thi cac
ma khai thac dé tin cong vao 16 hong bao mat ctia myc tiéu.
- Burpsuite Professional: chin bét/chinh sira goi tin
HTTP/S, quét 15 hong tu dong va tin cong vét can/fuzzing.
- Caldera: thuc thi cac kich ban tin cong dya trén ma tran
MITRE ATT&CK dé kiém tra kha ning phat hién va phan
mg ctia hé théng phong thu.

- Vmware: dyng moi truong Lab ¢6 1ap, an toan, ho tro chup
lai trang thai h¢ thé)ng dé phuc vu phan tich ma doc hoac thu
nghiém tan cong ma khong anh huong may that.

Go1

Goi cong cu xu ly su co:

- Network Packet Sniffer: bat va giai ma chi tiét timng goi tin
di qua card mang, phuc vu diéu tra su 6, phat hién két ndi
ngam hoic g& 16i mang.

- SIEM: thu thap Log tur toan bo h¢ théng, chuin hoa va
phan tich twrong quan theo thoi gian thuce

- IDA: chuyén d6i file nhi phan thanh hop ngit hodc gia ma,
gitp chuyén gia phan tich loai mé dc hodc tim 16 hong phan
mém.

Go1




Pon S6

STT Dich vu cung cép vi tinh | lwgng

- Endpoint security: giam sat hanh vi bat thuong, cach ly
may nhiém va di€u tra nguyén nhan goc re

IV | Chi phi khéc

1 | Thué duong truyén Internet Duong | 6

2 | O dién két nbi Cai 40

Day cap HDMI 30m két ndi may tinh giang vién dén man

hinh LED Soi 2

~ 3.1.3. Mua sam, b6 sung dich vu dam bio an toan thong tin cho thiét bi diu
cuoi

STT Danh muc an Y11 sé lwgng
: tinh :

Giai phap phong chdng ma ddc. dam bio an toan thong tin cho thiét bi
dau cuoi - Endpoint

Mo ta chung

- C6 chirc nang cho phép cép nhat tu dong phién ban
m&i clia cac phan mém phong, chong ma doc duoc
cai dat trén cac may tram va may chu (agent).

- C6 chirc ning cho phép cap nhat ty dong dau hiéu
phat hién ma ddc mai trén cac agent.
- C6 co ché cap nhat online va offline
Chtrc nang quan tri tap trung
Chtrc nang quan 1y chinh sach tap trung:

- Cho phép tao nhém va phan loai thiét bi ddu cudi | Phan
1.1 . L . A 5564
theo cdc nhom dinh nghia. mem
Chtre ning thong ké cac thong tin sau:
- Tinh hinh 14y nhiém ma doc trén cdc may tram va
may chu: IP may bi nhiém, tén may bi nhiém, thong
tin vé ma doc.
- Cac két n6i nguy hiém trén cac may tram va may
chu: IP may c6 két ndi nghi ngo, Tén may co6 két noi
nghi ngo, Thong tin két ndi nghi ngd: Tén phan
mém thuc hién két n6i nghi ngd; Ma MDS5 clia phan
meém co6 két ndi nghi ngo; IP dich cua két ndi nghi
ngo.




STT

Danh muc

Don vi
tinh

S6 lwong

- Cac hé diéu hanh dang sir dung trén cic may tram
va may chu: IP cila may tram va may chu bdo cao
thong tin hé diéu hanh; Hé diéu hanh dang st dung
trén may tram va may chi; Thoi gian cap nhat gan
nhat ctia hé diéu hanh trén may tram va may chu.

- Trang thai cap nhat giai phap phong, chong ma doc
trén cac may tram va may chu. Cac thong tin thong
ké bao gdm: sé may tram va may chi khong cap
nhat trong vong 15 ngay.

- Tinh hinh virus trong hé thong, dua ra chi tiét cac
may bi nhiém, cac dong virus lay nhiém va tinh
trang virus da dugc xu ly.

- Théng ké theo canh bao, xuat canh béo.

Kha ning diéu khién cac agent:

- Cho phép ra 1énh quét cho cac agent trén tirng may
tram va may chu, nhom may tram va may chu hodc
toan by may tram va may chu trong hé thong.

- Cho phép diéu khién thay do6i cac chinh sach phat
hién, ngan chdn ma ddc trén cac agent.

- Cho phép diéu khién cap nhat phién ban phan mém
va dau hiéu phat hién ma doc trén moi agent.

- Ra Iénh cap nhat/quét virus trén may tram va may
chu tur xa, dit lich quét/update dinh ky. Ho trg cap
nhat offline trong hé thong noi bg, khong can may
tram va may chu két noi internet.

- Tim kiém log event trén toan bo mdy tram va may
chu.

- HO trg ¢ 1ap (network, process) tam thoi cac may
phuc vu diéu tra.

Chtre ning phong chéng mi doc:

* Kiém soat tmg dung

- Tinh nang Blocklist chan thyc thi file theo gia tri
hang bam cua ching, ho trg MD5 va SHA256, ho
trg dong thoi theo duong dan & lién két cuia ing
dung.

* Kiém soat thiét bi ngoai vi

- Cho phép ngéan chan ro ri dit li¢u nhay cam va
nhiém phan mém ddc hai thong qua ngan chan céac
thiét bi ngoai vi.

10




STT

Danh muc

Don vi
tinh

S6 lwong

- Giam sat viéc két ndi, str dung céc thiét bi luu trix
ngoai, USB, thé nh¢ trén céc thiét bi dau cuoi (read-
only).

* Kiém soat truy cdp web/mail

- Bdo v¢ may tram va may chu khi truy cap web.

* Cong nghé chéng mi doc

- Ngan chan ma doc, bao vé may tram va may chu
theo thoi gian thuc.

- Cong nghé quét thong minh.

- Cong nghé kiém soat mdi de doa nang cao, phan
tich hanh dong dang ngd nhu: nguy trang loai quy
trinh, thuc hién thyc thi ma trong khong gian by nhd
clia mot quy trinh khac (thu giit bo nhé quy trinh dé
leo thang dic quyén), ti tao, giri tép, tranh bi phat
hién tir cac trng dung li¢t ké quy trinh.

- Tinh ning phong chng virus ma héa di lidu.

- Phat hién va giam thiéu rii ro mat dir liéu trong
cac cudc tin cOng ransomware nang cao, tao ra mot
ban sao du phong thoi gian thyc cua cac tép trudce
khi chtng bi stra d6i boi cac quy trinh dang ngo.

- Tu dong phat hién va chan cac cudc tan cong
khong stir dung tép (fileless)

- Tinh nang tu dong bao vé phén mém bao mét khoi
bi vO hi¢u hoa hodc thay do6i boi nhitng ké tan cong
trén di€ém cuoi.

- Tu dong phat hién va chan cac cudc tan cong thong
qua dong 1énh ma khong sir dung tép.

- Chong lai tAn cong mang thé hé méi, bao gom cac
mbi de doa dai dang tién tién. Bao vé bang cac thuat
toan manh m¢ dya trén tri tu¢ nhan tao va may hoc.
* Bao v¢ mang

- Tuong lira kiém soat quyén truy cdp cua tng dung
vao ra mang va Internet.

- IDS (Intrusion Detection System) phat hién céac
cudc tan cong mang nhu brute-force, khai théc
mang, danh cap mat khau, chuyén huéng download,
bots, va Trojans.

* Bao v¢ luu lugng mang

11




STT

Danh muc

Don vi
tinh

S6 lwong

- Phat hién cac cudc tan cong mang duoc thiét ké dé
co quyen truy cap vao cac may tram va may chu
thong qua cac hinh thirc tdn cong nhu: T4n cong
brute-force, khai thac mang, danh cap mat khau,
chuyén huéng download, bots, va Trojans.

* Kiém soat 16 hong bao mat

- Giam sat cac hanh vi ngudi dung, dua ra cac canh
bao Ve rui ro hanh vi nguoi dung, nhitng nguy Co
va méi de doa cho an ninh thong tin xuat phat tir
hanh vi cua nguoi dung.

- Giam sat Tinh Trang 16 hong bao mat, ban va Hé
diéu hanh trén H¢ dieéu hanh Windows va cac phan
mém cai dat trén may nguoi dung.

* Twong thich cac hé diéu hanh

- Windows, Linux

* May chu quan tri

- Giai phéap cho phép trién khai thanh phan quan tri
On-premise hoac Cloud ctua hang

- C6 thé trién khai linh hoat trén ha tang vat 1y hoic
a0 hoa dé dang nang cap va mé rong quy mo khi can
thiét.

- Co ché kiém soat quyén quan tri vién, trong trudng
hop hacker 1am chi dugc may chu quan 1y trung tam
cling khong ra 1énh dugc xuong cho cac may tram
néu khong c6 USB token

- Hd trg trién khai may chu quan tri theo ché 46 HA
/ Load Balancing, Replica Database ddm bao tinh
san sang cao cho may chu quan tri va Co s¢ dir liéu.
Churc nang phat hién va trng phoé

- Kha ning tim kiém cac chi sb thoa hiép (IoC), dd
thi qua trinh lay nhiém va tan cong, gan cac giai
doan tan cong tuong Ung ky thuat trong MITRE
ATT&CK framework.

- Hanh dong phan hoi cach ly file, c6 lap thiét bi,
quét ty dong, gui file 1én hop cat phan tich.

- Phén tich nguyén nhan gdc ré.

- Cong cuy san tim mdi de doa Threat Hunting

- Phat hién, ngan chan tan cong APT nang cao.
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STT

Danh muc

Don vi
tinh

S6 lwong

May chi trung tam

2.1

- Bo vixtr 1y: > 2 x Intel® Xeon® Gold 5418Y 2G,
24C/48T, 16GT/s, 45M Cache, Turbo, HT (185W)
- BO nhé tam: > 8 x 32GB RDIMM, 5600MT/s,
Dual Rank
- O cling: >4 x 3.84TB SSD SATA Read Intensive
6Gbps

- Broadcom 57414 Dual Port 10/25GbE SFP28,
OCP NIC 3.0
- Motherboard with Broadcom 5720 Dual Port 1Gb
On-Board LOM CPU: 2 x Intel® Xeon® Gold
5418Y (2GHz, 24 nhén, 48 ludng, 45MB Cache,
Turbo, HT, 185W)
- HO tro cac tiéu chuan bao mat co ban va nang cao:
+ Cryptographically signed firmware

+ Secure Boot

+ Secure Erase

+ Silicon Root of Trust

+ System Lockdown <yéu cau license twong ing>
+ TPM 1.2/2.0 FIPS, CC-TCG certified, TPM 2.0;
- Yéu ciu vé ATTTT:

+ Chi phi thué chd dit va cac dich vu ANTT kém
theo( khong bao gém dich vu sao luu phuc hoi dit
ligu);

+ Dich vu. ANTT goémn ( dich vu VPN, dich vu
tuong Itra da 16p, dich vu IPS, dich vu gidm sat va
canh bao som)

Thiét bi

01

3.1.4. Kiém tra, phan tich, dinh gi4 an toan thong tin cho ha ting mang, may
chi, may tram va thiét bi so tai cac co quan, don vi trén dia ban Thanh pho

thong tin

. £ Pon vi S6
STT Dich vu cung cap tinh lwong
1 Kiém tra. danh gia hién trang theo hé so' dé xuat Hé 5
cap do hé thong thong tin thong
1.1 - Khéo sat. thiét ké hé thong thong tin theo cap do
- Kiém tra. danh gia tuan thii d6i véi don vi chuyén
1.2 trach vé an toan thong tin cta chi quan hé thong
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. £ Pon vi S6
STT Dich vu cung cap tinh lwong
1.3 - Kiém tra. d4nh gia tuan thu d6i véi don vi van hanh.
- Kiém tra. danh gia viéc t6 chirc thuc thi cac bién
1.4 a4 A
phap bdo dam an toan thong tin
- Kiém tra tinh day du va phu hop cta Quy ché bao
1.5 dam an toan thong tin theo phuong an bao dam an
toan thong tin vé quan 1y dugc phé duyét.
- Panh gia viéc tuan thu cac quy dinh. quy trinh trong
16 Quy ché bao dam an toan thong tin trong qua trinh
' van hanh. khai thac. két thuc hoac huy bo hé thong
thong tin.
17 - Péanh gia viéc thiét ké hé thdng theo phuong an bao
' dam an toan thong tin dugc phé duyét.
- Panh gia viéc thiét 1ap. ciu hinh hé thong theo
1.8 phuong an bdo ddm an toan thong tin dugc phé
duyét.
) Kiém tra danh gia an toan thong tin cho cic g Hé 5
dung thong
2.1 + Kiém tra. danh gia Quan 1y cau hinh & trién khai
2.2 | +Kiém tra. danh gid Quan Iy dinh danh
2.3 + Kiém tra. danh gia Xéc thuc
2.4 + Kiém tra. ddnh gia Phan quyén
2.5 | +Kiém tra. danh gia Quan Iy phién
2.6 + Kiém tra. danh gia Quan 1y phién
2.7 + Kiém tra. danh gia Sang loc dir li€u dau vao
2.8 | +Kiém tra. danh gia Co ché xur 1y 13i
2.9 + Kiém tra. danh gia Thuat toan ma hoa
2.10 + Kiém tra. danh gia Logic nghiép vu
2.11 |+ Kiém tra Xt Iy phia nguoi dung
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. £ Pon vi S6
STT Dich vu cung cap tinh lwong
51y | Lép bdo cdo két qua danh gia va khuyén nghi khic
' phuc
3 Kiém tra danh gia an toan théng tin cho cic may Hé 5
chu thong
+ DO quét cac dich vu.phénlnénm cégggnang”.
3.1 dang chay trén may chu dé phat hién cac 16 hong. ban
va con thiéu
3.2 | +Kiém tra cau hinh hé diéu hanh.
33 + Kiém tra cu hinh chtng thuc.
34 + Kiém tra c4u hinh log. giam sat.
3.5 + Kiém tra cac cau hinh chinh sach ndi bo.
3.6 + Kiém tra. danh gia cau hinh chinh sach tai khoan.
3.7 + Kiém tra chinh sach két ndi quan tri.
3.8 + Kiém tra cac giai phap vé phong. chéng ma doc
59 | Lap bdo cdo két qua danh gia va khuyén nghi khic
’ phuc
4 Kiém tra danh gia an toan thong tin cho cac thiét Hé 5
bi mang thong
41 + Do quét cac dich vu. cong mang... dang chay trén
' thiét bi dé phat hién cac 16 hong. ban va con thiéu
4.2 + Kiém tra. danh gia cdu hinh 16p an ninh.
4.3 + Kiém tra. danh gia cdu hinh quan tri.
4.4 + Kiém tra. danh gia cdu hinh chinh sach tai khoan.
4.5 + Kiém tra chinh sach két nbi quan tri.
4.6 + Kiém tra cdu hinh log. giam sat.
47 Lap bao cio két qua danh gia va khuyén nghi khac

phuc
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3.1.5. Ra quét, boc tach ma ddc tai cic co quan don vi trén dia ban Thanh pho

STT Noi dung })o.’n 50
Vi lwgng
I | Thug thiét bi va phin mém
1 | Ha tang thiét bi
May chii tai TTDL c¢6 c4u hinh t6i thiéu:
+ CPU 96 cores
+ RAM 512GB
+ Storage 4TB SSD. 8TB HDD
: x . , May
L1 | vai tro quan ly va ho trg: Dashboard tong hop. quan 1y cau | .py 1
hinh tép trung. B4o cdo va thong ké toan hé thong.
- Dich vu thué vi ti dat thiét bi va ATTTT:
+ Chi phi thué cho dat va cac dich vu ANTT kém theo( khong
bao gom dich vu sao luu phuc hoi dir li¢u);
+ Dich vu. ANTT gomn ( dich vu VPN, dich vu tuong ltra da
16p, dich vu IPS, dich vu gidm sat va canh bao som)
Thiét bi phan tich thong minh tai don vi. phan cing tdi thiéu:
+ CPU 24 cores
+ RAM 96 GB
+ Storage 2TB SSD. 8TB HDD Thiét
1,2 bi 15
+ 02 NIC 1Gbps '
+ Nang luc xt ly chinh: Deep Packet Inspection (DPI),
ML/AI Engine tich hgp. Phat hién C&C Communication.
Network Behavior Analysis. Lateral Movement Detection.
Network scanning
2 | Phin mém
Phan mém quan tri tip trung
71 + Quan tri tap trung cac thiét bi tai don vi Ban 1
’ quyén

+ Quan 1y két qua ra soat ma doc. tong hop thong tin. hd tro
bdo cao
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Pon S6

STT Noi dung Vi lrong

Phan mém phan tich thong minh tai don vi. thuc hi¢n phan | Ban

2,2 |, ., NS ) A
| tich. ra quét. nhan dién ma doc tai don vi. quyén

15

II | Dich vu chuyén gia ra quét. béc tach ma doc

- Thuc hién theo doi va ra quét. thyc hién danh gia xam nhép.
san tim ma ddc va cac mdi de doa tiém an trén luéng mang:
+ Phat hién C&C. botnet

+ Phat hién truy van tén mién doc hai
+ Phat hién hacking tool

+ Phét hién hanh vi khai thac 16 hong Goi 1
+ Phat hién tan cong APT. malware APT

- Phan tich va diéu tra chi tiét ma doc

- Loai bo ma doc va lam sach. hd tro phuc hdi hé théng

- Lap bao cao két qua ra quét. boc tich ma doc va khuyén nghi
nang cao an toan thong tin

3.2. Yéu ciu k§y thuit vé ndi dung hang muc cong viéc

3.2.1. Hang muc: T6 chirc kiém tra, danh gia an toan thong tin va t6 chirc dién
tap thwe chién bao dim an toan thong tin mang nam 2025

3.2.1.1. Yéu cau ning lwc, kinh nghiém
a) Yéu cdu vé kinh nghiém, nang lyc t6 chirc

Nha cung cap dich vu can chirng minh da ting thuc hién tdi thiéu 01 du 4n twong
tu trong vong 03 nim gan nhat.

Nha cung cap dich vu phai c6 chimg chi ISO 27001 vé tiéu chuan quan 1y an toan
thong tin con hiéu luc.

Nha cung cap dich vu phai c6 gidy phép kinh doanh dich vu an ninh thong tin con
hiéu luc.

b) Yéu cau veé nhan sy

So S6 nim . ]
STT Noi dung lwgng kinh Bang cap lién quan
(nguoi) | nghiém

Tét nghiép cac chuyén nganh
Toéan tin, Cong nghé thong tin,
Pién tir , Vién thong, Khoa hoc
may tinh, An ninh mang, An
toan thong tin, Ky thuat phan
mém, Hé thong thong tin

Nhom Chuyén gia > 15 nam
1. | trinh bay di€u phoi, 2 bac dai
thuyét minh hoc
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S6 S6 nim . ]
STT Noi dung lwgng kinh Bing cap lién quan
(nguoi) | nghiém
Tét nghi¢p cac chuyén nganh
Nhom chuyén gia . | Toan tin, Cong nghé thong tin,
x T >S5S nam | .. ., e <
HO tro hoc vién n . | PBién t&r , Vién thong, Khoa hoc
2. L P 4 bac dai . .
trong qua trinh dién hoc may tinh, An ninh mang, An
tap i toan thong tin, Ky thuat phan
mém, HE thong thong tin
Tét nghiép cac chuyén nganh
Nhom Chuyén gia > 9 nam T(.)? n t}n, ang n:ghc thong tin,
£ A1 X R . | Pién t&r , Vién thong, Khoa hoc
3. | tu van, thiét ké thao 4 bac dai L .
truong hoc may tinh, An ninh mang, An
i toan thong tin, Ky thuét phan
mém, HE thong thong tin
Tét nghiép cac chuyén nganh
Nhém Chuyén gia > 9 nam | 1040 tin, Cong nght thong tin,
N . R . | Bién t&r , Vién thong, Khoa hoc
4. | xay dung, duy tri 8 bac dai L .
thao trong hoc may tinh, An ninh mang, An
i toan thong tin, Ky thuét phan
mém, HE thong thong tin
Tét nghiép cac chuyén nganh
> 9 nim Toan tin, Cong ngh¢ théng tin,
Nhom Chuyén gia T . | Bién t&r , Vién thong, Khoa hoc
5 Y Lo 1 X un 2 bac dai , L, .
di€u phoi dién tap hoc mdy tinh, An ninh mang, An
i toan thong tin, Ky thuat phan
mém, Hé thong thong tin
Nhom chuyén gia TOt, ngh1¢p ac chL}yenA ngaph

A X A 1a . | Toan tin, Cong nghé thong tin,
1ap quy ché, thé 1€ > 9 nam | .. ., X oA

L L2 . . | Pién tr , Vién thong, Khoa hoc

6 | thi dau, cham diém 4 bac dai . .

\ A e oA may tinh, An ninh mang, An
va chuyén gia lap hoc s tho . o thuat bha
béo cdo tong két toan thong tin, Ky thuat phan

mém, Hé thong thong tin
Tong cong 24

3.2.1.2. Hoat dong 1

T6 chire dién tap thuc chién cho Dai ung cliru sy ¢ an toan mang thanh phé, bo
phén ky thuat dang van hanh tai Trung tam dir liéu Thanh ph6é H6 Chi Minh; dién tap
thuc chién 1a dién tap khong c6 kich ban, cac bén tham gia tan cong/phong thu trén hé
thong ing dung/cong thong tin dang van hanh chinh thirc da dugc phé duyét cap do 3.
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3.2.1.3. Hoat dong 2

Cong tac dao tao cac k¥ ning, kién thirc vé an toan thong tin cho cho can bo phu
trach cong nghé thong tin, an toan thong tin cho cac So, ban, nganh va UBND cac
phuong, xa, dac khu moi sau sap nhép. Cong tac dao tao duoc xay dung gém 02 phan
(ly thuyét va thyc hanh); phan 1y thuyét dao tao cho hoc vién nam ro cac cap do ATTT:
phan biét cAp d0, cic phuong 4n dam bao ATTT ddi véi cip d6 2 va 3; phan thuc hanh
duogc xay dung cac kich ban tac chién an toan thong tin trén thao trudong dién tap giup
cho hoc vién nim rd quy trinh, cac budc tan cong, hinh thirc khai thac 16 héng bao mat,
cic diu hiéu nhan biét khi bi tin. Céc kich ban tac chién an toan thong tin trong qua
trinh dio tao bao goém:

- Kich ban 1: Tac chién phong chdng tan cong APT sir dung k¥ thuat Living-
off-the-Land.

- Kich ban 2: Tac chién phong chéng tin cong phuong thirc cap nhat
UltraVNC.

- Kijch ban 3: T4c chién phong chdng tin cong qua két ndi api giira logistics
va cong thanh toén.

3.2.1.4. N¢i dung hoat dong 1-Cong tac dién tip thue chién an toan thong tin
mang

Luc lugng thuc hién dugc td chure thanh 3 luc luong chinh sau:

CHI HUY

Luc hrong

r Luc lrong
tan cong

phong tha

Hinh 1: Céc lie lwong chinh tham gia dién tip

a. Chi huy (PA05):

- Quan ly chung, diéu phdi nhan luc thuc hién cong tic dam bao ATTT cho
Thanh pho.

- Phé duyét ké hoach dién tap, thanh 1ap Ban t6 chirc, Ban giam khao, thé 18
cugc thi, ing dung/cong thong tin dugc phép khai thac.

b. Lic lwong tin cong (RedTeam):

- MOoi céc co quan, doanh nghi¢p c¢6 kinh nghi¢m hoat dong trong linh vyc an
toan thong tin d€ thuc hién cac cong viéc sau:

- Trinh sat do tim 16 hong cua tmg dung.

- Tan cong xam nhap hé théng.
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Cung cap thong tin, bang ching tin cong thanh cong vé Ban t6 chirc.

¢. Luc lwong phong thi (BlueTeam) gdm cac thanh phén sau:

B phan k¥ thuat quan 1y van hanh Trung tam dir li¢u.

Pon vi van hanh phan mém g dung.

e Thuyc hién quan tri gidam sat ATTT h¢ théng tham gia vao dién tap.
e Hoat dong theo co ché truc ca 24/7.

e Bdao cao cac ndi dung phat hién, ngan chan cho Ban t6 chuec.

Mo hinh tng dung (3 16p: web-app-db) tiéu biéu nhu sau:

Tang giao dién nguoi dung (web layer): 13 ting ma ngudi ding tuong tac truc
tiép voi tmg dung web thong qua trinh duyét. N6 chira cac thanh phan nhu
HTML, CSS va JavaScript dé hién thi giao dién cho nguoi dung.

Tang ung dung (application layer): tﬁng nay chira cac logic xur Iy nghiép vu
cua img dung web, xur ly cac yéu cau tur tang giao dién nguoi dung va truy Xuét
cac dir liéu tir tang co so dit liéu dé thuc hién céc tac vu cu thé.

Tang co so dit liéu (database layer): tang nay chta cac co sd dit liéu duoc sir
dung dé luu tri va quan 1y dir liéu cta Gng dung web. Cac thong tin nhu thong
tin ngudi ding, thong tin san pham va cac dit liéu khac duge luu trir va truy
xudt thong qua cac cau truy van dén co so dit licu.

Thoi gian dién tap: Quy IV nim 2025.

Hinh thirc dién tap: t6 chirc dién tap trong 5 ngdy vé6i hinh thuc khai thac 15
hong tir xa.

S6 lugng tham gia:
o SO luong Blue team: dy kién 30 nguoi
e SO lugng Red team: 8 doi (du kién 80 nguoi).

Téng sb lugng nguoi tham du va khach moi du kién: 168 ngudi (chi tiét theo
danh sach sau):

STT Thanh phin tham du S6 lwong
1 Red team 80
2 Blue team 30
3 Ban giam khao 5
4 | Ban t6 chuc (BTC) 10
5 Khach moi 20
6 Phoéng vién cic Béo, Dai truyén hinh 15
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STT Thanh phin tham du S6 lwong

VNCERT (truc thuéc Trung tim An ninh mang qudc
7 gia cua cuc A0S — Cuc An ninh mang va Phong, chong 8
to1 pham cong ngh¢ cao B§ Cong an)

Téng cong 168

3.2.1.5. N§i dung hoat ddng 2 — Cong tac dao tao ky niing, kién thirc vé an
toan thong tin

- Thoi gian: 02 ngay
- Hinh thtc t6 chirc ddo tao tap trung vao cac van dé:

e Cong tac dao tao dugc xay dung gom 02 phan (y thuyét va thyc hanh);
phan Iy thuyét dao tao cho hoc vién nim rd cac cap do ATTT: phan bit
cap do, cac phuong an dam bao ATTT ddi v6i cap d6 2 va 3. Huong . dan,
lam quen céc tinh hudng cia kich ban dién tap. Hoat dong nay dién ra
trong 1 ngay.

e Thyc hanh dién tip an toan thong tin mang trén thao truong dién tap, mo
ta cac kich ban va bdo cdo tong két Dién tap, dién ra trong 1 ngay.

3.2.2. Hang muc: Ung phé suw ¢d, dam bao an toan thong tin trén dia ban
Thanh pho

3.2.2.1. Yéu cau ning lue, kinh nghiém

a) Yéu cau vé kinh nghiém, néing lyc t6 chire:

Nha cung cép dich vu can chirng minh da tung thyc hién t6i thiéu 01 dy an dao
tao/tap huan tuong ty trong vong 03 ndm gan nhat.

b) Yéu cau vé Béi ngii Chuyén gia, Gidang vién va Cong cu:

Yéu cau nay dam bao rang Nha cung cap Dich vu trién khai du an phai c6 ngudn
nhan lyc chat lugng cao, c6 kinh nghiém thyc té va kha nang truyén dat phu hop véi doi
tuong dao tao.

Sb S6 nim . ]
STT | NOi dung lwgng kinh Bang cap lién quan
(nguwoi) | nghiém

Tét nghiép cac chuyén nganh Toan tin,
Cong nghé thong tin, Pién tr, Vién
thong, Khoa hoc mdy tinh, An ninh
mang, An toan thong tin, Ky thuat

. , = 05 nam | ppan mém, Hé théng thong tin
1. | Giadng vién 01 bac dai
hoc - C6 ddng thoi cac chung chi

Offensive Security Certified
Professional ~ (OSCP), Offensive
Security Defense Analyst (OSDA)
hodc tuong duong.
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S6 S6 nim . ]
STT | No6i dung lwgng kinh Bing cap lién quan
(nguwoi) | nghiém

Tét nghiép cac chuyén nganh Toan tin,

Tro giang / > 05 nam | Cong nghé thong tin, Pién tir, Vién
2. | Ky thuat vién 8 bac  dai | thong, Khoa hoc may tinh, An ninh
ho tro hoc mang, An toan thong tin, Ky thuat

phan mém, Hé thdng thong tin

Tt nghiép cac chuyén nganh Toan tin,

C,huyén gia tur > 10 ndm | Cong nghé thong tin, Dién tir, Vién
3. | van, thiétl ' 3 bac  dai | thong, Khoa hoc may tinh, An ninh
lab tap huan hoc mang, An toan thong tin, Ky thuat

phan mém, Hé thong thong tin

Tét nghiép cac chuyén nganh Toan tin,
> 05 nim | Cong nghé thong tin, Dién tir, Vién
3 bac  dai | thong, Khoa hoc may tinh, An ninh
hoc mang, An toan thong tin, Ky thuat
phan mém, Hé thong thong tin

Chuyén gia
thiét ké kich
ban, viét tai
liéu dao tao

Tong cong 15

Nha cung cép dich vu chiu trach nhiém chuén bi céc thiét bi phuc vu cho tap huin
va dién tap hé thong Lab vdi cau hinh t6i thi€u nhu sau:

Céu hinh phan ctng:
- CPU: Core 17

- RAM: 32GB

- SSD: 1TB

Phan mém duogc cai dit san: Cac phan mém phuc vu cho cong tac tap huan (cong
cu gia lap su cd, cong cu xur 1y su cd)

3.2.2.2. Yéu cau vé Ndi dung Pio tao va Giang vién

a) Yéu cau vé Chat lirong Néi dung

Noi dung phai dam bao tinh phd cap, dé tiép thu va tap trung vao hanh vi tmg phd
hon 1a céc k¥ thuat chuyén sau:

Str dung ngdn ngir dé tiép can va minh hoa truc quan (hinh anh, video, kich ban)
dé giai thich cac moi de doa.

Noi dung can bao quat cac rii ro thuong gip nhat cudc sdng va quy trinh tmg pho
su cO.

Cung cap cac Huéng din Thuc hanh So bd dé can bo biét chinh xac phai lam gi
khi man hinh bi khoa, may tinh bi chdm bat thuong, hodc nhan dugc email ddng ngo.

Thoi lugng phu hop: Uu tién 60% Ly thuyét (K¥ nang nhan thirc) va 40% Dién
tap tinh huong.
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b) Yéu cau vé Giang vién
Giang vién khong chi can kién thirc bao mat ma con can c6 ky nang su pham va
truyen dat dai chung:

Kinh nghi€ém tu van chinh sach: Gidng vién c6 kinh nghiém tu van vé quy dinh va
nang cao nhan thirc cho khoéi co quan hanh chinh nha nuéc.

Dung ngdn ngit phd théng: Giang vién can han ché tdi da cac thuat ngir k¥ thuat
chuyén mon sau va ludn giai thich can ké néu phai str dung.

3.2.2.3. Yéu ciu vé Pam bao Chét lwong va San pham ban giao

Carp két SLA vé Ty 1€ Hép thu: Nha cung gép dich vu can cam két dat du’qc Ty }é
gidm nhap chudt vao link doc hai trong cac chién dich Phishing gia lap giam t6i thiéu
50% so vo1 trude khi dao tao (day 1a chi s6 do luong hi¢u qua nhan thue cot 161).

Ho trg Hau can: Co ddi ngli chuyén trach v€ hau can, dam bao vi¢c sap xép phong
hoc, diém danh, cung cap tai liéu cho so lugng 16n hoc vién dién ra tréi chdy, khong anh
huong dén thoi gian lam viéc hanh chinh.

3.2.2.4. Yéu cau vé giam sat chat lwong dich vu

Phong PAOS5 — Cong an Thanh Phd HO Chi Minh:

Thuc hién danh gia trudce dbi vé6i toan bod gido trinh, tai li€u giang day, va kich ban
dién tap dé xac nhan tinh phu hop voi d61 tuong tham gia va tinh tuan thu cac quy dinh
cua Thanh pho.

Giam sat viéc chuan bi co s¢ vat chat, hé thong am thanh, anh sang va cac diéu
kién hau can khac tai dia diém t6 chirc dao tao.

Giam sat va xac nhan tinh chinh x4c cia danh sach hoc vién tham gia, ho so di€ém
danh, va quy trinh cap phat tai li€u, chirng nhan.

Giam sat viéc tuan thu cac quy dinh vé bao mat thong tin va phong chéng rii ro
trong qua trinh t6 chirc tap huan.

3.2.3. Hang muc: Mua sim, bd sung dich vu dam béo an toan théng tin cho
thiét bi dau cuoi

3.2.3.1. Yéu céu chit lwong dich vu
- Pam bao ban giao day du ban quyén va tai liéu huéng dan st dung.

- Pam bao giai phap phong chong ma doc dap tng day du cac yéu cau vé ky
thuat.

- Thuyc hién cong tac bdo dam an toan cho dit li¢u lién quan dén hé théng duoc
cai dat.

- Viéc cai dat Endpoint phong chong ma doc phai bao dam khong anh hudng
dén hoat dong binh thuong cua h¢ thong.

3.2.3.2. Yéu cau chung

- Cai dat, trien khai phan mém c6 ban quyeén cho trén céc thiét bi dau cuoi (may
chu va mdy tram) phai c6 chung nhan ban quyén ctia nha cung cap dich vu
tuong g vai dich vu cung cap;
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- Kha nang giai quyét su cd tdi da sau 02 tiéng ké tir khi nhan dugc thong béo,
coO ctr chuyén gia dén hi¢én truong dé xur 1y (hodc tir xa);

- Cho phep cap nhat tu dong phién ban phan mém va dau hiéu nhin dién ma doc
m&i, hd trg ca ché d6 online va offline

- C6 hé théng quan 1y, giam sat va cau hinh tap trung, tich hop voéi méi truong
40 hoa va phan nhom thiét bi theo nhiéu tiéu chi

- Ap dung v quan 1y chinh sach bao vé khac nhau cho timg nhém thiét bi, hd
trg cach ly, giam sat va diéu khién tir xa

- Tich hop cong nghé chéng virus, ransomware, tqén cong zero-day, tin cong
khong dung file (fileless) va chong khai thac 16 hong

- Co khé} nang phat hién IoC, phan tich nguyél} nhan, cach ly thiét bi/tép tin, san
tim moi de doa (Threat Hunting) va chong tan cong APT.

3.2.3.3. M6 hinh trién khai

Mo hinh trién khai h¢ thong bao mat thiét bi ddu cudi duge thiét ké theo kién trac
tap trung, trong d6 mot may chu trung tdm dit tai Trung tdm Dit liéu ctia Thanh phd
hodc Cong an Thanh phé dong vai tro quan 1y, giam sat, thu thap su kién va diéu phdi
hoat dong bao mat trén toan hé thong. May chii trung tim c6 cau hinh véi 24 core CPU,
RAM 256GB, Storage 16TB SSD, dam béao hiéu ning cao, kha ning xir Iy dong thoi
hang nghin tac vu va dap (mg nhu ciu mé rong trong tuong lai.

Trén may chu trung tim, hé thong cai dat phén mém quan tri Endpoint, cho phép
quan ly tap trung toan bg cac may tram, may chu b sung tai cac SO, UBND phuong xa.
Céc thiét bi dau cudi tai cac don vi duoc cai dat agent bao mat két ndi tryc tiép vé may
chu trung tdm thong qua kénh truyén dugc ma hoa. Agent chiu trach nhiém giam sat
hanh vi, phat hién ma ddc, ngan chan tan cong, thu thap su kién va gui dir liéu vé hé
thng phan tich trung tam.

May chii trung tdm dam nhiém vai tro trién khai va phan phéi chinh sach bao mat,
cap nhat co sé dit liéu nhan dién ma doc, diéu phdi quét tu dong, va xir 1y canh béo theo
thoi gian thue. Hé thong cho phép quan Iy phan ting theo nhém don vi, hd tro ap dung
cac chinh sach phu hop cho ting khu vuc hoac loai hinh thiét bi. Khi phat hién bat
thuong, EDR thuc hién cach ly endpoint, thu thap dau vét sb, va giri dit liéu phén tich
1én may chu dé danh gia va phan ing nhanh.

3.2.3.4. Yéu ciu vé an toan bio mat thong tin, dir liéu

Noi dung cung cap phai dugc kiém soat chit ché va dic biét 1a phai c6 su rang
budc doi vdi cac can bd cua nha cung cap gidi phdp cling nhu nha cung cap giai phap
trong viéc trién khai cac gidi phap ky thuat cong nghé, giai phép an toan, an ninh, bao
mat va cac van de khac co lién quan.

Trong qué trinh cung cap giai phap, Nha thau phai tuan thii nghiém ngit cac quy
trinh van hanh, cai dat phan mém; quy cheé khai thac, st dung hé thong cua Thanh pho.
bam bdo bao mat thong tin, dit li¢u chat ch€ dya trén cac ti€u chi sau day:

- MJdi ngudi sir dung hop phap chi dugc truy cap vao hé thong theo thim quyen

thong qua quyén duoc cap va mi nhan dang trén mang cuc bo cling nhu ddi
Vo1 truy cép tu xa.
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- Khong dugc mang cac vat mang tin (nhu dia mém, USB, ...) vao/ra noi dat
may chu, thiét bi CNTT.

- Thyc hién dung cac cam két vé bao dam an toan, an ninh thong tin.

- Xay dyng mot sb bién phap 1 rang dé phan tng trude cac tinh hudng co thé
xay ra doi voi hé thong.

3.2.3.5. Yéu ciu déi v6i nha cung cAp phin mém

C6 Trung tim SOC tai TPHCM va cam két ctr nhan su onsite phdi hop tng pho sy

¢d ATTT trong vong 02 gio.

3.2.3.6. Yéu ciu ddi v6i phan cirng phin mém

STT | Ngi dung | Mé ti yéu ciu 50 | Ghi chi
lwgng
Thong sb ky thuat:
- Bo vi xu ly: > 2 x Intel® Xeon® Gold
5418Y 2G, 24C/48T, 16GT/s, 45M Cache,
Turbo, HT (185W)
- B6 nho tam: > 8 x 32GB RDIMM,
5600MT/s, Dual Rank
- O cung: > 4 x 3.84TB SSD SATA Read
Intensive 6Gbps
- Broadcom 57414 Dual Port 10/25GbE
SFP28, OCP NIC 3.0
May cha |- Motherboard with Broadcom 5720 Dual
frung tam Port 1Gb On-Board LOM CPU: 2 x Intel®
quan 1y tap Xgon® Gold 5418Y (2GHz, 24 nhéan, 48 1 Thoi han
frung ludng, 45MB Cache, Turbo, HT, 185W) sit dung
- Hd trg céac tiéu chuin bao mat co ban va 6 thang
nang cao:
+ Cryptographically signed firmware
+ Secure Boot
+ Secure Erase
+ Silicon Root of Trust
+ System Lockdown <yéu cau license twong
ung>
+ TPM 1.2/2.0 FIPS, CC-TCG certified,
TPM 2.0
A A Ban quyén phan mém dam bao an toan thong
Phanmém | /' hiét bi diu cudi - Endpoint 3-364
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3.2.4. Hang muc: Kiém tra, phan tich, danh gia an toan thong tin cho ha ting
mang, may chui, may tram va thiét bi ) tai cac co quan, don vi trén dia ban Thanh
pho

3.2.4.1. Yéu cau chung
a) Yéu cau vé kinh nghiém, néing lyc t6 chirc

Nha cung cép dich vu can chtirng minh da ting thuc hién tbi thiéu 01 dy 4n kiém
tra, danh gia tuong ty trong vong 03 nam gan nhat.

Nha cung cap dich vu phai ¢é chimg chi ISO 27001 vé tiéu chuan quan 1y an toan
thong tin con hiéu luc.

Nha cung cp dich vu phai c6 gidy phép kinh doanh dich vu an ninh thong tin con
hiéu luc.

b) Yéu cau doi voi nhdn sw chuyén gia

So S6 nim
STT Noi dung lwgng kinh Bang cap lién quan
(ngwoi) | nghiém

- Tot nghiép cac chuyén nganh
Toan tin, Cong ngh¢ thong tin,
Dién tir, Vién thong, Khoa hoc
may tinh, An ninh mang, An
toan thong tin, K§ thuat phan
mém, Hé thong thong tin.

- C6 dong thoi cac chimg chi
Certified Information Systems
> 10 nam | Security Professional (CISSP),
01 bac  dai | GIAC Web Application
hoc Penetration Tester (GWAPT),
GIAC Certified  Incident
Handler Certification (GCIH),
Certified Ethical Hacker (CEH)
hoac twong duong.

Truéng nhom danh
gia

- C6 cong bd phat hién tdi thicu
01 15 hong bao mat CVE cho
cac san pham uy tin trén thé
gidi.

- Tbt nghiép cac chuyén nganh
Toan tin, Cong nghé thong tin,
Dién tir, Vién thong, Khoa hoc
may tinh, An ninh mang, An
toan thong tin, Ky thuat phan
mém, Hé thong thong tin.

Chuyén gia cao cip > 10 nam
2 |danh gid an toan 06 bac  dai
thong tin hoc

11 > 05 nim | - T6t nghiép cac chuyén nganh
bac  dai | Toan tin, Cong nghé thong tin,
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So SO0 nam

STT Noi dung lwgng kinh Bing cép lién quan
(nguwoi) | nghiém
gia an toan thong tin hoc bién tir, Vién thong, Khoa hoc

may tinh, An ninh mang, An
toan thong tin, Ky thuat phan
mém, H¢ thong thong tin.

- T6t nghiép cac chuyén nganh
Toan tin, Cong nghé thong tin,

R . , > 03 ndm | .. ., % N
Chuyén vién danh R . | Dién tu, Vien thong, Khoa hoc
4 ., . . 22 bac  dai A i
gia an toan thong tin hoc may tinh, An ninh mang, An
. toan thong tin, K¥ thuat phan
mém, H¢ thong thong tin.
Tong cong 40

3.2.4.2. Yéu cau vé chat lwong Dich vu kiém tra, danh gia an toan thong tin

Sau khi két thiic qua trinh ddnh gia nha cung cap c6 trach nhiém thong bao cho
don vi van hanh hé thong thong tin bi€t va ban giao tai li€u, trang thiét bi st
dung (néu cd) trong qua trinh kiém tra.

B4o céo tong hop tat ca cac 16 hong da phat hién dugc, phan loai theo mirc do
nghiém trong, mo ta chi tiét vé 160 hong, cach thuc da dung dé khai thac, phan
tich nguyén nhan.

Céc khuyén nghi, giai phap, huéng din khic phuc ghi & hodc tham chiéu t6i
tai li€u cua cdc nha san xuat, cong ty bdo mat.

Pon vi chu tri danh gia ¢6 trach nhiém dy thdo Béo cdo danh gid, giri cho don
vi van hanh hé thong thong tin dé iy y kién. Trong thoi han 05 ngay ké tur
ngay nhan duoc du thao Bao cdo danh gia, don vi van hanh hé théng thong tin
co trach nhiém co ¥ kién dbi véi cac noi dung dy thao.

Trén co s¢ du thao Bao cdo danh gid, ¥ kién cua don vi van hanh hé théng
thong tin, don vi chu tri danh gia hoan thién Bao cao danh gia, giri don vi van
hanh va chii quan hé théng thong tin.

Thuc hién cong tac bdo dam an toan cho dir li€u lién quan dén hé théng duoc
danh gia, khong cong b dir lidu lién quan khi chua duoc sy dong ¥ ctia chu
quan hé thong thong tin.

3.2.4.3. Yéu ciu vé k¥ thuat, cong nghé, pham vi cong viéc dé dap wng yéu ciu
chat lwgng dich vu kiém tra, dianh gia an toan thong tin

a) Kiém tra, ddnh gid viéc tudn thii quy dinh ciia phdp ludt vé bdo dam an toan hé

thong thong tin theo cip do

Kiém tra, /danh gia an toan thong tin theo cac néi dung dugc quy dinh tai Diéu 11,
12 Théng tu s6 12/2022/TT-BTTTT ngay 12 thang 8 nam 2022 cua B Thong tin va
Truyén thong quy dinh chi tiét va huéng dan mot sé diéu ctia Nghi dinh s6 85/2016/ND-
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CP ngay 01 thang 7 ndm 2016 cua Chinh phu vé bao dam an toan hé théng thong tin
theo cap do:

Kiém tra, danh gia tuan thi d6i v6i don vi chuyén trach vé an toan thong tin cia
cht quan hé thong thong tin.

Kiém tra, danh gia tuan thu ddi voi don vi van hanh.
Kiém tra, danh gia viéc to chirc thuc thi cac bién phap bao dam an toan thong tin.

b) Kiém tra, ddnh gid hiéu qua ciia cdc bién phdp bdo dam an toan théng tin theo
phwong an bao dam an toan thong tin dwoc phé duyét

Kiém tra tinh ddy du va phu hop ctua Quy ché bao dam an toan théng tin theo
phuong an bao dam an toan thong tin vé quan 1y dugc phé duyét.

Pénh gia viéc tun thu cac quy dinh, quy trinh trong Quy ché bao dam an toan
thong tin trong qua trinh van hanh, khai thac, két thuc hoac huy bo hé thong thong tin.

Pénh gia viéc thiét ké hé thong theo phuong 4n bao dam an toan thong tin duoc
phé duyét.

Danh gia viéc thiét 1ap, cdu hinh hé thong theo phwong an bao dam an toan thong
tin dugc phé duyét.

Kiém tra viéc cau hinh, tang cuong bao mat cho thiét bi hé théng, hé diéu hanh,
ung dung, co s& dir licu va cac thanh phan khac 1ién quan trong h¢ thong theo hudng
dan.

¢) Kiém tra danh gid an toan théng tin cho cdc vmg dung
Béng cac k¥ thuat nghiép vu va hd tro boi cac cong cu, viéc danh gia s€ phat hién:

Cac 16 héng bao mat xuit hién trong g dung do vi¢c lap trinh khong tdt hodc
ludng hoat dong khong dam bdao tinh an toan.

Cac 16 hong bao mat did/chua duoc cong bo trén toan cau lién quan dén thu vién
hodc cac churc nang c6 thé anh hudéng dén img dung.

Cac nhom danh gia cho ing web bao gom:
- Tham do, thu thap thong tin

- Kiém tra quan 1y cau hinh & trién khai
- Kiém tra quan 1y dinh danh

- Kiém tra xac thuc

- Kiém tra phan quyén

- Kiém tra quan 1y phién

- Kiém tra sang loc dit liéu dau vao

- Kiém tra co ché xtr 1y 15i

- Kiém tra thudt to4n ma hoa

- Kiém tra logic nghiép vu

- Kiém tra xtr ly phia nguoi dung

d) Kiém tra ddnh gid an toan théng tin cho may chii
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Thu thap thong tin may chu: Pia chi IP va dia chi MAC cua may chu; Thong tin
vé€ h¢ diéu hanh, phién ban va cau hinh h¢ thong;

Thuc hién kiém tra, ra soat 10 hong, diém yéu, cau hinh cua may chu

Xéc dinh cac ban va bao mat chua dugc ap dung va kiém tra kha nang cap nhat
cua h¢ thong

Kiém tra thong tin vé cac tién trinh dang thuc thi
Kiém tra cac céng két ndi, cac dich vy, cac chinh sach thiét 1ap trén may chu.
e) Kiém tra ddnh gid an toan théng tin cho cdc thiét bi mang

Thu thap thong tin thiét bi: dia chi IP, dja chi MAC, nhan dang thiét bi mang:
Router, Firewall, Switch

Thuc hién ra soét, kiém tra hé théng mang, phat hién cac dich vu dang mé cua cac
thiét bi, giao thirc mang truyén tai trén hé thong dugce coi la cac diém yéu.

Kiém tra, ra soat 16 hong ctia dich vu két hop véi kiém tra, danh gia thu cong dam
bao phat hién tot da cac 16 hong, van dé vé an toan thong tin ton tai trén thiét bi

Kiém tra tip céc cau hinh, cac luat cau hinh, kiém tra cac chirc ndng lién quan téi
xac thuc va phan quyén.

3.2.4.4. Yéu cau vé an toan bao mat thong tin, dir liéu va cac yéu cau khac ciia
TP.HCM

Céc yéu cau vé an ninh bao mét, an toan mang ludi, thong tin, dir licu lién quan téi
hang muc thué dich vu dugc thuc hién tuan thu theo quy dinh vé an toan, an ninh, bao
mit trong cic vin ban phap luat lién quan bao gdm: Luit Cong nghé thong tin sb
67/2006/QH11 ngay 29/6/2006 cua Quéc hoi khoa XI; Luat Giao dich dién ti sb
51/2005/QH11 ngay 29/11/2005 cua Qudc hoi khoa XI; Luat Vién thong sd
41/2009/QH12 ngay 23/11/2009 cta Qubc hoi khoa XII.

Bé&i vi day 1a hang muc thué dich vu thude linh vuc cong nghé thong tin nham phuc
vu cho hoat dong cta cac co quan quan 1y nha nude, cho nén can phai duoc kiém soat
chat ch€ va dac biét 1a phai co6 su rang budc ddi véi cac can bo cla nha cung cép dich
vu cling nhu nha cung cip dich vu trong viéc cau triic mang ludi, cac giai phap ki thuat
cong nghé, giai phap an toan, an ninh, bao mat va cac van dé khéc c6 lién quan.

Trong qua trinh cung cép dich vy, Nha cung cép dich vu phai tuan thu nghiém ngat
cac quy trinh van hanh, cai dit ing dung; quy ché khai thac, sir dung h¢ thong cua
TP.HCM. Xay dung ndi quy bao mat thong tin, dir liéu chat ché dua trén cac ti€u chi
sau day:

- Mbi ngudi sir dung hop phap chi dugc truy cép vao h¢ thong theo tham quyen
thong qua quyén dugc cip va mi nhin dang trén mang cuc bd ciing nhu dbi
véi truy cap tur xa.

- MJdi ngudi dung phai chiu trach nhiém vé ndi dung dir liéu do minh cap nhat,
xu 1y, bd phan dir li€u nao thi chi dugc phép stra do61, chinh ly phan dir li¢u do.

- Khoéng dugc ‘mang cac vat mang tin (nhu dia mém, USB, ...) vao/ra noi dat
may chu, thiét bi CNTT.
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- Thyc hién diing cac cam két voi Chu tri thué dich vu vé bao dam an toan, an
ninh thong tin.

- Xay dung mot s bién phap rd rang dé phan tmg trude cac tinh hudng c6 thé
xay ra do1 vé1 hé thong.

- Cam két tuan thi, bao mat thong tin va quyén s& hitu tri tu¢ hé thong CNTT
dam bdo an toan thong tin cho h¢ thong CNTT ctia TP.HCM.

3.2.4.5. Yéu cau vé giam sat chét lwong dich vu
Phong PAO5 — Cong an Thanh Phd H6 Chi Minh:

- Thuc hién gidm sat cac nha cung cép dich vu theo ding cic quy dinh cua hop
dong thué dich vu.

- Thyc hién danh gia cac bao cdo dinh ky va dot xuat, phoi hop véi nha cung
cap dich vu trong viéc xur Iy cac su co.

- Chiu trach nhiém giam sat nham dam bao khong 16 Iot, that thoat thong tin vé
pham vi thuc hién va quy mo cua du an.

- Chiju trach nhiém vé chat luong dich vu cua nha cung cép dich vu
- Nha cung cip dich vu kiém tra, danh gia an toan thong tin:

- Bao cio két qua danh gia chi tiét cac phuong phap va ky thuat dugc sir dung
trong qua trinh thuc hién dich vu.

- Bao cdo két qua danh gid ho so cap do doi voi cac h¢ thong muc ti€u

3.2.5. Hang muc: Ra quét, béc tach ma doc tai cac co quan don vi trén dia
ban Thanh pho

3.2.5.1. Yéu cau ning luc, kinh nghiém
a) Yéu cdu vé kinh nghiém, nang lyc t6 chirc:

C6 Trung tdm SOC tai TPHCM va cam két ctr nhan su onsite phdi hop tng phé sy
co ATTT trong vong 02 gio.

Nha cung cap dich vu phai cé chimg chi ISO 27001 vé tiéu chuan quan 1y an toan
thong tin con hiéu luc.

Nha cung cdp dich vu phai c6 gidy phép kinh doanh dich vu an ninh thong tin con
hiéu luc

b) Yéu cau doi voi doi ngii chuyén gia:

S6 S6 nim o
STT | NOoi dung lwgng kinh Bang cap lién quan
(nguoi) | nghiém

- Tt nghiép cac chuyén nganh Toan

Chuyén  gia > 10 ndm | tin, Cong nghé thdng tin, Dién tir, Vidn

1 E }}:Snén t;;ﬁ 01 bac dai | thong, Khoa hoc may tinh, An ninh
A ééc hoc mang, An toan thong tin, Ky thudt phan

mém, Hé théng thong tin.
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S6 S6 nim
STT | Noi dung lwgng kinh Bing cip lién quan
(nguoi) | nghiém
- Tt nghiép cac chuyén nganh Toan
tin, Cong nghé thong tin, Pién tir, Vién
thong, Khoa hoc mday tinh, An ninh
mang, An toan thong tin, K¥ thuat phan
mém, Hé théng thong tin.
Ch}l yen g < - Co6 dbng thoi cac chimg chi
phan tich céac > 05 nam . :
z o n . | eLearnSecurity  Certified  Threat
2 |dau hi¢u, 01 bac dai . .
hanh vi ma hoe Hun‘.ung Prqfessmnal (eCTHP),
doc i Certified Ethical Hacker (CEH),
i Certified SOC Analyst (CSA) hoac
tuong duong.
- C6 cong bd phat hién t6i thiéu 01 15
hong bao mat CVE cho céc san pham
uy tin trén thé gioi.
- Tt nghiép cac chuyén nganh Toan
Chuyén gia > 03 nim | tin, Cong nghé thong tin, Dién tir, Vién
3 |trién khai ra 03 bac dai | thong, Khoa hoc may tinh, An ninh
quét hoc mang, An toan thong tin, K¥ thuat phan
mém, Hé thong thong tin.
Tong cong 05

3.2.5.2. Xac dinh yéu ciu vé chit lwong dich vu

Bao céo téng hop tat ca cac ma doc da phat hién duoc, phan loai theo mic do
nghiém trong, mo ta chi tiét vé 16 hong, cach thic da dung dé khai thac, phan
tich nguyén nhan.

Céc khuyén nghi, giai phap, huéng dan khic phuc, boc taich ma doc ghi rd
hoac tham chiéu.

Thuyc hién cong tac bdo dam an toan cho dir li€u lién quan dén hé théng duoc
ra quét.

Viéc ra quét phat hién ma doc phai bao dam khong anh hudng dén hoat dong
binh thuong ctua hé thong.

B4o cdo ra quét ma doc phai bao gdm cac chi tiét vé ma doc va huéng dan
khac phuc, bién phap khac phuc thay thé, cling nhu minh chirng vé viéc khai
thac thanh cong.

3.2.5.3. Yéu cau vé ky thuét, cong nghé dé dap @ng yéu ciu chét lwong dich

vu

a) Yéu cau chung
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Giai phap ra quét va boc tadch ma doc duoc thiét ké voi hiéu nang cao, kha nang
xur 1y linh hoat va dap ung ti€u chuan cao, cu thé nhu sau:

Hi¢u nang xtr Iy manh mé, c6 kha nang phan tich va gidm sat luu luong mang
tor 500 Mbps dén 10 Gbps, phu hgp vdi ha tang mang quy mo 16n cua cac co
quan nha nudc.

Tich hop cong nghé Tri tué¢ nhan tao (Al) va Machine Learning, cho phép phat
hién va nhan dién chinh x4c cac hanh vi ma doc an sau trong luu lugng mang,
bao gdm ca cac may cha diéu khién C&C duoc sinh ra theo thudt toan
(algorithm-based C2) — gitip ning cao dang ké hiéu qua phat hién so véi cac
phuong phap truyén théng.

Trién khai hoan toan trong moi truong mang ndi bo (Metronet), hoat dong
offline, tach bi¢t hoan toan voi Internet bén ngoai, ddm bao tinh bao mat tuyét
doi cho dir li€u gidm sat va phan tich.

Hb trg nhan dién va kiém tra hon 1.200 giao thitc mang, bao quat hau hét cac
dich vu va ung dung pho bién, tir d6 tdng dJ chinh xac trong vi¢c phan tich
hanh vi va boc tach ma doc.

Ung dung khung tiéu chuan MITRE ATT&CK trong viéc xac dinh va phan
loai cac hanh vi tan cong, gitp nhan dién chinh xac cac k¥ thuat ma ma doc
dang stir dung dé lay lan hodc duy tri hién di¢n trong hé thong.

Ap dung phuong phap gidm sat “non-invasive”, trién khai ¢ ché do
TAP/SPAN, khong cai agent, khong thay doi cau hinh mang hién hiru va khong
gy gian doan hoat dong ciia hé thong trong qua trinh ra quét.

Tuan tha cac tiéu chuin va khung hudng din qudc té, bao gdbm TCVN
14423:2025 vé hé thong thong tin quan trong, NIST Cybersecurity
Framework, va MITRE ATT&CK Framework, ddm bao tinh tuong thich, minh
bach va hiéu qua trong trién khai

b) M0 hinh trién khai
Quan Iy Trung tdm — Core Server tai Trung tam D@ liéu (TTDL):

Pugc trién khai tai ha téng Trung tdm D1t 1i¢u Thanh phé, dong vai tro bo diéu
hanh va phan tich tip trung cta toan hé thong. Cau hinh phan cting: CPU 96
cores, RAM 512 GB, Storage gom 2 TB SSD tc d6 cao va 8 TB HDD dung
luong 16n.

Chtrc nang, nhi¢m vu:

Téng hop dit lidu va hién thi Dashboard tap trung tir 15 don vi giam sat.
Quan ly cAu hinh hé théng, déng b0 chinh sach va cdp nhat co s¢ dir liéu nhan
dién ma doc.

Thuc hién tong hop bao co, thong ké va phan tich xu hudng toan hé théng,
ho trg cong tac dicu hanh va ra quyét dinh ctia don vi quan ly an toan thong
tin cap Thanh pho.

DPon vi — Thiét bi phan tich Sensor:

Puoc trién khai truc tiép tai 15 co quan, don vi, dong vai tro nut phan tich doc
lap nham gidm sat, nhan di¢n va boc tach ma doc tai cho. Cau hinh phan cing:
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C}’U 24 cores, RAM 96 GB, Storage 1 TB SSD va 8 TB HDD, trang bi hai
cong mang (NIC) 1 Gbps dam bao hi¢u nang xir 1y luu Iugng 16mn va 6n dinh.

Nang luc xtr 1y chinh:

- Phén tich géi tin chuyén sau (Deep Packet Inspection — DPI) tai diém dau
mang (edge).

- Tich hop bd may hoc va tri tu¢ nhan tao (ML/AI Engine) dé tu dong nhan dién
hanh vi bat thuong.

- Phét hién cac hanh vi tin cong mang tién tién, bao gdm C&C Communication,
Network Behavior Analysis, Lateral Movement Detection va Network
Scanning.

3.2.5.4. Yéu cau vé pham vi cong viéc

STT Cong viéc Noi dung can thyc hién

Hé¢ théng duoc trién khai tai 15 don vi, v6i ké hoach mdi
don vi thyc hién ra soat trong vong 10 ngay, bao gém thu
thap dir li€u, phan tich, va hoan thanh bao cao danh gia
chi tiét vé tinh trang an toan thong tin

Thuc hién ra soat | Trong thoi gian trién khai, hé thong s& theo ddi, phat hién
mi doc qua ludng | va phan tich cac dau hiéu lay nhiém ma doc, dong thoi
mang & cac So trén | 1ap bao céo két qua va dé xuét bién phap boc gd, xu 1y
dia ban trigt dé

Qua trinh thyc hién khong gay anh hudng dén hoat dong
ctia hé théng CNTT hién hiru, khong thay doi kién trac
mang, khong cai dat phan mém hodc agent trén may tinh
cua don vi.

Thuc hién ngat két ndi va c6 1ap tam thoi cac thiét bi dau
cuoi duoc xac dinh c6 dau hi€éu nhiém ma doc theo két
qua phan tich va bao cdo k¥ thuat

Kiém tra tinh trang hoat dong, phién ban va mirc do cap
nhat ciia cac phan mém phong chong ma ddc dang duoc
Phuong 4n xir Iy mi cai dat trén thiét b1

doc Sao luu dir li€u quan trong, tién hanh cai dat lai hé diéu
hanh va cau hinh phan mém phong chong ma doc mai

Can ci két qua phan tich, xay dyung va trién khai bién
phap boc tach, [am sach ma ddc tri¢t dé

Thu thép, luu trir va chuin hoa toan bd dir liéu, nhat ky
xur ly va bdo céo chi tiét dé€ phuc vu danh gi, tong ket

Tém tét thong tin don vi dang ra soat;

3 | Bao cao Théng ké va md ta chi tiét cac ma doc duoc phat hién
(néu co) theo tirng thiét bi dau cudi
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STT

Cong viéc Noi dung can thuc hién

Phuong an va két qua xtr Iy (néu c6).
Khuyén nghi phuong an ting cuong

Théng ké cac rui ro bao mat theo mic do nghiém
trong/cao/trung binh/thap

Khuyén nghi cach thirc khic phuc trong hé thong.

3.2.5.5. Yéu ciu vé an toan bio mat thong tin, dir liéu

Boi vi day la hang myc thué dich vu thugce linh vuc cong ngh¢ thong tin nham phuc
vu cho hoat dong cua céc co quan quan ly nha nudc, cho nén can phai dugc klem soat
chat ch€ va dac bié¢t 1a phai co sy rang budc ddi v6i cac can bo ctia nha cung cap dich
vu cling nhu nha cung cdp dich vu trong viéc cau tric mang ludi, cac giai phap ky thuat
cong nghé, giai phap an toan, an ninh, bao mat va cc van dé khac co lién quan.

Trong qué trinh cung cdp dich vy, Nha thau phai tudn thu nghiém ngit cac quy
trinh van hanh, cai dat ung dung; quy ché khai thac, sir dung hé thong cia Thanh pho.
bam bao bao mat thong tin, dir liu chat ché dua trén cac ti€u chi sau day:

Mbi ngudi str dung hop phap chi dugc truy cap vao hé thong theo thim quyen
thong qua quyén dugc cip va mi nhan dang trén mang cuc bd ciing nhu d6i
véi truy cép tu xa.

Mbi ngudi dung phai chiu trach nhiém vé noi dung dir liéu do minh cap nhat,
xu 1y, bd phan dir li€u nao thi chi dugc phép stra 61, chinh ly phan dir li¢u do.

Dit liéu can phai duoc sao lwu va cat gitr theo quy ché bao mat. Nén st dung
cac thiét bi cong nghé thong tin ¢ do tin cdy, chét luong cao.

Khoéng dugc mang cac vat mang tin (nhu dia mém, USB, ...) vao/ra noi dat
may chu, thiét bi CNTT.

Thuc hién ding cac cam két vé bao dam an toan, an ninh thong tin.

Xay dung mot sd bién phap 1d rang dé phan tng trudce cac tinh huéng c6 thé
xay ra do1 véi hé thong.

3.2.5.6. Yéu cau ddi véi phan cimg, trang thiét bi

Noi A x A A S6 | Ghi
STT dung Mo ta yéu cau lwrong | chi
I | Tai Trung tam dit li¢u thanh ph6

May chu dé cai dat he thong ra quét, boc tach ma doc

1 l\ff}y tai nha cung cép c6 cau hinh tdi thiéu: 96 core CPU, 1
“1 1512 GBRAM, 2 TB SSD 8TB HDD.

) Phan | Ban quyén phin mém phan tich mang, ra quét ma 1
mém | doc, boc tach ma doc

IT | Tai co quan, don vi
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STT

Noi
dung

Mo ta yéu cau

S6 | Ghi
lwgng | chu

Thiét bi dé cai dat hé thong thu thap thong tin ra quét,
Thiét | boc tdch ma doc tai Pon vi ¢6 cau hinh t61 thiéu: 24

! bi core CPU, 96 GB RAM, 1 TB SSD 8§TB HDD, 02 15
NIC (card mang)
) Ph‘r:in Ban quyén phan mém phén tich mang, ra quét ma 15

mém | doc, boc tach ma doc

3.3. Yéu ciu vé phwong an, cach thire, diéu Kién trién khai

3.3.1. Phwong 4n trién khai t6 chirc kiém tra, danh gia an toan thong tin va t6
chire dien tap thuc chién biao dam an toan thong tin mang nam 2025

3.3.1.1. Yéu cau vé cong tac to chirc dién tap thwc chién

3.3.1.1.1. Cong tac to chirc

STT

Noi dung

Mo ta yéu cau

1

bia diém t6 chirc

Tai Thanh phd HO Chi Minh

Hoi truong

- Hoi trudng dién tich t6i thiéu 28m x 14,8m
strc chtra 200 - 300 khach to churec.

- B4 tri ban ghé, buc phat biéu, san khau.
- B4 tri &m thanh, anh sang.

- Phuc vu cho ngay khai mac, bé mac va céc
ngay to chuc dao tao, tap huan.

Man hinh LED/man hinh trinh
chiéu

- Man hinh LED trong hoi truong dung dé
trinh chiéu ndi dung cua dién tap va ndi dung
trinh bay cua cac chuyén gia. Quy chuan man
hinh ¢6 kich thudc to1 thi€u 3m x 6,4 m; do
nét toi phicu P2.5.

- 02 Man hinh LED cbng chiao ngoai troi
xuyén suot 1 tuan dién ra chuong trinh:

+ Kich thuéc mdi man hinh Led: 3840 x

5760mm hodc 960 x 1440 pix (twong duong
3,840m x 5,760m = 22m?2).

+ Khung gid phét tir 7h30 — 17h30

- 10 man hinh LED‘ dat khu vuc dién ra su
kién xuyén suot 1 tuan:

+ Kich thudc: 2560 x 1600mm hoac 640 x
400 pix

+ Khung gi¢ phat tir 7h30 — 17h30

35



STT

Noi dung

Mo ta yéu cau

Trang tri HO1 trudong, sanh don
khach

Thiét ké va in 4n:

- 01 Coéng chao

- 01 Bang ron

- 01 Backdrop

- 04 Standee (bao gdm khung dtng)
- 02 Standee dién tir

Hoa trang tri:

- Gi6 hoa: dung dé ban tiép tan, buc phat biéu,
hoa ban dai biéu/ khach VIP.

- Hoa tang cho don vi tham duy.

- Loai hoa: Hoa héng, hoa hudng duong, Hoa
loa kén, Hoa dong ti€n, hoa cam chudng, hoa
ly.

Phong VIP phuc vu tiép khach, hoi nghi quy
mo khong qué 20 nguoi

Trang tri’ khu vuc chup hinh,
phéng van bao chi dai truyén
hinh

In hiflex, cing khung sat kich thudc t6i thiéu
cao 2.7m x ngang 5.7m

Xay dung kich ban, dung clip
phéng su vé tinh hinh, thuc
trang an ninh thong tin va tong
két giai doan cua chudi sy kién

- Noi dung Clip 1a phong sy toan bo qua trinh
tur khai mac dén két thuc Dién tap voi thoi
lugng bién tap tr 10 dén 15 phut.

- Thoi gian ban giao san pham sau 07 ngay
lam viéc ké tur ngay két thiic Dién tap.

Truyén thong su kién

Thong cao bao chi.

Moi co quan béo chi, thong tan dén dua tin sy
kién.

Ngudi dan chuong trinh

- Giong néi: tir ton, 16 chit.
- Ngoai hinh: duyén dang, thanh lich.

- C6 kién thirc vé cong nghé thong tin; c¢6 kha
nang khai thac dé tai va sir dung ngdn tir khi
dan chuong trinh.

- C6 kha ning dién dat cam xuc theo van dé,
tao duoc cam xuc cho khach moi tham du.

Tea break

Phuc vu nudc udng va giai khat gitra gio cho
cac Hoc vién, khach moi, cac chuyén gia va
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STT

Noi dung

Mo ta yéu cau

Ban t6 chtrc trong suot thoi gian cta sy kién

dién tap.

10

Tai liéu, van phong pham

In tai liéu dao tao, tap huén.

In gidy chtrng nhén hoc vién.

Vin phong pham: but, viét, gidy photo...

In 4n bang tén va day deo thé.

Ao ddng phuc.

In gidy chimg nhan céc doi tham gia.

3.3.1.1.1.1. Cong tac chuin bi

Phu 1 o) 6 Tién d6
STT Phan cong nhiém vu trach X N Ghi chu
j ’ , hop hoan thanh
chinh
I | GIAI POAN CHUAN BI
1 Ho so, thii tuc
11 ch qlnh muc tiéu, kich ban CATP
dién tap
1.2 | Lap du toan CATP
1.3 | Trinh phé duyét du toan CATP
14 L?p hg) so moi thau, t6 chuc CATP
dau thau
Phé duyét két qua lura chon nha
1.5 |thau, tiécn hanh ky két Hop | CATP
dong
2 Néi dung dién tap
Chon hé
thong
A £, 3¢ \ A thuc
2.1 | LApquyetdinh thanh lap BTC, | ¢\ 1p chién,
Ban Giam khao X
thong
nhat kich
ban
29 Lip tf}e 1€, ndi dung, kich ban CATP
dién tap
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STT

Phan cong nhiém vu

Phu
trach
chinh

Phéi
hgp

Tién dd
hoan thanh

Ghi chu

23

Chon ddi tin cong (redteam),
doi phong thu (blueteam)

CATP

Ban giam khao, blueteam, redteam

3.1

Moi Ban giam khéo va trao doi
ndi dung cong viéc cu thé

CATP

3.2

Moi doi tan cong va trao doi
ndi dung cong viéc cu thé

CATP

3.3

Thong bao ddi phong thu va
trao doi ndi dung cong viéc cu
thé

CATP

11

GIAI POAN TRIEN KHAI

Lap Danh sach va moi tham dw

1.1

Moi1 Lanh dao, BGK, chuyér}
gia tham dy khai mac va bé
mac

CATP

1.2

Gui cong van moi hoc vién la
can bd phu trach CNTT S¢ Ban
nganh, phuong xa tham du

CATP

Cong tac chuan bi hiu can

2.1

Thiét ké va giri CDT phé duyét
cong chao, backdrop, standee,
thé deo

NCC
dich
vu

CATP

2.2

Soan thao va gui CDT phé
duyét TCBC, MC Script,
agenda chuong trinh, thong cdo
bao chi

NCC
dich
vu

CATP

2.3

Tién hanh trién khai, thi cong
cac hang muc trong Hop dong

NCC
dich
vu

Cong tac chuin bi cho chwong trinh khai mac v

a bé mac

3.1

Gui QS khach moi, DS hoc
vién dé checkin

CATP
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Phu 1 ppéi | Tién a
STT Phan cong nhiém vu trach \ N Ghi chua
: ’ , hop | hoan thanh
chinh
39 Gmx DS kqhachA VIP dé NCC CATP
chuan bi bang tén
33 Tgng Aket va chuan bi két qua CATP
dién tap
34 Ba‘o cdo két qua dién tdp vao CATP
ngay bé mac
Téng két, tang hoa cho BGK,
3.5 | chuyén gia, va trao gidi cho cac | CATP
do1 tham du
: NCC
Soan thao va gui CDT phé | ..
36 duyét TCBC ngay bé mac gifh CATP
III | GIAI DOAN NGHIEM THU
1 Nghiém thu két qua thuc hi¢n I(ESI?
g61 thau Vi,l CATP
Hoan tat cac hd so nghiém thu, N.CC
2 thanh toan dich
anh tod vu | CATP
3 Nghiém thu - Thanh toan CATP N.CC
dich vu
3.3.1.1.1.2. Cong tac dao tao, tip huin
3.3.1.1.1.2.1. Noi dung yéu céu
STT Néi dung Thot
gian
I | Chii dé trinh bay
- Tinh hinh ATTT: Btc tranh ATTT thé gi6i, Viét Nam trong
. nam 2025; 01
- Xu hudng tan cong mang cho ndm 2025, cic case study tin ngay
cong va phong thu.
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Thoi

STT Noi dung .
gian

s |- bao tao cép do ATTT: phan biét cap d9, cac phuong an dam
bdo ATTT d6i véi cap do 2 va 3.

II | Thwe hanh
Kich ban 1: Tac chién phong chdng tan cong APT st dung k§
thuat Living-off-the-Land
Muc tiéu:
Hudéng dan hoc vién cach nhan biét va tng phé véi kiéu tin
cong ma hacker khong dung virus, chi dung cac cong cu co
san trén Windows nhu PowerShell, WMI, cac I¢nh tuong tac
network.
Pay 1a kiéu tan cong an minh rat tot, kho bi phan mém diét
virus phat hién.
Moi truong dién tap:
Tao ra mang ludi a0 gdm (sir dung cho céc kich ban khac):
Mang DMZ (chtra web/email server)
Mang ndi bd (may tinh nguoi dung, file server)
Mang quan 1y (hé thong giam sat nhu SIEM)
C6 cac may 4o dong vai nhiéu vai tro: Domain Controller, File
Server, Workstation, Mail Server, may tan cong (C2), may 01
giam sat (SIEM). ngdy

Céc bude tin cong cua chuyén gia thao truong:

Budc 1: Thu thap thong tin vé t0 chuc, nhan vién
(Reconnaissance).

Budc 2: Tao file Excel c6 ma ddc, giri email gia mao IT tdi
nguoi dung, du ho ma file va bat macro.

Budc 3: Khi nguoi dung mo file, ma doc s€ chay qua
PowerShell, két n6i vé may chu C2 cua hacker.

Budc 4: Hacker chiém quyén, cai dit cac tac vu tu dong
(Scheduled Task) dé duy tri sy ki€m soat.

Budc 5: Tim kiém mat khau, thong tin nhay cam trén may bi
chiém quyén, leo thang dac quyén néu c6 thé.

Buoc 6: Di chuyén sang cadc may khac trong mang (lateral
movement) bang k¥ thuat WMI hodc cac 1énh mang.

Budc 7: Thu thap, nén, ma héa dir liéu roi giri ra ngoai bang
cach upload Ién dich vu cloud hgp phap (trong moéi trudong
dién tap).
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STT

Noi dung

Thoi
gian

Céch phat hién va phong thu cia hoc vién:

Céu hinh Sysmon/SIEM dé ghi log va canh béo khi ¢6 dau
hiéu PowerShell dang ngd hoac két ndi mang la.

Playbook tmg pho sy cb:

Kiém tra cac process PowerShell dang chay, xem 1énh nao bat
thuong.

Kiém tra cac két ndi mang cua process PowerShell.

Chin dia chi IP ctia may tin cong (C2).

V6 hi¢u hda Scheduled Task la, dung process PowerShell doc
hai.

Thu thap log dé diéu tra, kiém tra dau hiéu di chuyén ngang
trong mang.

Kich ban 2: Tac chién phong chdng tan cong phuong thirc cap
nhat UltraVNC.

Muc tiéu:

Hoc vién s& duoc huan luyén nhan biét phat hién va xu ly khi
hacker gia mao cap nhat phan mém UltraVNC (phan mém
diéu khién may tinh tir xa), mdt phan mém von rat quen thudc
trong doanh nghiép.

Muc tiéu 13 giup hoc vién nhan ra cic ddu hiéu bat thuong khi
update phan mém, xay dung quy trinh ki€ém tra cap nhat phan
mém an toan.

Mbi truong dién tap:

Thiét 1ap mang ndi bd mod phong cong ty, cd cic may tinh clia
nguodi dung, may chu chay UltraVNC, mdy siéu giam sat
(SIEM), may gia lap hacker (Fake Update Server).

C6 router/firewall kiém soat giao thong giita cic mang.

May cuia hacker s& dong vai trd server cung cip ban cip nhat
UltraVNC gia mao.

Céc bude tin cong cta chuyén gia thao truong:

Budc 1: Tim hiéu cach UltraVNC kiém tra va cap nhat phan
mém. Tao ra mot server gid mao phién ban cap nhat moi.
Buéc 2: Tién hanh tan cong DNS hoac ARP dé cac may noi
bd khi kiém tra cap nhat s€ tro toi server gia mao thay vi trang
chinh hang.

Budc 3: Khi ngudi dung hoic server UltraVNC kiém tra cip
nhat, s€ tai vé file cai dat da bi cai backdoor tr may ctia hacker.
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STT

Noi dung

Thoi
gian

BL}’éC 4: Sau khi cai dat, backdoqr dugc kich hoat, giap hack;r
kiém soat may, thu thap méat khau, chup man hinh, di chuyén
sang cac may khac trong mang.

Budce 5: Hacker duy tri két ndi, tao cac tac vu tu dong dé
backdoor tu khdi dong khi may bat 1én, ti€p tuc kiém soat va
thu thap dir liéu.

Céch phat hi¢n va phong thu cia hoc vién:

Theo do1 DNS: Canh bao khi truy van téi uvne.com tra vé IP
khong thudc vé hang UltraVNC.

Giam sat file: Theo doi sy thay d6i trong thu muc cai
UltraVNC, kiém tra hash cua file m&i dé phat hién thay doi
bat thuong.

Kiém tra certificate: Dam bao két ndi toi server cap nhat dung
dang ching chi SSL cua hang.

Xt 1y su cd:

Chan domain va IP dang ngo.
Tim va c6 14p cac may bi nhiém.
Dung va x6a dich vu la, file la.

Cai lai phén mém UltraVNC tir nguén sach, kiém tra hash xac
thure.

Kich ban 3: Tac chién phong chéng tin cong qua két ndi api
gitra logistics va cong thanh toan.

Muc ti€u:

Huén luyén hoc vién phat hién, xur 1y cac cude tan cong vao
hé thong két noi gitta cong ty van chuyén (logistics) va cong
thanh todn (payment gateway).

Gitap nhan biét cac dau hiéu bat thuong lién quan dén xac thuc,
phan quyén, kiém tra logic nghiép vu khi cac hé thong goi API
lan nhau.

Moi trudng dién tap:

Mo phéng mot hé thong gdm nhiéu méay chi: API Gateway,
Payment Gateway, Database, Portal cho doi tdc, may giam sat,
may cua hacker...

Cac may nay chia thanh cidc mang riéng bi¢t: DMZ (public
API), n6i bd (backend), partner (cong thanh toan), quan ly
(giam sat).

Céc bude tin cong cua chuyén gia thao truong:
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STT

Noi dung

Thoi
gian

Budc 1: Tim hiéu cac API cong khai (API Discovery), do quét
cac endpoint, tim cac file tai licu API bi 10
(Swagger/OpenAPI).

Budc 2: Khai thac xac thuc yéu qua JWT (JSON Web Token)
- thir cac secret phd bién, gia mao token admin dé truy cip
chtrc nang ndi bo.

Budc 3: Khai thac logic nghiép vu - vi du nhu thao ting loai
tién té, sb lugng, trang thai don hang, qua do chiém doat hoic
gay thiét hai tai chinh.

Budc 4: Tao API key backdoor hoac ti€ém webhook doc
(injection malicious webhook, ¢é thé thuc hién dugc) dé duy
tri quyén kiém soat hodc lién tuc thu thap dir licu.

Budc 5: Truy céap dir liéu cua céac ddi tac khac, thu thap thong
tin gia, don hang, va dit liéu nhay cam (van qua API).

Budc 6: Thao ting tai chinh nhu tao cic giao dich hoan tién
hang loat, tri hoan thanh todn cho nha cung cap...

Budc 7: Thu thap va gui dir 1iéu ra ngoai qua webhook hoac
kénh ngam (tunnel).

Céch phat hi¢n va phong thu cia hoc vién:

Gi6i han téc do API (Rate Limiting): Ngin chin spam hodc
truy cap bat thuong.

Kiém tra xac thuc JWT: Dung secret manh, thudng xuyén
xoay vong (rotation), kiém tra k¥ vai tro (role) trong token.

Kiém tra logic nghi¢p vu: Xac thuc dir licu dau vao, kiém tra
gia tri tién &, sO luong, trang thai... dam bao khong bi thao
tang.

Giam sat va canh bao: Thiét 1ap cac rule trong hé thong giam
sat dé phat hién hanh vi bat thuong, nhu role admin tur IP
ngoai, nhi€u giao dich la...

Phan ung su cb: Chan IP nghi ngd, thu hdi token, khod tai
khodan ddi tc bi 16, xoay vong API key (rotation), thong bao
cho cac dbi tac, luu lai log phuc vu diéu tra.

Thao luan vé cac tinh hudng va bai hoc kinh nghiém.
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3.3.1.1.1.2.2. Yéu cau vé thao trudng thue hanh

3.3.1.1.1.2.2.1. Thiet ke tong quan
i Incident Response
Inst VDla/b; i s 1 1 SSQ
VDI1 ! ———
/VDI2/.../ : — AAA/SSO/
Voo i Kali/Breaking Email MFA Inra
: Point A gl
: < ) | 8 o~ \
I . @ - Hé théng dich ! 77 G
| - B
i T ¥ 5=} : Incident Rfsponse
: — : \ /" W2 ! E——
! Backbone/Network | \. SIEESEFI_‘\IV /| Sensor; | - @ @
| | i | s | AP RV .
! . || e | ! |SOAR o
| ] |_war_| & 7
Student i : : ERL ARG aa| Tl SIENM Compuring
‘ ! I I " Infra
. Researcher ! | ! i o ¥
i I---»  Log/EventConcentrator F-=----- !
Q ! Log/Event Monitor/Detection

Detect Management Network Infra
Learning

. -
(Y. Monitor :ﬂ

Hinh 2: Kién triic Logic Lab & Cyber Range

Ha tang dich vu mang:

Két nbi duoc vao Virtual Desktop Infrastructure (VDI), khong cho phép két ndi
truc ti€p tu endpoint tdi cac thanh phan cia Thao truong dién tap.

Thao trudng c6 it nhat 2 dudng két ndi internet. Puong tht nhit dé phuc vu cho
giang vién va hoc vién thuc hién két ndi vao thao truong va tra ctu thong tin trén moi
truong internet trong qua trinh dién tap. Puong thir hai 12 két ndi truc tiép vao hé thong
thao truong dé phuc vu cho céc kich ban dién tap thong tin.

Hé thng dich co gia lap voi IP Public cua Viét Nam, cu thé 1a IP cta Trung tim
dix li¢u Thanh pho.

Mobi may chil, hé théng SOC c¢6 2 cong (interface) tach biét, danh cho muyc dich
quan tri, thu thap logs va cho nguoi dung.

Hé thdng router 4o danh cho thao truong thuc hanh. Tat ca cac tan cong/phong thu
déu dién ra ¢ day. Xac thuc (AAA), DNS, email,... déu két ndi thong qua hé thong
router 40 nay.

Vai tro ngudi dung trong hé thong:

Quan tri (Cyber Range Admin): 12 ngudi phu trach cau hinh va van hanh thao
truong thyc hanh. Cyber Range Admin c6 toan quyén trén h¢ thong, tr cdc may chu
phan cung, ha tang 4o hoa mang, may chu, may tram, Cyber SOC vung cho thao truong
thuc hanh.

Giang vién (Instructor): la nguoi dimg 16p huén luyén, tro giang ciing 14 Instructor.
Instructor c6 thong tin ding nhap dén cac hé thong cuia Cyber Range, trir phan ctng va
vung vCenter. Instructor 1a nguoi gia 1ap tin tac (hacker) va nguoi dung (victim).
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Hoc vién (Student): 1 nguoi tham gia ddo tao, tap huan. P4i twong nay co thé gia
1ap thanh ngudi quan tri ATTT (Security Admin) trong thuc té; c6 cac thong tin dang
nhap trén Cyber SOC, Collector, may tram cta nan nhan (gia dinh 1a nan nhan dé cung
cAp thong tin dang nhap trén may chi, may tram cta nan nhan nham dugc hd tro).

Nan nhan (Victim): 1a nguoi dung cubi. Instructor gia 1ap nguoi dung cudi dé thyc
thi cac click (néu can thiét) va guri thong tin t6i hoc vién dé yéu cau qua cac kénh hd tro:
chat, phone, email,...

Ha ting VDI: La h¢ théng may tinh ma cac ddi tuong ngudi sir dung thao trudng
thue hanh & trén két ndi vao dé tir d6 két ndi quan cac hé thong khac. Nguoi dung thao
truong thuc hanh s& két nbi dén may chi Vmware Horizon dé sau d6 ndi téi cac VDI
tuy theo vai tro tham gia dién tap.

Hé théng VDI ¢6 lién két va dong bd vai hé théng AD véi domain (vi du her.vn)

Heé thong sé& chi cho hoc vién (trir CR Admin) két nbi vao thao trudng thuc hanh
thong qua VDI.

Tur kién trac Cyber Range va nhu cau huin luyén thuc té, hé théng thiét 1ap vung
mang cho VDI tuong tng véi 10 nhom

Ha tang phat dong tin ~cong: la tap hop cac may tinh (Kali Linux) dé thyc hién
tan cong. Thao truong tap huén cho phep giang vién bd sung cac thiét bi chuyén dung
dé phat sinh cac tan cong va luu luong nén trong cac giai doan dé co thé thuc thi duoc
nhiéu loai hinh tin cong khac nhau.

Céac may chu C&C, website gia cling nam trong vung hé thong tin cong.

S& c6 10 may Kali twong tng voi 10 Group doc lap voi vung IP gia 1ap trén moi
truong Internet. Trong truong hop nay ca 10 Group déu sur dung véi 1 IP cho may Kali
Linux

Bén canh c6 hé thong phat nhidu (noise) dir liéu dé ting do kho trong phan tich,
dicu tra.

Ha ting mang dich (target): 1a cac hé thong bi tan cong. Cac hé thong dich co
thé c6 cau hinh khac nhau, tir don gian la mot vai may tinh t61 mot mang phirc hop nhu
mang may tinh cua don vi.

Véihé théng dich (ju’c_rg xay dung tir thuc té, c6 thé xem thao tru(‘ypg tap huan tuong
tu nhu dien tap thuc chién bang cach sao chép nguyén trang mot hé thong dich hoac mét
mang c6 chtra may chu dich.

Cyber Range dam nhan huéan luyén xtr 1y su ¢ nén c6 nhiéu hé thong dich khac
nhau. M6i nhom (Group) hoc vién s€ c6 mdt hé thong dich ddc 1ap.

Hé thong dich tan cong dugc phan hoach vung IP gia lap (ving mang HCM City
va khong tuong tac tryc tiép voi moi truong Internet).

Ha ting Cyber SOC: C6 2 thanh phan chinh ctia hé théng Cyber SOC:

Log Collector: 1a mdt may tinh trong Cyber Range chuyén nhéan cac log event tur
tat ca cac hé thong thanh phan cia Cyber Range qua duong quan tri (mgmt)

Nguoi dung két ndi dén Cyber SOC dé Detection/ Investigation/ Incident Response
tur thi€t bi may tinh cuia hoc vién/giang vién qua ha tang mang Internet
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Két nbi gitra Log Collector va Cyber SOC dugc thuc hién qua mang Mgmt cia

Cyber Range.

3.3.1.1.1.2.2.2. Thiét ké ha ting mang

Physical diagram
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: Cyber SOC

Hinh 3: Mé hinh ha tang mang

Thiét ké dam bao du phong t6i thiéu: ¢6 2 host trién khai nén tang 4o hoa

Co hé théng luu trir tap trung dé chua cac image: kich ban, VDI, Kali....

C6 2 két ndi truy nhap internet: 1 cho quan tri, thu thap logs va 1 cho ngudi ding.

3.3.1.1.1.2.2.3. Thiét ké h¢ thong tin cong, giam sat va xir 1y su cd
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Hinh 4: M6 hinh co so hé thong tan cong, giam sat va xur ly sw co

Cac thanh phan ding chung nhu: quan 1y ha ting 40 hoa, VDI, xac thuc, sao luu, ...

duoc trién khai tai tenant0.

Cac nhom huén luyén cho hoc vién s& duoc thiét 1ap dong bo (thanh phén tin cong,
dich, SOC,....), ddm bdo thiét 1ap hoan chinh cho 1 nhom, sau d6 thuc hién clone cho
cac nhom con lai, trong rng véi tenantl dén tenant.

46



3.3.1.1.1.2.2.4. Thiét ké mang dich
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Hinh 5: Mo hinh mang dich

 Mang dich m6 phong hién trang thyc té‘ha tang tmg dung ctia Thanh phé duoc
trién khai tai Trung tam dir li¢u, cling nhu ha tang mang tai don vi.

C6 thé md rong, bd sung cac thanh phan thiét bi gia 1ap khac (none IT hodc OT)
co ket noi1 véi ha tang mang don vi. Vi du: camera, access control...

3.3.1.1.1.2.2.5. Kich ban trong thao truwong tip huian

Kich ban 1: Tac chién phong chong tin cong APT sir dung ky thuit living-
off-the-Land (hoic tén goi khac Malware-free)

Muc tiéu: Huan luyén hoc vién doi pho véi kiéu tan cong khong dung virus ma
chi str dung cac cong cu cd san cia Windows nhu PowerShell, WM.

M0 ta: Hacker gui email gid mao phong IT véi file Excel dinh kém c6 macro dgc.
Khi nhan vién m& file va bAm "Enable Content", macro chay 1énh PowerShell an dé két
ndi vé may chu hacker. Piém dic biét: khong ¢ virus nao dugc tai vé may, chi st dung
nhimg cong cu Windows hop phap. Hacker dung 1énh hé théng dé an cap mat khau, di
chuyén sang may khac trong mang ndi bo qua Remote Desktop. Dir liéu nhay cam duoc
nén bang coéng cu co san va gu’l vé thong qua cac dich vu ddm may ‘hop phap nhu
OneDrive. C4 qua trinh tdn cong "vo hinh" vi khong c6 file virus nao dé antivirus phat
hién.

Phwong thitc thwe hién: Xay dung lab v6i cac vm lién quan gdm méy chi va may
nhan vién. Bat déy du log dé ghi lai moi hoat dong PowerShell va dong 1énh. D61 tan
cong thyc hién timg budc: giri email lira dao, chiém may dau tién, lan sang cic may
khac, danh cip dir liéu. Doi phong thu theo ddi cac dau hiéu bat thuong: PowerShell
chay an, két ndi mang la tir cic chuong trinh hé thdng, tai khoan dang nhap bat thuong.

Kich ban 2: Tac chién phong chdng tin cong qua phuwong thirc cip nhat
UltraVNC
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Muc tiéu: Huan luyén hoc vién phat hién va xir Iy tdn cong gid mao cap nhat tir
phan mém remote desktop tin cdy, gitp nhan biét cac dau hi€u bat thuong trong qua
trinh update va xay dung quy trinh verify software updates an toan.

Mé ta: Hacker thiét 1ap fake update server gia mao uvnc.com/download. Khi
UltraVNC client kiém tra update dinh ky, thong qua DNS spoofing hodc ARP poisoning
trong mang ndi bd, request duoc chuyén vé server gia. Admin nhin théng bao c6 phién
ban méi 1.4.3.6 (fake version), click update va tai vé UltraVNC_1.4.3.6_Setup.exe co
chira backdoor. Installer hop 1¢ cai dat UltraVNC binh thuong nhung thém service an
chay voi quyén SYSTEM. Backdoor thu thap danh sach may duoc remote, credentials
duoc luu, screenshot dinh ky. Sau 7 ngay im lang, backdoor kich hoat C2 channel qua
HTTPS, cho phép attacker remote vao toan bd may trong cong ty thong qua chinh
UltraVNC.

Phwong thire thue hién: thiét 1ap lab véi UltraVNC server/viewer trén cac target.
Tao fake update server véi SSL certificate hgp 1€. Red team thyuc hién: DNS redirect,
serve trojanized installer, maintain persistence qua scheduled task. Blue team deploy:
DNS monitoring dé phat hién spoofing, verify digital signatures, so sanh hash véi
official site, monitor service creation va network connections bat thuong tir UltraVNC
process. Thuc hanh rollback va clean infected systems.

Kich ban 3: Tac chién phong chong tin cong qua API integration ciia
payment gateway logistics.

Muc tiéu: Huén luyén hoc vién phat hién va xtr ly cac cudc tan cong nham vao hé
thong két ndi giira cong ty van chuyén va cong thanh toan, gitp nhan biét cac dau hiéu
bat thudng trong qua trinh xac thyc, phan quyén va logic nghiép vu ciia cac 1énh goi hé
thong, dong thoi xay dung quy trinh gidm sat va bao vé an toan cho hé thong két ndi
trong mdi truong van chuyén.

Mo ta: Hacker thuc hién do tham co6 chu dich cong ty logistics Example Corp, phat
hién API documentation bi expose va test endpoint payments. Khai thac 16 hong JWT
token validation véi weak secret key, hacker tao malicious JWT dé bypass
authentication va truy cap unauthorized functions. Str dung compromised API access,
hacker thuc hién thao ting don vi tién té& (vi du: giam phi van chuyén tir 50,000 xudng
5,000 VND), payment bypass cho COD orders gia tri cao, va truy cap dit liéu ddi tac.
Attacker thiét 1ap persistence (duy tri trang thai két ndi) thong qua API keys gia mao,
inject webhook endpoints doc hai dé thu thap dir li¢u thanh toan khach hang, thong tin
gid ca ddi thu canh tranh. Giai doan cudi, hacker manipulate payment status cua
suppliers, delay xur 1y thanh todn, tao fake confirmations gdy van chuyén sai, trigger
refunds tu dong, tao chaos tai chinh anh hudng cash flow va quan h¢ ddi tac.

Phwong thire thue hién: thiét 1ap lab v6i hé thong logistics-api, payment-gateway
va partner-portal c6 16 hong. Red team thyc hién: API enumeration, JWT token
exploitation, business logic bypass, rate manipulation, cross-partner data access,
persistence establishment. Blue team trién khai: cac bién phap giam sat API bao gom
cac qud trinh xac thyc va tuong tac vdi giao dién APIL. Thuc hanh phat hién: API
authentication bypass, identify rate manipulation attempts, block malicious calls,
forensic reconstruction va complete remediation cho affected transactions.
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3.3.1.1.1.2.2.6. Yéu cau vé cac thanh phan ciia thao truwong dién tip

STT | Hé théng Donvi| 50 | yio s
* tinh | lwong
Thiét ké kich Kich Thyc hién thiét k&, 1én kich ban phuc vu
I |ban cho thao ban 3 cho hoat dong dién tap theo phuong an phu
truong hop tai Muc 2.2.5
‘ 3 Bang thong t6i thiéu 20Mbps dap ung
2 Du:omg truyen Line 2 phuc vu to1 thi€u 80 hoc vién, 20 chuyén
mternet . Ay As 2k \ XA
gia, két no1 dén thao truong dién tap
A A H¢ thong UPS du phong N+1 dap tng
3 He thf) ng UPS Goi 1 cung cap dién lién tuc 24/7 cho hé thong
du phong
thao truong dién tap
O dién két nbi A s R %
4 |theo md hinh | Céi 26 O dien q?ng thanh co 6‘ 16 cdm cung cap
X oA nguodn di¢n cho thao truong dién tap
dién tap
bap tng c,ung,cép cho 80 hoc vién (830 VM
VDI dé két no61 vao h¢ thong dién tap), 20
chuyén gia thyc hién trong lic dién tap (20
VM VDI dé két ndi vao hé thong d1en tap),
hé théng mé phong cho kich ban gém dap
ung phuc vu cho 10 nhom ‘(m(:)i nhom c6 8
may chu cho cac thanh phan: may chu cho
kich ban 1 (3 VM) may chu cho kich ban
2 (3 VM) may phat dong tan cong (1 VM),
, may thu thap phan tich (1 VM): tuong
Hé¢ thong may duong 180 may chu 4o + 10 may chu 4o
5 chu (3 may chu Hé 1 khac (active di,rectory, DNS, VDI quan tri,
vat ly, thué vi| thong quan tri hé¢ thong éQ hoa). Tai nguyén du
tri dat may chu) du phong tir 15% dén 20% duoc st dung
trong truong hop can thiét.
- Yéu cﬁuqvé ciu hinh k¥ thuat cua may
chu t6i thiéu:
+ CPU: t6i thieu 2 CPU/2.40 GHz/ 12
Core/ 24 Threads
+ Ram: ti thiéu 1TB
+ Disk: ti thiéu 2 x 240 GB SSD
+ Cong mang vat 1y: t6i thiéu 1000Mbps
Ban quvén phin -‘Phuc vu xay wdu’ng’ cho cac thanh phﬁn I~12_1
s | gnauyenp g6i 1 | thng CNTT & thiét 1ap thao truong dién

mém ao hoa

tap
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Don vi

So

STT | H¢ thong tinh | lwong Mo ta
- Str dung dong bd mot bo giai phap vé o
hoa
- Phan mém c6 kha ning 4o hda may chu
vat ly
- Co6 kha nang quan ly tap trung va cluster
cac may chu vat ly.
- C6 kha ning két ndi da dang cac chuan
Ivu trir nhu: nfs, fc,...
- Chirc ning ciu hinh mang nang cao cd
kha nang phan tach cac segment mang.
- C6 kha ning tao nhiéu router 4o.
- Thuc hién bao vé c~h0 10 hé théng muc
tiéu trong kich ban dién tap (twong ing voi
Dich vu phan 10 nhom)
mém tuong lra - C6 kha niang chong DOS layer 7
6 g:f ?Sfcg tcilgﬁ g01 1 - C6 kha ning chéng tan cong top 10
, U OPSWAP nhu : SQL injection, XSS,...
cua thao truong
tap huian - C6 kha nang tao ra cac chinh sach chan
thu cong
- C6 kha nang tu hoc dé phan tach traffic
Dich vu phong
chong na doc - Bao vé cho cac muc tiéu cua thao truong
7 |cho cidc muc| goi 1 A X
A , tap huan
titu cua thao
truong tap huan
Phuc vu luu trit tai nguyén dién tap dap
ung cho 182 may chu 4o (chup snapshot
~ sao luu 1 ban), tai nguyén phuc vu cai dat
8 | Luu trir SAS 1B 10 h§ théng (h¢ diéu hanh, souce web, source
tan cong, source phong thu, anh tudng lia,
source cyber SOC)
- Thuc hién bao v¢ muc ing dung cho 10
hé thong muc ti€u trong kich ban dién tap
o Tudng lia tich hé | (twong tmg vé1 10 nhom)
hop IPS thong - C6 kha nang ngan chan theo signature

- C6 kha nang loc traffic ban theo: ip
reputation, web reputation, C&C.,...
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Don vi

So

STT | H¢ thong tinh | lwong Mo ta
- C6 kha ning phat hién tan cong qua yara
rules
- Thyc hién thu thap tpz‘m bo cac su kién
bdo mat cia 10 hé thong muc ti€u trong
kich ban dién tap (twong img v6i 10 nhom)
- Kha ning tao ra cac dashboard tuy bién
He thong giam | - Correlation céc su kién
10 |[sat an toan £ 1 ) . \ .
mang thong - Lién két v&i cdc nguon thong tin tinh bao
(TD)
- Tich hop sin endpoint security
- C6 kha ning tich hop SOAR dé thyuc hién
response.
- Cung cap cac chirc niang bao mat va kiém
soat truy cap web cho 10 hé thong muc tiéu
trong kich ban dién tip (twong ung voi 10
. hé
1 H¢ thong Web hé 1 nhom) .
proxy security théng - C6 kha ndng can bang tai traffic cho cac
website
- C6 kha nang caching
- C6 kha nang ma hoa traffic bang ssl
Thué dgch vu }15
tro cham diem | Thué dich vy h3 trg chém diém danh cho
12 | danh cho Ban | go6i 1 ., . A
., \ \ Ban giam khao va hoc vién
giam khdo va
hoc vién
Thiét bi hd trg
mang ndi bd Y
cho phong hoc Cung cap ket noi dén thao truong dap tmg
13 |va dién tap bo 1 to1 thi€éu 86 hoc vién, 16 chuyén gia tham
(Switch  + gia dién tap
Modem toc do
cao)
Thué  Laptop
cau hinh manh Lapop v6i cau hinh t6i thieu CPU Core 15,
cho hoat dong , Ram > 8Gb, SSD > 240 GB, man hinh >
14 may 24

thuc hanh kich
ban dao tao an
ninh thong tin

14 inch, pin luu triv 2 tiéng, kém sac
adapter va chudt may tinh.
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STT

Hé thong

Don vi
tinh

lwgng

Mo ta

Man hinh giam

Man hinh giam sét co kich thude tdi thiéu

15 | o 60 inch, hién thi hoat dong dién tp cua
thao truong va hoc vién.
16 | Day cap HDML o Day cap HDMI 30m
30m
3.3.1.1.2. Yéu cu vé ddi ngii chuyén gia
Stt Chi phi S0 N0i dung cong viéc
Y lwong ! g cong vi¢
) . ' Hoat dong 1: Chia sé kién thire, ddo tao an
Nhém  Chuyén  gia toan thong tin
1 | trinh bay diéu phoi, 2 ‘ A . . .
thuyét minh Kinh qghlcm trén 1§ nam cac chuy;fl nganh
Toan tin; CNTT; Dién — Dién tir; Vién thong
) L a Hoat dong 1: Chia sé kién thire, ddo tao an
Nhom chuyén gia HO toan thong tin
2 |tro hoc vién trong 4 ‘ L o A .
qua trinh dién tap Kinh r}ghlcm trén 5 nam cac chuye‘:fl nganh
Toan tin; CNTT; Dién — Dién tir; Vién thong
) o Hoat dong 2: dién tap thuc chién bao dam an
Nhom C}}uyeq gia tu toan thong tin mang
3 | van, thiet ké thao 4 _ A o . .
truong Kinh r}ghlem trén 9 nam cac chuy?{l nganh
Toan tin; CNTT; Dién — Dién tir; Vién thong
) A _ Hoat dong 2: dién tap thuc chién bao dam an
Nhom ~ Chuyén  gia toan thong tin mang
4 |xay dung, duy tri 8 _ . ) . , . .
thao truong Kinh r}ghlem trén 9 nam cac chuy?{l nganh
Toan tin; CNTT; Dién — Dién tir; Vién thong
Hoat dong 2: dién tap thuc chién bao dam an
s |Nhém  Chuyén gia ) toan thong tin mang
diéu phoi dien tap Kinh nghiém trén 9 nam céac chuyén nganh
Toén tin; CNTT; Dién — Dién tir; Vién thong
Nhom CPuyé? gif‘ léP Hoat dong 2: dién tap thuc chién bao dam an
quy ché, thé I¢ thi toan thong tin mang
6 | dau, cham diém va 4 ‘ . . 5 ) . .
chuyén gia lap bao Kll’}h I}ghlsm trén QAnam cac c}my@g ng.'imh
céo tong két Toan tin; CNTT; Dién — Dién tu; Vién thong

Mo ta cong viéc cua nhom chuyén gia:
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- Chuyén gia diéu phéi dién tap: thuc hién thao tic dua ra cac tinh hudng tin cong
dé cho cac Hoc vién thyc hanh phong thu; gidm sat va diéu phoi cac chuyén gia ho trg
dao tao khi Hoc vién c6 nhu cau.

- Chuyén gia thudc Ban giam khao: 1ap quy ché va thé 1¢ thi dau cho cac doi hoc
vién thyc hanh, theo do1 qué trinh thyc hién ctia Hoc vién va cham diém, phu trach Bao
cao tong ket sau khi hoat dong két thtc.

- Chuyén gia xay dyng, duy tri thao truong dién tap: phu trach xay dung thao
truong theo kich ban duoc chon, viét tai liéu hoc tap: module tan cong, phong thu...

- Chuyén gia hd trg ddo tao: hd trg hoc vién trong qué trinh thyc hanh, giai dap
thac mac vé cac thong tin hé thong thao truong.

3.3.1.1.3. Yéu cdu vé niing lwc ciia nha cung cip dich vu

- Nha cung cap dich vu phai c6 chtng chi ISO 27001 vé tiéu chuan quan Iy an
toan thong tin con hi¢u luc.

- Nha cung cip dich vu phai c6 gidy phép kinh doanh dich vu an ninh thong tin
con hiéu luc

3.3.1.2. Thoi gian thue hién
Thoi gian thyc hién: 15 ngay.

Danh sach cac don vi tham gia dién tap

STT Tén don vi

Khoi S&, nganh; UBND phuong, x va dic khu

1 Vian phong Thanh uy

2 | Van phong Uy ban nhan déan thanh phé

3 | Vin phong Poan dai biéu Qudc hoi va Hoi dong nhan dan thanh phd

4 | Uy ban Mt tran to quoc Viét Nam Thanh phé H6 Chi Minh

5 S Cong Thuong

6 S¢ Khoa hoc va Cong nghé

7 S& Noi vu

8 S¢ Tai chinh

9 So Nong Nghiép va Moi truong

10 | S& Tu phép

11 S& Vin hoa va Thé thao

12 | Sé Du lich
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13 | S¢ Xay dung
14 |SoYte
15 | So Giao duc va Bao tao
16 | S& Dan tgc va Ton giao
17 | S& An toan thyc pham
18 | Toa an nhan dan khu vuc 1-19 TPHCM
19 | Vién Kiém sat nhan dan khu vuc 1-19 TPHCM
20 | Thanh tra thanh phd
21 | Luc lugng Thanh nién xung phong
22 | Uy ban vé nguoi Viét Nam ¢ nudc ngoai
23 | Vién nghién ciru phat trién
24 | Hoc vién can bd thanh phé
25 | Lién hiép hop tac xa
26 | BQL Coéng vién Lich su - Van héa dan toc
27 | BQL Puong sit do thi
28 | BQL Dy 4an dau tu xay dung cac cong trinh dan dung va cong nghiép
29 | BQL Phat trién d6 thi
30 | BQL Dy an dau tu xay dung cac cong trinh giao thong
31 | BQL Du an dau tu xay dung ha téng do thi
32 | BQL dy 4n nganh NN-PTNT tinh Binh Duong
33 | BQL du an chuyén nganh nudc thai tinh Binh Duong
34 | BQL dy an dau tu xay dung cong trinh giao thong tinh Binh Duong
35 | BQL dy an dau tu xdy dung tinh Binh Duong
36 | BQL Trung tam Hanh chinh - Chinh tri tinh Ba Ria - Viing Tau
37 | BQL Vuon Qudc gia Con Pao tinh Ba Ria - Viing Tau
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Tén don vi

BQL dy 4n Giao thong khu vuc va Chuyén nganh Nong nghiép tinh Ba Ria -

38 Viing Tau

39 | BQL du an chuyén nganh Giao thong va Dan dung tinh Ba Ria - Viing Tau
40 | Phuong Tan Dinh

41 | Phuong Sai Gon

42 | Phuong Bén Thanh
43 | Phudong Cau Ong Lanh
44 | Phuong Ban Co

45 | Phuong Xuan Hoa
46 | Phuong Nhiéu Loc
47 | Phuong X6m Chiéu
48 | Phuong Khanh Héi
49 | Phuong Vinh Hoi

50 | Phuong Chg Quan
51 | Phuong Chg Lén

52 | Phuong An Dong

53 | Phuong Binh Tién
54 | Phuong Binh Tay

55 | Phuong Binh Phu

56 | Phuong Phi Lam

57 | Phuong Tan Hung
58 | Phuong Tan My

59 | Phuong Tan Thuén
60 | Phuong Phu Thuan
61 | Phuong Chanh Hung
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STT Tén don vi
62 | Phuong Binh Pong
63 | Phuong Pht Dinh
64 | Phuong Dién Hong
65 | Phuong Hoa Hung
66 | Phuong Vuon Lai
67 | Phuong Pha Tho
68 | Phuong Binh Théi
69 | Phuong Minh Phung
70 | Phuong Hoa Binh
71 | Phuong Théi An
72 | Phuong Trung My Tay
73 | Phuong Tan Thai Hiép
74 | Phuong BDong Hung Thuin
75 | Phuong An Phti Bong
76 | Phuong Tan Son Hoa

77 | Phuong Tan Son Nhat
78 | Phuong Bay Hién

79 | Phuong Tan Hoa

80 | Phuong Tan Binh

81 | Phuong Tan Son

82 | Phuong Binh Thanh

83 | Phuong Gia Dinh

84 | Phuong Binh Loi Trung
85 | Phuong Thanh My Tay
86 | Phuong Binh Qudi
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STT Tén don vi
87 | Phuong Cau Kiéu
88 | Phuong Buc Nhuan
89 | Phuong Phu Nhuan
90 | Phuong An Lac
91 | Phuong Binh Tri Dong
92 | Phuong Binh Tan
93 | Phuong Binh Hung Hoa
94 | Phuong Téan Tao
95 | Phuong An Nhon
96 | Phuong Hanh Thong
97 | Phuong Go Vap
98 | Phuong Thong Tay Hoi
99 | Phuong An Hoi Dong
100 | Phuong An Hoi Tay
101 | Phuong Tan Phu
102 | Phuong Tan Son Nhi
103 | Phuong Phu Tho Hoa
104 | Phuong Phu Thanh
105 | Phuong Tay Thanh
106 | Xa Hoc Mon
107 | Xa Ba Diém
108 | Xa Xuan Théi Son
109 | Xa Bong Thanh
110 | Xa Binh My
111 | Xa Cu Chi
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Tén don vi

112

Xa An Nhon Tay

113

X4 Théi My

114

Xa Phu Hoa Bong

115

Xa Nhuan Duc

116

X& Tan An Hoi

117

Xa Nha Be

118

Xa Hiép Phudce

119

Xa Can Gio

120

X3 Binh Khanh

121

Xa An Théi Bong

122

Xa Thanh An

123

Xa Tan Vinh Loc

124

Xa Vinh Loc

125

X4 Binh Chanh

126

Xa Binh Hung

127

Xa Tan Nhut

128

X4 Binh Loi

129

Xa Hung Long

130

Phuong An Khanh

131

Phuong Binh Trung

132

Phuong Cat Lai

133

Phuong Hiép Binh

134

Phuong Linh Xuéan

135

Phuong Long Binh

136

Phuong Long Phudc
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Tén don vi

137

Phuong Long Truong

138

Phuong Phudce Long

139

Phuong Tam Binh

140

Phuong Tang Nhon Phu

141

Phuong Thu Burc

142

Xa Ngai Giao

143

Xa Kim Long

144

Xa Binh Gia

145

Xa Nghia Thanh

146

Xa Xuan Son

147

X3 Chau buc

148

bac Khu Con bao

149

Phuong Ba Ria

150

Phuong Tam Long

151

Phuong Long Huong

152

Phuong Viing Tau

153

Phuong Tam Thang

154

Phuong Rach Dtura

155

Phuong Phudce Thang

156

Xa Long Son

157

Phuong Pha My

158

Phuong Tan Phuée

159

Phuong Tan Hai

160

Phuong Tan Thanh

161

Xa Chau Pha
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Tén don vi

162

Xa HO Tram

163

X34 Xuyén Moc

164

Xa Binh Chau

165

Xa Hoa Ho1

166

Xa Bau Lam

167

Xa Hoa Hiép

168

X3a Dt Do

169

X4 Long Pién

170

Xa Long Hai

171

Xa Phudce Hai

172

Phuong Binh Duong

173

Phuong Tha Dau Mot

174

Phuong Phu Lot

175

Phuong Phu An

176

Phuong Chanh Hi¢p

177

Phuong D7 An

178

Phuong Dong Hoa

179

Phuong Tan Bong Hiép

180

Phuong Thuan An

181

Phuong Binh Hoa

182

Phuong Thuan Giao

183

Phuong Lai Thiéu

184

Phuong An Phu

185

Phuong Tan Uyén

186

Phuong Tan Hi¢p
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Tén don vi

187

Phuong Tan Khanh

188

Phuong Vinh Tan

189

Phuong Binh Co

190

X4 Béc Tan Uyén

191

Xa Thuong Téan

192

Phuong Bén Cat

193

Phuong Thét Hoa

194

Phuong Long Nguyén

195

Phuong Tay Nam

196

Phuong Chanh Pha Hoa

197

Phuong Hoa Loi

198

Xa Phu Gido

199

X34 Phudc Thanh

200

Xa Phudc Hoa

201

Xa An Long

202

Xa Dau Tiéng

203

Xa Long Hoa

204

Xa Minh Thanh

205

X34 Thanh An

206

Xa Bau Bang

207

X4 Trir Vin Thd

Khoi bénh vién

208

Bénh vién Nguyén Tri Phuong

209

Bénh vién Ung budu

210

Bénh vién Nhi déng thanh phé
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211 | Bénh vién Nhi dong 1
212 | Bénh vién Nhi dong 2
213 | Bénh vién Nhan dan 115

Khoi cong ty, doanh nghiép

214 | Téng Cong ty Liksin - TNHH MTV

215 | Téng Cong ty Bén Thanh

216 | Tong Cong ty Du lich Sai Gon - TNHH MTV

217 | Téng Cong ty Thuong mai Sai Gon

218 | Cong ty cd phan Vian hoa Sach Sai Gon

219 | Téng Cong ty Cong nghiép Sai Gon - TNHH MTV

Khéi co quan bao chi

220 | Pai Truyén hinh Thanh phd Ho Chi Minh

221 | Pai Tiéng n6i Nhan dan Thanh phd Ho Chi Minh
222 | Bao Phép luat Thanh phé H6 Chi Minh

223 | Tap chi Du lich Thanh phé H6 Chi Minh

224 | Tap chi Gido duc Thanh phé Ho Chi Minh

225 | Tap chi Doanh nhan Sai Gon

226 | Tap chi Kinh té Sai Gon

3.3.1.3. Hé thong xiy dung thao trwong kich ban dao tao

STT| Hé théng Ponvi | S0 Mo ta
tinh lwgng
Kich ban 1: Tac chién phong chdng tan
cong APT str dung k¥ thuat Living-oft-
Thiét ké kich the-Land
1 | bancho thao | Kich ban 3 | Kjch ban 2: Tac chién phong chong tin
truong cong phuong thirc cip nhat UltraVNC
Kich ban 3: Tac chién phong chéng tan
cong qua két noi api gitra logistics va
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Don vi
tinh

S6
luwgng

Mo ta

cong thanh toan.

DPuong truyén
internet

Line

Bang thong 20Mbps quéc té, 1000Mbps
trong nude dap Gmg phuc vu téi thiéu 80
hoc vién, 20 chuyén gia, két nbi dén thao
truong dao tao, tap huén.

Hé théng UPS
du phong

Go1

H¢ thépg UPS du phong N+1 dap mg
cung cap dién lién tuc 24/7 cho hé thong
thao truong dao tao, tap huan.

O dién két ndi
theo mo hinh
dao tao, tap
huin

Cai

26

O dién dang thanh c6 6 16 cam cung cép
nguodn dién cho thao trudong dao tao, tap
huan.

Hé thong may
chu (3 may chu
vat 1y, thué vi
tri dat may
chu)

Hé thong

Pap tng cung cap cho 80 hoc vién (80
VM VDI dé két ndi vao hé thong dién
tap), 20 chuyén gia thuc hién trong lic
dién tap (20 VM VDI dé két ndi vao hé
thong dién tap), hé théng mo phong cho
kich ban gém dap Gmg phuc vu cho 10
nhém (mdi nhom cé 8 may chii cho cic
thanh phan: may chu cho kich ban 1 (3
VM) may chu cho kich ban 2 (3 VM)
may phat dong tin cong (1 VM), méy
thu thap phan tich (1 VM): tuong duong
180 may chu 4o + 10 may chu do khac
(active directory, DNS, VDI quan tri,
quan tri hé thong 4o hoa). Tai nguyén du
du phong tir 15% dén 20% dugc st dung
trong truong hop can thiét.

- Céu hinh k¥ thuat ciia may chu (tdi
thiéu nhu sau:

+May 1: CPU: 2CPU/2.1GHz/64
Core/128 Threads, 1 TB RAM, Disk: 2
x 240 GB SSD, 6 NIC 1000Mbps;

+ May 2: CPU: 2CPU/2.1GHz/64
Core/128 Threads, 1 TB RAM, Disk: 2
x 240 GB SSD, 6 NIC 1000Mbps;

+ May 3: CPU: 2CPU/2.1GHz/64
Core/128 Threads, 1 TB RAM, Disk: 2
x 240 GB SSD, 6 NIC 1000Mbps.
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So

STT H¢ thong tinh lwong Mo ta

- Phuc vu xay dung cho cac thanh phan
ha tang CNTT d¢ thiét 1ap thao truong
dao tao, tap huan;

- Str dung ddng bd mot bo giai phap vé
ao hoa;

- Phan mém c6 kha niang 40 hda may chu

Ban quyen vat ly;

6 |phinmeémdo | goi ! - C6 kha nang quan ly tap trung va

hoa L Aty
cluster cdc may chu vat 1y;
- C6 kha ning két n6i da dang cac chuan
Iuu trir nhu: nfs, fc,...
- Chirc nang ciu hinh mang nang cao ¢
kha nang phan tach cac segment mang;
- C6 kha nang tao nhiéu router &o.
- Thyc hién bao vé cho 10 hé théng muyc
tiu trong kich ban dao tao, tap huan

. (twong tng voi 10 nhom);

Dich vu phan 1a £

mém tuong lira - C6 kha nang chong DOS layer 7;
7 ung dung cho o 1 - C6 kha nang chong tan cong top 10
cac muc ti€u & OPSWAP nhu : SQL injection, XSS,...
cua thao - C6 kha nang tao ra cac chinh sach chan
truong thu cong;
- Co6 kha nang ty hoc dé phan tach
traffic.

Dich vu phong

chong mi doe , . Bao vé cho ciac muc tiéu cua thao

8 | cho cac muc goi 1 truon
tiéu cua thao &
truong

Phuc vu luu trit SAS dap ung cho 180
may chu 4o (chup snapshot sao luu 1
Thué dich vy ban), tai nguyén phuc vu cai dat hé thong

9 N TB 10

lvu trir (hé didu hanh, souce web, source tin
cong, source phong thu, anh tuong lua,
source cyber SOC).

10 Tudng Iwua tich hé théng 1 - Thyuc hién bao vé murc tng dung cho

hop IPS

10 hé théng muc ti€u trong kich ban dao
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tinh luwgng
tao, tap huén (tuong tng v6i 10 nhom).
- C6 kha nang ngan chan theo signature;
- C6 kha nang loc traffic ban theo: ip
reputation, web reputation, C&C.,...
- C6 kha ning phat hién tin cong qua
yara rules.
- Thyuc hién thu thap tpz‘m bo cac su kién
bao mat cuia 10 hé thong muc ti€u trong
kich ban dao tao, tdp huan (tuong ung
v6i 10 nhém);
- Kha ndng tao ra cdc dashboard tuy
Hé théng giam bién;
11 | satantoan hé thong 1 - Correlation cac su kién;
mang ) L 3 .
- Lién két v&i cac nguodn thong tin tinh
bao (TI);
- Tich hop sin endpoint security;
- C6 khd ning tich hgp SOAR dé thuc
hién response.
- Cung cip cac chirc ning bao mat va
kiém soat truy cap web cho 10 hé thong
muc tiéu trong kich ban dao tao, tap
Thué dich vu huan (twong tng voi 10 nhom);
12| Web proxy h¢ thong 1 - C6 kha ning can bang tai traffic cho
security cic website;
- C6 kha nang caching;
- C6 kha nang ma hoa traffic bang ssl.
Ttlué dicl} vu
ho trg cham Thué dich vy hé tro chim diém danh cho
13 | diém danh cho | goéi 1 . . s n
. ) Ban gidm khao va hoc vién
Ban giam khao
va hoc vién
Thué thiét bi : : ke g
hd tro man g. Thiét bi Switch toc do két noi toi thicu
ndi bd cho ) 1Gb + wifi modem Aruba;
14 bd 1 Cung cap két no1 dén thao truong dap

phong dao tao
va dién tap
(Switch +
Modem toc d6

g t6i thiéu 80 hoc vién, 20 chuyén gia
tham gia dao tao, tdp huan.
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STT| Hé théng Donvi | S0 Mo ta
tinh luwgng
cao)
Thué Laptop . . .
Céu hinh manh Laptop cau hinh t61 thiéu Core 15-
cho hoat dong 6300U/ RAM 8GB/ SSD 256GB/ Man
= inh kich | &Y 24| hinh 14 inch tro 18
thuc hanh kich n Inch tro len
ban dao tao an
ninh thong tin
1 huc Man hinh Man hinh gidm sit ¢ kich thuée i
16 |2 ) bd 2 | thiéu 60 inch, hién thi hoat dong dao tao,
inch + chan ~ L, \ \ A
. tap huan cua thao truong va hoc vién.
ding
17 ]3:)(?% cap HDML| 2 | Day cap HDMI 30m.

3.3.2. Phwong 4n trién khai tng phé sw ¢, dim bao an toan thong tin trén dia
ban thanh pho

3.3.2.1. Tiéu chuan thuc hién

Tiéu chuan thuc hién duogc thiét lap nham do luong murc d6 thanh cong cia du an,
dua trén két qua dau ra cia hoc vién va chat luong dich vu ctia Nha cung cap.

3.3.2.1.1. Tiéu chuin vé Hiéu qua Pao tao

bay la cac ti€u chi bat bude vé viée thay d6i nhan thire va hanh vi ctia can bd sau
khi tham gia khoa tap huan.

- Ty 1@ Hoan thanh: 100% can bd thudc danh sach muc tiéu ’phéi hoan thanh tdi

thiéu 80% tong thoi lugng chuong trinh dao tao va tham gia tap huan.

- Cap Ching nhan: Téi thiéu 85% hoc vién phai dat diém tong két (két hop dao
tao va tap huan) tr 75/100 di€ém tré 1én d€ dugc cap Chung nhan Hoan thanh khoa hoc.

3.3.2.1.2. Tiéu chuin vé Chat lwgng Van hanh Dich vu

bay la cac cam két vé mat td chur, k¥ thuat va hau can cua Nha cung cép dich vu.

- Muc d6 Hai long: Mirc d6 hai 10ng chung tir khao sat hoc vién phai dat diém
trung binh t61 thiéu 4.2/5.0 d61 vdi chat lugng gidng vién, ndi dung va cong tac to chirc
hau can.

- Tinh kip thoi cia Béo céo: Nha cung cap dich phai cung cap Bao cio Tién do
(bao gébm danh sach diém danh va két qua danh gia) trong vong t61 da 02 ngay lam viéc
sau khi két thuc dao tao va tap huan.

3.3.2.1.3. Tiéu chuén vé Tinh tuin thi va Chuyén giao

- Bao mat D liéu: Tuan thu 100% céc,yéu cAu bao mat dit liéu can bd va phai
ban giao/xda dir li€u theo quy trinh da ky két trong Thoa thuan Bao mat Thong tin
(NDA).
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- Chat lugng Tai liéu Ban giao:, Toan bo hoc liéu dién tir (V~i du: file, video,
infographic) phai dugc ban giao véi chat lugng k¥ thuat cao, khong 161 va tuan thu céac
chuan cong nghé da quy dinh.

3.3.2.2. Yéu cau k§y thuit chi tiét
3.3.2.2.1. Yéu cdu vé Ha ting, T6 chirc dia diém va Héu cin

Yéu cau nay nhdm dam bao méi trudng vat chat va ky thuat tot nhat dé trién khai
tap huan, ho trg quy mo 16n (tr 100 dén 300 hoc vién) va tinh chat ctuia dy an.

3.3.2.2.1.1. Yéu ciu vé Quy mé va B$ tri dia diém
Tiéu Y . o X ,
2 Yéu cau Chi tiet Muc dich
chuan )

Dia diém phai c6 kha ning cung cap cac Hoi
truong / Phong HOQi thdo véi stc chtra tir to61 | P4p Ung nhu cau to
thiéu 100 hoc vién dén t6i da 300 hoc vién mdi | chure tap trung theo cum
budi.

Strc chira

Cho phép sap xép ban ghé theo kiéu Lop hoc
B6  tri | cho phan Iy thuyét va c6 du khong gian dé chia
Linh hoat | nhé thanh cac Nhom thao luan cho phan Tap
huan Gng pho su co.

Téi uu hoa khoéng gian
cho ca phan ly thuyét va
thuc hanh quy trinh.

bam bao tuan thu nghiém ngat cac quy tac | Pam bao an toan tuyét
Hé théng | PCCC, c6 16i thoat hiém rd rang va sé luong doi cho can by Thanh
Antoan | nhan vién hd trg an ninh phu hop véi quy mé | phd khi tham gia tip

300 nguoi. huan.
3.3.2.2.1.2. Yéu cau vé Thiét bi va Cong nghé
Tiéu chuin Yéu cau Chi tiét Muc dich

Cung cap duong truyén Internet cap
quang dyu phong. Bing thong téi thiéu
phai la 100 Mbps va phai c6 mang Wi-
Fi di manh, hé trg két ndi dong thoi
100% hoc vién.

Pam béo truy cap on dinh
vao LMS/nén tang danh gia
va tranh gian doan khi dién
tap.

Két ndi
Internet

Am thanh: Loa va Micro khong day
cl}ét lugng cao, dam bao &m thanh
dong déu tai moi vi tri trong phong. | Pam bao chat lugng tiép thu
Am thanh Va | Trinh chiéu: M4y chiéu hoic man | thong tin va hién thi o rang
Trinh chi€u | hinh LED/LCD ¢6 d phan giai Full | cdc bi€u do6, Infographic
HD (1080p) va dd sang cao (trén 5000 | cho doi tuong tham gia.
lumens) dé hién thi rd céc tai liéu truc
quan
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Tiéu chuan

Yéu cAu Chi tiét

Muc dich

Nguon bién

Dja diém phai duogc trang bi thiét b
UPS va May phat dién du phong c6
kha nang duy tri hoat dong cta toan
b thiét bi trong it nhat 04 gid trong
truong hop mat dién ludi.

bam bao tinh lién tuc cua
budi dao tao, dac biét la cac
budi tap huan quan trong.

3.3.2.2.1.3. Yéu cau vé Héu cin

Vi tri va Tieép can: Dia di€m t6 churc phai nam & vi tri thuan ti€n di chuyén cho
can bg tur cdc don vi mai sap nhép, co6 khu vuc do xe rong rai va an toan.

Tién nghi: Hé thong diéu hoa khong khi phai hoat dong tét, dam bao nhiét d6 6n
dinh. Khu vuc vé€ sinh phai sach s€ va du ti€u chuan phuc vu quy mo 16n.

3.3.2.2.2. Yéu cau vé Pdi ngii Chuyén gia, Giang vién va Cong cu

Yéu cau nay dam bao rang Nha cung cdp Dich vu trién khai du 4n phai c6 ngudn
nhan luc chat lugng cao, c6 kinh nghiém thuc té va kha nang truyén dat phu hop voi doi
tuong dao tao.

e S6 lwgng S?) nam, A ven
STT | N¢i dung kinh Bang cap lién quan
(ngwoti) n
nghiém

Tét nghiép cac chuyén nganh Toan tin,
Cong nghé¢ thong tin, Pién tr, Vién
thong, Khoa hoc may tinh, An ninh
_ | mang, An toan thong tin, Ky thuat

‘ _ = 05 ndm | yhAn mém, Hé théng thong tin

1. | Giang vién 01 bac dai . _
hoc - Co6 dong thoi cac chung chi
' Offensive Security Certified
Professional ~ (OSCP), Offensive
Security Defense Analyst (OSDA)
hoac twong duong.

Tét nghiép cac chuyén nganh Toan tin,
Tro giang / > 05 nam | Cong nghé thong tin, Dién tir, Vién
2. | K§ thuat vién 8 bac  dai | thong, Khoa hoc mdy tinh, An ninh
ho tro hoc mang, An toan thong tin, Ky thuéat

phan mém, Hé thong thong tin
Tét nghiép cac chuyén nganh Toan tin,
Chuyén gia tu > 10 nim | Cong nghé thong tin, Dién tir, Vién
3. | van, thiét ké 3 bac  dai | thong, Khoa hoc may tinh, An ninh
lab tap huan hoc mang, An toan thong tin, Ky thuat

phan mém, Hé thong thong tin
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S0 nam
kinh Biang cap lién quan
nghiém

S6 lwong

STT | N¢i dung (ngui)

Tét nghiép cac chuyén nganh Toan tin,
> 05 nam | Cong nghé thong tin, Pién tir, Vién
3 bac  dai | thong, Khoa hoc may tinh, An ninh
hoc mang, An toan thong tin, Ky thuat
phan mém, Hé thdng thong tin

Chuyén gia
thiét ké kich
ban, viét tai
liéu dao tao

Tong cong 15

Nha cung cap dich vu chiu trach nhiém chuan bi cac thiét bi phuc vu cho tap huin
va dién tap hé thong Lab vdi cau hinh t6i thiéu nhu sau:

Céu hinh phan cting:
- CPU: Core 17

- RAM: 32GB

- SSD: 1TB

Phan mém dugc cai dit san: Cac phan mém phuc vu cho cong tac tap huan (cong
cu gia lap su cd, cong cu xur 1y su cd)

3.3.2.2.3. Yéu cau vé niing lwc Nha cung cap dich vu

Kinh nghiém: Nha cung cdp dich vu can chimg minh da ting thuc hién tdi thiéu
01 du an dao tao/tap huan tuong ty trong vong 03 nam gan nhat.

Nha cung cap dich vu phai c6 chimg chi ISO 27001 vé tiéu chuan quan 1y an toan
thong tin con hiéu luc.

Nha cung cap dich vu phai c¢6 gidy phép kinh doanh dich vu an ninh thng tin con
hiéu luc.

3.3.2.2.4. Yéu cau vé Poi twong tham gia dv 4n

Hang muc duoc thiét ké dé bao pht toan bd cac nhom chirc nang c¢o6 vai tro trong
viéc bao v€ va phan tng doi voi hé thong thong tin cua TP. HCM.

3.3.2.2.4.1. Nhém Can bd Ky thuit Ban chuyén triach va Quan tri hé thong

Nhém nay can dugc ddo tao V,é k¥ nang (mg phé so bo va phdi hop ky thuat véi
doi ngili chuyén trach ctia Thanh pho.

Thanh phén: Can bd phy trach CNTT/quan tri mang/hé thong ban chuyén trach
tai cac don vi hanh chinh va sy nghiép.

Muc tiéu Tham gia:

- Nim vitng Quy trinh Bao cao va Lién lac chinh thirc voi do1 ngit ATTT cua
Thanh pho (Trung tam SOC).

- Thuc hanh cic k¥ ning Khoanh ving Su ¢d So bo (vi du: ¢6 14p mdy tinh bi
nhiém ma doc, kiém tra nhat ky log don gian, sao luu dir liéu khan cap).

- Hiéu 13 cac cong cu / tai khoan can thiét dé phdi hop khéc phuc su cd.
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Hinh thirc T4p huan U'u tién: Két hop 1y thuyét chuyén mén va Dién tap K§ thuat
So cap tap trung vao cac tinh huéng xu ly tai cho.

3.3.2.2.4.2. Nhém Can b Vin phong va Nguoi diung cudi
Day 1a nhom dbi twong 16n nhét va 1a trong tim cua du 4n dao tao dai tra.

Thanh phan: Toan b cong chirc, vién chirc, nguoi lao dong st dung may tinh,
email, va cac hé théng thong tin trong cong viéc hang ngdy, khong chuyén vé
CNTT/ATTT.

Muc tiéu Tham gia:

- Nang cao Nhan thc C4 nhan dé phong ngura cac méi de doa phd bién
(Phishing, Social Engineering, Mat khau y¢u).

- Nim ving Quy tic Hanh dong So bo (KHONG CLICK, TAT MAY/NGAT
MANG).

- Biét chinh xac Pau mdi Bao cdo Sy ¢b va Quy trinh Béo céo 3 Budc khi phat
hién dau hi¢u bat thuong.

Hinh thirc Tip huén lfu tién: Cac ndi dung ngan, truc quan, dé hiéu (dung
Infographic, Video), va tap huan md phong tinh huong ltra dao.

3.3.2.3. Noi dung Pio tao va Tap huin Ung pho sw ¢6 ATTT

Kich ban DPao tao chinh la trai tim cta Dy &n, dugc xay dung mot cach khoa hoc
dé chuyén hoéa muc tiéu chién lugc thanh nang luc thyc tién. Dya trén Bdi canh sap nhap
va nhu cau dao tao c6 quy md 16n, do phu cao, kich ban dugc thiét ké tap trung vao cac
hanh dong tmg pho so bd va quy trinh bao cao thong nhat. Ciu trac 02 budi can bang
gitra vi¢éc nang cao nhan thirc co ban (Phishing, Mat khéu) va viéc thuc hanh quy trinh
qua tap huin mé phong, dam bao dat duoc cac Tiéu chuan Thyc hién va muc tiéu giam
thiéu 30% thoi gian xur 1y sy cb.

3.3.2.3.1. Ngay 1: Nhan thirc, Phong ngira va Khai quat quy trinh Ung phé su
c0 An toan thong tin (8 gio):

Thoi

Stt Hang muc Noi dung lwong

Gidi thiéu thanh phan tham gia

1| Khai mac Sy kién Phat biéu vé& tAm quan trong, chii truong va | 0,5 gio
tuyén bo khai mac sy ki¢n

1. Tong quan tinh hinh an toan thong tin

Tong quan vé tinh hinh an toan thong tin & Viét

o A . | Nam va Quoc Té
Bai 1. Tong quan vé

; ; p , A A A \ A Ty S 1 oid
{ing ctru sy ¢b Céc su cd gay mat an toan thong tin dién hinh: g

PVOIL, VNDIRECT
2. Vai trd va tim quan trong ctia cong tac ing
cuu su co
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Thoi

Stt Hang muc Noi dung
lwgng
Cong tac tng clru su cd 1a thude do nang luc
an ninh mang ctia mot to chuec.
Nguyén nhan chil quan va khach quan dan dén
that bai trong xur 1y su co
3. Phan loai va dinh nghia sy cb
Phan biét “Sy kién an ninh” va “Su ¢d an ninh”
Cac yéu t6 cbt 161 ciia mot su cb.
4. Cac yéu td tién quyét dé co thé thyuc hién ung
ctru su ¢O hi¢u qua.
Vai tro cua cong tac “Nhan dién”, “Bao v€” va
“Ung ciru”
5. Muc tiéu va quy trinh tong thé
Céac muc tiéu cbt 151
Quy trinh tong thé 3 budc
1. Vai tro cua lanh dao va xay dung van hoa an
ninh thong tin
Cac phém chét nguoi lanh dao can rén luyén
deé phuc vu cho hoat dong ung ctru sy co.
Céac phuong phap luan dé trién khai va thac
day van hoa an ninh trong toan co quan, to
chur.
2. Xay dung luc luong phuc vu tng clru sy )
Poi ing ctru sy ¢b
.. . Céac k¥ nang nghiép vu can co
Bai 2. Xay dung Luc y, & NSNIEP Vi )
3 |lugng va HE thong | Can nhac sir dung doi ing ctru su ¢ bén ngoai | 2 gid

Van ban Chi dao

3. Cong tac chuan bi vé t6 chire va ky thuat
Xac dinh cac tai san thong tin quan trong
Quan ly tai san thong tin

Phén ving, chia nhé mang, kiém soat truy cp
Ghi nhat ky

Cong cu, thiét bi, phan mém

4. Quy trinh va cach thirc phdi hop

Céc quy trinh Gmg ctru su c6 (SANS, NIST)

Xay dung quy trinh (mg ciru sy ¢b
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Thoi

Stt Hang muc Noi dung lwong
T6 chirc nhan su phdi hop
Céc ché tai va phap 1y
1. Xay dung phuong an xu Iy trén co s&
phuong thirc, thu doan cua ké tan cong
St dung vong doi tin cong (Cyber Attack Life
Cycle)
7 Giai doan ctia cudc tin cong mang
2. Giam sat va phat hién chu dong
Céc cong cu giam sat hién dai: SIEM, DLP,
EDR ...
Phat hién sém céac hanh vi bat thuong.
Bai 3. Nhan dién sy | 3- Khoi dong qua trinh diéu tra ban dau
4 | co va thyc hién di€u | - Thy thap thong tin ban diu 2 gio
tra 2 x 3
- Céc biéu mau chinh can c6
- Xay dung bang ghi nhan thoi gian va dién
bién ve su co (Timeline)
4. Piéu tra tim kiém manh méi va dau hiéu
nhan di¢én
Cé‘tc dic diém cta mot manh mdi phuc vu cho
diéu tra xur Iy su co
Sy lién quan cua manh mdi va dau hiéu xam
nhap (10C)
Quy trinh thuc hién c6 tinh Iap lai
1. Nguyén tic khoanh ving va ngin chin
(Containment)
Str dung dau hiéu xAm nhap di tim thay (I0C)
Céch ly hé théng
, " Xay dung céc kich ban xtr Iy
Bai 4. Diéu tra, phan o . ) i ) o
5 |tich va khoanh ving 2. Ky thuét thu thap, bao quan chimg c s6 | » gidy

su cO

(Digial Evidence)

Thu thap dir liéu néng (Live Data)

Cac cong cy su dung trén Windows va
Linux/Unix/Mac

Tao ban sao cta chimg ctr s6 ¢6 tinh phap 1y
(Forensic Duplication)
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Thoi

Stt Hang muc Noi dung lwong
Phan loai cac ban sao
St dung thiét bi chéng ghi (Hardware Write
Blocker)
Xéac minh tinh toan ven cta ban sao
3. Phan tich, truy vét sy ¢ thong qua bang
ching k¥ thuat so thu thap trén hé thong
Trén Windows: MFT, Perfetch, Windows
Event Logs, Registry, Shellbags & UserAssist
Trén Linux/Unix/Mac: Hé théng tép HFS+,
EXT4, XFS, phan tich nhat ky hé thong, cac
file ty khéi dong, phan tich log kernel.
4. Phan tich img dung va ma doc
Piéu tra ung dung: Thu thap lich sir (history),
cache, va cookies tir cac trinh duyét web (IE,
Chrome, Firefox).
Phan tich ma doc:
Phan tich tinh (Static Analysis)
Phan tich dong (Dynamic Analysis)
1. Lap ké hoach khic phuc va phuc hoi
(remediation)
Lap doi khéc phuc su )
Luya chon thoi diém thyc hién
2. Quy trinh khic phuc va g& béo ma doc khoi
hé thong
Chuén bj méi truong
Bai 5. Khac phuc su | Nean chan chi dong _
6 | cO, phuc hoi hé thong 0,5 gio

va rut kinh nghiém

Triét ti€u va loai bo

Céc nguyén tic phai tuyét doi tuan thu.

3. Tong két va rat kinh nghiém

T6 chtrc hop dénh gia sau sy ¢b

Rt ra bai hoc kinh nghiém va b sung tai liéu
lién quan

4. Thyc hién 1ap bao cao va hoan thién ho so
lién quan dén su co
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Stt

Hang muc

Noi dung

Thoi
lwgng

Nguyén tic khi 1ap béo cdo

Cau truc mot bao cao va cac bao cao mau

Céc yéu cau cua mét bao cdo tng ctru su co

3.3.2.3.2. Ngay 2: Tap huin, Thuc hanh Quy trinh va K§ ning vng phé (8 gio)

STT

Phase

Doi irng ciru su co

Ghi chu

Phase 01. Tiép
nhan va lam
quen hé thong

D01 img ctru su ¢d tién hanh tiép nhan va lam
quen h¢ thong dién tap bao gom:

Hé théng SIEM

May tinh cta nan nhan (Victim Workstation)
May chu tap tin (File Server)

Va cac tai liéu hd tro qué trinh dién tap bao
gom:

Tai liéu mé ta cau trac hé théng

Mau bao cdo phuc vu lap bao cdo phuc vu dién
tap

Nhan sy doi ing clru su ¢ tién hanh dang
nhédp vao cac hé thong thong tin va may chu
dé san sang tham gia qua trinh dién tap.

Phase 02. Xac
dinh su co

Dua trén cic canh bdo cua hé thong
SIEM/EDR, nhan su cua DPoi trng ctru su cd
tién hanh x4c dinh loai su ¢ va tién tién hanh
thu thap cac thong tin trén hé thong giam sat
va thyc hién tom tat so bd sy cd.

Trong giai doan nay Doi tmg ctru su ¢ phai
xac dinh duogc cac thong tin nhu sau:

[P/hostname ctia cac may tinh c6 lién quan dén
su cO

Dja chi IP cua ké tan cong c6 lién quan dén sy
co

Chu y: Cac thong tin dugce chap nhan trong
phase nay chi chap nhén cac thong tin dugc
ghi nhén trén h¢ thong gidm sat.

Phase 03. Thu
thap bang chung
sO

Trong giai doan nay cua qua trinh dién tap,
Doi ing clru sy co tién hanh ghi nhan va bao
quan chimg cir s6 lién quan dén su cd, st dung
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STT

Phase

Doi irng ciru suw co

Ghi chu

cac cong cu ho trg qua trinh di€u tra va thu
thap chirng ctr so.

Trong giai doan nay doi ung ctru su cb phai
ghi lai ddy du qua trinh thu thap ching cir sb,
c6 thé ghi hinh (video screen record hoic chup
anh man hinh).

Céc bang chung s6 sau khi dugc bao vé voi
cac co ché chong stra do6i phu hop véi hoan
canh hién tai.

Céc chung cir s6 sau khi duoc thu thap phai

duoc liét ké cu thé tai bao cdo Gmg ctru su ¢,
va nguyén nhan thu thap céc ching ctr sd nay.

Phase 94. Thuc
hién di€u tra

Tai giai doan nay, P01 ing ctru su c6 tién hanh
sit dung cic cong cu va ky thuat diéu tra
chuyén sau dé c6 thé diéu tra cac hanh vi ma
ké tan cong thuc hién trén cac may tinh va may
chu da duoc xac dinh 1 lién quan dén su cé.

Két thiic qué trinh nay Doi Gng clru sy c0 phai
xay dung duogc bang liét ké bao gdbm cac ndi
dung:

Thoi gian thuc hién hanh vi

Hanh vi da thuc hién cu thé (cau lénh/tap tin
lién quan/mo ta hanh vi cy thé), cong cu ma ké
tan cong su dung dé thuc hién hanh vi trén céc
may tinh va may chu néu trén

Péi sanh hanh vi v6i Tactics cu thé dugc liét
ké tai Mittre Attack.

Liét ké duoc cac IOC lién quan dén su cd (IP,
HASH, Port, Filename ...)

Trong giai doan nay, ngoai viéc liét ké céc
thong tin dudi dang bang, viéc v€ dugce luu do
thoi gian thuc hién cac hanh vi s& 1a mot diém
cong ctia d6i nhom tham gia dién tap.

Phase 5. Ngan
chan, loai bo su
co

Tir cac thong tin da thu thap tir qua trinh diéu
tra tai Phase 04, D0i ing ctru su co tién hanh
thuc hién ngan chan sy ¢6. Co thé ké dén:

Chan dia chi IP

Loai bo phan mém ddc hai (néu co)
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STT Phase Poi rng ciru sw cd Ghi chua

Thuc hién cac hanh dong khac nhan loai bo su
an huong cua su c6 dén h¢ thong

Tai giai doan nay, cac hanh dong nhén thuc
hi€én ngan chan hoac loai bo sy anh hudng cia
su c¢b khoi hé théng thong tin s& phai duoc ghi
lai dudi dang hinh anh va dua vao bao cao.
Céc bude thuc hién duge ghi nhan cang chi
tiét s& 1a mot loi thé cua doi tham gia dién tip
trong qua trinh danh gia.

Tai giai doan nay, P01 ing ctru su cd tién hanh | Phan nay
thuc hién cac hoat dong nham khoéi phuc hoat | chuyén gia
dong cua hé thong thong tin c6 thé bao gom: | ho tro.

Thay d6i mat khau tai khoan lién quan dén su
cO trén hé thong

Reset Kerberos trén hé théng AD
Phase 6. Phuc

ha Thuc hién khoéi phuc céc ban sao luu sach (néu
0i

co)

Ngoai cac goi y néu trén, Poi tng ciru sy ¢b
c6 thé bo sung céac giai phap ciia Poi minh ty
nghi ra, vo1 muc ti€u phuc hoi va 6n dinh hoat
ddng cua hé thdng sau su cd. Day sé& 1a mot loi
thé ctia Poi so vai cac doi khac trong qua trinh
thuc hién.

Thuc hién hop téng két bao céo két qua dién

Phase 7. Toéng tap
7 | két, rat kinh | Lap bao cdo img ctru su co.

nghi¢ém Rut ra cac kinh nghi¢m trong qué trinh tng
ctru su ¢ va trao doi cung chuyén gia.
Trao gidy chirg nhan cho hoc vién tham gia
X Trao qua cho cac ddi c6 thanh tich tot nhat
8 | Bémac

trong sudt thoi gian dao tao

Tuyén bo bé mac su kién

3.3.2.4. Lap bao cao két qua dao tao va tip huin

Muc dich ctia Bao cao Két qua 1a tong hop toan bo dir liéu du an, chimg minh tinh
minh bach, sy tuan thu cac Tiéu chuan Thyc hi¢n (SLA) da cam két va do luong su cai
thién nang lyc img pho cuia lyc luong can bo TP. HCM sau sap nhéap.
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3.3.2.4.1. CAu triic va Yéu cau bio cio

B4o c4o phai dugc trinh bay theo ciu triic khoa hoc, d& doc, va phai dugc phé
duyét bo1 Pon vi Giam sat Chat luong trudce khi trinh 1én Chu dau tu.

binh dang: Béan cling ya‘l Ban dién tr (PDF/Word), kem theo tép dir li¢u géc
(CSV/Excel) cua cac bang thong ké.

Thoi diém Ban giao: Trong vong tdi da 02 ngay ké tir ngay két thiic budi tap huin
cudi cung.

3.3.2.4.2. Nogi dung Bao cio
3.3.2.4.2.1. Toém tit

Téng két nhanh vé muc tiéu, pham vi va két qua chinh (ty 186 tham gia, diém cai
thién nhan thirc, va mtrc do dat muc tiéu SLA).

Dénh gid muc do thanh cong cua dy &n va cac dé xuat chién lugc tiép theo.

3.3.2.4.2.2. Thong ké va Phan tich
Yéu cau Bio cdo Muc tiéu Can Chirng minh Phwong phap Do lwong
bam bao 100% déi tuong , q
Ty 1¢ Tham gia va | muc ti€u dugc tiép cén va | Bang tong hop diém danh va
Hoan thanh hoan thanh t61 thi€u 80% | dir lidu.
khoa hoc.
Bao c4o chi tiét két qua khao
aa Tras 1 Chting minh diém hai long | sat, bao gdom danh gia chat
Mirc 4o Hai long chung dat t6i thiéu 4.2/5.0. luong Giang vién va Noi
dung.
3.3.2.4.2.3. Phan tich theo Pon vi Hanh chinh

B4o cdo phai c6 kha ning phan tich chi tiét két qua dat duoc theo ting don vi hanh
chinh mé1i sap nhap.

Biéu d6 Phan bo: Str dung bi¢u do dé truc quan hoa cac don vi c6 hiéu suat cao
nhat va diém yé€u can khac phuc (can dao tao bo sung).

3.3.2.4.2.4. Phan tich rii ro thuc té va Bai hoc kinh nghiém:

Tai lidu hoa cac i ro thyc té da xay ra trong qua trinh trién khai (vi du: kho khan
trong viéc sap x€p lich, van dé k¥ thuat tai dia diém) va cac bién phép khac phuc da ap
dung.

Trinh bay Bai hoc Kinh nghiém dé cai thién quy trinh t6 chtrc va ndi dung cho cac
du &n dao tao trong tuong lai.
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3.3.3. Phwong 4n trién khai mua sim, b6 sung dich vu dam bdo an toan thong
tin cho thiet bi dau cuoi

3.3.3.1. Danh muc cic quy chuin, tiéu chuin ky thuit dwogc ap dung
3.3.3.1.1. Tiéu chuin vé cong ngh¢ thong tin

Truyén thu dién tir (SMTP/MIME): str dung khi hé thong tra 10i tu dong qua e-
mail.

Dich vu dong bo thdi gian (NTP v3): st dung trong viée dong bo dit lidu giita céc
DC.

Van ban (.doc, .docx, .xls, .xIsx, .pdf): st dung cho cac van ban, tai liéu dinh kém.

Anh d6 hoa (JPEG, TIFF, PNG): sit dung cho céc tép tin anh cta hé thong. B6 ky
tu va ma hoa cho tiéng Viét (TCVN 6909:2001): sir dung cho viéc hién thi thong tin
tieng Vi€t cua h¢ thong.

Céc tiéu chuan k¥ thuat dién — dién tir IEEE;

Tiéu chuén ky thuat Internet IETF;

Chuan két ndi truyén thong hé thong mo OSI;
Tiéu chuan mang may tinh cuc bd Ethernet LAN;
Tiéu chuin mang may tinh dién rong IP WAN;
Tiéu chuan giao dién truyén théng mang may tinh;
Tiéu chuan cong nghé luu trit trong may tinh;

Tiéu chuan hé diéu hanh méy tinh da nhiém/ Multi-task, da nguoi dung/ multi-
user.

3.3.3.1.2. Ti¢u chuin vé an toan thong tin
- Antoan giao van SSL v3.0;
- An toan truyén tép tin (HTTPS): sir dung cho viéc thiét 1ap SSL Certificate.

- Antoan giai thuat ma hoa (RSA, SHA-2): sir dung giai thuat ma hoa cong khai
de thiét 1ap cac giao dich an toan;

- An toan trao d6i ban tin XML (XML Signature Syntax and Processing): sir
dung cho viéc dong bo dir licu;

- Tiéu chuan vé quan ly thong tin tai khoan ngudi dung;

- Tiéu chuin OpenID: 1a mot chuan mo cho xac thuc dugc quang ba bdi to chirc
phi loi OpenID Foundation (OpenID dugc sir dung trén internet, va cac cong
ty nhu Google, WordPress, Yahoo, Paypal... st dung OpenlID dé xac thuc
nguodi dung);

- Tiéu chuan Oauth 2.0 (OAuth2 1a mot chuan mg dé ty quyén/phan quyen
(authorization), OAuth2 ciing 13 nén tang cua OpenID Connect, né cung cap
OpenID (xac thuc - authentication) ¢ phia trén cua OAuth2 (uy quyén -
authorization) dé c6 mot giai phap bdo mat hoan chinh hon;

- Tiéu chuan TCVN 11930:2017 vé “Cong ngh¢ thong tin — Cac ky thuat an toan
—Yéu céu co ban vé an toan hé thdng thong tin theo cap do”;
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- TCVNISO/IEC 27001:2009 Cong ngh¢ thong tin - He thdng quan 1y an toan
thong tin — Cac yéu cau;

- - TCVNISO/IEC 27002:2011 Cong ngh¢ thong tin-Cac ky thudt an toan- Quy
tac thuc hanh Quan ly an toan thong tin;

- TCVN 8709-1:2011 ISO/IEC 15408-1:2009 Coéng ngh¢ thong tin- Cac ky
thuat an toan- Céc ti€u chi danh gia an toan CNTT- Phan 1: Gi61 thi¢u va mo
hinh tong quat;

- TCVN 8709-2:2011 ISO/IEC 15408-2:2008 Cong ngh¢ thong tin- Cac ky
thuat an toan- Céc tiéu chi danh gia an toan CNTT- Phan 2: Cac thanh phan
chtrc ndng an toan;

- TCVN 8709-3:2011 ISO/IEC 15408-3:2008 Cong ngh¢ thong tin- Cac ky
thudt an toan- Cac ti€u chi danh gia an toan CNTT- Phan 3: Cac thanh phan
dam bdo an toan;

- TCVN 10295:2014 ISO/IEC 27005:2011 Cong nghé thong tin-Céc k¥ thuat
an toan-Quan ly rdi ro an toan thong tin;

- TCVN 10541:2014 ISO/IEC 27003:2010 Cong ngh¢ thong tin - Cac ky thuat
an toan - Hudng dan trién khai hé thong quan 1y an toan thong tin;

- TCVN 10543:2014 ISO/IEC 27010:2012 Cong ngh¢ thong tin - Cac ky thuét
an toan - Quan 1y an toan trao doi thong tin lién t6 chirc, 1ién nganh;

- TCVN 11239:2015 Cong ngh¢ thong tin - Cac ky thuat an toan - Quan ly su
c0 an toan thong tin;

- TCVN 11386:2016 Cong ngh¢ thong tin - Cac ky thuat an toan - Phuong phap
danh gid an toan cong nghé thong tin;

- Thong tu 12/2022/TT-BTTTT ngay 12 thang 8 ndm 2022 Quy dinh chi tiét va
huéng dan mot s6 diéu cua nghi dinh 85/2016/ND-CP ngay 01/7/2016 cua
Chinh phu vé bao dam an toan h¢ thong thong tin theo cap do;

3.3.3.2. Tinh ning Ky thuit chi tiét

Stt Tinh niing k¥ thuét chi tiét

1 | M6 ta chung

- Co chirc nang cho phép cap nhat ty dong phién ban méi cua cac phan mém
phong, chong ma ddc duogc cai dat trén cac may tram va may chu (agent).

1.1
- C6 chuc nang cho phép cap nhat tu dong dau hi¢u phat hién ma doc mai trén
cac agent.

1.2 | - C6 co ché cap nhat online va offline

2 | Chirc nang quén tri tap trung

Chure nang quan ly chinh sach tap trung:

2.1

- Cho phép tao nhém va phan loai thiét bi ddu cudi theo cic nhom dinh nghia.
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Stt

Tinh niing k¥ thuét chi tiét

2.2

Chtrc ning thdng ké cac thong tin sau:

- Tinh hinh lay nhiém ma ddc trén cac may tram va mdy chi: IP may bi nhiém,
tén may bi nhiém, thong tin vé ma doc.

- Cac két ndi nguy hiém trén cac may tram va may chu: IP may co két ndi nghi
ngo, Tén may co két ndi nghi ngd, Thong tin ket nbi nghi ngo: Tén phan mém
thuc hién ket n6i nghi ngd; Ma MD5 ciia phan mém c6 két ndi nghi ngd; IP dich
ctia két ndi nghi ngo.

- C4c hé diéu hanh dang sir dung trén cac may tram va may chu: IP cia may tram
va may chu bao céo thong tin hé diéu hanh; Hé diéu hanh dang sir dung trén may
tram va may chii; Thoi gian cap nhat gan nhat ciia hé diéu hanh trén may tram
va may chu.

- Trang thai cip nhat giai phdp phong, chéng ma doc trén cac may tram va may
chu. Céc thong tin thong ké bao gom: sO may tram va may chu khdng cép nhat
trong vong 15 ngay.

- Tinh hinh virus trong hé thong, dua ra chi tiét cic may bi nhidm, cac dong virus
lay nhiém va tinh trang virus da duoc xu ly.

- Théng ké theo canh béo, xuét canh bao.

2.3

Kha nang diéu khién cac agent:

- Cho phép ra Iénh quét cho céc agent trén tung may tram va mdy chu, nhom
may tram va may chu hodc toan by may tram va may chu trong hé thong.

- Cho phép diéu khién thay ddi cac chinh sach phat hién, ngan chin ma doc trén
cac agent.

- Cho phép diéu khién cap nhat phién ban phan mém va dau hiéu phat hién ma
ddc trén moi agent.

- Ra 1énh cap nhat/quét virus trén may tram va may chu tir xa, dat lich quét/update
dinh ky. HO trg cdp nhat offline trong hé thong ndi bd, khong can may tram va
may chu két noi internet.

- Tim kiém log event trén toan bd may tram va may chu.

- HO tro ¢ 1ap (network, process) tam thoi cac may phuc vu diéu tra.

Chtc ning phong chéng ma doc:

* Kiém soét tmg dung
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- Tinh ning Blocklist chin thyc thi file theo gia trj hang bam cia ching, hd trg
MDS5 va SHA256, ho trg dong thoi theo duong dan & lién két cua ting dung.

* Kiém soat thiét bi ngoai vi

- Cho phép ngan chin ro ri dit liéu nhay cam va nhiém phan mém doc hai thong
qua ngan chan cac thi€t bi ngoai vi.

- Giam sat viéc két ndi, str dung cac thiét bi luu trit ngoai, USB, thé nhé trén cac
thiét bi dau cudi (read-only).

* Kiém soat truy cip web/mail

- Bdo v€ may tram va may chu khi truy cép web.

* Cong nghé chéng ma doc

- Ngédn chan ma doc, bado v¢ may tram va may chu theo thoi gian thuc.

- Cong ngh¢ quét thong minh.

- Cong nghé kiém soat mdi de doa nang cao, phan tich hanh dong dang ngd nhur:
nguy trang loai quy trinh, thyc hién thuc thi ma trong khong gian bo nh¢ cua mot
quy trinh khac (thu giit bd nhé quy trinh dé leo thang dic quyén), tai tao, gui tép,
tranh bi phat hién tr cac ing dung liét ké quy trinh.

- Tinh ning phong chdng virus ma héa dir liéu.

- Phat hién va giam thi€u rui ro mat dir li¢u trong cac cudc tan cong ransomware
nang cao, tao ra mot ban sao dy phong thoi gian thuc cua céc tép trude khi chiing
bi stra d61 bdi cac quy trinh dang ngo.

- Tu dong phat hién va chin cac cudc tan cong khong sir dung tép (fileless)

- Tinh nang ty dong bao vé phan mem bao mat khoi bi vo hiéu hoa hoic thay doi
boi nhitng ké tan cong trén diém cudi.

- Tu dong phat hién va chin cac cudc tin cong théng qua dong 1énh ma khong
st dung tép.

- Chong lai tan cong mang thé hé madi, bao gom cac moi de doa dai dang tién
tién. Bdo vé bang cac thudt toan manh mé dya trén tri tu¢ nhan tao va may hoc.

* Bao v€ mang

- Tudng ltra kiém soat quyén truy cip cua tng dung vao ra mang va Internet.
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- IDS (Intrusion Detection System) phat hién cac cudc tan cong mang nhu brute-
force, khai thac mang, ddnh cip mat khau, chuyén huéng download, bots, va
Trojans.

* Bao v¢€ luu lugng mang

- Phat hién cac cudc tan cong mang duoc thiét ke dé c6 quyén truy cap vao cac
may tram va may chu thong qua cac hinh thirc tAn cong nhu: Tan cong brute-
force, khai thac mang, danh cap mat khau, chuyen huong download, bots, va
Trojans.

* Kiém soat 16 hong bao mat

- Giam sat cac hanh vi nguoi dung, dua ra cac canh bdo vé rui ro hanh vi nguoi
dung, nhiitng nguy Co va moi de doa cho an ninh thong tin xuat phat tir hanh vi
cua nguoi dung.

- Giam sat Tinh Trang 16 hong bao mat, ban va Hé diéu hanh trén Hé diéu hanh
Windows va cac phan mém cai dat trén may nguoi dung.

* Tuong thich cac hé diéu hanh

- Windows, Linux

* May chu quan tri

- Giai phap cho phép trién khai thanh phan quan tri On-premise hoic Cloud cua
hang

- C6 thé trién khai linh hoat trén ha ting vét 1y hodc 40 hoa dé dang nang cap va
mo rong quy mo khi can thiét.

- Co ché kiém soét quyén quén tri vién, trong trudng hop hacker 1am chu duoc
may chu quan ly trung tdm ciing khong ra Iénh dugc xuong cho cac may tram
néu khong c6 USB token

- Hd trg trién khai may chu quan tri theo ché do HA / Load Balancing, Replica
Database dam bdo tinh san sang cao cho may chu quan tri va Co s¢ dir ligu.

Chtrc nang phat hién va trng pho

- Kha ning tim kiém céc chi s6 théa hiép (I0C), d6 thi qua trinh 1y nhiém va tan
cong, gan cac giai doan tan cong tuong ung k¥ thuat trong MITRE ATT&CK
framework.

- Hanh dong phan hoi cach ly file, co lap thiét bi, quét tuy dong, giri file 1én hop
cat phan tich.
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- Phan tich nguyén nhan gc ré.

- Cong cy san tim moi de doa Threat Hunting

- Phat hién, ngin chin tdn cong APT nang cao.

3.3.3.3. Tinh ning chinh ciia giii phap phong chéng mi doc Endpoint
3.3.3.3.1. Quén ly chinh sach tap trung

Giai phap cho phép tao nhom va phén loai thiét bi dau cudi (endpoint) dyra trén céc
ti€u chi dinh nghia san nhu loai thi€t bi (mdy chd, may tram), phong ban, hodc vi tri
mang, gilp t6 chirc dé dang 4p dung chinh sach phu hop cho tirng nhém doi tuong.

3.3.3.3.2. Thong ké cac thong tin

Giai phap cho phép thong ké chi tiét tinh hinh 1iy nhiém ma doc trén toan bo cac
may tram va may chu trong hé théng. Thong qua co ché giam sat tap trung, hé thong tu
dong thu thap va hién thi cac thong tin quan trong nhu dia chi IP ctia may bj nhiém, tén
thiét bi, thoi diém phat hién, loai va ho mi doc, cing véi muic d6 nguy hiém va trang
thai xur Iy (da cach ly, da xda, chua xtr ly). Tinh nang nay giap by phan quan tri an toan
thong tin nhan dién nhanh cac diém nhiém, khoanh vung khu vyc bi anh huong va trién
khai bién phap khic phuc kip thoi, gop phan giam thiéu rui ro 14y lan va dam bao tinh
6n dinh, an toan cho toan bo hé théng mang.

Giai phap cung cap tinh ning giam sat toan dién cac két ndi mang trén méy tram
va may chu, giup phat hién som nhitng hoat dong truy cap tiém an rii ro hodc bt thudng.
Hé thong tr dong thu thap va phan tich cac thong tin chi tiét bao gém dia chi IP va tén
may c6 két no6i nghi ngo, tén phan mém hogc tién trinh thyc hién két nbi, ma bam MD5
cua phan mém de phuc vu cong tac truy vét ngudn gbe, cung dia chi IP dich hodc tén
mién caa két nbi nghi ngo. Cac thong tin nay dugc s dung dé nhan dién hanh vi bat
thudng, phuc vu cho viéc canh bao sém va ngin chin cac cudc tin cong mang.

Giai phap duoc trang bi chltc nang théng ké va giam sat thong tin hé diéu hanh
trén toan by may tram va may chu trong h¢ théng. Thong qua co ché thu thap dir liéu tu
dong, h¢ thdng ghi nhan va hién thi dia chi IP ciia ting thiét bi bao cao, tén va phién ban
hé diéu hanh dang sir dung, cing thoi gian cap nhat ban v bao mat gan nhét. Viéc quan
Iy tap trung nay gitip kiém soat mirc do an toan ciia nén tang hé thong va phat hién cac
thiét bi chua cap nhat ban va bao mat.

Giai phap cung cap chirc nang giam sat va thong ké chi tiét trang thai cap nhat
phan mém mi ddc cua toan bo hé thong may tram va may chu, bao gom sé lwong may
tram va may chu chua duogc cap nhat trong khodng thoi gian xac dinh (vi du 15 ngay),
qua d6 gitup quan tri vién nim bat mirc d6 tuan thu chinh sach an toan thong tin cua timg
don vi.

Giai phap cung cap chirc nang thong ké chi tiét tinh hinh virus trong toan bd hé
thdng , gitip bd phan an toan thong tin ndm bat va kiém soat hiéu qua mirc d6 1y nhiém
mi doc trén cac may tram va may chi. Hé thong tu dong tong hop va hién thi danh sach
cac thiét bi bj nhiém , bao gdm dia chi IP, tén mdy, thoi gian , ciing thong tin chi tiét vé
dong virus (virus family), ching loai va mtrc 6 nguy hiém. Ngoai ra, tinh ning ndy con
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cho biét trang thai xtr 1y cua tung su ¢d nhu d3 xda, d3 cach ly, dang theo doi hoac chua
xtr 1y, gitp quan trj vién danh gia nhanh hiéu qua phan tng va khic phuc sy cb. Nho
kha nang phan tich sau va bao cdo truc quan, hé thng hd trg theo ddi xu hudng lay
nhiém theo thoi gian, khu vyc hoac nhém thiét bi, tir d6 dua ra bién phap phong ngua
chu dong, toi wu chinh sach bao vé va nang cao kha nang phong thi trude cac mbi de
doa ma ddc phuc tap.

3.3.3.3.3. Quin ly va diéu khién cac agent

Giai phap phong chong ma doc Endpoint duge thiét ké voi ‘nang lyc quan ly va
diéu khién tap trung manh mé, cho phep thyc hién cac thao tac diéu khién, quét va cip
nhat trén cac thiét bi dau cu01 (endpoint) mot cach linh hoat, ddm bdo viéc van hanh,
giam sat va ing pho su ¢b dugc thuc hién nhanh chong, d6ng bo va an toan, gitp dam
bao phat hién sém va xu 1y triét dé cac mdi de doa tiém an.

Giai phap con hd tro diéu chinh linh hoat chinh sach phat hién, ngan chan ma doc
theo tirng khu vuc hodc nhom nguoi ding, déng thoi diéu khién qua trinh cap nhat phién
ban phén mém va co s& dit liéu nhan dién ma doc (signature, pattern) cho tirng agent.
Toan b qua trinh quét virus, cap nhat phﬁn mém hodc mau nhan dién c6 thé duoc thuc
hién tir xa hoac dat lich ty dong dinh ky , giap t61 vu hiéu qua van hanh va gidm tai cong
viéc thu cong cho ddi ngii quan tri.

Giai phéap ho trg diéu khién cap nhat tr xa phién ban phan mém va co s¢ dit licu
nhén dién ma ddc (signature) cho tirng agent, bdo dam rang moi may tram va may chu
ludn ¢ trang thai dugc bao vé véi kha ndng nhéan dién cac mau tan cong mdéi nhat.

Dic biét giai phap cho phép ra 1énh cap nhat hodc quét virus tir xa ddi véi may
tram va may chu, d@)ng thoi hd tro dit lich ty dong quét va cap nhat theo chu ky dinh
nghia (ngay/tuan/thang). Bén canh d6 giai phap_ hd tro hé théng cdp nhat trong méi
truong nodi by, dam bao may tram va may chu van dugc cdp nhat day du ngay ca khi
khong két ndi Internet, phit hop véi cac khu vuc mang cach ly hodc ¢ yéu ciu bao mat
cao.

Giai phap c6 kha ning tim kiém va truy van log su kién (event log) dugc ghi nhan
tlr tAt ca céc may tram va may chu, phuc vu cho cong tac diéu tra, phan tich sy cd va
danh gia tuan thu chinh sach bao mat. Viéc tra ctru c6 thé dugc thuc hién theo thoi gian,
tén thiét bi, nguoi dung hoac loai sy kién bao mat.

Trong truong hop phat hién thiét bi c6 dau hiéu lay nhiém hodc hoat dong bat
thuong, giai phap cho phép cb 1ap tam thoi may tram hodc may chu ¢ cip d6 mang
(network isolation) hoac tién trinh (process isolation), nham ngin chin lay lan va ho trg
cong tac diéu tra — xur 1y sy ¢d. T hop cac tinh ning nay gitip don vi vén hanh chu dong,
linh hoat va an toan hon trong viéc quan ly phong chéng ma doc trén ‘quy mo lon, dap
g day du yéu cau van hanh an toan thong tin theo cac tiéu chuan quéc gia va quoc té.

3.3.3.3.4. Kiém soat \rng dung

Giai phap phong chdng mi doc duoc trang bi tinh ning Blocklist tién tién, cho
phép ngan chan viéc thuc thi cac t&p tin dang ngd hodc ddc hai dya trén gia tri bam (hash
value) cua ching. Hé thong hd trg dong thoi hai chuan bam phd bién 1a MD5 va
SHA256, ddm bao kha nang nhan di¢n chinh xac va toan dién cac bién thé ctia ma doc
hoic tép thuc thi bi gia mao. Thong qua co ché nay, quan tri vién c6 thé thiét 1ap danh
sach chin (Blocklist) theo gia tri bam, dudng dan hodc lién két Gmg dung, tir d6 ngin
khong cho cac file c6 nguy co cao dugc khéi chay hodc truy cép trong moi truong hé
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thdng. Tinh ning nay dic biét hiru ich trong viéc ngan chin cac mdi de doa chua c6 mau
nhan dién (unknown threats) hodc cc bién thé ma doc tuy chinh (mutated malware)
thudng xuyén thay doi cau trac. Khi mot tép tin trung khép véi gia tri bim trong danh
sach chan, hé théng s€ tu dong chan thuc thi, c6 lap tién trinh va ghi nhan su kién canh
béo, gitip giam thiéu rai ro 1y nhiém, bao vé tinh toan ven cta hé thong va ting cudng
kha ning phong thii chu dong trude cac hinh thire tin cong hién dai nhu ransomware,
trojan, hay APT.

3.3.3.3.5. Kiém soat thiét bi ngoai vi

Giai phap cho phép kiém soat toan dién viéc két ni cac thiét bj ngoai vi nhu USB,
b cimg di dong, thé nhé, thiét bi di dong hodc 6 dia mang. Khi nguoi dung cim thiét bi
ngoai vi, h¢ théng s€ tu dong nhan dién, ghi lai thong tin va ap dung chinh sach phu hop
nhu cho phép, canh bao hoac chan truy cap.

Giai phap cho pheép quan tri vién céu hinh chinh sach han ché hanh dong ghi dur
ligu ra thlet bi luu trtr ngoai, chi cho phep truy cép doc dir liéu (read-only). Piéu nay
dam bao rang nguoi dung co thé truy xuét dit liéu phuc vu cong viéc nhung khong thé
sao chép hodc di chuyén thong tin nhay cam ra khoi to chirc.

3.3.3.3.6. Kiém soat truy cip web/mail

Giai phap dugc trang bi tinh nang bao vé toan dién khi truy cap web , gitip ngan
chin cac mdi de doa tryc tuyén va dam bao an toan cho ngudi ding ciing nhu hé thong
may chu trong qua trinh truy cép Internet. H¢ thong tu dong phan tich va kiém soét cac
két nbi web , chin truy cap dén cac trang web doc hai, gia mao, lira dao (phishing), hoac
chtra ma kha1 thac 16 hong (exploit code) c6 kha ning phat tan ma doc. Pong thoi, giai
phap giam sat va loc ndi dung truy cp, ngin chin tai xudng cac tép tin dang ngd hodc
thuc thi khong an toan tur Internet.

3.3.3.3.7. Cong nghé chdng ma doc

Giai phap c6 kha nang ngan chdn ma doc, bao vé€ may tram va may chu theo thoi
gian thuc, ddm bdo phat hién va xu 1y sém cadc moi de doa trudc khi gay hai dén hé
thong.

Ung dung cong ngh¢ quet thong minh giup nhan dién nhanh cac mau ma doc moi
va hanh vi bat thuong, giam thiéu canh bao gia va ting hiéu qua xt 1y sy cb.

Cong nghé kiém soat mdi de doa nang cao cho phép phan tich hanh vi dang ngo
nhu nguy trang quy trinh, thuc thi ma trong viing nhé cua quy trinh khac hoac téi tao va
guri t&p nham tranh bi phat hi¢n, ttr d6 gitp ngan chian sém cac hoat dong leo thang dac
quyén hodac xam nhap h¢ thong.

Tinh ning phong chdng virus mi hoa dir liéu gitp ngin chin cic cudc tin cong
ransomware, bado v¢ tinh toan ven cua tép va thong tin quan trong trong h¢ thong.

Co ché phat hién va giam thiéu rui ro mat dit liéu chu dong tao ban sao luu thoi
gian thyc ctia céac tép quan trong trudc khi ching bi stra d61 hoac ma hoa, dam bao kha
nang khoi phuc dir liéu nhanh chong.

Giai phap c6 thé tu dong phat hién va chin cc cudc tan cong khong st dung tép
(fileless), von 1gi dung céc tién trinh hop phap cua hé diéu hanh dé thyc thi ma doc ma
khong tao ra tép dang ngo.
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Co ché ty bao vé giup phin mém bao mat khong bi vo hiéu hoa hodc thay ddi boi
ké tan cong, ddm bao kha nang hoat dong 6n dinh va lién tuc cia hé thong phong v¢.

Kha ning ty dong phat hién va chin cac cudc tin cong théng qua dong lénh
(command-line attacks) ma khong can st dung tép, ngan ngura viéc lam dung cong cu
dong 1énh cua h¢ diéu hanh dé thyc hi¢n hanh vi xdm nhap.

Giai phap c6 kha ning dbi pho véi cac cude tin cong mang thé hé méi va mdi de
doa dai dang tién tién (APT), st dung cac thuét todn hoc may va tri tu¢ nhan tao dé hoc
va thich tng véi cac hanh vi tan cong moi.

3.3.3.3.8. Bio vé mang

Tudng lira duoc ciu hinh dé kiém soat quyén truy cép cua cac tng dung ra va vao
mang ndi b cling nhu Internet. Co che nay giup ngan chan cac img dung trai phép hodc
khong dang tin cy thuc hién két nbi ra ngoai, giam thiéu nguy co ro ri dir liéu va xam
nhép tir bén ngoai.

Hé thong phat hién xam nhap (IDS — Intrusion Detection System) duoc trién khai
dé giam sat va phan tich luu luong mang, c6 thé gin co cac hanh vi bat thuong nhu nS
Iuc thay d6i giao dién hodc nén man hinh, dau hiéu cho thay kha ning bi chiém quyén
diéu khién hodc cai dit ma doc. IDS ciing c6 kha nang phat hién viéc tiém nhiém cac
tép DLL hoic cai dat trinh diéu khién doc hai (malicious driver). Co ché giam sat cip
hé théng cho phép nhan dién som cac hanh vi can thiép sau vao nhan h¢ diéu hanh, ngan
chan viéc chiém quyén hoic klem soat trai phép. Bén canh dé, IDS dugc tich hop dé
phat hién va canh bao cac loai tdn cong mang phd bién nhu brute-force, khai thac 16
hdng, danh cip mat khau, chuyén hudng tai xudng, botnet hodc Trojan. Hé thong nay
gitip dam bao kha niang phat hién sém va phan tng kip thoi trude cac moi de doa xam
nhép mang

3.3.3.3.9. Bao v¢ luu lwgng mang

Giai phap bao mat c6 kha nang phat hién cac cudc tan cong mang duoc thlet ké dé
xam nhap va chiém quyen diéu khién mdy tram hoic may chu. Cac hinh thirc tan cong
dugc nhan dién bao gom brute-force, khai thac 16 hong mang, danh cap méat khau,
chuyén hudng tai xuong doc hai, hoat dong ctia botnet va ma ddc Trojan.

3.3.3.3.10. Kiém soat 15 hong bio mat

Giai phap cung cip tinh ning giam sat hanh vi nguoi ding trén may tram va may
cht, nham phat hién cac hoat dong bat thuong co6 thé gay rui ro cho an ninh thong tin.
Céc hanh vi nhu truy cap trai phép, thay doi cau hinh h¢ thong, sao chép hoac truyén dir
liéu nhay cadm ra ngoai déu dugc theo doi va canh béo kip thoi.

Giai phap ddng thoi giam sat tinh trang 16 hong bao mat va ban va hé diéu hanh,
dic biét trén nén tang Windows va cac phan mém cai dat pho bién. Hé thong ty dong
thu thap, phén tich va danh gia tinh trang cap nhat cua timg thiét bi, giup phat hién nhiing
diém yéu tiém 4n hodc ban vé con thiéu.

3.3.3.3.11. Twong thich cac h¢ diéu hanh
Giai phap tuong thich bao vé hé diéu hanh Windows va Linux
3.3.3.3.12. May chi quén tri tap trung

Giai phap hd tro trién khai linh hoat thanh ph?m‘ quan tri dudi dang On-premise
hodc Cloud do hang cung cap, gitip phu hop véi ha tang va chinh sach van hanh ctia
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tung t6 chirc. M6 hinh trién khai c6 thé tuy chon theo nhu cau bao mat ndi bo hoic tan
dung loi thé mé rong va quan 1y tap trung tir nén tang di€n toan dam may.

Giai phap co kha nang trién khai trén ca ha tang vat ly va moi truong ao hoa, hd
tr linh hoat trong viéc cau hinh, mo rong quy mo hoac nang cap khi can thiét. Giai phap

duoc thlet ké theo kién trac module, gitp toi wu tai nguyén va dé dang dap ung nhu cau
phat trién trong twong lai ma khéng anh huéng dén hoat dong hién tai.

Giai phap cung cip co ché kiém soat quyén quén tri vién nang cao, trong dé cac
lénh diéu khién hodc thay do6i cau hinh quan trong chi dugc thyc hién khi ¢6 xac thyc
vat 1y bang USB Token. Diéu nay dam bao rang ngay ca khi may chu quan ly trung tam
bi chiém quyén, ké tin cong ciing khong thé ra 1énh xudng cac may tram, qua d6 giam
thiéu nguy co tdn cong lan rong. bay la tinh nang cuc ki quan trong va mai trén thi
truong, mang lai kha nang bao vé tang cudi cung trudc nguy co kiém soat hé thong.
Trong truong hop hacker chiém quyén kiém soat may chu quan 1y trung tdm, hacker
khong thé giri 1énh xuéng may tram néu khong c6 USB Token xac thuc.

Hé thong hd tro trién khai mdy chu quan tri theo ché d6 High Availability (HA),
Load Balancing va Replica Database, nham dam bao kha niang chiu 16i, tinh san sang
cao va hoat dong lién tuc cua h¢ théng. Céc co ché déng bd co sd dit liéu va phan tai xir
Iy giup duy tri hiéu nang 6n dinh, dap Gmg yéu cu van hanh 24/7.

3.3.3.3.13. Phat hién va @ng phé

Giai phap c6 kha niang tim kiém va phan tich cac chi s6 thoa hiép (Indicators of
Compromise — IoC), cho phép xac dinh nhanh céc dau hi¢u bat thuong trong hé thong
nhu dia chi IP, tén mién, hash file, hodc hanh vi nghi ngo. HE théng tryc quan hoa toan
bd dd thi qua trinh 1ay nhiém va chudi tan cong, dong thoi lién két ting giai doan véi
cac k¥ thuat twong g trong khung MITRE ATT&CK, gitip nha phan tich dé dang xac
dinh chién thuat va k¥ thuat duoc ké tin cong sir dung.

Giai phap hd tro hanh dong phan hdi ty dong hodc ban tu dong nhu cach ly file
doc hai, co 1ap thiét bi bi nhiém khoi mang, thuc hién quét siu toan bo hé théng, hoic
gui file ddng ngo 1én hop cat (sandbox) dé phan tich hanh vi chi tiét. Nhitng bién phap
phan mg nay gitip ngan chan sy lay lan cia ma doc va giam thiéu thiét hai trong giai
doan dau cia cudc tan cong.

Giai phap c6 chirc nang phén tich nguyén nhan goc 1é (Root Cause Analysis), cho
phép truy vét toan b tién trinh va su kién lién quan dén sy ¢, xac dinh diém khai phat,
cach thirc 1ay nhiém va pham vi anh huong. Thong tin nay hd trg tdi wu cho cong tac
diéu tra s (digital forensics) va nang cao nang lyc phong thu trong tuwong lai

Giai phap dugc trang bi cong cu sin tim mdi de doa (Threat Hunting) gitip chuyén
gia bao mat chu dong ra soat h¢ thong, tim kiém cac hanh vi 4n gidu hodc du vét tin
cong ma cac co ché phong thu ty dong co the bo sot. Tinh ndng nay cho phép phat hién
som va xir 1y kip thoi cac mbi de doa tiém an.

Ngoai ra, hé théng con c6 kha ning phat hién va ngin chin cc cudc tdn cong co
chu dich nang cao (Advanced Persistent Threat — APT) bang cach két hop cong nghé
phan tich hanh vi, tri tu¢ nhan tao va thong tin tinh bao mbi de doa (threat intelligence),
gitip nhén dién cac chién dich tan cong tinh vi va duy tri kha ning phong thu chu dong
trén toan hé thong.
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3.3.3.4. Yéu cau két qua dat dwoc

Viéc bd sung va mo rong trién khai giai phap bao méat thiét bi dau cudi 1a can thiét
nhim ting cudng kha ning bao vé ha ting cong nghé thong tin cua thanh phd, bao dam
an toan mang, dir liéu va cac hé théng tmg dung trong yéu trong qua trinh van hanh va
chuyén dbi sd.

Giai phap mo rong giiip nang cao nang lyc phong, chdng va giam sat phan mém
doc hai, ddng thoi ting cudng mirc do tin cdy va tinh san sang cua hé thong thong tin,
g6p phan bao vé hoat dong giao dich dién tir va ha tang s6 cta thanh phd trude cac mbi
de doa ngay cang tinh vi.

Hé théng sau khi duoc bo sung s& co kha ning phan tmg nhanh trudce cac su ¢d an
ninh mang, ho trg phat hi¢n, phan tich va xtr Iy ma doc theo thoi gian thyc, dong thoi
chia sé dir li¢u va chi s6 lay nhiém v6i cac co quan chirc nang theo dung quy dinh.

Bén canh d6, viéc mé rong trién khai con giup doi ngii quan tri hé thong dé dang
kiém soat, theo ddi tinh hinh an ninh cta cac thiét bi dau cudi, chu dong thiét lap cac
chinh sach phong thu, ngan chén sy lan truyen cua ma dgc trong toan bo mang ndi b
va hé thong két ndi Metronet ciia thanh phd.

3.3.4. Phuwong 4n trién khai kiém tra, phan tich, danh gia an toan thong tin
cho ha tang mang, may chi, may tram va thiét bi so tai cac co quan, don vi trén
dia ban thanh pho

3.3.4.1. Tiéu chuan thuc hién

Déi véi viée thue hién kiém tra, danh gia an toan thong tin cho h¢ théng thong tin
quan trong va & cap do 3, vi vay nha cung cap dich vu dugc yéu cau phai dap tng cac
ti€u chuan thuc hién bén dudi.

3.3.4.1.1. Tiéu chuin Qudc gia TCVN 11930:2017 (TCVN 11930:2017)

Tiéu chuan Quéc gia TCVN 11930:2017 — Cong ngh¢ thong tin — Cac ky tuét an
toan — Yéu cau co ban vé an toan h¢ thong thong tin theo cap do. Tiéu chuan nay quy
dinh cac yéu ciu co ban vé an toan hé thong thong tin theo cap do. Yeéu ciu an toan co
ban quy dinh trong tiéu chuin nay tip trung vao cac yéu cau dam ban an toan hé thong
thong tin. Cac yéu cau khéac vé an toan thong tin, khong lién quan truc tiép dén bao dam
an toan hé thong thong tin (vi du: bao vé thong tin ¢4 nhan, bao vé tré em trén mang...)
khong thudc pham vi ciia Tiéu chuan nay.

Céc yéu cau cua ting cip d6 dugc chia lam hai nhom: yéu cau quan Iy va yéu cu
ky thuat.

- Yéu cau quan ly: dua ra cac yéu cau vé mit quan 1y nham quan 1y viéc xdy dung,
quan 1y van hanh va go bd h¢ thong thong tin bao dam an toan. Cac yéu cau quan ly
duogc chia thanh cac nhom yéu ciu: thiét 14p chinh sach an toan thong tin; to chirc dam
bao an toan thong tin; bao dam ngudn nhan lyc; quan ly thiét ké, xay dung hé thong;
quan 1y van hanh hé théng.

- Yéu cau k¥ thuat: dua ra cac yéu cau vé mit k¥ thuat dé bao dam viéc thiét ké,
xdy dung va thiét 1ap hé thong thong tin bao dam an toan. Cac yéu cau k¥ thuat duoc
chia thanh cdc nhom yéu cau: bao dam an toan mang; bao ddm an toan may chu; bao
dam an toan ing dung; bao dam an toan dir liéu.
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3.3.4.1.2. Thong tw s6 12/2022/TT-BTTT

Thong tu 12/2022/TT-BTTTT ngay 12/8/2022 vé Quy dinh chi tiét va hudéng dan
moét s6 diéu cia Nghi dinh sb 85/2016/ND-CP ngay 01/7/2016 ctua Chinh phu vé bao
dam an toan hé thdng thong tin theo cap do quy dinh chi tiét, hudng dan bao dam an
toan h¢ thong thong tin theo cip do, bao gom xac dinh hé thong thong tin va thuyét
minh cap d6 an toan hé théng thong tin; yéu cau bao dam an toan hé thong thong tin
theo cap d9; kiém tra, ddnh gia an toan thong tin; che d6 bao cdo. Pbi v6i yéu cau bao
dam an toan h¢ thong thong tin thuc hién theo yéu cau co ban quy dinh tai Thong tu nay
va Tiéu chuan quoc gia TCVN 11930:2017 vé Cong nghé théng tin - cac ky thuat an
toan - yéu ciu co ban vé an toan hé théng thong tin theo cap do. Yéu cau co ban dbi véi
tung cap do quy dinh tai Thong tu nay la cac yéu cau toi thleu dé bao dam an toan h¢
thong thong tin, bao gom yéu cau co ban vé quan 1y, yéu cau co ban vé ky thuat va
khong bao gdm cac yéu cau bao dam an toan vat 1y.

3.3.4.1.3. Tiéu chuin Open Web Application Security Project (OWASP)

Tiéu chuan OWASP, 1a mot ngudn tai liéu quan trong vé an ninh tmg dung web va
bao mat thong tin. OWASP ra do1 voi muc ti€u bao vé ung dung web khoi cac mbi de
doa bao mat thong qua viéc cung cap hudng dan, cong cu va kién thirc cho cong dong
phat trién va quan 1y tng dung web.

Tiéu chuan OWASP cung cip nhiéu dy 4n va tai liéu quan trong, trong do ndi bat
nhat 14 "OWASP Top 10." Danh sach nay liet ké 10 16 hong bao mat pho bién nhét trong
mg dung web, giup cac nha phat trién va chuyén gia bao mat hiéu va wu tién nhiing rui
ro quan trong.

3.3.4.2. Yéu cau Ky thuit chi tiét

3.3.4.2.1. Kiém tra, danh gia viéc tuan thi quy dinh ciia phap luét vé bio dam
an toan hé thong thong tin theo cip dd va Kiém tra, danh gia hiéu qua caa cac bién
phap bao dam an toan thong tin theo phwong an bao dam an toan thong tin duwoc
phé duyét

Noi dung danh gia cu thé gdbm cac budc sau:
Budce 1: Khao sat va thu thap thong tin:
- Khao sat va thuc hién thu thap thong tin chu quan hé théng thong tin.
- Khdo sat va thyc hién thu thap thong tin don vi van hanh.
- Khao sat pham vi, quy mé ctia hé théng.
- Khao sat mo ta ciu tric cta hé thong.

- Khdo st hién trang va thanh phan hé thong dang c6 nham xac dinh cap do ma
hé thong thong tin dang ddm nhiém.

- Khao sat danh sach cac cong thong tin, hé thong thong tin, phdn mém, tng
dung dang c6 cua don vi.

- Khao st cac giai phap bao mat, giai phap mang va cac thiét 1ap chung cho hé
théng.

- Khdo sat va phan loai thong tin dang duoc xir 1y cta hé thong.
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Khao sat thong tin nguoi ding va vai trd, trach nhiém hé thong thong tin dang
cung cap.

Budc 2: Panh gia va lap ho so cip do an toan thong tin:

Phan tich danh gia hi¢n trang.
Dénh gia cac bién phap kiém soat twong tmg voi cap do dé xuét.

Danh gia viéc thiét ké, thiét 1ap chinh sach, cAu hinh hé théng theo phuong an
bao dam an toan thong tin.

Stt

Noi dung cong

en Yéu cau co ban
viéc

Yéu cau quan ly

1.1

Thiét 1ap chinh
sach an toan
thong tin

1.1.1

Chinh sach an

toan thong tin X4y dung chinh sach an toan thong tin, bao gdm:

1.1.1

Xay dung chinh sach an toan thong tin, bao gom:

a) Xac dinh cac muyc ti€u, nguyén tac bao dam an toan thong
tin;

b) Xac dinh trach nhi¢m cua don vi chuyén trach vé an toan
thong tin, cac can b lam vé an toan thong tin va cac dbi
tuong thudoc pham vi diéu chinh cia chinh sich an toan
thong tin;

¢) Xé4c dinh pham vi chinh sach an toan thong tin bao gdm:

- Pham vi quan 1y vé vat Iy va logic cua t6 chtc;

Chinh sach an

toan thong tin - Céc Ung dung, dich vu h¢ théng cung cép;

- Ngudn nhan lyc bao dam an toan thong tin.

d) Xay dung chinh sach an toan thong tin bao gom:

- Quan ly an toan mang;

- Quan ly an toan may chu va tng dung;

- Quan 1y an toan dir licu;

- Quan 1y an toan thiét bi dau cudi;

- Quan 1y phong chéng phan mém doc hai;
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Noi dung cong

Stt o Yéu ciu co ban
viéc
- Quan 1y diém yéu an toan thong tin;
- Quan 1y giam sat an toan hé théng thong tin;
- Quan 1y an toan nguoi st dung dau cudi.
a) Chinh sach duoc to chire/bd phan duge ty quyén thong
1 1o | Xdy dung va| quatrue khi cong bo ap dung;
7| cong bd )
b) Chinh sach dugc cong bo trude khi ap dung.
Pinh ky 02 nim hoic khi c6 thay doi chinh sach an toan
1.1.3 | Ra soat, stra doi | thong tin kiém tra lai tinh phu hop va thyc hién ra soat, cap
nhat, bo sung.
Té6 chirc bao
1.2 |ddm an toan
thong tin
a) Thanh 1ap hodc chi dinh don vi/bo phan chuyén trach vé
Pon vi chuyén an toan thong tin trong to chirc;
1.2.1 tflaf’h Ve an t0an | 1y phay dinh vai tro, trach nhiém, co ché phéi hop cua céc
thong tin bd phan, can bd trong don vi chuyén trach vé an toan thong
tin.
a) Co dau moi lién he, ph01 hop véi cac co quan, to chirc co
tham quyén quan 1y vé an toan thong tin;
Phdi hop véi co | b) Co dau mbi lién hé, phdi hop véi cac co quan, td chirc
1.2.2 | quan/td chtrc c6 | trong cong tac ho trg dieu phdi xir 1y sy cd an toan thong
tham quyén tin;
¢) Tham gia cac hoat dong, cong tac bao dam an toan thong
tin khi c6 yéu cdu cua to chirc c6 tham quyén.
Bao dam nguodn
1.3 «
nhan luc
a) Can b duoc tuyén dung vao vi tri lam vé an toan thong
tin c6 trinh d9, chuyén nganh vé linh vuc cong nghé thong
1.3.1 | Tuyén dung tin, an toan thong tin, phu hgp vai vi tri tuyén dung;

b) Co6 quy dinh, quy trinh tuyén dung can bo va diéu kién
tuyén dung can bg.
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1.3.2

Trong qua trinh
lam viéc

a) C6 quy dinh vé viéc thuc hién ndi quy, quy ché bao dam
an toan thong tin cho nguoi sir dung, can bo quan ly va van
hanh hé thong;

b) C6 ké hoach va dinh ky hang nim t6 chirc phd bién, tuyén
truyén nang cao nhan thirc vé an toan thong tin cho nguoi
su dung;

¢) Dinh ky hang nim, t6 chirc ddo tao cac k¥ ning co ban
v€ an toan thong tin cho nguo1 st dung.

1.3.3

Cham dit hodc
thay doi cong
viéc

a) Can bo cham dut hodc thay d6i cong viéc phai thu hoi the
truy cép, thong tin dugc luu trén cac phuong tién luu tri,
cac trang thiét bi may moc, phan cung, phan mém va céc tai
san khac (néu c6) thudc so hiru cua t6 chuc;

b) C6 quy trinh va thuc hién vo hiéu hoa tat ca cac quyén ra,
vao, truy cap tai nguyén, quan tri h¢ thong sau khi can bd
thoi viéc;

¢) Co cam két gitr bi mat thong tin lién quan dén t6 chirc sau
khi nghi viéc.

1.4

Quan Iy thiét ké,
xay dung hé
thong

1.4.1

Thiét ké an toan
h¢ thong thong
tin

a) C6 tai liéu mo ta quy mo, pham vi va ddi twong st dung,
khai thac, quan ly van hanh hé thong thong tin;

b) C6 tai lidu mo ta thiét ké va cac thanh phan cua hé thong
thong tin;

c) Co tai liu mo ta phuong a4n bao dam an toan thong tin
theo cap do;

d) Co tai liu mo ta phuong an lya chon gidi phap cong nghé
bao dam an toan thong tin;

d) Khi c6 thay doi thiét ké, danh gia lai tinh phu hop cua
phuong an thiét ké d6i voi cac yéu cau an toan dat ra ddi voi
hé thong.

1.4.2

Phat trién phan
meém thué khoan

a) Co bién ban, hop dong va cac cam két doi voi bén thué
khoan cac ndi dung li€n quan dén vi¢c phat trién phan mém
thué khoan,;
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b) Yé&u cau cac nha phat trién cung cap ma nguén phan mém;

¢) Kiém thtr phan mém trén moi truong thir nghiém trudc
khi dua vao st dung;

d) Kiém tra, danh gi4 an toan thong tin, trudc khi dua vao
st dung.

1.4.3

Thtr nghiém va
nghiém thu hé
thong

a) Thyc hién kiém thir hé thdng trude khi dwa vao van hanh,
khai thac stir dung;

b) C6 ndi dung, ké hoach, quy trinh thir nghiém va nghiém
thu h¢ thong;

c) Co6 bg phan co6 trach nhi€ém thyc hi¢n thir nghiém va
nghi¢m thu h¢ thong;

d) C6 don viddc lap (jbén thir ba) hoac b phan doc 1ap thudc
don vi thuc hién tu van va gidm sat qua trinh thir nghiém va
nghi¢m thu h¢ thong;

d) C6 bao cao nghiém thu duoc xac nhan cia by phan
chuyén trach va phé duyét cua chu quan hé thong thong tin
trude khi dua vao st dung.

1.5

Quan ly vén
hanh h¢ thong

1.5.1

Quan ly an toan
mang

Chinh sach, quy trinh quan 1y an toan mang bao gom:

a) Quan ly, van hanh hoat dong binh thuong ctia hé théng;

b) Cap nhat, 520 luvu du phong va khéi phuc hé th6ng sau
khi xay ra su co;

¢) Truy cap va quan Iy cau hinh hé thong;

d) Céu hinh t6i wu, ting cudng bao mat cho thiét bi hé thong
(cting hoa) trude khi dua vao van hanh, khai thac.

1.5.2

Quan ly an toan
may chu va ing
dung

Chinh sach, quy trinh quan ly an toan may chu va (ng dung
bao gom:

a) Quan ly, van hanh hoat dong binh thuong cta hé thong
may chu va dich vuy;

b) Truy cap mang ctia may chu;
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c¢) Truy cdp va quan tri may chu va ing dung;

d) Cap nhat, sao luu du phong va khoi phyc sau khi xay ra
su c0;

d) Cai diit, g5 bo hé diéu hanh, dich vy, phan mém trén hé
thong may chu va ung dung;

e) Két ndi va g& bo hé théng may chu va dich vu khoi hé
thong;

) Cau hinh t6i vu va ting cudng bao mat (cimg hoa) cho hé
thong may chu trude khi dua vao van hanh, khai thac.

1.5.3

Quan 1y an toan
dir ligu

Chinh sach, quy trinh quéan 1y an toan dit liéu bao gom:

a) Xay dung va thyc thi chinh sach, quy trinh du phong va
khoi phuc dir li¢u;

b) Dinh ky hoic khi ¢ thay d6i cau hinh trén hé thong thuc
hién quy trinh sao luu dy phong: tap tin cau hinh hé thong,
ban du phong hé diéu hanh may chu, co so dir liéu; dir liu,
thong tin nghiép vu.

1.5.4

Quan 1y an toan
thiet bi dau cudi

Chinh sach, quy trinh quan 1y thiét bi dau cubi bao gom:

a) Quan 1y, van hanh hoat dong binh thudng cho thiét bi dau
cuoi;

b) Két nbi, truy cap va sir dung thiét bi dau cudi tir xa;

c) Cai dat, két ndi va g& bo thiét bi dau cudi trong hé thong.

1.5.5

Quan ly phong
chong phéan
meém doc hai

Chinh sach, quy trinh quan 1y phan mém doc hai bao gom:

a) Cai dat, cap nhat, st dung phan mém phong chdng ma
doc; do quet, kiém tra phan mém doc hai trén may tinh, may
chu va thiét bi di dong;

b) Cai dit, sir dung phadn mém trén may tinh, thiét bi di dong
va viéc truy cap cac trang thong tin trén mang;

c¢) Gui nhan tap tin qua moé1 trudong mang va cac phuong tién
luu trir di dong;

d) Pinh ky thyc hién kiém tra va do quét phan mém doc hai
trén toan by hé thong; Thuc hién ki€ém tra va xi 1y phan
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mém doc hai khi phat hién dau hi¢u hodc canh bao vé dau
hiéu phan mém doc hai xuat hién trén hé thong.

1.5.6

Quan ly gidm
sat an toan hé
thong thong tin

Chinh sach, quy trinh quan 1y gidm sat an toan hé thong
thong tin bao gdom:

a) Quan ly, van hanh hoat dong binh thuong cta hé thong
giam sat;

b) Bdi tugng giam sat bao gom: thié:t bi hé théng, may chu,
ung dung, dich vu va cac thanh phan khac trong h¢ thong
(n€u co);

¢) Két ndi va guri nhat ky hé thong tir ddi twong giam sat vé
hé thong giam sat;

d) Truy cap va quan tri hé thong giam sat;

d) Loai thong tin can duoc giam sat;

e) Luu trit va bao vé thong tin giam sat (nhat ky hé thong);

g) Pong bo thoi gian gitta hé thong giam sat va thiét bi dugc
giam sat;

h) Theo doi, giam sat va canh bao su cd phat hién duoc trén
hé thong thong tin.

1.5.7

Quan Iy diém
yéu an toan
thong tin

Chinh sach, quy trinh quan 1y diém yéu an toan thong tin
bao gom:

a) Quan ly thong tin cac thanh phan c6 trong hé thong co
kha ning ton tai diém yéu an toan thong tin: thiét bi hé
thong, hé diéu hanh, may chu, img dung, dich vu va cac
thanh phan khac (néu co);

b) Quan Iy, cap nhat ngudn cung cp diém yéu an toan thong
tin; phan nhom va muac do cua diém yéu cho céc thanh phan
trong h¢ thong da xéc dinh;

c) Co ché ph01 hop v6i cac nhom chuyén gia, bén cung cap
dich vu hd tro trong viée xtr Iy, khic phuc diém yéu an toan
thong tin;
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d) Kiém tra, danh gia va xtr 1y diém yéu an toan thong tin
cho thiét bi h¢ thong, may chu, dich vu trude khi dua vao st
dung;

d) Pinh ky kiém tra, d4nh gia diém yéu an toan thong tin
cho toan bo hé théng thong tin; Thuc hién quy trinh kiém
tra, danh gia, xtr Iy diém yéu an toan thong tin khi c6 thong
tin hodc nhan duoc canh bao vé diém yéu an toan thong tin
d6i v6i thanh phan cuy thé trong hé thong.

1.5.8

Quan ly su cdan
toan thong tin

Chinh sach, quy trinh quan 1y sy ¢6 an toan thong tin bao
gom:

a) Phan nhom sy ¢ an toan thong tin mang;

b) Phuong an tiép nhan, phat hién, phan loai va xur 1y ban
dau su c¢d an toan thong tin mang;

¢) Ké hoach tmg pho sy ¢b an toan thong tin mang;

d) Giam sat, phat hién va canh bao su ¢ an toan thong tin;

d) Quy trinh tng ctru su ¢ an toan thong tin mang thong
thuong;

e) Quy trinh tmg ctru su ¢ an toan thong tin mang nghiém
trong;

g) Co ché phdi hop véi co quan chtrc ning, cic nhom
chuyén gia, bén cung cap dich vu ho tr¢ trong viéc xu ly,
khac phuc su c6 an toan thong tin;

h) Pinh ky t6 chirc dién tp phuong an xu Iy su ¢b an toan
thong tin.

1.5.9

Quan ly an toan
nguol st dung
dau cudi

Chinh sach, quy trinh quan 1y an toan nguoi sit dung dau
cudi bao gom:

a) Quan ly truy cap, st dung tai nguyén ndi bo;

b) Quan ly truy cdp mang va tai nguyén trén Internet;

c) Cai dat va sir dung may tinh an toan.

1.6

Phuong an
Quan ly i ro an
toan thong tin
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Phuong an Két
17 thiuc van hanh,
' khai thac, thanh
ly, huy bd
| Yéu ciu k¥
thuat
71 Bé4o ddm an toan
' mang
a) Thiét ké cac ving mang trong hé thdng theo chirc ning,
cac vung mang to1 thiéu bao gom:
- Vung mang ndi bo;
- Vung mang bién;
- Vung DMZ;
- Vung may chu ndi bo;
- Viing mang khong day (néu c6) tach riéng, doc 1ap voi cac
vung mang khac;
- Vung mang may chu co s¢ dir li€u;
Sqq|Thiét K hel” Vung quan tri;

thdng

b) Phuong an thiét ké bao dam cac yéu cau sau:

- C6 phuong an quan 1y truy cép, quan tri hé thong tir xa an
toan;

- C6 phuong an quan ly truy cdp gitra cac vung mang va
phong chong xam nhap;

- C6 phuong 4n can bang tai va du phong néng cho cac thiét
bi mang chinh;

- C6 phuong 4n bao dam an toan cho may chu co s¢ dir li¢u;

- C6 phuong 4n chin loc phan mém ddc hai trén moi truong
mang;

- C6 phuong an phong chdng tan cong tir chdi dich vuy;
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- C6 phuong an giam sat hé thong thong tin tip trung;

- C6 phuong an giam sat an toan hé thong thong tin tap
trung;

- C6 phuong 4an quan ly sao luu dy phong tap trung;

- C6 phuong 4n quan Iy phan mém phong chdng ma doc trén
cac may chu/may tinh ngudi dung tap trung;

- C6 phuong an phong, chéng that thoat dit lidu;

- C6 phuong 4n du phong két ndi mang Internet cho cac may
chu dich vu;

- C6 phuong an bao dam an toan cho mang khong day (néu
co).

2.1.2

Kiém soat truy
cap tur bén ngoai
mang

a) Thiét 1ap hé thong chi cho phép sir dung cac két ndi mang
an toan khi truy cap thong tin ndi bo hoac quan tri hé thong
tr cdc mang bén ngoai va mang Internet;

b) Kiém soét truy cip tir bén ngoai vao hé thong theo ting
dich vy, irng dung cu thé; chan tat ca truy cap toi cac dich
vu, mg dung ma hé thong khong cung cap hoic khong cho
phép truy cap tir bén ngoai;

c) Thlet 1ap gi6i han thoi gian cho (timeout) dé - dong phién
két ndi khi hé théng khong nhan dugc yéu cau tir ngudi
dung;

d) Phan quyén va cap quyén truy cdp tir bén ngoai vao hé
thong theo tung ngudi dung hodc nhém nguoi dung can cu
theo yéu cau nghiép vy, yéu cau quan ly;

d) Gidi han s6 luong két ndi dong thoi tir mot dia chi nguon
va tong sb luong két ndi dong thoi cho timg tmg dung, dich
vu duoc hé thdng cung cip theo ning luc thyc té cua hé
thong.

2.13

Kiém soat truy
cap tu bén trong
mang

a) Chi cho phep truy cap cac ing dung, dich vu bén ngoai
theo yéu cau nghié¢p vy, chan céc dich vu khép khong phuc
vu hoat dong nghi¢p vu theo chinh sach cua t6 chirc;

b) Gidi han truy cép cac ing dung, dich vu bén ngoai theo
thoi gian (theo chinh sach truy cap cia to chirc néu co);
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c¢) C6 phuong an ki€ém soat truy cap cia nguoi dung vao cac
dich vu, cac may chu nd1 bg theo chirc nang va chinh sach
cua t6 chtre.

2.14

Nhat ki hé théng

a) Thiét 1ap chirc ning ghi, luu trit nhat ky hé thng trén cac
thiét b1 hé thong (néu ho trg), bao gom cac thong tin sau:

- Thot gian két noi;

- Thong tin két ndi mang (dia chi IP, céng két néi);

- Hanh dong d6i voi két ndi (cho phép, ngan chin);

- Thong tin cac thiét bi dau cudi két ndi vao hé thdng theo
dia chi vat ly va logic;

- Thong tin canh bao tir cac thiét bi;

- Thong tin hiéu nang hoat dong cua thiét bi va tai nguyén
mang.

b) Str dung may chu thoi gian trong hé théng dé dong bo
thoi gian gifra cac thi€t bi mang, thiét bi dau cudi va cac
thanh phan khac trong h¢ thong tham gia hoat dong giam
sat;

¢) Luu trir va quan 1y tap trung nhat ky hé thong thu thap
duogc tir cac thiét b1 h¢ thong;

d) Luu trit nhat ky hé thong cua thiét bi t6i thiéu 03 thang.

2.15

Phong  chéng
xam nhap

a) C6 phuong an ph(‘)ng chdng xam nhép dé bao vé cac ving
mang trong hé thong;

b) Pinh ky cép nhét co s& dir liéu dau hiéu phat hién tin
cong mang (Signatures);

¢) Bao dam nang luc hé thong dap ing du theo yéu cau, quy
mo sd luong nguoi dung va dich vu, img dung cua hé théng
cung cap.

2.1.6

Phong  chdng
phan mém doc
hai trén moi
truong mang

a) C6 phuong an phong chdng phan mém doc hai trén moi
trudng mang;

b) Dinh ky cép nhat dir liéu cho h¢ thong phong chong phan
meém doc hai;
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¢) Bao dam nang lyc h¢ thdng dap tng du theo yéu cau, quy
mo sb lwong ngudi dung va dich vy, ing dung cua h¢ thong
cung cap.

2.1.7

Bao vé thiét bi
hé thong

a) Cau hinh chtc ning xac thuc trén cac thiét bi hé thong
(néu ho trg) dé xac thuc nguoi dung khi quan tri thiét bi tryc
ti€p hodc tr xa;

b) Thiét lap céu hinh chi cho phép sir dung cac két ndi mang
an toan (néu hd tr) khi truy cap, quan tri thiét bi tir xa;

¢) Cau hinh thiét bi (neu ho trg) chi cho phép han ché cac
dia chi mang c6 thé két nbi, quan tri thiét bi tir xa;

d) Han ché duogc sé 1an ding nhap sai khi quan tri hodc két
noi quan tri tir xa theo dia chi mang;

d) Phan quyén truy cap, quan tri thiét bi ddi voi cac tai khoan
quan tri c6 quyén han khac nhau;

e) Nang cap, xtr 1y diém yéu an toan thong tin cia thiét bi
hé thong trude khi dua vao st dung;

g) Xo6a bo thong tin cAu hinh, dit liu trén thiét bi h¢ thong
khi thay d61 muc dich str dung hodc gd bo khoi hé thong.

2.2

Bao dam an toan
may chu

2.2.1

Xac thuc

a) Thiét 1ap chinh sach xac thuc trén mdy chu dé xac thuc
nguoi dung khi truy cap, quan 1y va st dung may chu;

b) Thay d(;)i’ cac ta1 khoan mac dinh trén hé théng hoac vo
hi€u hoa (n€u khong su dung);

c) Thiét lap cdu hinh may chu de dam bao an toan mat khau
ngudi str dung, bao gdm céc yéu ciu sau:

- Yéu cau thay d6i mat khau mac dinh;

- Thiét 1ap quy tdc dat mat khau vé sd ky tu, loai ky tu;

- Thiét lap thoi gian yéu cau thay doi mat khau;

- Thiét lap thoi gian mat khau hop 1¢.
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d) Han ché s6 1an dang nhdp sai trong khoang thoi gian nhat
dinh vo1 mot tai khoan nhat dinh;
@) Thiét lap cAu hinh dé v6 hiéu hoa tai khoan néu tai khoan
do dang nhap sai nhi€u lan vugt so 1an quy dinh.
a) Thiét 1ap hé thong chi cho phép sir dung cac két ndi mang
an toan khi truy cap, quan tri may chu tu xa;
b) Thlet 1ap gi6i han thoi gian chd (timeout) dé - dong phién
Kidm sodt truy két ndi khi may cha khong nhan duoc yéu cau tir ngudi
222\ . dung;
cap

c) Thay doi céng quan tri mac dinh cua may chu;
d) Gi61 han dia chi mang dugc phép truy cap, quan tri may
chu tur xa.
a) Ghi nhat ky hé thong bao gom nhiing thong tin co ban
sau:
- Thong tin két ndi mang téi may chu (Firewall log);
- Thong tin ddng nhap vao may chu;
- Ldi phat sinh trong qué trinh hoat dong;
- Théng tin thay d6i cau hinh méy chu;

293 Nhat ky hé | - Thong tin truy cap dir liu va dich vu quan trong trén may

“7 | théng chii (néu co).

b) Pong bo thoi gian gitta may chil vai may chu thoi gian;
¢) Gi6i han du dung lugng luu trir nht ky hé thong dé khong
mat hodc tran nhat ky hé thong;
d) Quan 1y va luu trir tap trung nhat ky hé thong thu thap
dugc tor may chu;
d) Luu nhat ky hé thdng trong khoang thdi gian t6i thiéu 1a
03 thang.

294 Phong  chéng | a) Loai bo cac tai khoan khong str dung, céc tai khoan khong

xam nhap

con hop 1€ trén may chu;
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b) St dung tuwong ltra ctia hé diéu hanh va hé théng dé cam
cac truy cap trai phép t61 may chu;
c¢) Vo6 hi¢u hoa cac giao thirc mang khong an toan, cac dich
vu hé thong khong str dung;
d) C6 phuong an cap nhat ban va, xu ly diém,yé'u an toan
thong tin cho hé diéu hanh va cac dich vu hé thong trén may
chu;
@) Thuc hién ning cip, xir Iy diém yéu an toan thong tin trén
may chu trudce khi dua vao stir dung.
a) Cai dat phan mém phong chéng ma doc (hodc cé phuong
an khac twong duong) va thiét 1ap ché do tu dong cap nhat
co s¢ dit liéu cho phan mém;
Phg)ng A ChOI}g b) C6 phuong an kiém tra, do quét, xtr Iy phan mém doc hai
2.2.5 | phan mém doc
hai cho cac phan mém trude khi cai dat;
¢) Quan ly tap trung (cép nhét, canh bao va quan ly) cac
phan mém phong chong ma ddc cai dat trén may chu va cac
may tinh nguoi st dung trong hé thong.
a) Co phuong an x6a sach thong tin, dir liéu trén may chu
khi chuyén giao hoac thay d6i muc dich st dung;
Xt 19 mav ch b) Sao luu du phong thong tin, dir liéu trén may chu, ban dy
2.2.6 Py 2 Y phong h¢ diéu hanh may chu trudce khi thyc hi¢n xo6a dir li¢u,
khi chuyén giao |; . .5 ..
hé diéu hanh,;
¢) Co bién phép kiém tra, bao dam dit liéu khong thé khoi
phuc sau khi xoa.
Bé4o dam an toan
23 |,
ung dung
a) Thiét 1ap cdu hinh Ung dung dé xac thuc ngudi sir dung
khi truy cap, quan tri, cau hinh ing dung;
b) Luu trtr c6 ma hoa thong tin xac thuc hé théng;
2.3.1 | Xac thuc

c) Thiét 1ap cau hinh ing dung dé ddm bdo an toan mat khau
ngudi st dung, bao gdom céc yéu cau sau:

- Yéu cau thay ddi mat khau mic dinh;
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- Thiét 1ap quy tic dit mat khau vé sd ky tu, loai ky tu;
- Thiét 1ap thoi gian yéu cau thay doi mat khau;
- Thiét 1ap thoi gian mat khau hop 16.
d) Han ché s6 1an dang nhap sai trong khoang thoi gian nhat
dinh vo1 tai khoan nhat dinh;
d) Ma hoéa thong tin xac thuc trude khi giri qua moi trudng
mang;
e) Thiét lap cau hinh Gng dung dé ngin can viéc dang nhép
tu dong ddi véi cac ting dung, dich vu cung cap va xir 1y dir
lidu quan trong trong hé théng.
a) Thiét 1ap hé thong chi cho phép sir dung cac két ndi mang
an toan khi truy cép, quan tri itng dung tur xa;
b) Thlet 1ap gidi han thoi gian chd (timeout) dé _dong phién
két nbi khi ing dung khong nhan dugc yéu cau tir ngudi
dung;

Kiém sodt truy c)‘ 910‘1 han d{&l ch? mang quan tri dugc phép truy cdp, quan

232 . tri tng dung tur xa;

cap
d) Phan quyén truy cap, quan tri, sir dung tai nguyén khac
nhau cta (mg dung v6i nguoi st dung/nhoém nguoi s dung
c6 chure nang, yéu cau nghi¢p vu khac nhau;
d) Gi6i han s6 lugng céc két noi dong thoi (két ndi khoi tao
va da thiét 1ap) do61 voi cac ung dung, dich vu may chu cung
cap.
a) Ghi nhat ky hé thong bao gdm nhiing thong tin co ban
sau:
- Thong tin truy cap ing dung;

) - Thong tin ddng nhép khi quan tri img dung;
2.3.3 | Nhat ki hé thong

- Thong tin c4c 16i phat sinh trong qué trinh hoat dong;

- Thong tin thay d6i cau hinh tng dung.

b) Quéan 1y va luu trir nhat ky hé thong trén hé théng quan
ly tap trung;
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c) Nhat ky he théng phai duoc luu trir trong khoang thoi
gian t6i thiéu 1a 03 thang.

234

B4do mat thong
tin lién lac

a) M@ hoa thong tin, dit liéu (khong phai la thong tin, dir liéu
cong khai) trude khi truyén dua, trao ddi qua moi truong
mang; st dung phuong an mi héa theo quy dinh vé bao vé
bi mat nha nude ddi vai thong tin mat;

b) Sir dung két ndi mang an toan, bao dam an toan trong qua
trinh khoi tao két ndi kénh truyén va trao doi thong tin qua
kénh truyén.

2.3.5

Chéng chdi bo

Str dung chit ky s6 khi trao d6i thong tin, dit liéu quan trong.

2.3.6

An
dung
nguon

toan uUng
va ma

a) C6 chirc nang kiém tra tinh hop 18 cta thong tin, di liéu
dau vao trude khi xur 1y;

b) Co6 chuc nang klem tra tinh hop 1¢ cua thong tin, dir liéu
dau ra trude khi giri v& may yéu cau;

¢) Co phuong an bao vé ing dung chéng lai nhirng dang tan
cong pho bién: SQL Injection, OS command injection, RFI,
LFI, Xpath injection, XSS, CSRF;

d) C6 chuc niang kiém soat 16i, thong bao 15i tir tng dung.

24

Bao dam an toan
dir liéu

24.1

Nguyén ven dir
liu

Co6 phuong an quan ly, luu trtr dit liéu quan trong trong hé
thong cung v&1 ma kiém tra tinh nguyén ven.

2.4.2

Bao mat dir liéu

a) Luu trit co ma hoa cac thong tin, dir liéu (khong phai la
thong tin, dir liéu cong khai) trén h¢ thong luu trit/phuong
tién luu trit;

b) Str dung cac phuong phap ma hoa manh (chwa dugce cac
t6 chirc quéc té cong bd diém yéu an toan thong tin) dé ma
hoa dir liéu.

243

Sao luu du

phong

a) Thyuc hién sao luu du phong cac thong tin, dir liéu co ban
sau: tap tin cau hinh h¢ thong, ban du phong hé diéu hanh
may chu, co so dir li¢u; dir 1iéu, thong tin nghiép vuy;

b) Phan loai va quan 1y cac dir li¢u dugc luu trir theo tung
loai/nhém thong tin dugc gén nhan khéac nhau;
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c) Co6 hé théng/phu:ong tién luu trlt doc lap dé sao luu du
phong.
3.3.4.2.2. Kiém tra danh gia an toan thong tin cho &ng dung web

Céac nhém kiém tra danh gia bao gom:

Tham do, thu thap thong tin;

Kiém tra quan 1y c4u hinh & trién khai;

Kiém tra quan 1y dinh danh;

Kiém tra xac thuc;
Kiém tra phan quyén;

Kiém tra quan 1y phién;

Kiém tra sang loc dir li¢u dau vao;

Kiém tra co ché xu 1y 101;

Kiém tra thuat toan ma hoa;

Kiém tra logic nghiép vy;

Kiém tra xtr Iy phia nguoi dung;

Chi tiét budce thuc hién:

Nhom Budc thuce hién M0 ta chi tiét
Conduct Search Engine | Tan dung cac cong cu tim kiém nhu Google,
Discovery and | Bing va cac nguon tuong tu dé tra ctru thong tin
Reconnaissance for | vé mo hinh mang va cau hinh, tai khoan, thong
Information Leakage bao 101, va nhiéu thong tin khac.
Xéc dinh phién ban va loai may chu tng dung
Fingerprint Web Server dlAI(_)’C su dtlmg’ de phat ¥n¢n cac 19 hqng (,ia d;u(:yc
Tham cong bd va xac dinh cadc ma khai thac co the ap
do, thu dung,
thap A1 A N , N
thon . Phan tich tap tin robots.txt va xac dinh cac nhan
nong Review Webserver | <META> cua tng dung
tn Metafiles for

Information Leakage

Tim kiém thong tin vé cac tap tin sao luu co trén
may chu.

Enumerate Applications
on Webserver

Tim kiém cac ung dung dang ton tai trén hé
thng (bao gdm host a0, subdomain), cac cong
khong tiéu chuan (cac cong > 1024), chuyén
vung DNS.
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Review Webpage | Tim kiém cac thong tin nhay cam tir cac cha
Comments and Metadata | thich va metadata c6 trong ma ngudn (chtrc ndng
for Information Leakage | view-source cua trinh duy¢t).
Identify application | Xac dinh cac trudong, tham s6 dau vao duoc 4n
entry points di, cac phuong thuc goi HTTP.
Map execution paths | Anh Xa cac chirc nang cua ung dung va hiéu
through application dugc luong xur Iy chinh cia ing dung.
Xac dinh framework/CMS Ung dung sir dung
thong qua cac HTTP header, cookie, ma nguon
Fingerprint Web | va cac tap tin/thu muc
Application Framework -
Xac dinh cac thong tin vé File Extension duoc
thuc thi nhu php, aspx, jsp, ...
: . Xac dinh phién ban va nén tang cta Gng dung dé
imgﬁgggg Web xéc dinh cac 16 hong da biét va cac ma khai thac
pp thich hop.
Map Network and XaNC d}nh k‘lel’l triic cia ung dung bao gom ngodn
Application Architecture | 185 1ap trinh, WAF, Reverse proxy, may chu
pp tmg dung, CSDL.
Test Tim hiéu c4u hinh network va ciu hinh cia co
Network/Infrastructure | s¢ ha tang, may chu CSDL, WebDAV, FTP dé
Configuration xac dinh cac 16 hong da biét.
Xéc dinh céc tap tin/thu muc cai dit mac dinh,
cach thuce x1r Iy 161 may chu (40%*, 50%*), cach thirc
Test Application | phin quyén, ghi log tmg dung.
Kid Platform Configuration - — — -
1em Kiém tra cac 16 hong da biét vé cau hinh nén tang
trav , hoac hé thong.
quan ly
cau Kiém tra thong tin vé dinh dang, dudi file (File
hinh & . A < A . ,
o Test File Extensions Séctegi[}or.l) thong qua ky thuat Fuzzing, stt dung
Khai Handling for Sensitive | " O Ist:

Information

Tim céc tap tin, thong tin quan trong (.asa, .inc,
.sql, .zip, .tar, .pdf, .txt, ...).

Backup and
Unreferenced Files for
Sensitive Information

Kiém tra ma ngudn Javascript, tip tin cache, tap
tin backup (.old, .bak, .inc, .src) va du doan tén
cac tap tin c6 thé co

Kiém tra cac thu muc cai dat, tap tin sao luu cua
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framework con sét lai trong qua trinh cai dat ung
dung.
Thuc hién liét ké tap tin va thu muc, tim kiém
cac chu thich va duong dan chua théng tin dén
Enumerate trang quan tri trong ma ngudn (/admin,
Infrastructure and | /administrator, /backoffice, /backend, ...), cac
Application Admin | ¢cong dich vu khac (Tomcat/8080).
Interfaces ) X X
Tim ki€m céc thong tin v€ ha tang va ing dung
nhu duong dan quan tri.
Xac dinh cac phuong thire dugc phep goi dén
Test HTTP Methods may c{m bang phl}’O‘ng thuf: OPTIONS. Kiém tra
kha nang quan ly truy cap thong qua phuong
thirc HEAD va TRACE.
Xéc dinh header HSTS trén may chu tng dung
Test ~ HTTP  Strict | thong qua header cua goi tin HTTP response
Transport Security
curl -s -D- https://<url>/ | grep Strict".
Phén tich cic quyén duoc phép thong qua cac tap
Test RIA cross domain | tin chinh sach
policy (crossdomain.xml/clientaccesspolicy.xml)  va
header allow-access-from.
St dung ma tran phan quyén dé xac nhan cac vai
tro dugc dinh nghia trong h¢ thong.
Test Role Definitions ) X
Tim cach bypass co ché phan quyén trén hé
thong.
Test User Registration Trong ’quaAtrln‘Ah dgng ky nguoi d}mg, klellp tfa
2 Process xem cac yéu cau dinh danh c¢6 phu hop voi yéu
{(wm cau nghiép vu va bao mat khong.
ra
ql_lén 1y | Test Account | Xac dinh co ché uy quyén dé tao nguoi dung va
dinh Provisioning Process loai tai khoan dugc phép tao.
danh

Testing for Account
Enumeration and
Guessable User Account

Kiém tra thong bao 151, status code va moi thong
tin lién quan dén user cd thé bi ro ri thong qua
chuc nang dang nhép, quén mat khau.

Xac dinh cac tai khoan mac dinh, tai khoan
khach (Guest).

Testing for Weak or

Xac dinh cac nguyén tac dat tén tai khoan dé du
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Nhom Budc thuc hién M5 ta chi tiét

unenforced  username | doan cac tai khoan co thé doan duoc.

policy , . ,
Tim ki€ém va c6 gang khai thac cac policy yéu.

Testing for Credentials | Kiém tra cac goi tin chira tai khoan ding nhap co

Transported over an | thé duogc thuc hién trén giao thirc HTTP thay vi

Encrypted Channel HTTPS.

Kiém tra cac tai khoan mac dinh cua céc ung
dung/CMS thong dung, mat khau mac dinh cho

Testing for Default tai khodan mai tao (n€u co).

Credentials Xac dinh cac tai khoan méc dinh duge tao, kha
nang doan duogc tén tai khoan hoac cé duoc tai
khoan.

Panh gia co ché khoa tai khoan dé ngin chin tan

Testing for Weak Lock | cong vét can mat khau. Banh gia co ché kiém

Out Mechanism soat viéc mo khoa tai khoan dé ngan chan viéc
mo khoa trai phép.

Kiém tra kha ning vuot qua co ché x4c thuc cta

Testing for Bypassing | ing dung thong qua thay doi tham sé néu viéc

) Authentication Schema | x4c thuc dua trén tham s0, thay doi gia tri phién
Kiém lam viéc, 16 hong SQL Injection.
tra xac - -
thuc Xac dinh 16 hong c6 thé co6 trong chirc nang “Goi

Test Remember
Password Functionality

nh¢ mat khau™.

Kiém tra thong tin luu trong cookie, tim kiém
mat khau néu c6. Xac dinh mat khau duoc luu
dudi dang cleartext hodc ma hoa.

Testing for Browser
Cache Weakness

Kiém tra 16 hong trong phuong thic ding xut,
c6 thé truy cdp lai céc trang truéc mac du da
dang xuat.

Kiém tra co ché quan Iy bd nhé dém cua trinh
duyét thong qua co ché Back sau khi di ding
xuat. Kiém tra header Cache-Control trong
HTTP response.

Testing  for  Weak

Password Policy

Xéac dinh co ché ngan chan tan cong vét can mat
khau trong g dung va kiém tra cac chinh sach
lién quan dén mat khau, bao gdm d6 dai tdi thiéu,
d6 phtc tap va yéu cau thay ddi mat khau dinh
ky,...
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Nhom Budc thuc hién M5 ta chi tiét
g:zngy for — Weak Kiém tra cic cau hoi bao mat duge st dung, kha
: Ang tAn cong vét Au tra 1oi.
Question/Answer nang tan cong vét can cau tra 101
) Kiém tra chuc nang reset mat khéu, xac dinh
Testing  for  Weak || . e A . \ x
kénh guri thong tin 1a email hay SMS, duong dan
Password Change or x .A < s X4z
) .2 reset dugc tao ngau nhién hodc c6 thé doan dugc,
Reset Functionalities e .2 , \ x
thot gian hiéu lyc cua dudong dan.
Testing for Weaker K.iAém tra Ch;l%'c géng tha}/ déilmétNkhéuq, xflc dinh
.. .| viéc thay doi co6 can mat khau cii, kha ning tao
Authentication n 2 PO 2 N ,
. request d€ thay doi mat khau nguodi dung khac
Alternative Channel e 1, "
trai phép (CSRF)".
Xac dinh cac chure nang tai tap tin trén hé thong
Testing Directory | nhu hinh anh, file tai li¢u,... va ki€ém tra céac 16
Traversal/File Include hong trong chtrc ndng doé bang cac k¥ thuit nhu
thém cac ky tg "../" vao tén tap tin.
Xac dinh céc tai nguyén can xéac thuc dé truy cap
nhung c6 thé bi truy cép trai phép, dac biét 1a cac
trang quan tri.
Testi for B 1 L4 L < \ g r 1A
estmg or 2YPassIg | 4o dinh cac tinh nang ma nguoi dung cé thé
Authorization Schema N T
truy cép trai phép vao cac thong tin trén hé thong.
Kiém St dung cac k¥ thuat bypass co ché xac thuc nhu
tra thay doi tham s6 dinh danh, tai st dung session.
phan . :
quyén Thuc hién leo quyén bang viéc thay doi cac gia
tri trong cookie hodac duong dan da dugc xac
Testing for Privilege | dinh.
Escalation - X
Kiém tra kha nang leo quyén hodc truy cép trai
phép dén cac tai nguyén khac.
Thay dbi cac tham s c¢6 thé 13 id cua 1 ddi tuong
Testing for Insecure gf}u: tal kh(l);}lln’, V%t.pham cteltgyia(}). thopg ‘[_12 cha
Direct Object 01 tugng khac (?invoice=123 -> ?invoice=456).
References Kiém tra kha ning leo quyén & Gmg dung nay tir
ung dung khac.
Kiém | Testing for Bypassing |, .. . s . T
: Xac dinh kha nang decode cookie, sessionid va
tra Session ~ Management | |, N ) Re g ias 22
thir leo quyén bang cach thay doéi céac gia tri do.
quan ly | Schema
phién . . .2 & S, ~ A
Testing for Cookies | Kiém tra bién cookie cua trng dung da dugc bat
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Nhom Budc thuc hién M5 ta chi tiét
Attributes cac co httponly, secure, expire time va c¢o6 chira
cac thong tin nhay cam khong.
: . Thir nghiém dang nhép lai bang cookie cii dé
Testing for  Session |, .z ghie ang niap ¢ g cooxle il ¢
o kiém tra cookie c6 bi huy sau khi dang xuat
Fixation o
khong.
Kiém tra kha nang giai ma cua gia tri phién lam
Testing for Exposed | viéc hodc cung 1 gia tri dugc sir dung nhiéu lan,
Session Variables xac dinh cac bién sessionid dugc gui theo
phuong thuc GET.
Xac dinh céc chic ning co thé bi tin cong Cross
Site Request Forgery — CSRF.
Eestmgt Ffor Cross Site Kiém tra cic chitc ning nhay cam, can ngudi
cquest rorgery dung xac thyc c6 duge kem theo cac token bao
v¢, kha nang gia mao ngudi dung dé thuc hién
cac chtrc ndng nay.
Testing for Logout | Kiém tra session cookie c6 con kha ning sir dung
Functionality khi phién lam viéc da két thuc khong.
Test Session Timeout Kiém tra thoi gian hét han cua session cookie,
néu hét han thi session cookie ¢6 bi hiy khong.
Xéc dinh c4c yéu to anh hudng dén viée khoi tao
Testing for Session | session cookie, tir d6 kiém tra xem c6 thé khéi
Puzzling tao cac session cookie giong nhau bang cach giir
nguyén cac yeu to do.
: St dung cac k¥ thuat trong tin cong reflected
Testing for Reflected tng cav Ky rat § tal CONg refeeie
. - XSS bang vi¢c thém cac doan ma Javascript vao
Cross Site Scripting ; . A 1 1A
cac truong nhap dir li¢u.
: St dung cac ky thuat trong tdn cong stored XSS
Testing for Stored Cross | | ; HNE cac Ky e £ § SIorect A5
» Site Scripting bang vi¢c thém cac doan ma Java script vao cac
Kiém trudng nhap dit liéu.
tra sang
loc dir Thyc hién thay d6i phuong thirc cua cac chuc
liéu nang, ttr GET thanh POST va nguoc lai.
dau vao | Testing for HTTP Verb

Tampering

Thay d6i cac phuong thirc HTTP thong thuong
nhu GET/POST bang cac phuong thuc
PUT/DELETE/TRACE/HEAD.

Testing for HTTP
Parameter pollution

Tién hanh ghi nhan két qua tra vé khi nhap gia
tri tham s6 dang, thay doi gia tri tham so, va lap
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Nhom

Budc thuc hién

Mo ta chi tiét

lai viéc thay doi gia tri tham s6 nhiéu lan dé xac
dinh co sy ton tai ciia 16 hong hay khong.

St dung cac ky thudt trong tan cong SQL
Injection nhu thém dau nhay don ('), diu nhay
kep (") vao cau truy van va kiém tra két qua tra
vé dé xac dinh kha niang ton tai 16 hong.

Thue hién tim kiém 16 hong bang cach chén cac
cau truy van LDAP.

St dung k¥ thuat trong tdn cong ORM Injection
bang cach nhap cac ky tu dac biét trong cau truy
van va kiém tra két qua tra vé dé xac dinh kha
nang ton tai 16 hong.

Testing for SQL
Injection
Testing for LDAP
Injection
Testing for ORM
Injection
Testing for XML
Injection

St dung cac k¥ thuat trong tdn cong XML
Injection bang cach chén cac ky tu Meta cua
XML vao cac tham sb va kiém tra két qua dé xac
dinh kha nang ton tai 16 hong.

Testing for SSI Injection

St dung cac ky thuat trong tdn cong SSI
Injection bang cach chén cac ky ty dic biét,
exploit code vao tham sb dé kiém tra kha ning
ton tai ctia 16 hong.

Testing  for  XPath | Chén ddu nhay vao cac gia tri tham sd dé kiém

Injection tra sy ton tai cua 16 hong.

IMAP/SMTP Injection CheP cdc k}/ tuxdag biét vao tham so d¢ kiém tra
su ton tai cuia 16 hong.

Testing for Code | Chén céc cdu cdu 1énh hé théng sau diu chim

Injection phay dé kiém tra kha nang ton tai ctia 16 hong.

Testing for Local File
Inclusion

Discovery local file bang cach thém céac ky tu
"../" vao tén file.

Testing for Remote File
Inclusion

Chén cac exploit code vao url dé kiém tra kha
nang ton tai cia 16 hong.

Testing for Command
Injection

Xac dinh OS, ciu tric thu muc, path,... tur do

thue thi cau 1énh hé théng trén may chu.

Testing  for  Buffer

overflow

Nhap cac gia tri c6 do dai 16n hodc cac gia tri
khong hop 1¢ (so qué 16n) dé 1am tran bo dém, tir
d6 kiém tra sy ton tai cia 16 hong.
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Nhom Budc thuc hién M5 ta chi tiét
Tim kiém cac 16 hong ton tai lau trén hé théng
Testing for incubated nhu upload webshell, Stored XSS, hay cac lf)i
Vulneribili ties configuration cho pheép cai ddt cac thanh phan
trai phép (Tomcat, Plesk, Cpanel). Ttir d6 ki€ém
tra sy ton tai cua 16 hong.
St dung cic ky thuat trong tan cong HTTP
Testin for HTTP splitting/smuggling nhu chen thém vao HTTP
NS : header cua request nhiéu doan request khac nhau
Splitting/Smugglin
p & seling hodc break cac header bang ky hi¢u xuong dong
CRLF, tir d6 kiém tra su ton tai cua 16 hong.
: Thu thap cac thong tin nhay cam vé may chu,
Analysis of Error Codes tmg dung,... tir error code va thong bao 16i.
Thuce hién nhap cac gia tri co thé gay 15i vao céac
truong tham so, tir d6 phén tich Stack Trace co
thé dugc tra vé:
Kié L .
tr;emco - Gia tr1 khong hop 1€, khong phu hgp véi
ché xir logic cua ung dung;
Iy 1oi Analysis of Stack Traces | Gia tri chtra cac ky ty dac biét khong thude
bang ma ASCII thong dung;
- Truy cap cac trang ndi bo ma khong xéc
thuc;
- Bypass ludng xac thuc cia tng dung.
Testing for Weak | Xac dinh tng dung SSL,dang st dung, cac thuat
SSL/TSL Ciphers, | toan/giao thirc ma hoa yéu duoc phep sir dung co
Insufficient  Transport | thé dan dén cac 16 hong nhu RC4, BEAST,
Layer Protection CRIME, POODLE.
So sanh két qua giai ma khi thay doi dir liéu dau
Kiém vao cua qué trinh ma hoa, tir d6 kiém tra su ton
tra tai cua 16 hong:
thuat . . ~ e a P 2o A 2
todn Testing for Padding |-  Dirliéu duoc gidi ma va két qua tra vé dung;
mi ha Oracle ) X
ahoa - Dt li€u dugc giai ma va két qua tra vé gay
101 hodc ngoai 1¢;
- Dit ligu khong thé giai mi do 1i padding;
Testing for Sensitive Kiém tra cac thong tin dugc truyén khong qua
information sent via | ma hoa:
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Nhom Budc thuc hién M5 ta chi tiét
unencrypted channels - Thong tin dung dé xac thuc nhu tai
khoan/mat khau, ma PIN, gid tri dinh danh phién
lam viéc, token, cookie...);
- Thong tin dugc bao vé boi phéap luat, quy
dinh hay chinh sach cua t6 chic cu thé nhu thé
tin dung, dir li¢u khach hang, ...
Tt s Lgic | 14, 81 ne s b i 1 i
Data Validation & Quns, P ’ PHE at,
Test Ability to Forge Kl?mvtra cac tliuong/thaAm so{chu:cA nang an co
kha ndng truy cap ma khong can tuin theo luong
Requests 1 o
xu 1y cia ung dung.
Kiém tra kha nang nhap vao cac thong tin/dir liéu
Test Integrity Checks trai voi logic cua ing dung, cac thao tac dir liéu
c6 thé dugc thuc hién trai phép.
Xac dinh cac chirc nang phu thude vao thoi gian
Test for Process Timing | va thuc hién céac truong hop cd theé phéd vo luong
xur 1y cia ing dung.
Kiém ) Kiém tra cac chirc nang chi nén dugc thuc hi¢n
Test Number of Times a X . s A 1A Lo e X
tra . 1 lan hodc véi s6 1an nhat dinh trong 1 khoang
. Function Can be Used N N . Cia
logic Limits thol gian nhu OTP bang cach thuc thi lién tuc
nghi¢p nhiéu lan.
vu A
Testing for the | Xac dinh luong thuc thi cia cdc chirc nidng va
Circumvention of Work | kiém tra kha nang phé v ludng xtr 1y, c6 thé bo
Flows qua cac buoc.
Test Defenses Against Kiém tra, darvlh glav cac co cAhe ba(’) VC‘ cua u:ng
Apolication Mis-use dung nhu ngan chan truy cdp, khoa tai khoan,
PP token/captcha.
Kiém tra kha nang sang loc file upload bﬁng cach
Test Upload of | tai 1én cac tap tin khong khong phu hop véi ung
Unexpected File Types | dung nhu dang tai tap tin chira ma ngudn thay vi
hinh anh.
Test Upload of KferAn tra} kh:’:l nang sang lpc f}le ulzload Pan% cach
.. . tai 1én céc tap tin thyc thi chira ma nguon doc hai
Malicious Files i
nhu .php, .asp, .jsp, ...
Kiém | Testing for DOM based Su:‘ dur}g cac kyNthuat trqng t?ln clong XSS anlu’
tra XU chén cac doan ma Javascript vao cac truong nhap
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Nhom Budc thuc hién M5 ta chi tiét

Iy phia | Cross Site Scripting dir liéu dé kiém tra sy ton tai ctia 16 hong.

nguoi - . :

dung Testing for JavaScript | Kiém tra 10 hong bang cach chen cac ma thyuc thi

Execution

Javascript vao duong dan.

Testing for HTML

Injection

Kiém tra 16 hong bang cach chén cac md HTML
vao duong dan.

Testing for Client-Side

Kiém tra 16 hong bang cach cheén cac duong dan

URL Redirect doc hai vao duong dan.
Testing for CSS | Kiém tra 16 hong bang cach chén cac ma CSS
Injection vao duong dan.

Testing for Client-Side
Resource Manipulation

Kiém tra 15 hong bang cach tai tai nguyén chira
ma thyc thi Javascript vao duong dan.

Test Cross
Resource Sharing

Origin

Kiém tra cac header quy dinh kha ning chia sé
tai nguyén nhu:

- Origin & Access-Control-Allow-Origin;

- Access-Control-Request-Method &
Access-Control-Allow-Method;

- Access-Control-Request-Headers &
Access-Control-Allow-Headers;

- Access-Control-Allow-Credentials.

Testing for Cross Site
Flashing

Kiém tra kha ning khai thac ung dung Flash
thong danh gia ma ngudn ActionScript cua ung
dung.

Testing for Clickjacking

Kiém tra 16 hong bang cach tai ing dung vao mot
iframe trong mot ing dung khac.

Testing Web Sockets

Kiém tra kha ning bao mat cia WebSockets néu
ung dung c6 st dung.

Test Web Messaging

Kiém tra cach ung dung trién khai va xu ly dir
liéu Web Messaing néu co.

Test Local Storage

Kiém tra cac thong tin dugc luu trir trong Local
Storage cua trinh duy¢t, khd nang chén ma khai
théc.
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3.3.4.3. Danh gia an toan thong tin cho may chu
3.3.4.3.1. Ra soat 15 hong bao mat, diém yéu

Nha cung cép dich vu s€ chiu trach nhiém thu thap thong tin may chi nhu dia chi
IP va dia chi MAC; thong tin vé hé diéu hanh, phién ban va cau hinh hé thong; cic ung
dung va dich vu chay trén may chu sau do sé€ két ndi toi may chi muc ti€u qua tai khoan,
mat khau dugc cung cip bdi co quan chi quan.

Nha cung cip dich vu s& thuc hién viéc do quét, phat hién cac diém yéu bao mat
trén hé thong may chu, dua ra phan tich, canh bao cling nhu cic bién phap khac phuc
kip thoi.

Nha cung cép dich vu sé tién hanh ra quét 16 héng bdo mat trén pham vi da duoc
dinh nghia, thu thap va phan tich két qua ra quét.

3.3.4.3.2. Kiém tra, ra soat ciu hinh

Nha cung cép dich vu s& chiu trach nhiém thu thap thong tin may chu nhu Dia chi
IP va dia chi MAC; thong tin vé hé diéu hanh, phién ban va cau hinh hé thong; cic ing
dung va dich vu chay trén may chu sau d6 s& két ndi t6i may chi muc tiéu qua tai khoan,
mat khau dugc cung cap bdi co quan chil quan.

Checklist thuc hién:

- Kiém tra cdu hinh hé diéu hanh: Kiém tra cac dich vu, tng dung va giao thirc
khong can thiét trén may chu, cac dich vu, ing dung, giao thirc mang khong
st dung.

- Kiém tra cAu hinh chting thyc: Panh gid cac tai khoan mac dinh va céc tai
khoan khong con sir dung. Kiém tra cac tai khoan dic quyén trén may chu va
cac tai khoan dich vu. Xem xét chinh sich mat khau va co ché ngan chan tan
cong mat khau.

- Kiém tra c4u hinh log va giam sat: Panh gia chinh sach ghi va quan Iy log cta
hé thong. Kiém tra co ché ghi nhat ky may chu dang sir dung va cac thong tin
duogc ghi lai.

- Kiém tra, danh gia cdu hinh chinh sach tai khoan: Xac dinh chinh sich tai
khoan nhu tai khoan khong st dung, tai khodn mac dinh va chinh sach mat
khau manh.

- Kiém tra chinh sach két ndi quan tri: Panh gia chinh sach quan tri tir xa qua
cac kénh truyén an toan va ma hoda, gidi han tai khodn truy cap quan tri tir xa.

3.3.4.4. Panh gia an toan thong tin cho cac thiét bi mang

3.3.4.4.1. Ra soat 16 hong bao mit, diém yéu

Nha cung cép dich vu s€ thu thap thong tin thiét bi nhu dija chi IP, dia chi MAC,
nhan dang thiét bi mang: Router, Firewall, Switch sau d6 thuc hién viéc do quét, ki€ém
tra hé thong mang, phat hién cac dich vu dang md ctia cac thiét bi, giao thirc mang truyén
tai trén hé thong dugc coi l1a cac diem yéu, phat hién cac diém yeu bado mat trén céc thiét
bi mang, va 1ap bao cao kiém tra, danh gia d61 vdi cac 16 hong bao mat do.

Nha cung cip dich vu sé& tién hanh ra quét 156 hong bao mat trén pham vi da duoc
dinh nghia, thu thap va phan tich két qua ra quét.
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sau:

3.3.4.4.2. Kiém tra, ra soat ciu hinh

Nha cung céip dich vu s€ chiu trach nhi€m thu thap thong tin thiét bj nhu dia chi IP
va dia chi MAC; thong tin vé firmware, phién ban va cAu hinh hé théng; cac dich vu
chay trén thiét bi sau d6 s& két ndi t6i thiét bi muc tiéu qua tai khoan, mat khau dugc
cung cip boi co quan chu quan.

Checklist thuc hién:

Kiém tra cAu hinh hé diéu hanh: Kiém tra cac dich vu va giao thuc khong can
thiét trén thiét bi, cac dich vy, giao thirc mang khong st dung.

Kiém tra cau hinh ching thuc: Panh gia cac tai khoan mac dinh va cac tai
khoan khong con sir dung. Kiém tra céc tai khoan dac quyén trén thiét bi. Xem
x¢€t chinh sach mat khau va co ché ngan chén tan cong méat khau.

Kiém tra c4u hinh log va giam sat: Panh gia chinh sach ghi va quan 1y log cua
hé thong. Kiém tra co ché ghi nhat ky thiét bi dang st dung va céc thong tin
duoc ghi lai.

Kiém tra, danh gid cAu hinh chinh sich tai khoan: X4c dinh chinh sach tai
khoan nhu tai khoan khong st dung, tai khoan mac dinh va chinh sach mat
khau manh.

Kiém tra chinh sach két ndi quan tri: Panh gia chinh sach quan trj tir xa qua
cac kénh truyén an toan va ma hoda, gidi han tai khodn truy cap quan tri tir xa.

3.3.5. Phwong an trién khai ra quét, béc tich ma doc tai cac co quan don vi
trén dia ban thanh pho
3.3.5.1. M6 hinh trién khai

Mo hinh trién khai dugc thiét ké phut hop véi hién trang ha ting mang va diéu kién
van hanh cua céac co quan, don vi trén dia ban Thanh phd, voi cac dac diém chinh nhu

Céu trac hai 16p: Hé thdng duoc to chie theo mé hinh 2 ting, bao gdm 16p
Trung tAm tai TTDL va 16p don vi tai 15 co quan, duoc két ndi thong qua mang
riéng VPN/MPLS nham dam béo an toan, bao mat trong qua trinh truyén tai
dix ligu.

Trién khai trong méi truong cach ly an toan: Giai phap dugc trién khai hoan
toan trong pham vi mang Metronet, khong két noi Internet hodc ha ting Cloud
ctia bén tht ba, nham bao vé tuyét ddi tinh bi mat cua thong tin thu thap. Toan
bd dit 1i€u sau khi hoan thanh qua trinh phan tich, ra quét va boc tdch ma doc
s& duoc x6a khoi thiét bi tai Trung tdm va céc don vi, ddm bao tuan thu yéu
cau bao mat dir lidu.

Khong can thi¢p hé théng hién hitu: Phuong an trién khai dugc thiét ké theo
nguyén tic non-invasive, khong cai dat phan mém 1én may nguoi dung, khong
lam thay d6i kién trac hay cau hinh mang hién c6 tai cac don vi.

Kha ning mé rong va linh hoat: Hé thng c6 thé d& dang mé rong quy mo,
diéu chinh linh hoat theo dic thu ha téng mang cua tirng don vi, bdo dam kha
nang g dung rong rai trong cac co quan nha nudc c6 quy mo va mo hinh van
hanh khac nhau.
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Phan tich va phat hi¢n ma ddc theo t?mg mang: Thiét b tai mdi don vi s& thu
thap, phan tich va phat hién ddu hiéu ma doc trén ludng lwu lrong mang. Cac
két qua duoc téng hop, ddng bo va hién thi trén hé thong quan 1y tip trung tai
Trung tam, phuc vu diéu tra, khoanh vung, cO 1ap va loai bo cac mdi de doa d3
phat hién.

Dé xuit va h6 trg xtr Iy ma doc: Sau qua trinh ra quét, hé théng s& cung cip
béo cao chi tiét, ddng thoi dé xuat phuong 4n boc tach, xir Iy ma doc, cung voi
cac khuyén nghi ting cudng bién phap bao mat dé ngin ngira tai dién su cb
trong tuong lai.

HJ tro trién khai Out-of-Band: M6 hinh trién khai theo phuong thirc Out-of-
Band, dam bao tach bi€t hoan toan khoi ludng truyén dir liéu san xuat, tranh
anh huong dén hoat dong thudng nhat ctia cac co quan.

Thoi gian trién khai: Tong thoi gian trién khai dy an khong vuot qua 15 ngay,
trong do mdi don vi duoc trién khai, ra soat va hoan thanh béo céo trong thoi
gian t0i da 10 ngay, tinh tir thoi diém thiét 1ap hé thong dén khi c6 két qua va
phuong an xur ly

User zonfe: Ving ngudidung
S FPE 5=
Hub ~ Lup
= ! e -
Tap Tap

Router Router

B A -t
- Sensor - Sensor

Ponvi1 Ponvi 3

L L ==
o Sensor % wp Sensor % "

Sensor é Sensor é Lyt
Conllector Sensor

FER & = R & &E &

Vung ngudi dung Ving may cha

Hinh 6: M6 hinh trién khai

3.3.5.2. Yéu cau thiét bi ra quét mi doc

May chu xir 1y, phan tich, tong hop dat tai Trung tam dit liéu Thanh phd c6 cau
hinh to6i1 thiéu 96 core CPU, 512 GB RAM, 2 TB SSD 8TB HDD.

May chii khong cho phép két ndi Internet ra bén ngoai hoic cac co quan, don vi
khac khong nam trong pham vi ra soat trong quaé trinh thyc hi¢n. Truong hop thay doi
chinh sach két n6i phai dugc sy chap thuan ctia don vi chu dau tu
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3.3.5.3. Yéu cau thiét bi thu thap thong tin ludng mang tai don vi

Hé thong thu thap dir liéu tai don vi ¢6 cau hinh t6i thiéu la 24 core CPU, 96 GB
RAM, 1 TB SSD 8TB HDD, 02 NIC 1Gbps; c6 kha nang tiép nhan dit liéu mang (thong
qua SPAN/TAPPING) t6i thicu 1GB; co kha nang thu thap thong tin twong Gmg dong
thoi tdi thiéu 400 thiét bi dau cudi.

S6 lugng thiét bi: 15 thiét b

3.3.5.4. Co ché phat hi¢n da l16p

Giai phap duoc thiét ké theo m hinh phat hién da 16p, két hop nhiéu k§ thut phan
tich va twong quan nham t61 vu hiéu qua nhéan dién moi de doa, dam bao kha nang phat
hién toan dién trén nhicu 16p dir lidu:

Phét hién két ndi C&C va Botnet:

Nhan dién cac két ndi téi may chi diéu khién (Command & Control) dira trén
mau hanh vi da dugc xac dinh (known behavioral patterns).

Péi chiéu luu luong véi co sO dir li¢u IP doc hai (malicious IP database) dugc
cap nhat lién tuc tir cac ngudn Threat Intelligence uy tin quéc té.

Phat hién hanh vi lam dung giao thirc (protocol abuse) nhu HTTP/HTTPS
tunneling, DNS tunneling, ICMP tunneling — cac phuong thirc phd bién dé an
giau luu luong C&C.

Phén tich ddc trung luu lugng mang nham phat hién cic nhdm may tram co
hanh vi két n61 dong loat, bi€u hién dac trung ctia Botnet

Phat hién truy van tén mién doc hai:

Giam sat va phan tich toan bo truy van DNS trong mang ndi b dé nhan dién
truy cap dang ngo.

Ung dung Machine Learning nham phat hién tén mién sinh ty dong (DGA
domains) ngay ca khi chua cé trong co sé dit li¢u blacklists

Phat hién vi pham chinh sach va hanh vi bat thuong:

Phat hién sir dung dich vu trai phep: truy cap cong khong duoc phép, st dung
giao thuc bat thuong, hoac truyén tai lugng dir liéu dot bién.

Phat hién nguy co ndi gian (insider threat): nguoi dung truy cap dir liu nhay
cam ngoai gio lam viéc, tai xudng lugng 16n dir li€u, hodc két noi téi IP la
khong nam trong danh sach tin cdy

Phat hién tdn cong khai thac theo thoi gian thyc:

Do quét mang (Network Scanning): nhan dién hoat dong ctuia cac cong cu quét
nhu Nmap, Masscan va hanh vi quét cong hoac quét 16 hong.

Tan cong Brute-force: phat hi¢n nf)‘h_rc q’éng nhap lién tuc vao qéc dich vu
(HTTP, SSH, RDP, FTP, SMB) vdi tan suat cao trong thoi gian ngan.

Khai thac 16 hong (Exploitation): phén tich payload va signature dé nhan dién
hanh vi khai thac cac 16 héng da biét.

Di chuyén ngang (Lateral Movement): giam sat cac hoat dong di chuyén noi
bd trong mang nhu Pass-the-Hash, Pass-the-Ticket, Remote Service Creation,
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WMI execution, PowerShell remoting — nhiing dAu hiéu dac trung ciia ma doc
giai doan lan truyén.

Phat hién tin cong APT (Advanced Persistent Threat):

- Canh bao sém cac dau hiéu tan cong c6 chu dich (Targeted Attack) & tang
mang.

- Ap dung MITRE ATT&CK Framework dé nhan dién ddy du cac giai doan
trong chudi tin cong (Kill Chain): Initial Access, Execution, Persistence,
Privilege Escalation, Defense Evasion, Credential Access, Discovery, Lateral
Movement, Collection, Command & Control, Exfiltration, Impact.

- Tuong quan va phan tich cac su kién lién quan nhim phét hién cac chién dich
tan cong keo dai hodc da giai doan (Multi-Stage Attacks).

- Nhan dién cac nhom APT di biét thong qua phan tich hanh vi va dic trung
TTPs (Tactics, Techniques & Procedures)

Phan tich ty dong tai don vi:

- Thiét bi trién khai tai tung don vi c6 kha ndng phan tich cuc bd cac dAu hiéu
ma doc, hanh vi bat thuong va 16 hong bi khai thac ma khong phu thude vao
hé thong trung tam.

- Co ché phan tich tai chd giup giam tai cho ha ting TTDL, tiét kiém bang thong
va duy tri hi€u suat 6n dinh trong moi trudng phan tan.

- Chi céc su kién nghiém trong (Critical Events), canh bdo mutc cao (High-
Severity Alerts) va dir liéu tong hop mdi dugce gui ve trung tam.

- M0 hinh nay cho phép hé thong mé rong quy mo t6i hang trim don vi ma van
dam bao hi¢u nang, tinh san sang va toc do xu ly cao

3.3.5.5. Yéu ciu két qua dat dwoc

Muc ti€u cua giai phap 1a dam bao hé¢ théng thong tin van hanh on dinh, lién tuc
va an toan, chu dong phong ngtra, phat hién va xur ly céc rui ro an ninh mang trong qua
trinh ing dung cong nghé thong tin tai cac don vi. Giai phap dong thoi bao vé an toan
khi truy cap cac ung dung, dich vu va website dugc trién khai tai Trung tam dir li¢u
thanh phd.

Bén canh d6, hé théng gitp giam thiéu nguy co 16 lot thong tin, mét an toan dir
liéu, gop phan lam sach ma doc trong khong gian mang, bao v€ an toan cho cac giao
dich di¢n tur cua co quan, doanh nghiép va nguoi dan. Bay 1a budce di quan trong trong
tién trinh chuyén doi sd, hudng téi Chinh phu sd, kinh té s6 va xa hoi sé an toan, bén
vitng.

3.4. Yéu céu vé sé hiru cac thong tin, dir liéu hinh thanh trong qua trinh cung
cap dich vu

S& hiru cac thong tin, dir liéu hinh thanh trong qua trinh cung cap dich vy tuan tha
quy dinh tai Bi€u 48 Nghi dinh 73/2019/ND-CP ngay 05/9/2019 cu thé nhu sau:

“Thong tin, dir liéu hjnh thanh trong ql}é trinh thyc hién dich vu cong nghé thong
tin thudc sé hiru cia chu dau tu. Nha cung cap dich vu c6 trach nhiém bao dam an ninh,

an toan thong tin, chuyen giao day du cho chu dau tu cac thong tin, dir liéu khi két thac
hop ddng cung cap dich vu cong nghé thong tin”.
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3.5. Yéu ciu vé quin ly, chuyén giao dir li¢u trong qua trinh thug

Don vi thué dich vy co quyén st dung dich vu di thué dé phuc vu cong viée cua
don vi va c6 quyén tai vé thong tin, dit liéu do chinh don vi tao lap trong thoi gian st
dung dich vu.

Nha cung cép dich vy ¢6 trach nhiém dadm bdo tinh an toan bao mat thong tin, dir
liéu do don vi thué dich vu tao lap, ddm bao hé thong c6 thé khoi phuc lai dir liéu khi
xdy ra cac su c0 ngoai trir nhitng truong hgp bat kha khang.

Nha cung cap dich vu ¢6 trach nhiém cung cap cong cu quan ly, giam sat h¢ thong
dich vu cho don vi thué dich vu sau khi d3 hoan tat thu tuc cung cép dich vu cho bén
thué.

Nha cung cip dich vu c¢6 trach nhiém chuyén giao toan bo thong tin, dit liéu phat
sinh cho cac don vi thué dich vu khi hét han thué dich vu ma bén thué khong gia han su
dung dich vu nira hodc khi c6 yéu cau bang van ban cua bén thué dich vu.

3.6. S¢ hiru thong tin, dir li¢u

Céc don vi str dung dich vu c¢6 quyén s¢ hitu, tai vé phan dit liéu do chinh don vi
tao lap trong sudt qua trinh st dung.

Nha cung cip c6 trach nhiém bao mat moi thong tin vé dit liéu cta cac don vi thué
dich vu va khong dugc phép tiét 10 cho bat ky bén thtr 3 nao khac ngoai trir yéu cau cta
co quan ¢ thim quyén cta nha nuée.

Nha cung cép dich vu c¢6 trach nhiém chuyén giao toan bo thong tin, dit liéu phat
sinh cho cac don vi thué dich vu khi hét han thué dich vu ma bén thué khong gia han su
dung dich vu nira hodc khi c6 yéu cau bang van ban cua bén thué dich vu.

Néu nhu Chu tri thué dich vu khong tiép tuc thué ma mudn dau tu xay dung hé
thong cho riéng minh, thi nha thau phai ho trg Chu tri thué dich vu to1 da trong viéc sao
chép hé thong va back up dir li¢u vé may chu cta Chu tri thué dich vu chi dinh. Bao
gom:

- Chuan bi nhan lyc thuc hién chuyén dir liéu.

- Thoi gian thyc hién t6i thiéu 7-10 ngay lam viéc hodc theo ké hoach ctia Chu
tri thué dich vu.

- Sao chép va di chuyén dir li€u theo yéu cau cua Chu tri thué dich vu

- Kiém tra tinh toan ven dit liéu cua dit liéu.

- Kiém tra d6 6n dinh va chinh x4c cta cac img dung sau khi dugc phuc hoi.

- bam bao 100% dir liéu duoc chuyén giao cho Chu tri thué dich vy, giam toan
bd thoi gian gian doan dich vu dén 99,999%.

Tai san hinh thanh trong qua trinh sir dung 100% thugc quyén sé hitu hop phap
ctia Chu tri thué dich vu. Nha thau khong can thiép vao quyén quan tri hé thong va quyén
quan tri cua Chu tri thué dich vu sau khi ban giao va nghi¢m thu khi hét thoi han thué
dich vu. Nha cung cap c6 trach nhi€ém bao mat moi thong tin vé dir li¢u cia Chu tri thué
dich vu va khong dugc phép tiét 1§ cho bat ky bén thir 3 nao khéac ngoai trir yéu cau cua
co quan c6 tham quyén cua nha nudc.
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4. Giai phap va phwong phap luan

Nha thau chuan bi dé xuét giai phap, phuong phap luan tong quat thuc hién dich
vu theo céc ndi dung quy dinh tai Muc 3 Chwong ndy, gdm cac phan nhu sau:

1. Giai phap va phuong phap luan;

2. Ké& hoach cong tac.

5. Quy dinh vé kiém tra, nghiém thu san phim.

Quy dinh kiém tra, nghiém thu san pham duoc ap dung theo Thong tu S(f)
16/2024/TT-BTTTT ngay 30/12/2024 cua B Thong tin va Truyén thong quy dinh vé

cong tac trién khai, gidm sat cong tac trién khai va nghiém thu dy an dau tu ing dung
cong nghé thong tin stir dung ngudn von ngan sach nha nuée.
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